CHAPTER 15
SysLog/Mail Alert Setup

15.1 Introduction

Syslog is a popular utility in Unix world. To monitor router activity, you can run a
Syslog Daemon to capture all activities from the router. This Daemon program can
run on a local PC or a remote one elsewhere on the Internet. In addition, the Vigor
routers provide the Mail Alert facility so that the syslog messages can packed as an
e-mail for someone who wants to receive these messages. In the following, we
explain how to setup the syslog and mail alert functions. Use the following setup
link on the System Management group of the Setup Main Menu to configure the

Syslog/Mail Alert functions.

System Management > Syslog/Mail Alert Setup

System Management

== [nline Status
== PN Connection Management

== Confiquration Backup S Festoration
(:r:# SwsLlog £ Mail Alert Setup j

=> Time Setup
== Management Setup

== [Diagnostic Tools
== Rehoot Swstem
=> Firmware Upgrade (TETE Server)
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15.2 Configuration

After clicking the link of Syslog/Mail Alert Setup, the web configuration will change

to another scene, as shown below. In this figure, you can find two functions: one for

syslog access setup and another one for mail alert setup.

= System Management > Syslog Access & Mail Alert Setup << Main Menu
Syslog Access Setup
[ Enable

Server IP Address

Destination Port

rail Alert Setup
[ Enable
SMTF Server

Mail To

Return-Path

Cancel l [ Clear ] [ Ok ]

Syslog Access Setup
1. Check the Enable box to activate the syslog service.

2. Server IP Address: Specify an IP address to which all syslog messages will
be sent.

3. Destination Port: Specify a UDP port number to which the syslog server is
listening. The default value is 514.

Mail Alert Setup

1. Check the Enable box to activate the mail alert service.

2. SMTP Server (IP): Specify an IP address of the SMTP server which can

send mails from your Vigor router to the recipients' mailboxes directly.

3. Mail To: Specify an e-mail address of the recipient's mailbox to which all
2
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syslog messages will be sent. The recipient could be an administrator who

intends to view or analyze the syslog messages.

4. Return-Path: Specify an e-mail address of another mailbox to accept all

returned messages if some fatal problems occur at the recipient mailbox.

Notice that the current mail alert function is only used to send syslog messages
related to Denial-of-Service (DoS) defense behaviors while you have activated the

DoS defense facility.
15.3 Example

Your Vigor router will send many types of syslog messages. Some examples of the

syslog messages with their individual formats are shown below.

An example of User Access log message:

m DrayTek Syslog

apliat [192.168.1.1 v | AN Status
' ) J ‘_?b : Getway IP (Fixed) T# Packets R¥ Rate
J | Wigor2900 series
. . : : | 172,16.2.5 [ 186 | 147
LAM Skatus
T Packets R Packets WK IP (Fixed) R Packets T Rate
| 5029 | 3983 | 1F2e.2.110 [ 160 | &0

Firewall Log | VEN Log | User AccessLog | Call Log | WAN Log | Budest Log | Network Infomation || Net State

Time Hoat Mesage

T 1 00:22:54 Vigor Laocal User: 192 168 1 1001617 -= 172 16.2.7:3128 (TCE)

Jan 1 00:22:51 Vigor Local Tser: 192,168,110 DIE -= 194 109,660 ogwre waew hinet. net

Jan 1 00:22:47 Vigor Local Uzer: 192 168.1. 10 DNE -= 194 08 0.1 inguive toolbargueries google com
Jan 1 00:22:47 Vigor Local User: 192,168,110 DIE -= 194 93.0.1 fuguire waww hanet net

Jan 100:22:43 Vigor Local User: 192.168.1. 10 DNE -= 194 083 0.1 inguire toolbargueries google com
T 1 00:22:13 Vigor Laocal User: 192 168.1 1001599 -= 172 16.2.7:3128 (TCE)

Tan 1 00:22:16 Vigor Local User: 192.168.1.10:1598 -> 172.16.2.7:.3128 (TCF)

Jan 1 00:18:032 Vigor Local User: 192 168.1.10:1405 -= 172 16272128 (TCF)

Jan 100:17:56 Tigor Local Uzer: 192 168.1 10 DNE -= 194 080 1 inguive mesenger hotmadl com
Jan 1 00:17:52 Vigor Local Tser: 192.168.1 10 DNE -= 194 93.0.1 inguire mesmnger. hotmadl com
Jan 100:17:48 Vigor Local User: 192.168.1 10 DNE -= 194 08 0.1 inguire mesenger. hotmadl com
< >

ADSL Status
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An example of WAN log message to record the status of VPN/IPSec tunnel:

B r‘ = —
/1] DrayTek Syslog |__”E|g|
Controls 5192, 168.1.1 3 ! WAN Status
_J ‘? Getway IP (Fixed) Te Packets R Rate
J. | ] | | | Yigor2900 series
= | 1721625 | 2 | 1
LAM Skakus
T Packets R Packets AN IP (Fixed) R Packets T¥ Rate
| 1147 | 393 | 172162110 | ] | 1

| Firewall Log | WP Log | User AccessLog | Call LDEI WAN Log | Budeet Log | Network Infomation | Net State

i Time Host Message
Jan 1 00:01:26 Vigor IKE = I Conkie=llx11 0f 07 83 ¢1 e0 101 f3 , B Cookie=0x7e d7 3885 53 h0 27 18, 1|
Jan 100:01:26 Vigor IKE =1 Cookie={x1f 0f 07 83 c1 0 f0 8, R Cookie={lx7e 47 2888 52 b3 27 183, I'Ii
Jan 1 00:01:26 Vigor IKE == I Cookie=0x1f 0f 07 83 ¢l e0 f0 2, B Cookie=0x7e 47 3088 5212 27 18,0
Jan 100:01:26 Vigor IKE =T Cookie={x1f 0f 07 83 ¢l e0 f0 2, B Cookie={x7e 47 3083 5212 27 18,
Jan 1 00:01:26 Vigor IKE =>I Cookie={x1f 0f 07 83 c1 e0 f0 3, . Cookie=0x7e 47 3083 5219 2718,
Jan 100:01:24 Vigor IKE =1 Cookie=0x1f 0f 07 83 ¢l o0 f0 3, E Cookie=0xTe 47 3083 521927 18,
Jan 100:01:24 Vigor IKE == 1 Cookie=0x1f 0f 07 83 ¢l o0 f0 3, E. Cookie=0x7e 47 3083 521927 18,
Jan 100:01:22 Vigor IKE =1 Cookie={x1f 0f 07 83 ¢l e0 {0 13, . Cookie={x7e 7 3088 5312 27 18,
Jan 100:01:22 Vigor IKE == I Cookie={lx1f 0f 07 83 ¢1 0 f0 £2, B Cookie=0x00 00 00 00 00 0000 00, H|

€ | 3|

ADEL Status
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An example of VPN (IPSec) log message to record the status of the VPN/IPSec

tunnel:

ﬁf DrayTek Syslog

Contrals

|192.168.1.1 w| AN Status
‘ j ; :g::b Gebwary IP (Fixed) T¥ Packets R Rate
JE_ ] 1 | | | Yigor2900 seties
: - | 1721625 | 74 | 1
LAM Skatus
T¥ Packets R Packets WaN TP (Fixed) R Packets T# Rate
| 3782 | 2937 | 17z.16.2.110 | 46 | i

Time Host Ieszage
Jan 100:18:23 Wigor IPsc B4 established with 172.16.2.220
Jan 100:18:23 Wigor Start ITKE Quick Mode to 172.16.2 220
Jan 100:18:23 Wigor IZAKMP 34 established with 172.16.2.220
Jan 100:18:20 Wigor Initiating [KE Main Mode 1o 172.16.2.220
Jan 100:18:20 Wigor Dialing Nodel (VPN : 172162220
Jan 100:18:01 Wigor IPsc B4 established with 172.16.2.220
Jan 100:18:01 Wigor Start ITKE Quick Mode to 172.16.2 220
Jan 100:18:01 Wigor ISAKMP 34 established with 172.16.2.220
Jan 100:17:57 Wigor Initiating [KE Main Mode to 172 16.2 220
Jan 100:17.57 Wigor Dialing Nodel (VPN 172,162,220

£ | Ed

ADSL Skatus




