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®  Read the quick start guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.DrayTek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.DrayTek.com
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European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu, Taiwan 303
Product: Vigor3200 Series Router

DrayTek Corp. declares that VVigor3200 Series of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

®  Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit http://www.draytek.com/user/SupportDLRTTECE.php#

H CeOFE

This product is designed for 2.4GHz WLAN network throughout the EC region and Switzerland with restrictions
in France. Please see the user manual for the applicable networks on your product.
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‘ Introduction

Vigor3200 Series, a broadband router, integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly and offers several protocols (such as
IPSec/PPTP/L2TP) with up to 32 VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy easily. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before.
By the way, DoS/DDoS prevention and URL/Web content filter strengthen the security
outside and control inside.

Object-based firewall is flexible and allows your network be safe. In addition, Vigor3200
Series supports USB interface for connecting USB printer to share printer, USB storage device
for sharing files, or for 3G WAN.

Vigor3200 Series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.
Cancel current settings and recover to the previous saved settings.
Clear all the selections and parameters settings, including selection from

drop-down list. All the values must be reset with factory default settings.

Add Add new settings for specified item.

Edit the settings for the selected item.
Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 3 and 4 for
detailed explanation.
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1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors
first.

1.2.1 For Vigor3200

DrayTek <

Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

USB On USB device is connected and ready for use.
Blinking The data is transmitting.

DoS On The DoS/DDosS function is active.
Blinking It will blink while detecting an attack.

VPN On The VPN tunnel is active.

WAN1-4 On The WAN1 ~ WAN4 connection is ready.
Blinking It will blink while transmitting data.

CSM On The profile(s) of CSM (Content Security
Management) for IM/P2P, URL/Web Content Filter
application can be enabled from Firewall
>>General Setup. (Such profile must be
established under CSM menu).

LED on Connector

Left LED On The port is connected.
WAN 1/2/3/4 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is connected with 10/100Mbps when left
LED is on.
DMZ Left LED On The port is connected.
(Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is connected with 10/100Mbps when left
LED is on.
Left LED On The port is connected.
LAN (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is connected with 10/100Mbps when left
LED is on.
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Interface Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is blinking).
Press the hole and keep for more than 5 seconds. When you see the ACT LED
begins to blink rapidly than usual, release the button. Then the router will
restart with the factory default configuration.

WAN1- WAN4 Connecters for remote networked devices.
DMZ Connecter for local DMZ host.

LAN Connecter for local network devices.
USB Connecter for 3G Modem or printer.
PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.2.2 For Vigor3200n

DrayTek Y3200

; WPS  acr cs
Factary . o @
Reset WLAN WANZ WAN4 -
2 3 4 LAN

WAN » 1 DMZ use

Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

uUsB On USB device is connected and ready for use.
Blinking The data is transmitting.

WLAN On Wireless access point is ready.
Blinking Ethernet packets are transmitting over wireless

LAN.

Off The WLAN function is inactive.

VPN On The VPN tunnel is active.

WAN1-4 On The WAN1 ~ WAN4 connection is ready.
Blinking It will blink while transmitting data.

CSM On The profile(s) of CSM (Content Security

Management) for IM/P2P, URL/Web Content Filter
application can be enabled from Firewall
>>General Setup. (Such profile must be
established under CSM menu).

LED on Connector

Left LED On The port is connected.
WAN 1/2/3/4 | (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is connected with 10/100Mbps when left
LED is on.
DMz Left LED On The port is connected.
(Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is connected with 10/100Mbps when left
LED is on.
Left LED On The port is connected.
LAN (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is connected with 10/100Mbps when left
LED is on.
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Wirelass LAN
ONIOFF/WPS

WAK b 1

Aaaaaal

DMZ UsBe

Interface Description

Wireless LAN
ON/OFF/WPS

Press "Wireless LAN ON/OFF/WPS" button once to wait for client device
making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button twice to enable (WLAN LED on)
or disable (WLAN LED off) wireless connection.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is blinking).
Press the hole and keep for more than 5 seconds. When you see the ACT LED
begins to blink rapidly than usual, release the button. Then the router will
restart with the factory default configuration.

WAN1- WAN4 Connecters for remote networked devices.
DMZ Connecter for local DMZ host.

LAN Connecter for local network devices.
USB Connecter for 3G Modem or printer.
PWR Connecter for a power adapter.

ON/OFF Power Switch.

DrayTek
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.

1. Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router
with Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to the LAN port of the router and the other
end of the cable (RJ-45) into the Ethernet port on your computer. Or, use a switch to
connect Vigor router and computer(s).

3. Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

4.  Power on the device by pressing down the power switch on the rear panel.

The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

(For the detailed information of LED status, please refer to section 1.1.)

Fakn rar

e El E a4 oz - uin

Internet [i \M
Cable/DSL Modem

or Media Converter

Vigor3200 Series User’s Guide 6 Dray Tek



1.4 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows
XP/2000. For Windows 98/SE/Vista, please visit www.DrayTek.com.

Router

Internet Printer

Printer Name:192.168.1.1
Port Name: IP_1982.168.1.1

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open Start->Settings-> Printer and Faxes.

L“} Documents 4 I

[} Control Panel

Setkings

‘?L Mebwork, Connections
* Frinters and Faxes
E Taskbar and Start Menu

Search

Help and Support

Run...

Log Off coco lee, .,

Turn Cff Computer...

»»

7. 4 Internet Explorer - CJ Mat
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3.

4.

Open File->Add Printer. A welcome dialog will appear. Please click Next.

Add Printer, Wizard

S

'® Printers and Faxes

EEN Edit  View Favaorites  Tools
’r } Seal
Server Properties .

Set Up Faxing
axes

=

Close

Welcome to the Add Printer
Wizard

This wizard helps pou install a printer or make printer
connections

-, If you have a Plug and Play printer that connects

1 through a USE part [or any other hot pluggable
port, such az |[EEE 1334, infrared, and eo on), you
do not need to uge this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
inka your computer ar paint the printer toward your
computer's infrared port, and turn the printer on.
Windows will automatically install the printer for you

Ta continue, click Mext

Cancel

Click Local printer attached to this computer and click Next.

Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want ta uss:
(e

() & ngtwork, printer, o a priniter attached to anather computer

[ [ Automatically detect and install my Plug and Play printer

O To et up a netwarl: printer that is nat attached to a print server,
\y usze the "Lacal printer" option.

[ < Back ” MNext >

][ Cancel ]

In this dialog, choose Create a new port Type of port and use the drop down list to

select Standard TCP/IP Port. Click Next.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers thiough ports,

new pork.

() Use the following port:

Select the port you want vour printer to uze. [IF the port iz not listed. pou can create &

(%) Create a new part
Type of port:

< Back ” Nest »

Vigor3200 Series User's Guide 8
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6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Printer Name
or IP Address and type IP_192.168.1.1 as the port name. Then, click Next.

Add Standard TCP/IP Printer Port Wizard

Add Port
For which device do you want to add a port?
o
Enter the Frinter Mame or IP address, and a port name for the desired device
PFrinter Mame or IP Address: 19216811
Part Name: IF'_T§2-1 881 .1"
[ < Back ” Next > ] [ Cancel ]

7.  Click Standard and choose Generic Network Card.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified. =

The detected device is of unknown type. Be sure that:
1. The device iz properly configured.
2. The address on the previous page is correct.

Either corect the address and perfarm anather gearch on the netwark by returning to the
previous wizard page or select the device type if you are sure the address iz comect,

Dievice Tupe

(@ Standard Gens

() Custom

[ < Back “ Next » ][ Cancel

8.  Then, in the following dialog, click Finish.

Add Standard TCP/IP Printer Port Wizard E]

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a port with the following charactenistics

To compleie this wizand, click Finish.

I < Back “ Finish J[ Cancel

DrayTek 9
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9.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

Add Printer Wizard

Install Printer 5 oftware
The manufacturer and model determine which printer software to use.

1\ Select the manufacturer and model of wour printer. I pour printer came with an installation
[ digk, click Have Digk. |f your printer is not fisted, consult your printer documentation for
compatible printer software.

Manufacturer Al | Printers A
AST 55k Brother HL-1060 BR-Script2
2Lt R-Scipt2

BT !

Lardi @ v
St This driver is digitally signed [ ‘Windows Update ] [ Have Disk... ]

Tell me why driver signing iz important

[ < Back “ Next » ][ Cancel ]

10. For the final stage, you need to go back to Control Panel-> Printers and edit the
property of the new printer you have added.

& Brother HL-1070 Properties

General | Sharing | Ports | Advanced | Device Gettings |

@
1':'"}3 Brother HL-1070

Print to the following port(s]. Documents will print to the first free

checked port.
Puart Description Printer 2
[ 3250 Standard TCP/P Port Epson Stylus COLOR 1160 ..
O IP_1... Standard TCPAP Port
O IP_1... Standard TCP/IP Port HP Laserlet 1300
O IP_1... Standard TCP/P Part
O IP_1... Standard TCP/IP Port
IP_1... Standard TCP/AP Part  Brother HL-1070
O PDF... Local Pait PDFI95 M|
o
l Add Port. l [ Delete Port ll LConfigure Port, D
S ——

[ Ok ][ Cancel ” Apply ]

11. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

Configure Standard TCP/IP Port Monitor @@
Port Settings |
FBort Narme: [IP_182.168.1.1 |
Printer Name or P &ddiess: |132 168.1.1 |
Frotocal

Raw Settings

LPR Settings
Bueus Mame: Ipl I |
|

[] LPR: Biyte Counting E nabled

[[] SNMP Status Enabled

Vigor3200 Series User's Guide 10 Drﬂy T€k



The printer can be used for printing now. Most of the printers with different manufacturers are

compatible with vigor router.

Home = Support= FAQ

01. What are the differences among these firmware file formats ?

Note 1: Some printers with the fax/scanning or other additional functions are not
supported. If you do not know whether your printer is supported or not, please visit
www.DrayTek.com to find out the printer list. Open Support >FAQ); find out the link of
Printer Server and click it; then choose the What types of printers are compatible
with Vigor router?.

About DrayTek Products Support Partners Contact Us

02

How could | get the telnet command for routers 7

Basic

Advanced

03.

How can | backup/restore my configuration settings ?

WP

04.

How do | reset/clear the router's password 7

DHCP

03.

How to bring back my router to its default value ?

Wireless

06.

How do | tell the type of my Vigor Router is Annex& or AnnexB? ( For ADSL model anly )

WolP

o7

Ways for firmware upgrade

Qos

08

Why is SNMP removed in firmware 2.3.6 and above for Vigor2200 Series routers?

12D

09

. Hailed to upgrade Vigor Router's firmware from my Mac machine constantly, what should
| do?

)

10. How to upgrade firmware of Wigor Router remotely #

USB ISDN TA

FAQ - Printer Server

01. How do | configure LPR printing on Windows2000/XP ?
02. How do | configure LPR printing on Windows98/Me ?

=R

M hat

03, How do | configure LPR printing on Linux boxes ?

04. Why there are some strange print-out when | try to print my documents through Vigor210
4P / 2300's print server?

types of printers

are compatible with Vigor router?

06. What are the limitations in the USE Printer Port of Vigor Router ?

07. What is the printing buffer size of Vigor Router ?

08. How do | configure LPR printing on Mac OSX ?

09. How do | configure LPR printing on My Windows Vista ?

Note 2: Vigor router supports printing request from computers via the LAN port but not
WAN port.

DrayTek
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i Configuring Basic
Settings

For using the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for accessing into the web configurator of
Vigor router and how to adjust settings for accessing Internet successfully.

2.1 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later section -
Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

I ™
Username admin
Password senne
Group -

Copyright®, DrayTek Corp. All Rights Reserved. DrGYTek J

\

3. Please type “admin/admin” on Username/Password and click Login. For the option of
Group, it is used to access into SSL VPN portal. Just keep it in default. For the detailed
information about the Group application of SSL VPN portal, refer to Chapter 3.

Notice: If you fail to access to the web configuration, please go to “Trouble
¢ Shooting” for detecting and solving your problem.

4.  The web page can be logged out according to the chosen condition. The default setting is
Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Dray Tek 13 Vigor3200 Series User's Guide



2.2 Changing Password

Off v

No matter user mode operation or admin mode operation, please change the password for the
original security of the router.

1. Open aweb browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. Please type “admin/admin” on Username/Password for admin mode. Otherwise, do not
type any word (both username and password are Null for user mode) on the window and
click Login on the window.

3. Now, the Main Screen will appear.

4.

Vigor32 00 series

Multi-WAN Security Router

Off v

Quick Start Wizard
Service Activation Wizard
Online Status

Firewall

User Management
Objects Setting

CsSm

Bandwidth Management
Applications

VPN and Remote Access

Certificate Management
Wireless LAN

SS5L VPN

USB Application

System Maintenance
Diagnostics

External Devices

Support Area
Application Note
FAQ

DrayTek
~
System Status il
Model Name : Vigor3200n
Firmware Version :3.3.9.2
Build Date/Time +Jun 25 2012 15:58:33
LAN
MAC Address IP Address  Subnet Mask DHCP Server DMS

LANL 00-50-7F-00-00-00 192.168.1.1 255.255.255.0 Yes 168.95.1.1

LANZ 00-50-7F-00-00-00 192.168.2.1 255.255.255.0 Yes 168.95.1.1

LANZ 00-50-7F-00-00-00 192.168.3.1 255.255.255.0 Yes 168.95.1.1

LANS 00-50-7F-00-00-00 192.168.4.1 255.255.255.0 Yes 168.95.1.1

DMZ PORT 00-50-7F-00-00-00 192.168.5.1 255.255.255.0 Yes 168.95.1.1

IP Routed Subnet  00-50-7F-00-00-00 192.168.0.1 255.255.255.0 Yes 168.95.1.1

Wireless LAN
MAC Address Frequency Domain Firmware Version SsID
00-50-7F-00-00-00 Europe 2.2.2.0 DrayTek
WAN
Link Status MAC Address Connection  IP Address Default Gateway

WAMNL Disconnected  00-50-7F-00-00-01 == == ===

WANZ Connected 00-50-7F-00-00-02 Static IP 172.16.3.103 172.16.1.1

WAN3 Disconnected  00-50-7F-00-00-03 - - -

WAN4 Disconnected  00-50-7F-00-00-04

WANS Disconnected  00-50-7F-00-00-05 0

b/

Note: The home page will change slightly in accordance with the type of the router

you have.

System Maintenance => Administrator Password Setup

Go to System Maintenance page and choose Administrator Password.

Administrator Password

Old Password

New Password

Confirm Password

Mote:Password can contain only a-z A-Z 0-9, ; :

Vigor3200 Series User’s Guide
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Enter the login password on the field of Old Password. Type New Password and
confirm the password. Then click OK to continue.
Now, the password has been changed. Next time, use the new password to access the

5.
Web Configurator for this router.
'a ™y
Username |admin
Password [eenee |
Group

DrayTek

CopyrightE, DrayTek Corp. All Rights Reserved.

2.3 Quick Start Wizard
Notice: Quick Start Wizard for user mode operation is the same as for admin

¢ mode operation.

If your router can be under an environment with high speed NAT, the configuration provide
here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is entering login password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

0Old Password

New Password

Confirm Password |"u

On the next page as shown below, please select the WAN interface that you use. Choose Auto
negotiation as the physical type for your router. Then click Next for next step.

15 Vigor3200 Series User's Guide
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Ouick Start Wizard

WAN Interface

Wak Interface:
Display Marme:

Physical Mode:
Physical Type:

CeEe ) (e

Note: There are five WAN selections available for you to choose. In which, WANS is
selected for 3G USB modem connection. Refer to the following for detailed information.

2.3.1 For WAN1 - WAN4

Choose WANL/WAN2/WAN3/WAN4 and click Next. On the next page as shown below,
please select the appropriate Internet access type according to the information from your ISP.
For example, you should select PPPoE mode if the ISP provides you PPPOE interface. Then
click Next for next step.

2.3.1.1 PPPoE

PPPQE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPOE connection
for accessing the Internet. Your service provider will provide you information about user name,
password, and authentication mode. If your ISP provides you the PPPoE connection, please
select PPPOE for this router.

1. Choose WAN1/WAN2/WAN3/WAN4 as the WAN Interface and click the Next button.
The following page will be open for you to specify Internet Access Type.

Vigor3200 Series User's Guide 16 Drﬂy Tek



Quick Start Wizard

Connect to Internet

WAN 1
Select one of the following Internet Access types provided by your ISP.

& PPPoE
O PPTP
O LaTP
O Static IP
O DHCp

(o) (o]

2. Click PPPoE as the Internet Access Type. Then click Next to open the following page.

Quick Start Wizard

PPPoE Client Mode

WAN 1

Enter the user name and password provided by your ISP,
User Marne 840057 55E hinet. net
Password LTTTITITT]
Confirm Password LITTTTITT

[ < Back ] [ Mext =
Available settings are explained as follows:
Item Description
User Name Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.

Confirm Password | Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.
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Quick Start Wizard

Please confirm your settings:

WaAMN Interface: WAN1

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPOE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel l

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5. Now, you can enjoy surfing on the Internet.
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2.3.1.2 PPTP/L2TP

1. Choose WAN1/WAN2/WAN3/WAN4 as the WAN Interface and click the Next button.
The following page will be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 1

Select one of the following Internet Access types provided by your ISP,
O PPPoE
® ppPTP
O Lz2TP
O static 1P
O DHcP

[ =< Back ] [ Mext = ]
2. Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPTP Client Mode

WAN 1
Enter the user name, password, WaN IP configuration and PPTP server IP provided by
your ISP,

User Natne

Passwaord

Confirm Password

WanN IP Configuration
() obtain an IP address automatically
® Specify an IP address

IP address 172.16.3.102
Subnet Mask 25526500
Gateway 172.16.1.1
Primary DMS

Second DNS

PPTP Server

[ <Back | [ Mext>
Available settings are explained as follows:
Item Description
User Name Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.
Confirm Password | Retype the password.

Drﬂy Tek 19 Vigor3200 Series User's Guide



WAN IP
Configuration

Obtain an IP address automatically — the router will get an
IP address automatically from DHCP server.

Specify an IP address — you have to type relational settings
manually.

IP Address - Type the IP address.

Subnet Mask —Type the subnet mask.

Gateway — Type the IP address of the gateway.

Primary DNS —-Type in the primary IP address for the router.

Second DNS -Type in secondary IP address for necessity in
the future.

PPTP Server /
L2TP Server

Type the IP address of the server.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Physical Type:
Internet Access:

WAMN1

Ethernet

Auto negotiation
PPTP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

4.  Click Finish. A page of

[ Finish ] [ Cancel ]

Quick Start Wizard Setup OK!!! will appear. Then, the system

status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5. Now, you can enjoy surfing on the Internet.

Vigor3200 Series User's Guide
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2.3.1.3 Static IP

1. Choose WANL/WAN2/WAN3/WAN4 as the WAN Interface and click the Next button.
The following page will be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet
VAN 1

Select one of the following Internet Access types provided by your ISP.

O PPPGE
O PPTP
O L2TP
® Static IP
O DHCP

(e ) [ )

2. Click Static IP as the protocol. Type in all the information that your ISP provides for this

DrayTek

protocol.

Quick Start Wizard

Static IP Client Mode
WAN 1

Enter the Static IP configuration probided by your ISP,

WAN 1P 172.16.3.229
Subnet Mask 2652662650
Gateway 172.16.3.1
Primary DNS 168.95.1.1
Secondary DNS {optional)
(B ] [T
Available settings are explained as follows:
Item Description
WAN IP Type the IP address.

Subnet Mask

Type the subnet mask.

Gateway

Type the IP address of gateway.

Primary DNS

Type in the primary IP address for the router.

Secondary DNS

Type in secondary IP address for necessity in the future.
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Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

3. After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN1

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4. Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5. Now, you can enjoy surfing on the Internet.
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2.3.1.4 DHCP

1. Choose WANL/WAN2/WAN3/WAN4 as the WAN Interface and click the Next button.
The following page will be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 1
Select one of the following Internet Access types provided by your ISP,

O PPPoE
O PPTP
O LzTP
O Static IP
@ DHCP
[ < Back ] [ Mext = ]
2. Click DHCP as the protocol. Type in all the information that your ISP provides for this
protocol.
Quick Start Wizard
DHCP Client Mode
WAN 1
If wour ISP require you to enter a specific host name or specific MAC address, please
enter it in.
Host Mame (optional)
MAC 00 |50 | -|FF | 00 | -[00 | -01 |foptional)
[ < Back ] [ Mext =
Available settings are explained as follows:
Item Description
Host Name Type the name of the host.
MAC Some Cable service providers specify a specific MAC

address for access authentication. In such cases you need to
enter the MAC address.

Back Click it to return to previous setting page.

Next Click it to get into th/e next setting page.
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Cancel Click it to give up the quick start wizard.

3. After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AR L

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finish ] [ Cancel ]

4. Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5. Now, you can enjoy surfing on the Internet.
2.3.2 For WANS
To use 3G USB modem for network connection, please choose WANS.

1. Choose WANS5 as the WAN Interface and click the Next button.

Quick Start Wizard

WAN Interface

WaN Interface: WANS I8 4
Display Name:

Physical Mode: USB
Physical Type:

< Back ] [ Mext =
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2. Then, click Next to continue.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANS
Physical Mode: USB
Physical Type: Auto negotiation
Internet Access: PRPP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

’ Finish ] [ Cancel ]

3. Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

4. Now, you can enjoy surfing on the Internet.
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2.4 Service Activation Wizard

Service Activation Wizard can guide you to set WCF (Web Content Feature) with a quick and
easy way. For the Service Activation Wizard is only available for admin operation,
therefore, please type “admin/admin” on Username/Password while Logging into the
web configurator.

Service Activation Wizard is a tool which allows you to use trial version or update the license
of WCF directly without accessing into the server (MyVigor) located on
http://myvigor.draytek.com. For using Web Content Filter Profile, please refer to later section
Web Content Filter Profile for detailed information.

Now, follow the steps listed below to activate WCF feature for your router.
1. Open Service Activation Wizard.

Quirk Start Whzard

INIREN A mrnnmnmene

2. The screen of Service Activation Wizard will be shown as follows. Choose the one you
need and click Next. In this case, we choose to activate free trail edition.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Please choose the edition you need.

@ Free trial edition
arl fri f SE key

Free trial edition: it offers a period of trial for you to get acquainted with WCF function.

Formal edition with license key: you can extend the license valid time manually.

Note: If you activate Formal edition with license key first, the free trial edition will
be invalid.
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3. Inthe following page, you can activate the Web content filter service at the same time or
individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item(s) you want to use.
WCF service:

@& Web Content Filter {Commtouch) License Agreement

Commtouch is the web content filter based on Commtouch operated in the worldwide, There is a 30-day trial period, After trial, you can
purchase DrayTek's prepared Commtouch GlobalWiew WCF package from retailing outlets,

Activation Date :

[1 have read and accept the above sgreement. (Please check this bax).

Note: The activation date is brought out by the server automatically and cannot be changed.

4.  Setting confirmation page will be displayed as follows, please click Next.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version
Sevice Activated : Web Content Filter { Commtouch )

Please click Back to re-select service type you to activate,

ETRETE

5. Wait for a moment till the following page appears.

Service Activation Wizard

Connection Succeeded!

Please check the following item{s) to enable services on your router,

Enahle ‘Web Content Filter

When such page appears, you can enable or disable these services for your necessity.
Then, click Finish.

Note: The service will be activated and applied as the default rule configured in
Firewall>>General Setup.
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6. Now, the web page will display the service that you have activated according to your

selection(s). The valid time for the free trial of these services is one month.

Service Activation Wizard

Server Enabled!

DrayTek Service Activation

Service Mame Start Date Expire Date Status

weh Content filter 2010-11-17 2010-12-18 Commtouch

Please check if the license fits with the service provider of wour signature. To ensure

normal operation for your router, update your signature again is recommended,

Copyright @ DrayTek Corp. All Rights Reserved.

Later, if you need to extend the license valid time, you can also use the Service

Activation Wizard again to reach your goal by clicking the radio button of Formal
edition with license key and clicking Next.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used far activating
- web Content Filter
Please choose the edition you need.

Free trial edition

Cmrmal edition with IicenseD

Service Activation Wizard

Select the service type that you want to activate

Please choose the item you want to use.
WCF service:
® Web Content Filter (Commtouch) License Agreement

Commtouch is the web content filter based on Commtouch operated in the worldwide, There is a 30-day trial period. after trial, vou can
purchase DrayTek's prepared Commtouch Globalview WCF package from retailing outlets,

Enter your License key: Activation Date : 2010-12-19 select

[J1 have read and accept the above Agreement. (Please check this box).

Note: The activation date is brought out by the server automatically and cannot be changed.
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2.5 Online Status

The online status shows the system status, WAN status, and other status related to this router
within one page. If you select PPPoE as the protocol, you will find out a link of Dial PPPoE
or Drop PPPoE in the Online Status web page.

Online Status

Physical Connection System Uptime: 0:7:18
LAN Status Primary DNS: 168.95.1.1 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.1658.1.1 3220 20499
WAN 1 Status
Enable Line Name Mode Up Time
Ves Ethernet --- 0o:00:00
1P GW IP TX Packets TX Rate({Bps) RX Packets RX Rate({Bps)
--= -—= 0 0 ] u]
WAN 2 Status
Enable Line Name Mode Up Time
Ves Ethernet Static IP 0:07:09
IP GW IP TX Packets TX Rate({Bps) RX Packets RX Rate{Bps)
172.16.3.102 172.16.1.1 1015 21 2366 733
WARN 3 Status
Enable Line Name Mode Up Time
Yes Ethernet --- 0o0:00:00
IP GWIP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps)
-—- --- 0 0 o D
WAN 4 Status
Enable Line Name Mode Up Time
Yes Ethernet --- 00:00:00
IP GW IP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps)
--- -—= 0 0 ] u]
WAN 5 Status
Enable Line Name Mode Up Time Signal
Yes LSE --- oo: 0000 -
1P GW IP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps}
-—- --- 0 0 0 0

Detailed explanation is shown below:

Item Description

LAN Status Primary DNS

- Displays the IP address of the primary DNS.

Secondary DNS

- Displays the IP address of the secondary DNS.

IP Address

- Displays the IP address of the LAN interface.

TX Packets

- Displays the total transmitted packets at the LAN interface.
RX Packets

- Displays the total number of received packets at the LAN
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Item Description
interface.

WAN 1 Status ~WAN D5 | Line

Status - Displays the physical connection of this interface.
Name

- Displays the name set in WAN1/WAN web page.
Mode

- Displays the type of WAN connection (e.g., PPPoE).
Up Time

- Displays the total uptime of the interface.

IP

- Displays the IP address of the WAN interface.

GW IP

- Displays the IP address of the default gateway.

TX Packets

- Displays the total transmitted packets at the WAN interface.
TX Rate

- Displays the speed of transmitted octets at the WAN
interface.

RX Packets

- Displays the total number of received packets at the WAN
interface.

RX Rate
- Displays the speed of received octets at the WAN interface.

Note: The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface is not
ready for accessing Internet.

2.6 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find messages
showing the system interaction with you.

User mode
Status: Read
Ready indicates the system is ready for you to input settings.
Settings Saved means your settings are saved once you click Finish or OK button.

2.7 Support Area

When you click the menu item under Support Area, you will be guided to visit
www.draytek.com and open the corresponding pages directly.
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Support Area
Application Note

FAQ
Product Registration

Click Support Area>>Application Note, the following web page will be displayed.

DrayTek X4% B Logh o

About DrayTek Products Support Education Partners ContactUs

Home > Support = Application Notes

Application Notes - Latest Application Application Notes

01. How to use Windows Disk Management to format the USB Disk ? 2009/09/09 Latest Application
02 How to make a call between ATA24 without IP PBX or SIP server 2009/08/25 General
03. Vigor Router to NETGEAR with [PSec tunnel 2000/07/20 Dual WAN
04. 5L VPN Tunnel 2000/07/16 o

Bandwidth Management
05. How to Access the Computers and Shared Files via Samba Protocol? 2009/06/18

IP Filter/Firewall
06. SSL Web Proxy 2009/06/18

usB
07 How to use VNC and RDP via SSL VPN? 2009/06/18

VPN
N2 imarP0EN Hart +a | AR VDR weith | RAD Avthantianatine ANNOMNEINA

Click Support Area>>FAQ, the following web page will be displayed.

DrayTek WN4X Ein  Logh

About DrayTek Products Support Education Partners ContactUs

Home > Support=-FAQ

01_ What types of 3G modem / cellphone are compatible with Vigor router ? 2009/10/01 Latest FAQ
02. How to use PRTG monitors network traffic Vigor Router 2009/09/22 Basic

03. What is Powerline Networking? 2009/09/15 FEETEEL
04 What are the benefits of networking devices found at home? 2009/09/15 A

05. What is the maximum wire length that powerline technology can communicate over? 2009/08/15 e

06. Is VigorPlug's powerline technology compatible with other home networking technologies  2009/09/15 kil
{including phone line, powerline, and RF)? Wireless
07. Will Powerline technology interfere with ADSL senices? 2009/09/15 VolP

08. How does Powerline networking handle co-interference between two adjacent homes 2009/08/15 QoS

Click Support Area>>Product Registration, the following web page will be displayed.
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This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMame : | |

Pagsward : | |

mihCode: [ | AYi GXZ

If wvou cannot read the ward, click here

Farget passward? | Login

Don't have a MyVigor Account ? Create an account now

If you are having difficulty logging in, contact sur customer service.
Customner Service : (B86) 3 597 2727 or
email to ‘wWebmaster@draytek.com

2.8 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1. Please login the web configuration interface of Vigor router by typing “admin/admin”
as User Name / Password.

g )\
Username |admin |
Password [eneee |
Group

2.  Click Support Area>>Production Registration from the home page.

Support Area
Application Note

FAQ
Product Registration
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3. ALogin page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Please take a moment to register.
Membership Registration entitles you to upgrade firmware for your
purchased product and receive news about upcoming products and

services!
UserName : |james_fae |
Password : ||-o|oo|oo |
Auth Code : txxhdd

If wou cannot read the word,click here

Forgotten password?
Don't have a MyYigor Account ? Create an account now

Become the MyVigor member, vou can recelve the e-newslafter update.

4. The following page will be displayed after you logging in MyVigor. From this page,
please click Add or Product Registration.
[

DrayTek

My Information

D Avout s Welcome,james_fae

& Product Last Login Time : 2011-08-24 09:39:13
Last Login From : 123.110.144.220

Q@ My Information Current Login Time : 2011-08-24 23:01:15

Current Login From : 114.37.142.184

% VigorACS SI

== Vigor Series Your Device List

Q Management

Serial Number § Device N
% Product Host ID evice Name

Registration 104001703857  Vigor2710  Vigor2710 -
« Customer Survey 200807100001 VigorPro5300 VigorPro5300 -
200911030001 rvyan VigorPro5300 =

Note: Below the field of Your Device List, all the Vigor routers that you have
registered to MyVigor website will be displayed in sequence.
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5. When the following page appears, please type in Nickname (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the box
of Registration Date). After adding the basic information for the router, please click
Submit.

DrayTek B My Vigo
T A - | GO

D aboutus My Product Search for this site
< Product

J My Information Bkl ot on Finet oo

1. VigorACS SI Serial number
%= Vigor Series Nickname : * vigor3200
& Management Registration Date : { 08-24-2011
f:;eg‘i)::rilili':n Usage : - Select- ~
3 Customer Survey Product Rating : — Select - * [Your opinion so far )
No. of Employees : —Select = ¥ [In total within your company )
Supplier: [ Where you bought it from )
Date of Purchase : [ mm-ddyyyy |

Internet Connection : *

] Cable [J ADSL [ vDsL ] Fiber
036 [ WiMAX O LTE

6.  When the following page appears, your router information has been added to the
database. Click OK to leave this web page and return to My Information web page.

Your device has heen successfully added to the database.

6. Take alook at the page of My Information, the new added Vigor router is listed under
Your Device List.

DrayTek

D About Us Welcome, draytekdac
2 Product Last Login Time - 2011-08-24 09:39:13
Last Login From : 123.110.144.220
< My Information Current Login Time : 2011-08-24 23:01:15
o VigorACS 1 Current Login From : 114.37.142.184
. RowNo: 5 ¥ PageNo: 2 ¥
= Vigor Series

L Management

3 Customer Survey

| Serial Number /HostID | DeviceMame | Model | Note |
2010070714480

Vigor3300V Vigor3300 -
Z0100708105301 Vigor2820 Vigor2820
20101005104801 Viger2T10vn Vigor2710
2010121767335201 Vigor2380 Vigor2830

| 2011092214320301 Vigor3200 Vigor3200 .]
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Tutorials and Applications

3.1 How to Implement the AD/LDAP Authentication for User
Management?

For simplifying the configuration of LDAP authentication for User Access Management, we
implement “Group” feature.

There is no need to pre-configure user profile for each user on Vigor router anymore. We only
need to configure the Groups DN, then the Vigor router (e.g., Vigor 3200 series) can pass the
authentication to LDAP server with the pre-defined Group path.

Below shows the configuration steps:
1. Access into the web configurator of the Vigor router.

2. Open Applications>>Active Directory /LDAP to get the following page for
configuring LDAP related settings.

Apnplications >> Active Directory /LDAP

Active Directory /LDAP | Setto Factory Default |

Active Directory /

e S LDAP Profiles

Enable
Bind Type [ Regular Mode |
Server IP Address [172.16.2.8
Destination Part |389
Regular DN uid=§r_pntest,_nu=vp_nusers,dc=ms,dc=dra!_yte_.=
Reqular Passward [1234

Ok ] [ Cancel

There are three types of bind type supported:
® Simple Mode - Just simply do the bind authentication without any search action.

® Anonymous — Perform a search action first with Anonymous account then do the
bind authentication.

® Regular Mode- Mostly it is the same with anonymous mode. The different is that,
the server will firstly check if you have the search authority.
For the regular mode, you’ll need to type in the Regular DN and Regular
Password.
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3. Create LDAP server profiles. Click the Active Directory /LDAP tab to open the profile
web page and click any one of the index number link.

If we have two groups “RD1” and “SHRD” on LDAP server, we can configure two
LDAP server profiles with different Group Distinguished Name.

Applications »> Active Directory /LDAP>>Server Profiles

Index No. 1
Mame [rd1
Commaon Mame Identifier U|d
Base Distinguished Mame :Du=F'eop_Ie,_I:Ic=ms__,dc=dra}_r_tek_,_dc=cnm ._ L@
Group Distinguished Mame :::n=rd1 ,nu=Group,dc=ms,dc=draytek,dc=cj B
Ok ] [ Cancel

Applications >> Active Directory /LDAP>>Server Profiles

Index No. 2
Mame |shrd
Common Mame Identifier Euid
Base Distinguished MName EDu=F'eupIe,dc=ms,dc=draytek,dc=com _' =}
Group Distinguished Narme [en=shrd 0u=Group de=rs do=dratek de= 8
[ Ok ] [ Cancel ]

4.  Click OK to save the settings above.

5. Open User Management>>General Setup. Select User-Based as the Mode option.

User Management »> General Setup

General Setup

Mode: :_User-Elased v

Motice

1. User Management will refer to active rules in Data Filter as whitelists and blacklists
in user-based firewall mode.

2. Users match the above lists will not be required for authentication.
The firewall rules policy will still valid.

3. Otherwise, authentication required for users not matched the abowve lists,
The firewall rules designated in the user profile's paolicy will still valid,

Landing Page {Mawx 255 characters) Preview| Setto Factory Default |

|<body stats=1l:r<script lancgmage='Jjavascript's A
|window. location='http://uyw.draytek.con' </script></body> |
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6. Then open User Management>>User Profile to create the user profile that will
authenticate with LDAP server.

User Management ==User Profile{Reserved)

Profile Index 3

[¥] Enable this account User Online Status : Block
User Name ldap
Password

Confirm Password

Idle Timeout 10 min(s) 0:Unlimited

Max User Login 0 0:Unlimited

Policy Default [=]
T peterrf=t=m1s could be created as rules and which not set
to active.

Exterial Server Authentication LDA E

Wird1 W shrd

Log MNone E

POp Browser Tracking winaow 1

Authentication ¥ web ¥ alert Tool ¥ Telnet

Landing Page |

Index(1-15) in Schedule Setup: . . L

7.  After above configurations, users belong to either “rd1” or “shrd” group can access
Internet after inputting their credentials on LDAP server.
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3.2 How to implement the AD/LDAP authentication for SSL
Application?

Below shows the configuration steps:

1. Access into the web configurator of the Vigor router.

2. Open Applications>>Active Directory /LDAP to get the following page for
configuring LDAP related settings. Click the General Setup tab and enable the
AD/LDAP service.

Applications >> Active Directory /LDAP

Active Directory /ILDAP | Setto Factory Default |

Active Directory /
ST osnll ] LDAP Profiles

Enable
Bind Type Fegular Maode ~
Server IP Address 172.16. 2. 8
Destination Port 636
Use SSL
Regular DN uid=vpntest, ou=Vprusera, do=ms, de=dray
Regular Password 1234

0K | [ caneel

There are three types of bind type supported:

e Simple Mode - Just simply do the bind authentication without any search
action.

® Anonymous — Perform a search action first with Anonymous account then
do the bind authentication.

e Regular Mode- Mostly it is the same with anonymous mode. The different
is that, the server will firstly check if you have the search authority.

For the regular mode, you’ll need to type in the Regular DN and Regular
Password.
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3. Click the Active Directory /LDAP tab to open the profile web page.

Applications == Active Directory /LDAP

Active Directory [LDAP

| Setto Factory Default |

Active Directory /
General Setup [ LDAP Profiles

)

\

Index Name

Ul [ Lol (- el [

Distinguished Name

4.  Click any one of the index number link to configure the proper Base
Distinguished Name and Group Distinguished Name.

Applications == Active Directory ILDAP>>Server Profiles

Index No. 1
Name RD1
Common Mame Identifier uid
Base Distinguished Name ou=Yprmsers, do=ms, de=draytek, dc=com =)
Group Distinguished Name cn=wpn, ou=Group, do=ms, de=dravtek, de=c =)

[

0k | [ Cancel |

Suppose that there are several departments in your company, e.g., RD1 and RD2.
Here, create a profile for RD1 first.

Sometimes, you may forget the Distinguished Name since it’s too long. Then you

may click the button to list all the account information on the AD/LDAP
Server to assist you finish the setup.

AD/LDAP Server 172.16.2.8:636
Query List Tree Menu

cn=Manager
ou=Hostlist
ou=Group
ou=Aliases
ou=People
ou=Filters

ou=Hosts
ou=Vpnusers

AD/LDAP Distinguished Name

I8 de=me de=draytek de=com

sambalomainName=M5 DRAYTEK.COM

g sambalomainMame=TS

DrayTek
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Press the button on this page to keep searching its sub-tree.

r 2
@ Mozilla Firefox

|: 172.17.1.137/doc/|dap_guery.htm

AD/LDAP Distinguished Name

ADILDAP Server 172.16.2.8:636
Query List Tree Menu

~dc=ms dc=draytek dc=com

ou=Ypnusers

'_J uid=tyrone_yeh
t‘ uid=vpntest
:J uid=ichena
uid=Jacky Lee
uid=Perry
uid=Amy
uid=acheng
uid=zxing
uid=frank_wang
uid=iwiz
uid=Juliasu
uid=vivian

4
4
3
4
4
4
L)
)
4
'_J uid=grchang
L)
4
)
4
L)
L
4
4
L)
)

% uid=dni
uid=Gareth
uid=mike
uid=stephen
uid=Harry
uid=jerry
uid=Joseph
uid=ethan
uid=rd3test1
uid=rd3test2
':‘ cn=vivian_|dap

»

ou=Vpnusers,dc=ms,dc=draytek,dc=com

In addition, means this item is an organization; 4 means this item is an
account.

5. Press certain item, its Base Distinguished Name (BDN) will be shown
automatically in the AD/LDAP Distinguished Name field box. Then, press OK to
save the profile and return to the previous page.

Applications == Active Directory /LDAP

Active Directory /LDAP

| Setto Factory Default |

General Setup

Active Directory /

LDAP Profiles
Index Name Distinguished Name
1. RD1 cn=vpnl,ou=Group,dc=ms,dc=draytek,dc=com
2.
3.
4.
5.
6.
1.
8.

Vigor3200 Series User’s Guide

40

DrayTek



6.  After finishing the AD/LDAP configuration, go to VPN and Remote Access >>
PPP General Setup. Check the box of LDAP that you’ve enabled in
Application >> Active Directory / LDAP.

VPN and Remote Access => PPP General Setup

PPP General Setup

PPP/MP Protocol | i ication

Dial-In PPP LDAP
Authentication FAF Only &

Dial-In PPP
Encryption(MPPE)

Mutual Authentication (PAP) ) ves @ No

Optional MFFE -

Username

Password

IP Address Assignment for Dial-In Users

(When DHCP Disable set)

Assigned IP start LAN 1 192, 168.1.200
LAMN 2 | 132, 168, 2, 200
LAMN 3 | 132, 168, 3, 200
LAN 4 |192. 168.4. 200

Note: Group Distinguished Name is not a MUST required option for the
AD/LDAP configuration. However, you may need, sometimes, to separate
certain accounts’ authority with it. For example, the Base Distinguished
Name (BDN) is “ou=people,dc=ms,dc=draytek,dc=com”. There is a lot of
accounts information. But, only several of them you may prefer to grant the
authority of VPN dial-up. For such case, you will have to use this Group
Distinguished Name feature separate those accounts.

7.  Click OK to save the configuration.

8.  Configure the AD/LDAP profiles for different departments (supposed that there several
departments in your company, e.g., RD1/RD2).

Applications => Active Directory /LDAP

Active Directory /LDAP | Set to Factory Default |
Active Directory /
SELEE SIo LDAP Profiles
Index Name Distinguished Name
1. RD1 cn=vpnl,ou=Group,dc=ms,dc=draytek,dc=com
2. RD2 cn=vpn2,ou=Group,dc=ms,dc=draytek,dc=com
3.
4.
5.
6.
1.
8.
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9. Setup two applications profiles (named PC1 and PC2) for SSL VPN.

SSL VPN == S5L Application

SSL Applications Profiles: | Setto Factory Default |
Index Name Host Address Service Active
1 PC1 192.168.1.10:5900 WMNC v
2. PC2 192.168.1.11:3389 RDP v
3. X
4. X
= X
6. X
L X
8. e
9. ®
10. X

10. Setup two SSL Web Proxy Servers profiles (named google and baidu) for SSL
VPN.

SSL VPN == 55L Web Proxy

SSL Web Proxy Servers Profiles: | Setto Factory Default |
Index Name URL Active
1. google http://www.google.com v
2. baidu http://baidu.com v
3. X
4. X
3. X
6. X
i X
8. by
9. X
10. by

11. Goto SSL VPN >>User Group to setup two separate groups (named with g1
and g2) with different authorities and different authentication methods.

S5L VPN == User Group

SSL User Group Profiles: | Set to Factory Default |
Index Name Status
1 g1 v
2. g2 v
3 4
4, X
5. X
6. X
s X
8. %
9. X
10. X

Different departments should have separated access authorities. For example,
RD1 can only access Google web site and connect to PC1 via VNC; while RD2
can only access Baidu web site and connect to PC2 via RDP. Therefore,

Set the user group profile (named g1) for RD1 department:
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SSL VPN == User Group

Index No. 1
Enable
Group Name gi

Access Authority

SSL Web Proxy
I google
[ baidu

SSL Application
¥lpc1
[Cec2

Authentication Methods

Local User DataBase

Available User Accounts

Selected User Accounts

J-frank

LDAP / Actice Directory
¥IrD1
[“IrD2

- 1-test -
4-ada 2-caesar
S-mike
f-monica E
T-pete
RADIUS

[

0K

] [ Clear ] [ Cancel ]

Set the user group profile (named g2) for RD2 department:

SSL VPN == User Group

Index No. 2
Enable
Group Name g2

Access Authority

SSL Web Proxy
[ google
[¥Ibaidu

SSL Application
[Fec1
Mlpcz

Authentication Methods

Local User DataBase

Available User Accounts

Selected User Accounts

LDAP / Actice Directory
[[rp1
¥IrD2

1-test - F-frank -
?-caeszar 4-ada
5-mike
f-monica E]
T-pete
RADIUS

[6).4

] [ Clear ] [ Cancel
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12.  Once you’ve finished the configuration on Vigor router, try to login SSL portal
with https://<IPAddress>/ .

13. Please type in the user name and password, and select the group that the account
belongs to (In this case, the username is Caesar and the group it belongs to is g1).

/s ™y
Username caessar
Password seseee
Group gl -

Cinpy.'fightlﬁlr DrayTek Corp. All Rights Resarved. DraYTek
w/

You may also leave this Group option blank. The router will look through all the

group profiles to check which one your account belongs to. (It might take a few
seconds.)

If the authentication is successful, SSL portal web interface with the applications
related to such user account will be displayed on the screen.

Fowered S5LVFN -
INFO ;
Main Page:
9 test :
d (1--_’1 7.1.42) You have successfully logged in!
Wel::.o-me to_the You are granted the following privileges:

DrayTek SSL VPN! m 551 Web Prox

= SSL Tunnel
= SSL Application

Copyright © 2008, DrayTek Corp. &ll Rights Reserved
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DrayTek
Powered 55L VPN m

INFO

SSL Tunnel | SSL Application [ logout ]

Access methods for SS5L Web Proxy:
nSSL Web Proxy

- "Green” means the L ssL

profile is ready for = gooqgle
access.

- "Black™ means the

profile needs to be
activated first.

Copyright @ 2008, DrayTek Corp. All Rights Reserved

Powered S5L VPN

INFO

Use S5L Application:
= SSL Application
- Click "Connect” to L. VNC

establish an SSL = PC1 192.168.1.10:5900, 100% Connect
Application!

Copyright & 2008, DrayTek Corp. All Rights Reserved
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3.3 How to Configure Multi-Subnet

By identifying the tagged message, Vigor3200 can divide the LAN Port into several VLAN
groups. Such LAN port with tagged information will accept the packets only with VLAN ID
number.

For example, Vigor3200 can divide the internal departments of a company into four different
groups by using VigorSwitch G2240. Each group uses different network segment and does not
connect for each other. VigorSwitch G2240 Trunk Port 23 and Vigor3200 LAN Port are
connected with network cable. See the following graphic for an example.

Vigor3200n

VigorSwitch
G2240

VLANO (Human Resource): LAN Port IP: 192.168.1.0/24
VLANL1 (Finance Dept): LAN Port IP: 192.168.2.0/24
VLAN2 (Sales Dept.): LAN Port IP: 192.168.3.0/24
VLAN3 (R&D): LAN Port IP: 192.168.4.0/24
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Configuration for Vigor3200

1.

DrayTek

In the page of LAN >> VVLAN Configuration, check the box of Enable to enable the
function of VLAN Configuration.

Untag VLANO and set LAN4 as the Subnet.

To activate the function of VLAN Tag for VLANL1 setting, check the box of Enable and
type the value (10) for VID setting. Then check LAN Port and set LAN1 as the Subnet.

To activate the function of VLAN Tag for VLAN2 setting, check the box of Enable and
type the value (20) for VID setting. Then check LAN Port and set LAN2 as the Subnet.

To activate the function of VLAN Tag for VLANS setting, check the box of Enable and
type the value (30) for VID setting. Then check LAN Port and set LAN3 as the Subnet.

To activate the function of VLAN Tag for VLAN4 setting, check the box of Enable and
type the value (40) for VID setting. Then check LAN Port and set LAN4 as the Subnet.

LAN == VLAN Configuration

VLAN Configuration

[“lEnable
VLAMN Tag Wireless LAN

Enable VID Priority LAN Port SSID1 SSID2 SSID3  SSID4 Subnet
VLAND O ¥ O O O LAN 4w
VLAN1 10 0 O O O O O LAN 1w
VLANZ 20 0 ¥ ¥ O O O LAN 2w
VLANI 30 0> O O O O O LAN 3
VLAN4 40 0 il il il ] ] LAN 4w
VLANS O O O O O O LAN 1w
VLANG O ¥ ¥ O O O LAN 1w
VLANT O O O O O O LAN 1 »

1. Hybrid mode only applied on WLAND to accept both tagged/untagged packets;

2. Tag based VLAN only applied for LAN Port;

3. The checked Wireless LAN SSID will not has VLAN tagging function but regarded as joining VLAN
group;

4. The set WLAN ID (VID) must be unique and not duplicate.

[ oK ] [ Clear ] [ Cancel ]

In the page of LAN >> General Setup, check the Status box of LAN2, LAN3, LAN4
and enable the function of DHCP.
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LAN == General Setup

General Setup

Index Status

LAN 1 v

LAN 2

LAN 3

LAN 4

DMZ v
IP Routed Subnet O

DHCP

E & E

<

IP Address
192.168.1.1

192.168.2.1
192.168.3.1
192.168.4.1
192.168.5.1

192.168.0.1

[JForce router to use "DNS server IP address" settings specified in

Details Page

Details Page

Details Page

Details Page

Details Page

Details Page

After finishing the above configuration, the equipment connecting to Vigor3200 LAN
Port can get the corresponding IP address of the network segment.

The equipment connecting to Vigor3200 LAN Port (LAN1) can get the IP address of

192.168.1.0/24.

The equipment connecting to Vigor3200 LAN Port (LANZ2) can get the IP address of

192.168.2.0/24.

The equipment connecting to Vigor3200 LAN Port (LAN3) can get the IP address of

192.168.3.0/24.

The equipment connecting to Vigor3200 LAN Port (LAN4) can get the IP address of

192.168.4.0/24.

For the detailed settings of the network segment, open LAN>>General Setup and click
Details Page. Adjust the settings for your request. Refer to the following figure.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup

Network Configuration
Far NAT Usage

IP Address 192.168.1.1
Subnet Mask 255.255.255.0
RIP Protocol Control Disable v
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DHCP Server Configuration

(& Enable Server O Disable Server

Relay agent: O Enahble

Start IP Address

IP Pool Counts

Gateway IP Address
DHCF Server IP Address

for Relay Agent

DNS Server IP Address

Disable
192.168.1.1
50
192.168.1.1

[ Force DNS manual setting

Prirmary IP Address
Secondary IP Address

1]
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7. To make any two of VLAN groups linked with each other, just check the boxes of the
ones in the field of Inter-LAN Routing in the page of LAN >> General Setup. Refer to
the following figure. LAN2 and LANS are linked.

[P Routed Subnet L 192.168.2.1 Letails Hage
Inter-LAN Routing
Subnet LAN 1 @ LAN 3 LAN 4 DMZ PORT
LAM 1
LAN 2 O v
LA 4 O O O
DMZ PORT

Configuration for VigorSwitch G2240
1. Open Vlan>>Tag-based Group.

2. Add four VID groups. In this case, we can explanation it with Port 15, 16, 17, 18 and
Trunk Port 23.

DrayTek

Auto Logout OFF v

A
Elsystem
Elport
Elvian IGMP-A IGMP Awaro  P-VLAN Private VAN GVRP-P. GVRP Prop
Vian Woce

Tag-Based VLAN Memberships Configuration < || >

Fort-based Group
Ports

. Dofaun
Fortksciaton 1 4

Management Vian Disable | [hsable  Disable

1
3200-VID10
10 | Disable Disable = Disable
3200020
EacL [J 20 | Disable Disable | Disable
EliP MAC Binding 3200020

Eladz.ax [0 % | Disable Disable | Desable
Bl Trunk 3200VID &0

Bsr [] 40 | Disable | Disable | Disable 18 a3
ElmsTP
Mirrering
Elmulticast
Eatarm
LIpHCP Snooping
Eluop
Hsave/Restore
Exportimport
Enlaqnuﬂ:cs

VLAN Name 3200-VID10, Port Members = 15 ~ 23
VLAN Name 3200-VID20, Port Members = 16 ~ 23
VLAN Name 3200-VID30, Port Members = 17 ~ 23
VLAN Name 3200-VID40, Port Members = 18 ~ 23

3. Open Vlan>> Ports and set the VID value with role for each Port:

Port 15 VID = 10 Role = Access
Port 16 VID = 20 Role = Access
Port 17 VID = 30 Role = Access
Port 18 VID = 40 Role = Access
Port 23 VID = 1 Role = Trunk

Port 23 is set with Trunk in this example and will transfer the packets with VLAN Tag
information. That is, packets with VID 10, 20, 30 and 40 will be transferred to
Vigor3200 by Port 23 and VID information will be retained.
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Auto Logout OFF |
A 2 K] =] A‘,I - W an - .:;-\(CVQVSS B v - 7U|Sa?\e i V‘
Flsystem 6_ ] All v 586 ,.Atcess v_ 0 __Disah\e . v
Erort 7 [ ] All ¥ | |86 | Access (¥ 0 Disable ¥/
Evlan 8l © O Al v |[[8s | |[Trunk 0 Disable |
?:;_:;?az Group 9 ] O All v | [s4 [Access ¥ 0 .-Disab\e_ v
Port-based Group 10 = O Al v |4 Access (¥ 0 Disable |
-Egﬁ;ulatiun 11 [ =] All ¥ | [s4 |Access ¥ 0 .Disab\e_ =]
’::::9”“““”5" 12 o] F Al wll[sa | |[tunk ¥ o Disable v
EgVRP 13 [ ] ¥ | Trunk ¥ 0 Disable |
ElQos 14 %] @ ¥ | Access v 0 Disable v
ol 15 ] v [access /[ o [[TDisable ]
ElIP MAC Binding 16 [#] i ~ | Access (v 0 |Disable |
Elgoz.1x 17 [ n |Access ¥ 0
ETrunk 18 [# O | Access [¥] g
:HT:TP 19 (] jA'Acce«SS v
Mirroring 20 ol O L Access [
Elmulticast 21 i cess || 0 Disable
E o 2 @ O [access ¥/ | [0 | [pisable
ElLLpP [ = [ [Trunk 0 Disable ¥/ |
Esave/Restore 2 ] O [tunk ]|  Jo  |[|oisable |
Export/import

4.  After finishing the above configuration, the equipment connecting to VigorSwitch Port
15, 16, 17 and 18 can get the corresponding IP address(es) of the network segment.

The equipment connecting to VigorSwitch Port 15 can get the IP address of
192.168.1.0/24
The equipment connecting to VigorSwitch Port 16 can get the IP address of
192.168.2.0/24
The equipment connecting to VigorSwitch Port 17 can get the IP address of
192.168.3.0/24
The equipment connecting to VigorSwitch Port 18 can get the IP address of
192.168.4.0/24

-
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3.4 How to Customize Your Login Page

Login page can be customized to fit the request of the administrator.

1.

2.

3.

DrayTek

Open User Management>>General Setup. Set User-Based as the Mode and click OK

to save teh settings.

Quick Start Wizard
Service Activation Wizard General Setup
Online Status

Mode:

Firewall

User Manaemenl

3
3
b

Notice :

Objects Setting

User Management == General Setup

1. User Management will refer to active rules in Data Filter as whitelists and blacklists
in user-based firewall mode.
2. Users match the above lists will not be required for authentication.
The firewall rules policy will still valid.
3. Otherwise, authentication required for users not matched the above lists.

CSm The firewall rules designated in the user profile's policy will still valid.

Bandwidth Management
Applications

Landing Page (Max 255 characters)

Preview| Setto Factory Default |

VPN and Remote Access
Certificate Management
VolP

Wireless LAN

USB Application

System Maintenance

<body stats=l><script lan
window.location="http://www.yahoo.com'</script></body>

njage='javascript'>

Diagnostics
External Devices

OK I [ Clear I [ Cancel

l

Open User Management>>User Profile to create a new user profle.

User Management == User Profile

User Profile Table
Profile Name

admin

SOl ol e R R R I

System Reservation

Profile

= =2
co =

=2
=1

=]
(=1

[ ]
P =

(5]
(]

=R

ol
n

| Setto Factory Default |
Name

Click any link (e.g., #3) to access into the following page. Type a User Name and a

Password. Then, click OK.

User Management >>User Profile

Profile Index 3
Enable this account

User Mame
Password
Confirm Password

Idle Timeout

User Online Status : Block

|.0......

| min{s) O:Unlimited

Max User Login

Policy

External Server Authentication

Log

51

|U | 0:Unlimited

The selection of items could be created as rules and which not set to

active

MNone

Vigor3200 Series User's Guide



4.  Open System Maintenance>>Login Customization. Check the box to enable this

function. Type a brief description (e.g., Just for Carrie) in the field of Login Description
which will be shown on the heading of the login dialog. Next, click OK.

System Maintenance => Login Customization

Login Customization

Enable

Login Description Just for Carrie | (31 char max.)

Bulletin (the maximum character length is 511 char)

<hlx<b><font colorsredsVigor:</font></br</hl><p> Welcome to Draytek
wor ld</ p>

Examples of Welcome Message and Bulletin:

1.cbzMessage ~~~a/fbhs>

2. zhl=x«<font color=red=Title</fontz</hl=
<p=Message</p>

[ Ok ][ Cancel ]

Note that do not type URL redirect link in Bulletin box.

Open a new tab in the same browser (for IE 7.0/FireFox and above) or open a new web
browser.

Try to access into the web configurator (e.g., 192.168.1.1) of Vigor router. Please note
“Just for Carrie” is displayed as a heading on the login dialog box.

Just for Carvie

Vigor:

Welcome to Draytele world

After typing the username and password (defined in User Management>>User Profile),
click Login. You can access into Internet or access into the Landing Page if
configured in User Management>>General Setup.
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3.5 Create a LAN-to-LAN Connection Between Remote Office
and Headquarter

The most common case is that you may want to connect to network securely, such as the
remote branch office and headquarter. According to the network structure as shown in the
below illustration, you may follow the steps to create a LAN-to-LAN profile. These two
networks (LANS) should NOT have the same network address.

Router B
220.135.240.210

Router A
220.135.240.208

Headquarter

Remote Branch Office
192.168.1.0

192.168.2.0

Marketing
Departme
192.168.7

Mail Server
192.168.1.2 192.168.2.21 192.168.2.22

Settings in Router A in headquarter:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then,

For using PPP based services, such as PPTP, L2TP, you have to set general settings in
PPP General Setup.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
Dial-In PPP PAP or CHAP @ (When DHCP Disable set)

Authentication Assigned IP range [192.168.1.200
Dial-In PPP Encryption :

(MPPE) | Optional MPPE v|

Mutual Authentication (PAP) O Yes @& No

For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to set

general settings in IPSec General Setup, such as the pre-shared key that both parties
have known.
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VPN and Remote Access == IPSec General Setup

VPN IKE/IPSec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN fo LAMN),
IKE Authentication Method

Pre-Shared Key [TIT]]

Confirm Pre-Shared Key [TTIT]
IPSec Security Method
Medium {&H)

Data will be authentic, but will not be encrypted.

High (ESP} DES 3DES AES
Data will be encrypted and authentic.,

[ Ok ] [ Cancel ]

3. Goto LAN-to-LAN. Click on one index number to edit a profile.

4.  Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

VPN ani Remote Access == LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mame Branchi| Call Direction & Both O Dial-out O Dial-in

[ Enable this profile O always an

Idle Timeout 300 second(s)

WPN Dial-Out Through | YWANT First v
Metbios Maming Packet & Pass (O Block

Multicast via YPN CPass @elack
(for some IGMP,IP-Camera,DHCP Relay..etc.)

[ Enable PING ta keep alive
PING to the IP
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Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with

the selected Dial-Out method.

If an IPSec-based service is selected, you should further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-Out

connection.

2. Dial-Out Settings

Type of Server | am calling
O PPTP
& 1PSec Tunnel
O L2TP with IPSec Policy

Dial Number for ISDN or
Server IP/Host Name for VPN.
(such as 5551234, draytek.com or 123.45.67.89)

220.135.240.210

Link Type 64k bps +
Username 777
Password

PPP Authentication PAPI/CHARP
V] Compression @& on O oOff

IKE Authentication Method
Pre-Shared Key

Digital Signature(X.509)

IPSec Security Method
Medium{AH)
High({ESF)

Index(1-15) in Schedule Setup:

r v r

If a PPP-based service is selected, you should further specify the remote peer IP Address,
Username, Password, PPP Authentication and VVJ Compression for this Dial-Out

connection.

2. Dial-Out Settings

Type of Server | am calling

PPTP
) IPSec Tunnel
O LZTP with IPSec Policy

Dial Mumber for ISDN or
Server IP/Host Name for VPN,
(such as 5551234, draytek.com or 123.45.67.89)

220.135.240.210

55

Link Type

Username draytek
Password sene

PPP Authentication PAP/CHAP |+
W] Compression ® on O Off

IKE Authentication Method
Pre-Shared Key

Digital Signature(x.509)

IPSec Security Method
Medium{AH)
High{ESP)

Index(1-15) in Schedule Setup:

i . r
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6. Set Dial-In settings to as shown below to allow Router B dial-in to build VPN
connection.

If an IPSec-based service is selected, you may further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.

3. Dial-In Settings
Allowed DialIn Type

Username
O epTP
IPSec Tunnel Password
V1 Compression on Off

[ L2TP with IPSec Paolicy

IKE Authentication Method
Pre-Shared Key

Specify Remote YPN Gateway
[ IKE Pre-Shared Key |

Peer VPN Server IP
220.135.240.210 [ Digital Signature{x.509)

or Peer ID
IPSec Security Method
Medium({AH)
High(ESP) DES 3DES [¥] AES

If a PPP-based service is selected, you should further specify the remote peer IP Address,
Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-In Settings
Allowed DialIn Type

Username dravtek

PPTP |dray |

[ 1psec Tunnel Password |"uu- |
V] Compression ® on O off

[J L2TP with IPSec Policy

IKE Authentication Method
Pre-Shared Key

Specify Remote ¥PN Gateway

Peer VPN Server IP |:
220.135.240.210 Digital Signaturefx.509)
or Peer ID

IPSec Security Method
Medium(AH)
High(ESP) DES 3DES [¥] AES
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7. At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router A
can direct the packets destined to the remote network to Router B via the VPN
connection.

4. TCP/IP Network Settings

MWy W AN TP 0000 RIP Direction Dizsahle A

Remote Gateway IP 00oo Eram first subnet to remote network, you have to
o

Remote Metwork IP 192.168.2.0 Route

Remote Metwork Mask 2552552550

Local Metwark IP 192 168 1.1 . Change default rout.e to this YPM tunnel { Only
single WaN supports this )
Local Metwork Mask 2552552550
[ QK l [ Clear l [ Cancel

Settings in Router B in the remote office:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general
settings in PPP General Setup.

VPN and Remote Access => PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
ial- When DHCP Disable set
Dial-In PPP PAP or CHAP | (Wh :
Authentication Assigned IP range 192.168.2 200
Dial-In PPP Encryption .
(MPPE) Optional MPPE A4
Mutual Authentication (PAP) O Yes @ No
Username
Password

For using 1PSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
set general settings in IPSec General Setup, such as the pre-shared key that both parties
have known.
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VPN and Remote Access == IPSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN fo LAMN),
IKE Authentication Method

Pre-Shared Key [TIT]]

Confirm Pre-Shared Key [TTIT]
IPSec Security Method
Medium {&H)

Data will be authentic, but will not be encrypted.

High (ESP} DES 3DES AES
Data will be encrypted and authentic.,

[ Ok ] [ Cancel ]

3. Goto LAN-to-LAN. Click on one index number to edit a profile.

4.  Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

VPN ani Remote Access == LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mame Branchi| Call Direction & Both O Dial-out O Dial-in
[ Enable this profile O always an
Idle Timeout 300 second(s)

¥PN Dial-Out Through |WAN1 First v [ Enahle PING to keep alive

Methios Maming Packet ®Pass (OBlack PING tao the IP

Multicast via YPN CPass @elack
(for some IGMP,IP-Camera,DHCP Relay..etc.)

5. Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with
the selected Dial-Out method.

If an IPSec-based service is selected, you should further specify the remote peer IP

Address, IKE Authentication Method and IPSec Security Method for this Dial-Out
connection.
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2. Dial-Out Settings

Type of Server | am calling
O PPTP
® IPSec Tunnel
O L2TP with IPSec Policy

Dial Number for ISDN or
Server IP/Host Name for VPN,
(such as 5551234, draytek.com or 123.45.67.89)

220.135.240.208

Link Type G4k bps ¥
Username |'?'?'? |
Password | |

PAP/CHAP

® on O Off

PPP Authentication

V] Compression

IKE Authentication Method
Pre-Shared Key

Digital Signature(x.509)

IPSec Security Method
Medium{AH)
High{ESP)

Index(1-15) in Schedule Setup:

v r v

If a PPP-based service is selected, you should further specify the remote peer IP Address,
Username, Password, PPP Authentication and VVJ Compression for this Dial-Out

connection.

2. Dial-Out Settings

Type of Server | am calling

PPTP
O 1PSec Tunnel
O L2TP with IPSec Policy

Dial Number for ISDN or
Server IP/Host Name for VPN.
(such as 5551234, draytek.com or 123.45.567.89)

220.136.240.208

59

Link Type

Username |draytek |
Password |uu |
PPP Authentication

V] Compression ® on O Off

IKE Authentication Method
Pre-Shared Key

Digital Signature(Xx.509)

IPSec Security Method
Medium{AH)
High{ESP)

Index{1-15) in Schedule Setup:

o o o
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6. Set Dial-In settings to as shown below to allow Router A dial-in to build VPN

connection.

If an IPSec-based service is selected, you may further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.

3. Dial-In Settings
Allowed Dial-In Type

O prTP
IPSec Tunnel
[ L2TP with IPSec Policy

Specify Remote VPN Gateway
Peer VPN Server IP

1220.135.240.208

or Peer ID |

Username | |

Password | |

V] Compression on Off

IKE Authentication Method
Pre-Shared Key
[ IKE Pre-Shared Key ||

[ pigital signature(x.509)

IPSec Security Method
Medium(AH)
High(ESP) DES 3DES [4] AES

If a PPP-based service is selected, you should further specify the remote peer IP Address,
Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-In Settings
Allowed Dial-In Type
PPTP
[J 1psec Tunnel
[J L2TP with IPSec Policy

Specify Remote VPN Gateway

Peer VPN Server IP
|220.135.240 208

or Peer ID |
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Username |draytek |

® on O Ooff

Password

1 Compression

IKE Authentication Method
Pre-Shared Key

Digital Signature{x. 509}

IPSec Security Method
Medium{AH)
High(ESP) DES 3DES AES
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7.  Atlast, set the remote network IP/subnet in TCP/IP Network Settings so that Router B

can direct the packets destined to the remote network to Router A via the VPN
connection.

4. TCP/IP Network Settings

My WaN IP 0000 RIP Direction Disable v

Remate Gateway IP o0oo Zrom first subnet to remote netwoark, you hawve to
s}

Remate Metwark IP 192.168.1.0 Route

Remote NMetwork Mask 255.2585.255.0

Local Network 1Ip 192.168.1.1| : Change default rDut.e to this ¥PN tunnel { Only
single WaN supports this )
Local Metwark Mask 2552652550
[ 8124 ] [ Clear ] [ Cancel
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3.6 Create a Remote Dial-in User Connection Between the
Teleworker and Headquarter

The other common case is that you, as a teleworker, may want to connect to the enterprise
network securely. According to the network structure as shown in the below illustration, you

may follow the steps to create a Remote User Profile and install Smart VPN Client on the
remote host.

VPN Router
210.135.240.208

Remote Network
192.168.1.0

192.168.1.6 for IPSec

210.135.240.210 for
PPTP or L2TP

192.168.1.2 192.168.1.3

Settings in VPN Router in the enterprise office:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general settings
in PPP General Setup.

VPN and Remote Access => PPP General Setup

PPP General Setup

PPPIMP Protocol IP Address Assignment for Dial-In Users
Dial-In F.':pp . PAP or CHAP (When DHCP Disable set)

Authentication Assigned IP range |192.168.1.200
Dial-In PPP Encryption :

(MPPE) | Optional MPPE v

Mutual Authentication (P&P) O Yes & No

For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to set

general settings in IKE/IPSec General Setup, such as the pre-shared key that both
parties have known.
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VPN and Remote Access >> IPSec General Setup

VPN IKE/IPSec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAM to LAMY,

IKE Authentication Method

Pre-Shared Kay
Canfirm Pre-Shared Key

IPSec Security Method
Medium {AH)

Data will be authentic, but will not be encrypted.

High (ESP) DES 3DES

[ aEs

Data will be encrypted and authentic,

[ oK

] [ Cancel ]

Go to Remote Dial-In User. Click on one index number to edit a profile.

Set Dial-In settings to as shown below to allow the remote user dial-in to build VPN

connection.

If an IPSec-based service is selected, you may further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup above.

VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication
[ Enable this account

Idle Timeout 300 second{s)

Allowed Dial-In Type

O ppTP

IPSec Tunnel

O L2TP with IPSec Palicy

[ specify Remaote Node
Remote Client IP or Peer ISDN Number

or Peer ID

Metbios Maming Packet & pass O Block

Oprass ®elock
{for some IGMP,IP-Camera,DHCP Relay..etc.)

Multicast via VPN

Subnet
LAN 1w

[ &ssign Static 1P Address

Username 7Y

Password

[J Enable Mohile One-Time Passwords{mOTP}
PIN Code

Secret

IKE Authentication Method

Pre-Shared Key

[ pigital Signature(x.509)

IPSec Security Method

MediurniaH}
High{ESPY DES || 23DES | AES
Local ID {optional}

[ ok ] [ Clear

] [ Cancel ]

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.
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VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication

Username e
[ Enable this account
Password
Idle Timeout 300 second(s
) [J Enable Mabile One-Time Passwords(mQTP)
Allowed Dial-In Type PIN Code
PRTP Secret

1 1Psec Tunnel

) ) IKE Authentication Method
[ L2TP with IPSec Policy

Pre-Shared Key
[ specify Remote Node

Remote Client IP or Peer ISDN Mumber o )
Digital Signature(x.509)

or Peer ID
Metbios Naming Packet (& pass O Block IPSec Security Method
Multicast via ¥PMN O Pass @ BIUCk Medium{ Al )
{for some IGMP,IP-Camera, DHCP Relay..etc.) High{ESP} DES 3DES AES
Local ID (optional)
Subnet
LAN 1 »

[ &ssign Static 1P address

Ok ] [ Clear ] [ Cancel

Settings in the remote host:

1. For Win98/ME, you may use "Dial-up Networking" to create the PPTP tunnel to Vigor
router. For Win2000/XP, please use "Network and Dial-up connections™ or “Smart VPN
Client”, complimentary software to help you create PPTP, L2TP, and L2TP over IPSec
tunnel. You can find it in CD-ROM in the package or go to www.DrayTek.com
download center. Install as instructed.

2. After successful installation, for the first time user, you should click on the Step 0.
Configure button. Reboot the host.

. Smart PN Client 3.2 2 (WinXP) s3]

Step 0,

This step will add the ProhibitIpSec registry value to computer in
order to configure a L2TPIPSec connection using a pre-shared key
or a LZTP connection. For more infomation, please read the article
Q240262 in the Microsoft Knowledgement Base,

B Configure

Step 1, Dial to ISP
IF wou have already gotten a public IP, vou can skip this step.

w
Step 2. Connect to YPM Server
w
Insert ] ’ Remove
Skakus: Mo connection PPTP ISP & VPN @
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3.

DrayTek

In Step 2. Connect to VPN Server, click Insert button to add a new entry.

If an IPSec-based service is selected as shown below,

Dial To YPN X

Session Mame: |OfFice |

VPN Server IPPHOST Mame{such as 123,45,67 .89 or draytek,com)

192.168.1.1 |

User Mame : | |

Password ! | |

Type of YRR
CIPPTR CLzte

(IL2TP aver IPSac

FPTF Encryption

[] use default gatewsy on remote network

You may further specify the method you use to get IP, the security method, and
authentication method. If the Pre-Shared Key is selected, it should be consistent with the

one set in VPN router.

IPSec Policy Sethng [$__<|

My IP [172.16.3.100 |
Type of IPSec

() standard IP5ec Tunnel

Remote Subnet | |

Remote Subnet Mask ! | |
) virkure 1P | DrayTek Virture Interface e |
(%) Obtain an IP address automatically {DHCP over IPSec)
() Specify an IP address
IP Address:

Subnet Mask:

Security Method
3 Mediurm{aH)

Authority Method
() Pre-shared Key : |***** |

() Certification Authority:

| |

If a PPP-based service is selected, you should further specify the remote VPN server IP
address, Username, Password, and encryption method. The User Name and Password
should be consistent with the one set up in the VPN router. To use default gateway on
remote network means that all the packets of remote host will be directed to VPN server
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then forwarded to Internet. This will make the remote host seem to be working in the

enterprise network.

Disl To YEN X

Session hame: |nFFice

WPM Server IPfHOST Mame(such as 123.45.67.89 or drayvkek.com)

192,168.1.1 |
Iser Marme |draytek_user1 |
Passward @ |***** |
Tvpe of YPM
& PPTP O LeTp
() IPSec Tunnel (IL2TF over IPSec

FRTP Encryption
() Mo encryption

O} vRHan
O Maximum strength encryption

Use default gateway on remote network

4.  Click Connect button to build connection. When the connection is successful, you will

find a green light on the right down corner.
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3.7 QoS Setting Example

Assume a teleworker sometimes works at home and takes care of children. When working
time, he would use Vigor router at home to connect to the server in the headquarter office
downtown via either HTTPS or VPN to check email and access internal database. Meanwhile,
children may chat on Skype in other room.

1. Go to Bandwidth Management>>Quality of Service.

Bandwidth Management => Quality of Service

General Setup | Setto Factory Default |
Index Status Bandwidth Direction Class Class Class Others BanLll:l[:vF;dth 0".“"?
1 2 3 Control Statistics

WaN1 Disable 10000Kbps/10000Kbps 259 25% 25%  25% Inactive Status  Setup
WaMZ Disable 10000Kbps/10000Kbps 25% 25% 25%  25% Inactive Status  Setup
WANT Disable 10000Kbps/10000Kbps 2E%  2E% 2E% 2E% Inactive Status  Setup
WaN4 Disable 10000Kbps/10000Kbps 25% 25% 25%  25% Inactive Status  Setup
WANS Disable 10000Kbps/10000Kbps 259 25% 25%  25% Inactive Status  Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

2. Click Setup link of WAN. Make sure the QoS Control on the left corner is checked. And
select BOTH in Direction.

WAN1 General Setup
Enable the QoS Control |OUT v

M
WanN Inboun ouT dth

WAN Dutbm.;idth

3.  Set Inbound/Outbound bandwidth.

Bandwidth Management >> Quality of Service

WAN1 General Setup
Enable the QoS Control |BOTH

WanN Inbound Bandwidth 10000 kKbps

WaN Outbound Bandwidth 10000 Kbps

Note: The rate of outbound/inbound must be smaller than the real bandwidth to
ensure correct calculation of QoS. It is suggested to set the bandwidth value for
inbound/outbound as 80% - 85% of physical network speed provided by ISP to
maximize the QoS performance.
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4.  Return to previous page. Enter the Name of Index Class 1 by clicking Edit link. Type the
name “E-mail” for Class 1.

Bandwidth Management == Quality of Service

ATl

Name |E-mai|| |

DiffServ

NO Status Local Address Remote Address CodePoint Service Type
10 Inactive Any Any ANY undefined
[Add | [ Edit | [Delete ]
[ oK ] [ Cancel ]

5. For this index, the user will set reserved bandwidth (e.g., 25%) for E-mail using protocol
POP3 and SMTP.

Bandwidth Management == Quality of Service

WAN1 General Setup

Enable the QoS Control |BOTH v

WAN Inbound Bandwidth 10000 Kbps
WAN Outbound Bandwidth 10000 Kbps
Index Class Name Reserved bandwidth Ratio
Class 1 E-mail |_25 %
Class 2 25 %
Class 3 25
Others |:|%
[ Enable UDP Bandwidth Control Limited_bandwidth Ratio I:I %
[ outbound TCP ACK Pricritize Online Statistics
[ OK ] ’ Clear ] ’ Cancel ]

6. Return to previous page. Enter the Name of Index Class 2 by clicking Edit link. In this
index, the user will set reserved bandwidth for HTTPS. And click OK.

Bandwidth Management => Quality of Service

Class Index #2

Name |HTTPS |
NO Status Local Address Remote Address C[;Tesfnr;t Service Type
Active Any Any ANY ANY
[Add | [ Edit | [Delete |
’ OK ] [ Cancel ]
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7.  Click Setup link for one of the WAN interface.

Bandwidth Management => Quality of Service

General Setup | Setto Factory Default |
Index Status Bandwidth Direction Class Class Class Others BanL:l[:\Ir:;dth On_lin!a
1 2 3 control Statlstl?s

WaAMN1 Disable 10000Kbps/10000kKbps 2E%%  25% 2% 25% Inactive Status| Setup |
WaN2 Disable 10000Kbps/10000Kbps 25% 259% 25%  25% Inactive Status  Setup
WaN3 Disable 10000Kbps/10000Kbps 259% 259% 25%  25% Inactive Status  Setup
Wak4 Disable 10000Kbps/10000kKbps 2E%%  25% 2% 25% Inactive Status  Setup
WaNS Disable 10000Kbps/10000Kbps 259% 259% 25%  25% Inactive Status  Setup
Class Rule

Index Name Rule Service Type

Class 1 E-mail Edit

Class 2 HTTPS Edit Edit

Class 3 Edit

8.  Check Enable UDP Bandwidth Control on the bottom to prevent enormous UDP traffic
of influent other application. Click OK.

Bandwidth Management >> Quality of Service

VWAN1 General Setup
Enable the QoS Control |BOTH v

WAN Inbound Bandwidth 10000 Kbps
WAN Outbound Bandwidth 10000 Kbps
Index Class Name Reserved_bandwidth Ratio
Class 1 E-mail 25 LTA
Class 2 HTTPS 25 LTS
Class 3 25 %
Others %o
Enable UDP Bandwidth Control Limited_bandwidth Ratio |26 %
[] outbound TCP ACK Pricritize Online Statistics
QK ] ’ Clear ] ’ Cancel
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9. If the worker has connected to the headquarter using host to host VPN tunnel. (Please
refer to Chapter 3 VPN for detail instruction), he may set up an index for it. Enter the
Class Name of Index 3. In this index, he will set reserved bandwidth for 1 VPN tunnel.

VPN Router B @
%.135.240.208

Private Network
192.168.1.0 Tosien a0 o

VPN Tunnel

10. Click Edit to open a new window.

Bandwidth Management == Quality of Service

Class Index #3

Name |VPN] |
NO Status  Local Address  Remote Address c[;i;f:;n"i‘:]t Service Type
1 Empty - - - -
[Add | [ Edit | [Delete |
[ ok | [ Cancel |

11. Click Edit to open the following window. Check the ACT box, first.

Bandwidth Management => Quality of Service

Rule Edit
ACT [ Hardware Acceleration
Local Address | | Edit
Remote Address | | Edit
DiffServ CodePoint |IF' precedence 2 v|
Service Type | SYSLOG(UDP:514) v|

Note: Please choose/setup the Service Type first.

[ oK ] [ Cancel ]

12. Then click Edit of Local Address to set a worker’s subnet address. Click Edit of
Remote Address to set headquarter’s IP address. Leave other fields and click OK.
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3.8 Upgrade Firmware for Your Router

Using Firmware Upgrade Utility

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools.

1. Go to www.DrayTek.com.

2. Access into Support >> Downloads. Please find out Firmware menu and click it. Search
the model you have and click on it to download the newly update firmware for your router.
About DrayTek Products Support Education Partners ContactUs

Home = Support > Downloads

Model Name Firmware Version Release Date Firmware
Vigor120 series 3.2.21 26/06/2009 Driver
Vigor2100 series 2.6.2 26/02/2008 Utility
Vigor2104 series 2513 1310272008 Utility Introduction
Vigor2110 series 3.3.0 25/06/2009
Datasheet
Vigor2200/X/\W/E 231 2210972004 - — 1
R&TTE Certification
Vigor2200Eplus 257 18/02/2009 —_———————
Vigor2200U 5B 2.3.10 16/0372005

3. Access into Support >> Downloads. Please find out Utility menu and click it.
About DrayTek Products Support Education Partners Contact Us

Home > Support = Utility

Utility Downloads

Tools Hame Release Date ersion 05 Support Model

Firmware
Router Tools 2009/06M18 4.2.0 MS-Windows All Modules
Driver
Syslog Tools 2009/06/18 4.2.0 MS-Windows XP All Modules
MS-Vista Utility
VigorPro Alert Notice 2009/06/03 1.1.0 MS-Windows XP VigorPro 100 series Utility Introduction
Tools { Multi- MS-Vista VigorPro 5500 series
language ) VigorPro 5510 series Datasheet
O e R&TTE Certification
Smart VPN Client 2009/05/25 3.6.3 MS-Windows XP All Modules
{ Multi- MS-Vista
language }
Smart Monitor 2009/03/25 2.0 MS-Windows XP Vigor2950 series

4. Click on the link of Router Tools to download the file. After downloading the files,
please decompressed the file onto your host.
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5. Double click on the icon of router tool. The setup wizard will appear.

] r1svaz
ey Dir=xrTek Eounter Tools W4 2.0 Betup
I a DirayTek corp.

'|'(.EL Setup - DrayTek Eouter Tools ¥4.2.0

IS E3)

Welcome to the DrayTek Router
Tools ¥4.2.0 Setup Wizard
Thiz will install DirapT ek Router Toals %4 2.0 on pour computer.

It iz recommended that pou close &l other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel

6. Follow the onscreen instructions to install the tool. Finally, click Finish to end the

installation.

7. From the Start menu, open Programs and choose Router Tools XXX >> Firmware

Upgrade Utility.

. Firmware Tpgrade Tility 3.5.1

Time Cuk{Sec, )
5

Port
69
Passwiord:

Router IP:
|

Firrmware file:

FEX

Send

IDD

8. Type in your router IP, usually 192.168.1.1.

9. Click the button to the right side of Firmware file typing box. Locate the files that you
download from the company web sites. You will find out two files with different
extension names, xxxx.all (keep the old custom settings) and xxxx.rst (reset all the
custom settings to default settings). Choose any one of them that you need.

). Firmware Opgrade Thlity 2.5.1

EEX

Time Duk{Sec, )
5

Park

69

Password:

Router IP:
192,168,111

Firrmware File:

(]

|C:'|,Dn:n:ument5 and SEttings'l,CarriE| [I]

Send
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10. Click Send.

). Firmware Opgrade Thlity 3.5.1

Timne Cuk{Sec.) Router IP;

s | |132.168.1.1 ]
Part Fitrware File:

|59 | |C:'|,D|:u:uments and Settings'l,CarriE| E]

Password;
| | Abort

Sending. ..

I

11. Now the firmware update is finished.

Using Web Page

The web page also can guide you to upgrade firmware. Note that this example is running over

Windows OS (Operating System).

1.  Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web
site is www.DrayTek.com (or local DrayTek's web site) and FTP site is

ftp.DrayTek.com.

2.  Click System Maintenance>> Firmware Upgrade.

System Maintenance == Firmware Upgrade

Web Firmware Upgrade

Select a firmware file.

| Browse )

Click Upgrade to upload the file. Upgrade

TFTP Firmware Upgrade from LAN

Current Firmware Yersion: 3.3.6_RCS

Firmware Upgrade Procedures:

W e

3. Select a firmware file by clicking Browse.

Click Upgrade to perform the firmware upgrade.

DrayTek 7

Click "OK" to start the TFTP server,

Open the Firmware Upgrade Utility or other 3-party TFTP client software.
Check that the firmware filename is carrect.

Click "Upgrade" on the Firmware Upgrade Utility to start the upgrade.

After the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware ?
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3.9 Request a certificate from a CA server on Windows CA
Server
CA ServerA CA ServerB

Internet

9 User imports the certificate
as local certificate to Vigo
Router via Web GUI

0 User requests a certificate
issued by CA Server Aand
Saves it.

1. Go to Certificate Management and choose Local Certificate.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
GENERATE | [ IMPORT | [ REFRESH

X509 Local Certificate
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2. You can click GENERATE button to start to edit a certificate request. Enter the
information in the certificate request.

Certificate Management >> Local Certificate

Generate Certificate Request
Subject Alternative Name

Type Domain Mame

Domain Name draytek.com

Subject Name

Country (C) T
State (ST)

Location (L)

Orginization (O} Draytek
Orginization Unit {OU)

Common Mame {CH)

Email (E) pressi@draytek. com

Key Type
Key Size

3. Copy and save the X509 Local Certificate Requet as a text file and save it for later use.

Certificate Management == Local Certificate

X509 Local Certificate Configuration

Name Subject Status Mo dify
Local JC=TW/0=Draytek/emailaddress... Requesting
GENERATE | [ IMPORT | [ REFRESH

X509 Local Certificate Request

NIIBqiCCARMCACLwOTELNAKGAITEEBhNCVF o ED AOEgVEA TEORYTX1I0ZWsx IDLe
BEgkghkiGowlBCOEWEEEy LN e QGRyTEIOZWsuTE 9 HIGENADGCSgGI IhSDOEBAQUA
A4GNADCELQEEYQDPioahu/ gFQaTE1lee SOERSDEWKkNIdHL lolke 9o TALUDaFkesad
3uDeQyLoV1LEJz2 IDFOXjX6ipTevisTruwTsge lgZak/ rGhuvVTEA2 J6F lornkE?
AuS4tZ3ItTEAMD TS SViS yD IS hLh ] dxVYPTpNEVIrOTEZ RZ JKRNaHEWpWpwIDAQLE
oCkwIw¥IKo Z ThweNAQKCHRowGD AWEGNWVHREED = ANgort kemF SAGVr Linivh TANE glko
hkiGIwlBAQUF LACEgQAUSERUGL4WIhHSNE/ HuToenltHObewiEvy/ tTkF 12 TJiHh
URLg4CiEi6nVahMRytexX ZpEZ6sMar SgRREr S6Ro08Ix0I45560xCZ/M1GhIVOo Tl
I9FqkjJNihip4TC jecS NN Z jmQo 5 WI+EceSTG+ICECye joaqu/ fo/ AIQFajB7Gvin==

4. Connect to CA server via web browser. Follow the instruction to submit the request.
Below we take a Windows 2000 CA server for example. Select Request a Certificate.

Microsoft C

Welcome

You use thisweh site to request a certificate for yourweb browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
CRetrieve the CA cettificate or certificate revocation list
@ Request a certificate
©Check on a pending certificate
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Select Advanced request.

Microsoft Certifi wigor

Choose Request Type

Please select the type of request you would like to make:

O User certificate request.

@ Advanced request

Select Submit a certificate request a base64 encoded PKCS #10 file or a renewal
request using a base64 encoded PKCS #7 file

Microsoft Cerificate Services - vigor

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification
authority (CA) will determine the certificates that you can obtain

O Submit a certificate request to this CA using a form
@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a baset4 encoded PKCS #7 file.

© Request a certificate for a smart card on behalf of another user using the Srnart Card Enroliment Station
You must have an enroliment agent centificate to submit a request for another user.

Import the X509 Local Certificate Requet text file. Select Router (Offline request) or
IPSec (Offline request) below.

Microsoft Certificat vigor

Submit A Saved Request

Paste a basetd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web
server) into the request field to submit the request to the certification authority (CA).

Saved Request:

>

————— BEGIN CERTIFICATE REQUEST----- ~
MITBoi CCARMCAQAWOTELMAKGAIUEEWMCVF cxXEDLO

Basebd Encoded | BgkghkiG9wOECQEWEXEYZ XNz QGRYVE1DZUSu¥29t
Certificate Request | A4GNADCEiQKBgODOYB7muZF £FHNS/ Te0nGO3 Xk++
(PKCS #10 or #7): h¥4bp&9cUF9d1oACGGiN/ teBOekde ZdPFFwIXePS
®/GOATCTVO/ £0zpxroCwlITILS 150/ BndvE0951G ¥
£ | >

Erowse for a file to insert.

Certificate Template:

Administratar v

Administratar
Additional AttributAuthenticated Session

Basic EFS
EFS Recovery Agent
Attributes: || 00
touter (Offline re 1]
i

|

Then you have done the request and the server now issues you a certificate. Select Base
64 encoded certificate and Download CA certificate. Now you should get a certificate
(.cer file) and save it.

5. Back to Vigor router, go to Local Certificate. Click IMPORT button and browse the
file to import the certificate (.cer file) into Vigor router. When finished, click refresh and

Web Server
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you will find the below window showing *------ BEGINE CERTIFICATE------..... "

Certificate Management == Local Certificate

X509 Local Certificate Configuration

Name Subject Status Mo dify
Local SC=Tw,/0=Draytek/emailaddress. .. Mot valid et
GENERATE | [ MPORT | | REFRESH

X509 Local Certificate Request

MIIEgqiCCARMCACAwOTELNAKGAIUEERNCVF e EDACBgNVE A TEORYYX10ZWsxID Ae
BokaghkiGOwlBCOEWEXEvEENzQGRyYX1I0ZWsu Y2 9t MIGEMAOGCSgGS Ih3DQEBAQUA
A4GHNADCEiQKBgQDFPioahu/ gF0aYE1lceS0ERSDEWEknIdHb lolkt e TdLUDaFkes8d
S3ubeQytoV1LEJz2 IDFOxjXdipTevis7cuwTagd lgZ 60k, rGhuVTEAS J6F lernkP 7
AuS4tZ3cWEAMDAWSc8Vm3vD I3 hLhjdeWYPWpNEV It OTE REJRRHaHEWpVpwIDAQLE
oCkwIwYJEoZ IhnveNAQROMEowGD AWEGMWHREED 2 AN g ot kot F SAGVE Ll TANE oleg
hkiGIOwOBAQUFAAOEgQAUSBRUGEAWIhHONG HuToemlt HObewi Evy/ t 7kF lzTJiHh
uRLg4CiEiGnV4hMEytex ZpEZ6sMar SgRREr86Ro08Ix0T45560xC 2/ N1GhoVQo Il
I9Fgk]JINihipd4TCiec3NNZ jmQoSWU+Ece3TE+3CECye joqu/ fo/ ATOFajBTGviv==

6.  You may review the detail information of the certificate by clicking View button.

Mame : Local

Issuer ; FC=LSICM=vigor

Subject : fernaildddress=pressi@draytek comiC=TWWiO=Draytek
NSEL::-E].E::J( Alternative DMS: draytek.com

Yalid Fram Aug 30 23:08:43 2005 GMT

Yalid To : Aug 30 231747 2007 GMT
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3.10 Request a CA Certificate and Set as Trusted on Windows
CA Server

CA Server A CA ServerB
Intefnet

9 User imports the certificate
as local certificate to Vigo
Router via Web GUI

o User requests a certificate

issued by CA Server Aand
Saves it.

Use web browser connecting to the CA server that you would like to retrieve its CA
certificate. Click Retrive the CA certificate or certificate recoring list.

5 Microsoft Cerfificate Services - Microsoft Internet Explorer

BER EEE HRE FSBLW TAED AW
Qt=-©

A0 | @] hp#172.16 2 1T000ertsevd

;'r
K[ G Pus Jomeez @ @ (32 F-3

| Bz & >
meit - v| pma - s@EmT

AVBTE G0 HIHHREERTE (319) - o Hotmadl 3§ Messmger |2 A0 MSN

Microsoft Certificat

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you

will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:

@Retrieve the CA certificate or cerfificate revocation list
ORequest a certificate

O Check on a pending certificate
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2.  In Choose file to download, click CA Certificate Current and Base 64 encoded, and
Download CA certificate to save the .cer. file.

2} Microsoft Certificate Services - Microsoft Internet Explorer

BEE HEED WA BOSEW IAD HA®

Qir- O W@ G Pus oz @ e 2233
#tED) [{E] hitp#172.16.2.1 T9Hcertsmvicertoane asp

msid <[ v Om3 - JEEAT  ADRE X SERERS 019 - o Howal & M (2 # MK

B
’r’

v| Bz s

Microsoft Certifica

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allows your computer to trust certificates issued from this certification authority.

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:

CA Certificate
Previous [vigor]

ODER encoded or ®Base 64 encoded
Download CA certificate

Download CA certification path

Download latest certificate revocation list

3. Backto Vigor router, go to Trusted CA Certificate. Click IMPORT button and browse
the file to import the certificate (.cer file) into Vigor router. When finished, click refresh
and you will find the below illustration.

Certificate Management == Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Mo dify

Trusted Ca-1 IC=USICH=vinor Mot et Walid Wiew Delete

Trusted Ca-2 -— Wiew Delete

Trusted Ca-3 o=

- Wiew

[ IMPORT | [ REFRESH |

4. You may review the detail information of the certificate by clicking View button.

Mame : Trusted CA-1

Issuer IC=USzH=vigor

Subject IC=UISICN=vigor
Ni":ﬁée::t alternative DMS: draytek.com
Yalid Fram Aug 30 23:08:43 2005 GMT
Yalid To Aug 30 231747 2007 GMT

Close

Note: Before setting certificate configuration, please go to System Maintenance >> Time
and Date to reset current time of the router first.
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3.11 Creating an Account for MyVigor

The website of MyVigor (a server located on http://myvigor.draytek.com) provides several

useful services (such as Anti-Spam, Web Content Filter, Anti-Intrusion, and etc.) to filter the
web pages for protecting your system.

To access into MyVigor for getting more information, please create an account for MyVigor
first.

3.11.1 Creating an Account via Vigor Router
1. Click System Maintenance>>Activation to open the following page.

System Maintenance >> Activation

Activate via interface : | auto-selected v

Web-Filter License Activate
[Status:Mot activated]

Authentication Message

hetivated Wiz,

buthenticate is continuously, connect to the serwver,
00:04:55

Z000-01-01

2. Click the Activate link. A login page for MyVigor web site will pop up automatically.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

Userfame : | |

Password | |

AuhCode: | ] AYi GXZ
If you cannot read the ward, Click here

Forget passwaord?

Daon't have a MyVigor Account @ Create an account now

If you are having difficulty logging in, contact cur customer service.
Customer Service : (888) 2 597 2727 or

email to webmaster@drayvtek com

3. Click the link of Create an account now.
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DrayTek

4. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

1. Agreement
6Personal Information

GP references
eCumpletion

plesse stop using MyYigor service.

2. Registration

Myigor Sgreement

Draytek provides hyWigor(mywigar drayvtek.com) service according to this agresment. Wahen you use
MyWigar service, it means that you have read, understand and agree to accept the items listed inthis
agreement. Draytek can modifty or change the content of the tems without any reasons. it is
suggested for you to notice the medications or changes at any time. If you still use MyYigor service
after knowing the modifications and changes of this service, it means you have read, understand and
agree to accept the modifications and changes. If you do not agree the contert of this agreement,

To uge this service, you have to agree the fallowing conditions:
(&) Provide your complete and correct information sccording to the registration steps of this service.
[k i vou provide any incorrect or fake information here. DravTek has the right o pause or terminate ¥,

I3

[

have 12ad and understand the abave Agreement (Use the sorall bar to view the entire agreement)

[ <= Back

L Accept >> ]

5. Type your personal information in this page and then click Continue.

Create an account - Please enter personal profile. (Fields marked by () are reguired)

Account Information
G«Agreemem I

UserName:™ Mary

' [ Check Account |

(3~ 20 characters )

Password:™ bodchoko e =1)
6_ (4~ 20 characters : Do not set the sama a5 the usemama.)
Confirm Passwaord:* esne |
Personal Information
ePrefeleuces First Name:* Mary
Last Name:® Ted
eCnmpleﬁon Company Name: Tech Lid.

Email Address:™ \mary_ted@tech.com

Please note that

lid E-mail address is required to receive the Subseription Code. You will
need this code to activate your account.

Tel: 0 =] |
Country:® | SWITZERLAND v
Career” | Supervisor v

| <<Back | [ Continue >> |

6. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

GAgreement

How did you find out about this website?
What kind of antivirus do you use?

| would like to subscribe to the MyVigor e-letter.
Personal

Infermation | would like to receive DrayTek product news.

Please select the mail server for receiving the

eCompletion

81

[ artivir v

Global Server (W

[(<<Back | [ GContinue >» |

Vigor3200 Series User’s Guide



7. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
oAgreement

A confirmation email has been sent to mary ted@tech.com
Please click on the activation linlt in the email

Personal

Information

to activate your account
e,Preferences ’TART
GCnmpletinn

8. Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

#AH4E* Thiz 13 an automated message from mywigor. draytek com e+

Thank you (Mary) for creating an account.
Please chck on the activation link below to activate your account

Ll : Activate my Account

9. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site| H GO ]

Register Confirm

Thanlk for your register in WigorPro Yeb Site
The Register process is completed
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10. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

Useriarme : |MBIS' |

Pasgward : |"-l |

Auth Code : T4 h e 1 C

If you cannot read the ward, click here

Forget password? Login

Don't have a MyWigor Account ? Create an account now

If you are having difficulty logging in, contact our customer service.
Customer Servics : (B88) 3 897 2727 or
email to :wWebmaster@draytek.com

11. Now, click Login. Your account has been activated. You can access into MyVigor server
to activate the service (e.g., WCF) that you want.

3.11.2 Creating an Account via MyVigor Web Site

1. Access into http://myvigor.draytek.com. Find the line of Not registered yet?. Then, click
the link Click here! to access into next page.

DrayTek

A Home

Customer Survey

yviaorforyos ~

About Us

MyVigor website replaces the VigorPro site as DrayTek's porial site for l:l
Product the latest products and services in network security, including Anti- Usertame
My Information Virus, Anti-Spam, Web Content Filter . etc. The products and functions Fassword
VigorPro that are supported in this site include: A :|
VigorPro Unified Security Firewall series: Q) k Vd
« Activation of Commtouch™ GlobalView Web Content Filter If you cen't read the AuthCode , click here
license key
« Activation of DT Anti-Virus license key
+ Activation of Kaspersky Anti-Virus license key » Forget password?
« Activation of Commtouch™ Anti-Spam license key and 3
membership

Mot registered yet 7 Click here |
Vigor routers (for models that support Commlouchml

« Activation of Commtouch™ GlobalView Web Content Filter
license key

The MyVigor website contains a trail version of Commtouch™
GlobalView Web Content Filter, which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

Please use |E 5.0 or sbove N N N B
{resolation 1024 = 768 ) for best More customer-oriented services are planned for MyVigor site for the

display. © DrayTek Corp. near future.
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2. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

1. Agresment

|

[

Gpemomﬂ Information Dratek provices MyYigarimyvigor draytek com) service sccording to this sgreement. When you use
hlyigor service, t means that you have read, understand and agree to accept the tems listed inthiz
agreement. Draytek can modify o change the content of the tems without any reasons. s
epmfem“ces suggssted for you to notice the medications or changes at any time. If you stil use MyVigor service
after knowing the modifications and changes of this service, it means you have read, understand and
agres to accept the modifications and changes. If you oo not agree the content of this aoreement,

. please stop using MyWigor service
eCompletlon

2. Registration

To uze this service, you have to agree the following conditions:

(&) Provide your complete and correct information according to the registration steps of this service.
Tl vou provide any incorrect or fake information here. DravTek haz the rioht to pauze or terminate ™

I have read and understand the abowe Agreement. (Use the seroll barto view the entire agreement)

[<<Back ] L Accept == ]

3. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile.(Fields marked by (*) are required)

Account Information

cAgreemem Userllame:* [Mary | [_Check Account |
(3~ 20 characters)

Password.” jsane
6_ (4=~ 20 characters : Do not set the same asthe usemame.)
Confirm Password.” [

i.l..
Personal Information
aPrele:ences First Nare:* |Mary |
Last Name:* [Ted |
GCompleﬁuu Company Name: iTech Ltd.

Email Address:* !mary__ted@te ch.com

Please note that a valid E-mail address is required to receive the Subscription Code. You will
need this code to activate your account.

Tel: o |- |
Country.™ | SWTZERLAND v
Career™

[ ¢<<Back | [ Continue>> |

4. Choose proper selection for your computer and click Continue.
Create an account - Please enter personal profile.

How did you find out about this website?
GAgreemem

What kind of antivirus do you use? |AntiVir s
. . ) | - .
Personal I would like to subscribe to the MyVigor e letter
nfermation I would like to receive DrayTek product news.

Please select the mail server for receiving the
. - . Global Server W

GCompletion [ << Back ] [ Continue == ]
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5. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
GAgreement

A confirmation etail has been sent to mary ted@tech.com
Please click on the activation link in the email
to activate your account

Personal
Information

Grroerences START
GCompletiun

6. Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

#AHEF Thiz 13 an automated message from mywigor. draytek com ¥4k

Thank you (Mary) for creating an account.
Please click on the activation link below to activate your account

Ll : Activate my Account

7. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site
Register Confirm

The Confirm message of New Owner(Mary) mavbe timeout
Please trv again or contact to drayiek.com
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8. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type the code in the box of Auth
Code according to the value displayed on the right side of it.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMarne |M313' |

Password - |-'"- |

Auth Code : T4he1C

If wou cannot read the word, click here

Forget password? Login

Don't have a MyWigor Account ? Create an account now

If you are having difficulty logging in, contact cur customer servics.
Customer Service | (886) 3 597 2727 or

email to :Webmaster@dravtelk.com

Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want.
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3.12 How can | get the files from USB storage device
connecting to Vigor router?

Files on USB storage device can be reviewed by opening USB Applicaiton>>File Explorer.

If it is necessary for you to delete, copy files on the device or write, paste files to the devcie, it
must be done through SAMBA server or FTP server.

Samba service is based on the original USB FTP service. You will need to setup USB FTP
first. We would like to give brief instructions on USB FTP setup here.

1.  Plug the USB device to the USB port on the router. Make sure Disk Connected appears

on the Connection Status as the figure shown below:

USB Application == USB Disk Status

USB Mass Storage Device Status

Connection Status: | Disk Connected Disconnect LISE Disk
Write Protect Statust o

Disk Capacity: 2009 MB
Free Capacity: 1664 MB  Refresh

USB Disk Users Connected | Refresh |

Index Service IP Address{Port) Username

Note: If the write protect switch of USE disk is turned on, the USE disk is in READ-ONLY mode, Mo data
can be written to i,

Then, please open USB Application >> USB General Settings to enable Samba service.

USB Application == USB General Settings

USB General Settings

General Settings
Simultaneous FTP Connections o] {Maximum &3
Default Charset Default

Samba Service Settings{Network Neighborhood)

ess Mode

®LaM only O LAN And WAN
NetBios Name Service

wWorkgroup Mame YWORKGROUP

Host Mame “igor
Note: 1, If Charset is set to "default", only English long file name is supported.
2. Multi-session ftp download will be banned by Router FTP server. If your ftp client have multi-

connection mechanism, such as FileZilla, you may limit client connections setting to 1 to get
hetter performance.

3. A workgroup name must not be the same as the host name. The workgroup name and the host

name can have as many as 15 characters and a host name can hawve as many as 23 characters ,
but both cannot contain any of the following: . ; @ "< = * +=/%] 7.

DrayTek 7
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3. Setup a user account for the FTP service by using USB Application >>USB User
Management. Click Enable to enable FTP/Samba User account. Here we add a new
account "userl"” and assign authorities “Read”, “Write” and “List” to it.

USB Application >> USB User Management

Profile Index: 1

FTR/Samba User ®Enable] O Disable
Usernarme |user1 |
Password | |(Ma><imum 11 Characters)

Confirm Password | |

Home Folder |f | =
Access Rule
File Flread | FEwrite [OoDelete
Directory Ocreate Clremaove
Note: The folder name can only contain the following characters: A-Z a-z 0-9 % '-_@ ~ " {3/
and space,
’ Ok ] [ Clear ] ’ Cancel ]

Click OK to save the configuration.

4.  Make sure the FTP service is running properly. Please open a browser and type
ftp://192.168.1.1. Use the account "userl" to login.

Log On As El

Either the server does not allow anorymous logins or the e-mail address was nat
accepted,

FTP server: 192.1658.1.1

User narme: | userl " |

Password: | |

After vou log on, vou can add this server ta wour Favarites and return to it easily.

& FTP does not encrypt o encode passwards or data before sending them to the
server, To protect the security of vour passwords and data, use Web Folders
{WwebDAYY instead,

Learn mare about using Web Folders,

|:| Log on anonymousky Save password

Log On Cancel
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5.

6.

DrayTek

When the following screen appears, it means the FTP service is running properly.

ftp:£f192.168.1.1f - Microsoft Internet Explorer

File Edit Wiew Faworibkes Tools  Help

\_/J ? _)—Hj Search Folders -
A Y

5 I o B o B I

Other Places

FinalDataEn... opkg-inskal  kempstorage  iTunesSet... wlc-1.1.5-wi,.,
@ Internet Explorer
D My Docurnents _l L o,

|y Shared Documents
115.bmp 12-Always  Air-supply-lost Crystal
Qpen. mp3 inlove.mp3  Flower.mp3

W My Hebwork Places

Return to USB Application >> USB Disk Status. The information for FTP server will
be shown as below.

USB Application == USB Disk Status

USB Mass Sterage Device Status

Connection Status: Disk Connected Disconnect USE Disk

Yrite Protect Status: Mo
Disk Capacity: 2009 MB
Free Capacity: 1664 MB  Refresh

USB Disk Users Connected | Refresh |
Index service IP Address{Port) Username
1. FTP 192,168.1.11(3343) userl Drop |
[ 2. FTP 102.168.1.11(3344) userl ]

Mote: If the write protect switch of USE disk is turned on, the USE disk is in READ-ONLY mode, Mo data
can be written to it.

Now, users in LAN of Vigor3200 can access into the USB storage device by typing
ftp://192.168.1.1 on any browser. They can add or remove files / directories, depending
on the Access Rule for FTP account settings in USB Application >>USB User
Management.
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3.13 VPN Trunk Load-Balance between Vigor 3200 and Other
Vigor Router

This section will discuss how to build VPN Trunk with load-balance between Vigor3200 and
other router (e.g., Vigor3300).

Scenario 1: One-pair VPN Trunk

The purpose is to setup a VPN trunk between Vigor3200 (192.168.1.0/24) and Vigor3300
(192.168.33.0/24).

Vigor3300 Vigor3200
Dial-in Dial-out

WAN1: 202.211.110.100 WAN1: 202.211.110.30 "
GRE WAN: 10.0.0.2 GRE WAN: 10.0.0.1

WAN2: 202.211.120.100 — WAN2: 202.211.120.30

" GRE WAN: 10.0.0.4 GRE WAN: 10.0.0.3
[ - ) | LAN:

LAN: 192.168.1.0/24

192.168.33.0/24

IPSec
B VPN Tunnel

At present, Vigor3200 just supports one VPN trunk group with two members for the same
VPN network pair. In this case, the VPN trunk is built for 192.168.1.0/24 <-> 192.168.33.0/24.
In other word, although Vigor3200 supports 4 WAN connections, it just allows you to use 2
VPN connections over two WAN ports for one VPN trunk group between the networks
192.168.1.0/24 and 192.168.33.0/24.

Note:

® You can still setup two VPN trunk groups over 4 WAN connections between the
networks 192.168.1.0/24 and 192.168.33.0/24. But the VPN traffic can just pass
through one VPN trunk group.

® You can create arbitrary number of VPN trunk groups between Vigor3200 and
Vigor3300 for different VPN network pairs. For example, suppose there is another
network (192.168.10.0/24) behind Vigor3300. You may create a VPN trunk group
over WAN1 and WAN2 connections for 192.168.1.0/24 <-> 192.168.33.0/24, and the
other VPN trunk group over WAN3 and WAN4 for 192.168.1.0/24 <->
192.168.10.0/24. Please refer to the Scenario 2 described in this document later.

Vigor3200 as a VPN client (dial out site),

LAN: 192.168.1.0/24

WAN 1 IP: 202.211.110.30 (My GRE 1P, 10.0.0.1, Peer GRE IP, 10.0.0.2)
WAN 2 1P: 202.211.120.30 (My GRE IP, 10.0.0.3, Peer GRE IP, 10.0.0.4)

Vigor3300 as a VPN server (dial in site),

LAN: 192.168.33.0/24

WAN 1 IP: 202.211.110.100 (Local GRE IP, 10.0.0.2, Remote GRE IP, 10.0.0.1)
WAN 2 IP: 202.211.120.100 (Local GRE IP, 10.0.0.4, Remote GRE IP, 10.0.0.3)
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Settings for Vigor 3200:
1. Open VPN and Remote Access>>>L AN to LAN. Choose Index number 1 for

2.

configuring a VPN LAN to LAN profile.

VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles:

Index Name Status Index Name
1. e " 17. Y
2. e " 18. Y
3. e F 19, T

| Setto Factory Default |

Status
E
E

In the following page, please configure the settings as the following figure.

VPN and Remote Access >> LAN to LAN

Profile Index : 1

1. Common Settings

Profile Name |wan1 only

[ ¥ Enable this profile

PN Dial-Out Through |WAN1 Only ~
Metbios Maming Packet @ pass O Block

Multicast via VPN ©pass @ plock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Call Direction
I Always on

o E\Dthﬁ' D\alfoutlr' Dial-in
-1 second(s)

" Enable PING to keep alive

—

Idle Timeout

PING to the 1P

2. Dial-Out Settings

Type of Server | am calling

Username G

——
[Fap7crer =]

e off

C ppTR

& 1pSec Tunnal |
© L2TP with IPSec Policy [Hone =1

Password

PPP Authentication

W1 Compression & on

IKE Authentication Method
* pre-Shared Key

IKE Pre—Shared Key LA LAl l 11 ]l)

" Digital Signature(x.500

Peer 1D lﬁ

Local I

Server IP/Host Name for YPN.

{such as dravtek.com or 123.45.67.89)

[202. 211, 110. 100 |

© alternative Subject Mame First
© Subject Mame First

None 'I

Local Certificate

IPSec Security Method
 Medium(AH)
& High(ESP) [DES without Awthentication x| |

Adwanced

Index(1-15) in Schedule Setup:

OO 00

3. Dial-In Settings

Allowed Dial-In Type Username

E—
——

& on © Off

F ppTP
' 1pSec Tunnel

F L2TP with IPSec Policy [Hone -

Password

W1 Compression

IKE Auth Method
¥ Pre-Shared Key

IKE Pre—Shared Key

™ Digital Signature(®.509)

Hone =

Local ID

[T Specify Remote VPN Gateway
Peer ¥YPM Server IP

or Peer ID

 alternative Subject Mame First
o Subject Mame First

IPSec Security Method
F Medium{aH)
High{ESP) ¥ pEs ¥ zpEs ¥ aEs

4. Gre over IPSec Settings

|_ ¥ Enable 1PSac Dial-olt function
™ Lagical Traffic My GRE Ip [10.0.0.1 Peer GRE IP im. 0.0.2

5. TCP/IP Network Settings
IEI.EI. 0.0 RIP Direction IDlSahla LI

My WAN IP
0.0.0.0 From first subnet to remote network, you have to
l_ do
192, 168, 33.0
Route =
266, 266, 266.0

192, 168. 1. 1
266, 256, 265.0

Remote Gateway IP
Remote Metwork IP

Remote Metwork Mask

Local Metwark 1P 7 Change default route to this WPN tunnel { Only

Local Metwork Mask single WAN supports this )
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3. Click OK to save the configuration and return to previous page. Choose Index number 2

for configuring another VPN LAN to LAN profile.

VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profiles: | Setto Factory Default |
Index Name Status Index Name Status
1. wan1 only ® 17. 77 ®
2. 777 ® 18. 777 %
o4 777 X 197 777 X

4. In this page, please configure the settings as the following figure.

VPN and Remote Access >> LAN to LAN

Profile Index : 1

1. Common Settings

Frofile Name IWBI’\Z only Call Direction e BUU‘I('- Dial-out| € Dial-in
¥ Enable this profile W always on

Idle Timeout IT second(s)

VPN Dial-Out Throug IWANZOnlyj " Enahle PING to keep alive

Netbios Maming Packet @ Pass O Block PIMG to the IP l—

Multicast via VPN “ pass  * Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Qut Settings

Type of Server | am calling Username 277

 ppTp Passwaord
® 1PSec Tunnel PPP Authentication PAP/CHAP *
© LeTP with IPSec Policy [Hone - W1 Compression & on € off

Server IP/Host Mame for VPN, IKE Authentication Method
{such as draytek.com or 123.45.67.83) & Pre-shared Key

(202 211 120. 100 IKE Pre-Shared Key | |[@@oseseses

© Digital Signature(X.509)

Peer ID Hone B

Local ID

 alternative Subject Mame First
© Suhject Mame First

Local Certificate Hone -

IPSec Security Method
C _tediumd AH)
|(: High{ESP) IDES without Suthentication jl

Advanced I

Index(1-15) in Schedule Setup:

CODoo0
3. Dialln Settings

Allowed Dial-In Type Username
# pprp Passward

I 1psec Tunnel Y3 Compression @ on © Off

7 L2TP with IPSec Policy [lone B

IKE Authentication Method

[ pro-
™ Specify Remote YPAN Gateway I pre-shared key

Peer WPN Server IR IKE Pre—Shared Key I
l— I” Digital Signature(}.509)
or Peer ID I Hone =

Local ID
 alternative Subject Mame First
" Suhject Mame First

IPSec Security Method
' medium{aH)
High(ESP} F pEs ¥ apes @ aes

4. Gre over IPSec Settings

I_ 2 Emab# IPSec Dial-Out functio
O Logical Traffic My GRE [P [10.0.0.3 Peer GRE IP[[10.0.0.4

5. TCP/IP Network Settings

Iy W AN TP 0.0.0.0 RIF Direction Disable hd

Remote Gateway IP From first subnet to remote network, you have to

do
Remote Metwaork IP 192, 168. 33. 0
Route ¥

Remote Network Mask 255, 266. 266, 0

LocalliStor i ebilinia ™ Change default route to this WPN tunnel { Only
Local Metwork Mask 256, 255. 265. 0 single WAN supports this )
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5. Click OK to save the configuration.

6. Open VPN and Remote Access>>VPN TRUNK Management. Add these VPN profiles
to the VPN Trunk and set Load Balance as the Attribute Mode.

Load Balance Profile List | Setto Factory Default |
Note: [Active:MNO] The LaM-to-LAN Profile is disabled or under Dial-In{Call Direction) at present.
Mo. Status Nawe Mewberl (Actcive) Type MewberZ (Active) Type ;I

= z 1 IFP

Adwanced i Iwanlwa.nQ 'l

General Setup

Status [ Enable] " Disable
Profile Name Iwa.nlwa.n2
Memberl IPlease select & LAN-to-LAN Dial-Out profile. j
Member2 IPlease gelect & LAN-to-LAN Disl-out profile. j
Active Mode  Backup Im

sdd | Edit | Delete |

7. Click Advanced for specifying Load Balance Algorithm.

VPN Load Balance Advance Settings
Profile Name: Trunkl
Load Balance Algorithm: " Round Robin
 yyeighted Round Rabin
® suto Weighted
" sccording to Speed Ratio {Memberl: Member2): |5DZ5D 'I
" Fastest

VPN Load Balance - Binding Tunnel Policy
& create  © after insert
Tunnel Bind Table Index: | {1~400)

Active: |In—activefDeIete 'I

Binding Dial Out Index: IE

Binding Src IP Start: [p.0.0.0 End: [0.0.0.0

Binding Dest IP Start; [o.000 End: [0.0.0.0

Binding Dest Port Start: II— End: |E5535

Binding Fragmented: MO - Binding Protocal; IAN‘T‘ LI IEI

QK Close

Detail Information

[VPN Load Balance Profile name: Trunkl ] =
[Algorithm: Round Robin ]
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viewing the page of VPN and Remote Access>>Connection
packets (Tx Pkts) will keep increasing through both tunnels wi
the remote VPN network.

VPN and Remote Access »> Connection Management

When the VPN trunk is successfully connected, you may check the connection status by

Management. Transferred
hen outgoing packets sent to

Dial-out Tool Refra

sh Seconds @ IlD vI Refresh

General Mode:l

Backup Mode: |

| pia |
x| pial |

1

[ wanl anly )
2

[ wanZ anly )

IPSec Tunnel
DES-Mao Auth

IPSec Tunnel
DES-Mao Auth

202.211.110.100
wia WAN1

202,.211.,120,100
via WANZ

192.168.33.0/24 1963 42

192,168,22,0/24 2324 iz

Load Balance Mode: £{ wan1wan2 ) 202.211.110.100 . v| Dial |
{ wan1wan2 } 202.211.110.100
WPN Connection Status { wan1wan2 ) 202.211.120.100
Current Page: 1 page No[  Ga | 3 |
Virtual T= Tx Rz Rx .
UL Type GELLCOUS Network  Pkis Rate{Bps) Pkis Rate{Bps) P1IMe

23971

=11]

1:6:10 Drop |
1:15:22 Dropl

iz7 3

KRR HREE |
HRAHHREE |

Settings for Vigor3300:
1. Open VPN>>IPSec>>VPN Trunk>>Policy Table. Choose I

VPN - IPSec - VPN Trunk - Policy Table

R R

Connection Name Local GRE IP te GRE IP Interface

0000 O0CCOoo e

Vigor3200 Series User's Guide 94

Data is encrypted.
Data isn't encrypted.

ndex 1 and click Edit.

Profile Status Operational Status

1

Refresh | Edit| Delste | Delete Al
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2.

In this page, please configure the settings as the following figure.

¥PN - IPSec - ¥PN Trunk - Policy Table - Edit

Basic

Profile Status
Mame :
Authentication
Preshared Key
Security Protocal ©
MAT Traversal :
Local Gateway
YAN Interface
Local Certificate :
Security Gatewsay
Local GREIP:

Mext hop

Remote Gateway

Remaote D
Security Gatewsay

Remote GRE IP :

Advanced |

I Enable VI

Iwa.nl

I Preshared Kew j

IESP 'l
IEnahle 'I

IIJANl 'l
Idefaul‘t
IlEI. 0.0.2
Idefaul‘t

0.0.0.0 £'0.0.0.0'for dynamic client)

IID. 0.0.1

3. Click Apply to save the configuration and return to previous page. Choose Index 2 for

4.

DrayTek

configuring another VPN Trunk policy.
In this page, please configure the settings as the following figure.

VPN - IPSec - YPN Trunk - Policy Table - Edit

Basic

Frofile Status :
Mame :
Authentication :
Freshared Key :
Security Protocal
MAT Traversal ©
Local Gateway
WAR Interface
Local Certificate :
Security Gateway
Local GREIP :
Mext hap
Remote Gateway
Remate D :
Security Gateway :

Remote GRE P :

Advanced |

IPreshared Key 'l

IESP 'l
IEnahle 'l

WaN2 =
Idefault
IID. 0.0.4
Idefault

0.0.0.0 ('0.0.0.0" for dynamic client)

IID. 0.0.3

95 Vigor3200 Series User's Guide



5. Click Apply to save the configuration.
6. Open VPN>>VPN Trunk>>Group Table to group these two VPN policies.

VPN - VPN Trunk - Group Table

Profile Status Name Local Subnet Remote Subnet

5
2
3
4
B
[
7
i}
9

O 00000000 e

10
1

Edit| Delete Delete Al

7. Choose Index 1 and click Edit. Add these two VPN profiles (wanl and wan2) to a VPN
Trunk.

VPN - VPN Trunk - Group Table - Edit

1

Profile Status :  Disable * Enable

Mame : [192. 168.33.0

Lacal Subnet [182. 168.33.0 fl24

Remaote Subnet : [192.168. 1.0 fl24
Tunnel 1 : Im Weight IE-I:I—
Tunnel 2 : Im Weight : IED—
Tunnel 3 : I_;l Weight I—
Tunnel 4 : I_Ll Weight : I—
Backup

Active Master Slave

O | vl | vl
I jv

-

Now, one-pair VPN trunk between Vigor3200 (192.168.1.0/24) and Vigor3300
(192.168.33.0/24) has be established.
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Scenario 2: Two-pair VPN Trunk

Vigor3300
Dial-in

WAN1: 202.211.110.100
GRE WAN: 10.0.0.2

WAz 22211120100 TN
|_ GRE WAN: 10.0.0.4
—-— -
LAN1: WAN3: 202.211.130.100
192.168.33.0/24 GRE WAN: 10.0.0.6 a
WAN4: 202.211.140.100
GRE WAN: 10.0.0.8
g -
. |
-
LANZ:
192.168.10.0/24

Vigor3200 as VPN client (dial out site)
LAN: 192.168.1.0/24

WAN 1 IP: 202.211.110.30 (My GRE 1P, 10.0.0.1, Peer GRE IP, 10.0.0.2)
WAN 2 1P: 202.211.120.30 (My GRE IP, 10.0.0.3, Peer GRE IP, 10.0.0.4)
WAN 3 IP: 202.211.130.30 (My GRE IP, 10.0.0.5, Peer GRE IP, 10.0.0.6)
WAN 4 1P: 202.211.140.30 (My GRE IP, 10.0.0.7, Peer GRE IP, 10.0.0.8)

Vigor3300 as VPN server (dial in site),
LAN1: 192.168.33.0/24
LAN2: 192.168.10.0/24

Vigor3200

Dial-out

WAN1: 202.211.110.30
GRE WAN: 10.0.0.1

WAN2: 202.211.120.30
GRE WAN: 10.0.0.3

WAN3: 202.211.130.30
GRE WAN: 10.0.0.5

192.168.1.0/24

WAN4: 202.211.140.30
GRE WAN: 10.0.0.7

J

IPSec
VPN Tunnel

WAN 1 1P: 202.211.110.100 (Local GRE IP, 10.0.0.2, Remote GRE IP, 10.0.0.1)
WAN 2 1P: 202.211.120.100 (Local GRE IP, 10.0.0.4, Remote GRE IP, 10.0.0.3)
WAN 3 IP: 202.211.130.100 (Local GRE IP, 10.0.0.6, Remote GRE IP, 10.0.0.5)
WAN 4 1P: 202.211.140.100 (Local GRE IP, 10.0.0.8, Remote GRE IP, 10.0.0.7)

Settings for Vigor 3200:

1. Open VPN and Remote Access>>>LAN to LAN.

2. Create LAN to LAN profile 1-4. Setting configuration is the same as Scenario 1. The
differences are, Remote Network IP of Profile 1 and Profile 2 must be 192.168.33.0/24
and Remote Network IP of Profile 3 and Profile 4 must be 192.168.10.0/24.

LAN-to-LAN Profiles:

| Setto Factory Default |

DrayTek o7

Index Name Status
1. wanl only Y
2. wan2 only W
3. wan3 only Y
4. wand only W
5, 777 ¥
6. 777 ¥
fia TG #
8. ki ®
9. s &
10. ks ®
1. 77 &
12, 7 ®
13. 777 ><

Index Name
17. 777
18. 777
19, 777
20. 777
21. 777
22, 777
23. BEF
24, T
25, T
26. T
29, T
28. T
29. 777

Status

oM M M XK K K K X X X =X X
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3. Open VPN and Remote Access>>VPN TRUNK Management. Add these VPN profiles
to the VPN Trunk and set Load Balance as the Attribute Mode. Setting configuration is
the same as Scenario 1. Profile 1 and Profile 2 are one pair; Profile 3 and Profile 4 are the

other pair.
Load Balance Profile List | Setto Factory Default |
Note: [active:MO] The LAN-to-LAN Profile is disabled or under Dial-In{Call Direction) at present.
HNo. Zcatus Name Herberl (Active) Type HewberzZ (Active) Type ;I
1 v wahluwanz 1(TE3Z) IPZec ZI(TES) IPZex
Z v wand wand JIYES) IPSec 4 (TE3) IPSec
Advanced | Iwa:nlwan2 'I

General Setup

Status @ Enable © Disable
Profile Mame |
Memhberl IPlease select a LAN-to-LAN Disl-Out profile. j
Memberz IPlease select a LAN-to-LAN Dial-Out profile. j
Active Mode @ packup © Load Balance

add |  Edit | Delete |

4. When the VPN trunk is successfully connected, you may check the connection status by
viewing the page of VPN and Remote Access>>Connection Management. Transferred
packets (Tx Pkts) will keep increasing through both tunnels when outgoing packets sent
to the remote VPN network.

VPN and Remote Access »> Connection Management

Dial-out Tool Refresh Seconds : IlD 'l Refresh

General Mode:l j Dial |
Backup Mode:l ﬂ Dial |

Load Balance Mode: |(waniwan2 ) 202211110100 i=| Dial |

{ waniwan2 ) 202.211.110.100

WPN Connection Status { wan1wan2 ) 202.211.120.100
Current Page: 1 wan3dwand } 202.211.130.100 Page Mo, Go >
g
wan3wand ) 202.211.140.100
Rx Rx
L 1110 Remote P\ wark  Pkis Rate(Bps) Pkis Rate(Bps) UPT™M®

(wanilonl-,u) I;:;_;ITU'E' 2':'2'u2ianwfrq°1'w° 192,168,33.0/24 2393 24 6800 &0 1:53:118  Drop |
(wan;ml” I;:;_;ITU'E' 2':'2'u2ianwfrq°2;w° 192,168,33.0/24 2753 39 137 3 2:2:20  Drop |
(wan?_gonl” I;:;_;ITU'E' 202;?3“@1??“ 192,168,10,0/24 2630 39 7213 &0 2:2:28  Drop |
(wan:onll,l) I;:;_;ITU'E' 2':'2'u2ialiwi‘tq°4'1°° 192,168,10,0/24 2583 24 0 0 2:2:1%  Drop |

wamxnuxy - Data is encrypted.
wanxwxxy - Data isn't encrypted.
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Settings for Vigor3300:

1. Open Advanced>>LAN VLAN. Choose the tab of 802.1Q VLAN. Configure the settings

as the following figure.

Advanced - LAN YLAN Setting

© Disable © PortBase vLaM © 80210 VLAN

Fort Base VLAN |

Group
Index Active Name WLAN ID Member Frame Tag Operation
P P2 P3 P4 P P2 P3 P4
1 v [VLANS |2EI— ~ O O (| I Untagged j I Tagged j I Tagged d I Tagged ﬂ
2 I [vL.ame BN r F [ [Tagged =] [Untagged =] [Tagged =] [Tagged =
3 2 foant [z Cr O F T [Tagged [ ragged = [vntasged x| [Tagged =
4 = Im lB— [ [ [ = I Tagged j I Tagged j I Tagged ﬂ I Untagged j
¥ Enahle management port for P4
™ Enahle packet farwarding between YLANS
Port Setting
P P2 P3 P4
Port VLAN ID [20 21 22 [e

Apply | Reset | cCancel

2. Next, open Network>>LAN. Set two LAN subnet: LAN1 192.168.33.0/24 and LAN2

192.168.10.0/24.

Network - LAN

| LANZ IPYOHCP | LANS IP/OHCP | LANA IP/DHCP | DHCP Relzy Agert I Routing
IP Configuration
P Address [feztee 331
Subnet Mask W
DHCP Server
Status @ Enable Disable ¢ Relay Agent
Start 1P : [ENEEAT
End IP [tez.168.33.254
Primary DMS : l—
Secondary ONS l—
Lease Time (Min) lquu—
Gateway IP(Optional) |
Apply Cancel
Network - LAN
LAN IP/DHCP | | LAN3 IF/DHCP | LAN4 IF/DHCP DHCP Relay Agent IP Routing
IP Configuration
IP Address [toz.tee.10.1 |
Subnet Mask ,W
DHCP Server
Status C Enable  © Disable " Relay Agent
Startip: [lez.tee. 10,10
EndIP [lez.t6e. 10,250
Primary DNS : ,—
Secondary DNS ,—
Lease Time (Min) ,144EI—
Gateway IP(Optional) : ,—
Apply Cancel
MravTek Carn. @ 1337 - 2003 All vinhts recarue A DrauTal Frternrice Matwnrl Salutinnc

3. Click Apply.

4. Open VPN>>IPSec>>VPN Trunk>>Policy Table to create VPN Trunk policy. The way

DrayTek
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to configure the setting is the same as Scenario 1.

VPN - IPSec - YPN Trunk - Policy Table

Connection Name Local GRE IP
wanl 100.0.2
wWan2 10.0.0.4
wand 10.0.0.6
wand 10008

W m W ®m W e Lk R
o e Bie NieoREe Nie REe MieRiEe Nl

Remote Gateway
oooo
o.ooo
o.ooo
oooo

Remote GRE IP
10.0.01
10.0.03
10.0.05
10007

Interface
WWARNT
WWANZ
AR
WA

Profile Status
enahle
enable
enahle

enable

Operational Status

1

Refresh | Edit Delete Delete All

5. Open VPN>>VPN Trunk>>Group Table to group these VPN policies. Group two VPN
policies as the following figure and then click Apply. The way to configure the setting is

the same as Scenario 1.

¥PN - ¥PN Trunk - Group Table

# Profile Status Name

1 = Enahle 182.168.33.0
2 (" Enable 192168101
3o

4 O

5 O

B

O

3 O

5 O

1o o

Local Subnet
192.168.33.0124
192.168.10.0724

Remote Subnet
192.165.1.0024
192.168.1.0024

1

Edit Delete Delete All

Now, two-pair VPN trunk between Vigor3200 (192.168.1.0/24) and Vigor3300
(192.168.33.0/24) has be established.
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‘ Advanced Web
Configuration

This chapter will guide users to execute advanced (full) configuration through admin mode
operation. As for other examples of application, please refer to chapter 5.

1.
typing username and password.

2.

Open a web browser on your PC and type http://192.168.1.1. The window will ask for

Please type “admin/admin” on Username/Password for administration operation.

Now, the Main Screen will appear. Be aware that “Admin mode” will be displayed on the

bottom left side.

Vigor3200 - series

Multi-WAN Security Router

DrayTek

Auto Logout

System Status

Quick Start Wizard IModel Name :Vigor3200n

Service Activation Wizard Firmware Version 13.3.7.2

Online Status Build Date/Time 1Jun 25 2012 15:58:33

WAN LAN

LAN MAC Address IP Address  Subnet Mask

NAT LANT 00-30-7F-00-00-00 192.168.1.1 253.255.255.0 Yes

Firewall LANZ 00-30-7F-00-00-00 192.168.2.1 255.255.255.0 Yes

User Management LANZ 00-30-7F-00-00-00  192.168.3.1 255.255.253.0 Yes
LANS 00-50-7F-00-00-00  192.168.4.1 255.255.253.0 Yes
DMZ PORT 00-30-7F-00-00-00  192.158.5.1 255.255.255.0 Yes
IP Routed Subnet  00-30-7F-00-00-00  192.168.0.1 253.235.235.0 Yes

VPN and Remote Access Wireless LAN

MAC Address
00-50-7F-00-00-00

Certificate Management
Wireless LAN

SSL VPN

USB Application

System Maintenance
Diagnostics

External Devices

Europe

Link Status
Disconnected
Connected
Disconnected
Disconnected
Disconnected

MAC Address

00-50-7F-00-00-01
00-50-7F-00-00-02
00-30- =

Support Area
Application Note
FAQ

Product Registration

— User Mode is OFF now.

Frequency Domain

Firmware Version
2.3.2.0

WAN

Connection  IP Address

Static IP 172.16.3.103

DHCP Server DNS

SSID
DrayTek

Default Gateway

172.16.1.1

4.1 WAN

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to

WAN group.
4.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
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has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPoE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with significant
ease of use. Meanwhile it provides access control, billing, and type of service according to
user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and
other related information will usually be assigned by your ISP.

Network Connection by 3G USB Modem

For 3G mobile communication through Access Point is popular more and more, Vigor3200
adds the function of 3G network connection for such purpose. By connecting 3G USB Modem
to the USB port of Vigor3200, it can support HSDPA/UMTS/EDGE/GPRS/GSM and the
future 3G standard (HSUPA, etc). Vigor3200n with 3G USB Modem allows you to receive 3G
signals at any place such as your car or certain location holding outdoor activity and share the
bandwidth for using by more people. Users can use the LAN port on the router to access
Internet. Also, they can access Internet via 802.11n wireless function of Vigor3200n, and
enjoy the powerful firewall, bandwidth management, VPN features of Vigor3200n series.

Maobile Coffee shop

AN
DA<

A Y
dag 2 | | e wiing, Badll,
m * m o = VPN

Imternat

350 HSDPA, LS8 Modem

After connecting into the router, 3G USB Modem will be regarded as the fifth WAN port.
However, the other Ethernet WAN ports still can be used and Load-Balance can be done in the
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router. Besides, 3G USB Modem also can be used as backup device. Therefore, when other
Ethernet WAN ports are not available, the router will use 3.5G for supporting automatically.
The supported 3G USB Modem will be listed on DrayTek web site. Please visit
www.DrayTek.com for more detailed information.

Below shows the menu items for WAN.

WAN
F General Setup

F Internet Access
* Load-Balance Policy

4.1.2 General Setup

This section will introduce some general settings of Internet and explain the connection modes
for WAN1 to WANS in details.

There are four WAN ports (represented with WAN1, WAN2, WAN3 and WAN4 in web
pages) and one USB port (represented with WANS in web pages) offered by the router. For
this router supports multiple WANSs function, it allows users to access Internet and combine
the bandwidth of the multiple WANSs to speed up the transmission through the network. Each
WAN port can connect to different ISPs, even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation.

This webpage allows you to set general setup for WAN1 to WANS respectively.

WAN == General Setup

Load Balance Mode: | Auto Weight W

Setup
Index Enable Mszg;iﬁ;l:e Egisﬂiig(uﬁf:z Active Mode
WAN1 N Ethernet/Auto negotiation 10000/100a0 Always On
WAN2 N Ethernet/Auto negotiation 10000/100a0 Always On
WAN3 N Ethernet/Auto negotiation 10000,/10000 Backup
WAN4 Y Ethernet/Auto negotiation 10000,/10000 Backup
WANS W USBE/- 2000,/354 Always On

Mote:! Line Speed only used for load balance mode: according to Line Speed

From the above figure, WAN1 ~ WAN4 connect to Internet through the interface of Ethernet;
WANS5 connects to Internet via USB interface. Therefore the configuration for each WAN port
will be different slightly. Please click the WAN link under Index to open the web page for
detailed configuration.

Available settings are explained as follows:

Item Description

Load Balance Mode This option is available for multiple-WAN for getting enough
bandwidth for each WAN port. If you know the practical
bandwidth for your WAN interface, please choose the setting
of According to Line Speed. Otherwise, please choose Auto
Weigh to let the router reach the best load balance.
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Load Balance Mode: | Auto YWeight W

Index Click the WAN interface link under Index to access into the
WAN configuration page.

Enable V means such WAN interface is enabled and ready to be
used.

Physical Mode / Type Display the physical mode and physical type of such WAN
interface.

Line Speed Display the downstream and upstream rate of such WAN
interface.

Active Mode Display whether such WAN interface is Active device or

backup device.
Always On - Display that such WAN interface is active.

Backup WAN - Display the Backup WAN interface for such
WAN when it is disabled.

Note: In default, each WAN is enabled.

For WAN1 ~ WAN4 (Ethernet)

WAN1 ~ WAN4 are fixed with physical mode of Giga Ethernet. Here we take WANL1 as an
example.

WAN == General Setup

WAN 1

Enable: Yeg ¥
Display Mame:
Physical Maode: Ethernet
Physical Type: Auto negotiation ¥
Line Speed{Kbps):

Diownlink 10000

LpLink 10000
WL&N Tag insertion : Disable # |(Please configure Internet Access setting first)

Tag value: I {0~4095)

Priarity: a (0~77
Send Mail Alert if line draps out [
Active Made: Backup hd

wiah 1 Clwan 20 lwan 310 lwan 4 Cwan s
?Sﬁryu'ijfzgtpiig as backup for ®when any of selected Wan _disc:u:nnnect
multiple WaNT: O when all of selected WAN disconnect
[ Ok ] [ Cancel

Available settings are explained as follows:
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Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical type

You can change the physical type for WAN2 or choose Auto
negotiation for determined by the system.

Physical Type: Auto negatiation v

Auto negotiation
100 half duplex
100 full duplex

1008 half duplex
1000 full duplex

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps. The
default setting for down link and up link is 10000Kbps.

VLAN Tag insertion

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority — Type the number for such VLAN. The range is
fromO0to 7.

Send Mail Alert if line
drops out

Check the box to enable this function. When the network
connection is off, the system will send a mail alert to notify
the administrator.

Active Mode

Determine the WAN interface will be active for always
(Always On) or be treated as a backup WAN interface
(Backup).

Backup Type - Determine the role of such WAN interface. It
will be changed according to the Active Mode specified.

If you choose Always On as Active Mode, such interface
will be used for access into Internet all the time.

If you choose Backup as the Active Mode, you have to
specify which WAN interface will be selected to backup
multiple WANSs. However, ignore this setting if you want to
backup a single WAN.

DrayTek
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Backup bt
wiakl 10 wan 20 lwar 30 wan 4 Clwak 5

®when any of selected WAN disconnect
Owhen all of selected WaN disconnect

When any WAN disconnect — WAN1 will be activated
when any WAN interface disconnects.

When all WAN disconnect — WAN1 will be activated when
all the WAN interfaces disconnect.

After finished the above settings, click OK to save the settings.

For WANS (USB)
To use 3G network connection through 3G USB Modem, please configure WANS5 interface.

WAHN == General Setup

VAN 5
Enable: Yes ¥

Display Mame:

Physical Mode: UsBe
FPhysical Type:

Line Speed(Kbps):

DownLink 2000
UpLink ag4
Send Mail Alert if line drops out [
Active Mode: Backup R
Owan 1 OwAN 2 [ wWaAN 31 WAN 4 1 WAN 5
Backup Type & When any of selected WAN disconnect

(Only if acting as backup for

multiple WAN):; O When all of selected WAN disconnect

[ OK ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

Physical type For such WAN interface is fixed to USB network connection,

it is not necessary to specify physical type.

Line Speed If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

Send Mail Alert if line Check the box to enable this function. When the network
drops out connection is off, the system will send a mail alert to notify
the administrator.
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Active Mode Determine the WAN interface will be active for always
(Always On) or be treated as a backup WAN interface
(Backup).

Always On »

It

Backup Type - Determine the role of such WAN interface. It
will be changed according to the Active Mode specified.

If you choose Always On as Active Mode, such interface
will be used for access into Internet all the time.

If you choose Backup as the Active Mode, you have to
specify which WAN interface will be selected to backup
multiple WANSs. However, ignore this setting if you want to
backup a single WAN.

Backup w

CIwaN 1 OwaN 2 [ waN 30 WAN 4 ] WAN 5
& When any of selected WAN disconnect

O when all of selected WAN disconnect

When any WAN disconnect — WAN1 will be activated
when any WAN interface disconnects.

When all WAN disconnect — WAN1 will be activated when
all the WAN interfaces disconnect.

After finished the above settings, click OK to save the settings.

4.1.3 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WANL/WAN2/WAN3/WAN4/WANS) for Internet Access. Due to different Physical Mode of
WAN interface, the Access Mode for these connections also varies. Refer to the following
figures.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
W AN Ethernet Mane “
WANZ Ethernet Static or Dynamic IP +| | Details Page

MNone

W A3 Ethernet PPRoE
[Static ar Dynamic P
W AN Ethernet PETR/ 2TR
W ANE USBE Mone v
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WAN == Internet Access

Internet Access
Index Display Mame

WANT
WANZ
W ANG
WA

WaNS

Physical Mode
Ethernet

Ethernet
Ethernet
Ethernet

USE

Each item is explained as follows:

Access Mode

Mone b
Static or Dynarmic [P i
Mone v
Mone b

Item Description
Index Display the WAN interface.
Display Name It shows the name of the

setup.

WANI1/WAN2/WAN3/WAN4/WANS that entered in general

Physical Mode

It shows the physical connection for WAN1-WAN4 (Ethernet)
/WANS5 (3G USB Modem) according to the real network
connection.

Access Mode

Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Details Page

This button will open different web page according to the
access mode that you choose in WAN interface
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Details Page for PPPoE in WAN1 ~ WAN4

To choose PPPOE as the accessing protocol of the internet, please select PPPoE from the
Internet Access menu. The following web page will be shown.

WAN == Internet Access

WAN 1
PPPoE Client Mode

(O Enable @ Disable

ISP Access Setup

Username

Password

Index{1-15) in Schedule Setup:

== ) )

WAN Connection Detection

Mode
Ping IP
TTL:

MTU

PPPoE Pass-through
[ For wired LaN
[] For wireless LaM

ARP Detect v

PPP/MP Setup

PPP Authentication PAR or CHAR »

Idle Timeout 180 second(s)

IP Address Assignment Method

{IPCP) WAN P Alias

Fixed IP: O ves & Mo (Dynamic IP)
Fixed IP Address

)

& Default MAC Address
O Specify a MaC address
MAC Address:

(Max: 1492

[ (0]28 ] [ Cancel

Available settings are explained as follows:

ltem

Description

PPPoE Client Mode

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your ISP.

Username — Type in the username provided by ISP in this
field.

Password — Type in the password provided by ISP in this
field.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application — Schedule web page and you can
use the number that you have set in that web page.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
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Item Description
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

MTU It means Max Transmit Unit for packet. The default setting is
1442.
PPPoE Pass-through The router offers PPPoE dial-up connection. Besides, you also

can establish the PPPoE connection directly from local clients
to your ISP via the Vigor router. When PPPoA protocol is
selected, the PPPoE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPOE session (different with
the Host PC) to access into Internet.

For Wireless LAN - If you check this box, PCs on the same
wireless network can use another set of PPPoE session
(different with the Host PC) to access into Internet.

PPP/MP Setup PPP Authentication — Select PAP only or PAP or CHAP for
PPP. If you want to connect to Internet all the time, you can
check Always On.

Idle Timeout — Set the timeout for breaking down the Internet
after passing through the time without any action.

IP Address Assignment | Usually ISP dynamically assigns IP address to you each time
Method (IPCP) you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever
you request. In this case, you can fill in this IP address in the
Fixed IP field. Please contact your ISP before you want to use
this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using.
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Item Description

‘3 WAN IP Alias - Microsoft Infernet Explorer Bli=l
WAN IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1. W 172.16.3.229 v
2. O
8 O
4. O
5 O
B. O
@ O
8. O
[ ok | [ClearAl | [ Close

Fixed IP — Click Yes to use this function and type in a fixed
IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

After finishing all the settings here, please click OK to activate them.

Details Page for Static or Dynamic IP in WAN1 ~ WAN4

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address
to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please choose Static or
Dynamic IP mode from Internet Access menu. The following web page will be shown.
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WAN == Internet Access

WAN 1

Static or Dynamic IP {DHCP Client)

®Enable O Disable

Keep WAN Connection

[ Enable PING to keep alive

PIMNG to the IP

WAN IP Network Settings | YWAN IP Aliag

) Obtain an IP address automatically

Router Name |¥IGOR *

Dormain Mame *
* 1 Reguired for some ISPs

& Specify an IP address

PING Interval 0 Iminute(s) 1P Address 172.16.3.102
WAN Connection Detection Subnet Mask 265.255.00
Mode ARP Detect v Gateway IP Address 172.16.1.1

Ping IP DNS Server IP Address
TTL: Primary IP Address 168.95.1.1
Secondary [P Address
MTU 1442 (Maw: 1500%
® Default MAC Address
RIP Protocol O Specify a MAC Address
ClEnable RIP MAC Address:
Bridge Mode
] Enahle Bridge Maode
[ Ok ] [ Cancel

Available settings are explained as follows:

ltem

Description

Static or Dynamic IP

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check Enable
PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.
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Item Description

MTU It means Max Transmit Unit for packet. The default
setting is 1442,
RIP Protocol Routing Information Protocol is abbreviated as RIP(RFC1058)

specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode If you check this box to invoke the function, the router will

work as a bridge. Such function is available only for WANL.
WAN IP Network This group allows you to obtain an IP address automatically
Settings and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using.

; WAN IP Alias - Microsoft Internet Explorer

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
1. v 172.16.3.229 W
2, O
3. O
4. O
5 O
B. O
7 O
B. O

[ ok | [ Clearal | [ Close

Obtain an IP address automatically — Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

Router Name: Type in the router name provided by ISP.

Domain Name: Type in the domain name that you have
assigned.

Specify an IP address — Click this radio button to specify
some data if you want to use Static 1P mode.

IP Address: Type the IP address.

Subnet Mask: Type the subnet mask.

Gateway IP Address: Type the gateway IP address.

Default MAC Address: Click this radio button to use default
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Item Description
MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication. In
such cases you need to click the Specify a MAC Address and
enter the MAC address in the MAC Address field.

DNS Server IP Address - Type in the primary IP address for
the router if you want to use Static IP mode. If necessary, type
in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.
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Details Page for PPTP/L2TP in WAN1 ~ WAN4

To use PPTP/L2TP as the accessing protocol of the internet, please choose PPTP/L2TP from
Internet Access menu. The following web page will be shown.

WAN == Internet Access

WAN 2
PPTP/L2TP Client Mode

(O Enable PPTP O Enable L2TP @ Disable

Server Address
Specify Gateway IP Address
172.16.1.1

ISP Access Setup

Username

Password

Index{1-18% in Schedule Setup:

==

MTU 1442

PPP Setup

PPP Authentication PAP or CHAP +

Idle Timeout second(s)

IP Address Assignment Method

{IPCP) WEAN P Alias

Fized IP: O ¥Yes & Mo (Dynamic IPY
Fizxed IP Address

WAN IP Network Settings

' Obtain an IP address automatically

@ Specify an IP address

IP Address 172.16.3.102
Subnet Mask 26526500
{Max: 14607
[ (0]14 ] [ Cancel

Available settings are explained as follows:

ltem

Description

PPTP/L2TP Client
Mode

Enable PPTP- Click this radio button to enable a PPTP client
to establish a tunnel to a DSL modem on the WAN interface.

Enable L2TP - Click this radio button to enable a L2TP client
to establish a tunnel to a DSL modem on the WAN interface.
Disable — Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address — Specify the gateway IP
address for DHCP server.

ISP Access Setup

Username -Type in the username provided by ISP in this field.
Password -Type in the password provided by ISP in this field.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application — Schedule web page and you can
use the number that you have set in that web page.

MTU

It means Max Transmit Unit for packet. The default setting is
1442.

PPP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the Internet
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ltem

Description

after passing through the time without any action.

IP Address Assignment
Method(IPCP)

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and type in a fixed IP address in the box.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using.

; WAN IP Alias - Microsoft Internet Explorer

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
1. v 172.16.3.229 W
2, O
3. O
4. O
5 O
B. O
@ O
B. O

[ oK | [ ClearAl | [ Clase

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network
Settings

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

Specify an IP address — Click this radio button to specify
some data.

IP Address — Type the IP address.
Subnet Mask — Type the subnet mask.

Vigor3200 Series User's Guide

116 DrayTek



After finishing all the settings here, please click OK to activate them.

Details Page for PPP in WANS5

To use PPP (for 3G USB Modem) as the accessing protocol of the internet, please choose
Internet Access from WAN menu. Then, select PPP mode for WANS. The following web
page will be shown.

VAN == Internet Access

WAHN 5
3G Modem ' Enable @ Disable
SIM PINM code
Modem Initial String AT&FEOVAX1&D2&C150=0 (Default: ATRFEOV1X1&D2&C150=0)
APN Mame
Modem Initial String2 AT
Maodem Dial String ATDT*99%
(Default: ATDT™99%, COMAIATDT=777, TD-SCDMAATDT=98*1%)
PPP Username (Optional)
PPP Password (Optional)
PPP Authentication PAP or CHAP |»

Index(1-15) in Schedule Setup:

WAN Connection Detection

Mode ARP Detect
Ping IP
TTL:
[ ok | [ cCancel | [ Default |

Available settings are explained as follows:

Item Description

3G Modem Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access
Internet.

Modem Initial String Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to your
ISP.

APN Name APN means Access Point Name which is provided and

required by some ISPs. Type the name and click Apply.

Modem Initial String2 The initial string 1 is shared with APN.

In some cases, users may need another initial AT command to
restrict 3G band or do any special settings.

Modem Dial String Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to your
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Item Description

ISP.
PPP Username Type the PPP username (optional).
PPP Password Type the PPP password (optional).

Index (1-15) in Schedule | Set the PCs on LAN to work at certain time interval only. You
Setup can type in four sets of time schedule for your request. All the
schedules can be set previously in Application >>Schedule

web page and you can use the number that you have set in that

web page.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

Default Click it to reset to the factory default setting for 3G
connection.

After finishing all the settings here, please click OK to activate them.
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4.1.4 Load-Balance Policy

This router supports the function of load balancing. It can assign traffic with protocol type, IP
address for specific host, a subnet of hosts, and port range to be allocated in WAN interface.
The user can assign traffic category and force it to go to dedicate network interface based on
the following web page setup. Twenty policies of load-balance are supported by this router.

Note: Load-Balance Policy is running only when more than two WAN interfaces are

activated.

Load-Balance Policy

WAN => Load-Balance Policy

Index Enable Protocol  way  ST€IP SrcIP DestIP DestIP [F’,Enfjtt [;Eftt Move Move
Start End Start End st Up Down
art End

1 Fl any | AR Down
2 Il any | AR UP Down
3 Fl any w | WA UP Down
4 Il any w || WA UP Down
5 Fl any | AN UP Down
[ Il any | EANT UP Down
T Fl any | WARN1 UP Down
8 | any w | WANT UP  Down
9 Fl any | WANT UP Down
10 | any | AR UP  Down

<< 110 | 1120 | 2130 | 3132 > Next ==

Each item is explained as follows:
Item Description
Index Click the number of index to access into the load-balance
policy configuration web page.
Enable Check this box to enable this policy.
Protocol Use the drop-down menu to change the protocol for the WAN
interface.

WAN Use the drop-down menu to change the WAN interface.

Src IP Start Displays the IP address for the start of the source IP

Src IP End Displays the IP address for the end of the source IP.

Dest IP Start Displays the IP address for the start of the destination IP.

Dest IP End Displays the IP address for the end of the destination IP.

Dest Port Start

Displays the IP address for the start of the destination port.

Dest Port End

Displays the IP address for the end of the destination port.

Move UP/Move Down

Use Up or Down link to move the order of the policy.
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Click any Index number link to access into the following page for configuring load-balance

policy.
VWAN == Load-Balance Policy

Index: 1
(] Enable

Protocol

Binding WAN Interface

Src IP Start
Src IP End
Dest IP Start
Dest IP End
Dest Port Start
Dest Port End

any v

WANT » Auto failover to the other WAN

[ oK l [ Cancel
Each item is explained as follows:
Item Description
Enable Check this box to enable this policy.
Protocol Use the drop-down menu to choose a proper protocol for the

WAN interface.

Protocol

Binding WAN interface

Choose the WAN interface (WAN1/WAN2 / WAN3 /
WAN4 / WANS) for binding.

Auto failover to other WAN — Check this button to lead the
data passing through other WAN automatically when the
selected WAN interface is failover.

Src IP Start

Type the source IP start for the specified WAN interface.

Src IP End

Type the source IP end for the specified WAN interface. If
this field is blank, it means that all the source IPs inside the
LAN will be passed through the WAN interface.

Dest IP Start

Type the destination IP start for the specified WAN interface.

Dest IP End

Type the destination IP end for the specified WAN interface.
If this field is blank, it means that all the destination IPs will
be passed through the WAN interface.

Dest Port Start

Type the destination port start for the destination IP.

Dest Port End

Type the destination port end for the destination IP. If this
field is blank, it means that all the destination ports will be
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passed through the WAN interface.

After finishing all the settings here, please click OK to activate them.

4.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

LAN
k General Setup
Pk Static Route

k VLAN
k Bind IP to MAC
k LAN Port Mirror

4.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

Internet

DHCP Server

Public IP Address

_ - VigorSwitch
Private Subnet - . G2240
Router IP Address:192.168.1.1

™ B

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13
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In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor router
will serve for IP routing to help hosts in the public subnet to communicate with other public
hosts or servers outside. Therefore, the router should be set as the gateway for public hosts.

Internet

Public IP Address:ﬂ
220.135.240.207 .9

Private Subnet
Router IP Address:192.168.1.1

™ Uy

192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

Public Subnet

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules to
forward data from one specified subnet to another specified subnet without the presence of
RIP.
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What are Virtual LANs and Rate Control

You can group local hosts by physical port and create up to 4 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

Vigor3200n

VigorSwitch
G2240

- | 2
) VLAN3
4 d A R&D Dept. LAN4: 192.168.4.x

- it Dept. LAN3: 192.168.3.x

ABC Corp. Finance Dept. LAN2: 192.168.2.x

1R bent. LAN1: 192.168.1.x

4.2.2 General Setup

This page provides you the general settings for LAN. Vigor3200 series provides four LANS,
one DMZ and one IP Routed Subnet.

Click LAN to open the LAN settings page and choose General Setup.

There are four subnets provided by the router which allow users to divide groups into different
subnets (LAN1 — LAN4). In addition, different subnets can link for each other by configuring
Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 — LAN4
can be operated under NAT or Route mode. IP Routed Subnet can be operated under Route
mode.
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LAN == General Setup

General Setup

Index Status DHCP IP Address

LAN 1 v v 192.168.1.1

LAN 2 192.168.2.1

LAN 3 192.168.3.1

LAN 4 192.168.4.1

DMZ v v 192.168.5.1
1P Routed Subnet 0 102.168.0.1

[JForce router to use "DNS server 1P address" settings specified in
Inter-LAN Routing
Subnet LAN 1 LAN 2 LAN 3 LAN 4 DMZ PORT
LAN 1
LAN 2
LAN 3
LAN 4
DMZ PORT

MNote: LAN 2/3/4 are available when VLAN is enabled.

Each item is explained as follows:
Item Description
General Setup----- Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items, DMZ and IP Routed

Subnet.

Status- Check the box to enable such LAN configuration.
Basically, LANL1 status is enabled in default. LAN2, LAN3,
LAN4 and IP Routed Subnet can be observed by checking
the box of Status.

DHCP- Check the box to enable DHCP server for such
LAN configuration. LANL1 is configured with DHCP in
default. If required, please check the DHCP box for each
LAN.

IP Address - Display the IP address of the LAN
configuration. Display the IP address for each LAN item.
Such information is set in default and you can not modify it.

Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each
LAN must be configured in different subnet.

Force router to use “DNS | Force Vigor router to use DNS servers configured in

server IP address” LANI/LAN2/LAN3/LAN4 instead of DNS servers given
settings as specified in ... | by the Internet Access server (PPPoE, PPTP, L2TP or
DHCP server).
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Inter-LAN Routing

LAN 1~ LAN 4, DMZ PORT - Check the box to make the
routing among LANS.

After finishing all the settings here, please click OK to save the configuration.

To configure LAN 1 ~ LAN 4, DMZ or IP Routed Subnet, simply click Details Page to open

the settings page.

Details Page for LAN 1

LANL is the default configuration for basic host connection.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup

Network Configuration
For NAT Usage

DHCP Server Configuration
) Enable Server (O Disable Server

IP Address 192.168.1.1 Relay agent; (JEnable = Disable
Subnet Mask 255.255.255.0 Start IP Address 192.168.1.10
IP Pool Counts 50
RIP Protocol Control Disable v Gateway IP Address 1901681 1

DHCP Server IP Address
for Relay Agent

DNS Server IP Address
(] Force DNS manual setting
Prirnary IP Address

Secondary IP Address

Available settings are explained as follows:

ltem

Description

Network Configuration

IP Address - Type in IP address for connecting to a local
private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control - Disable deactivates the RIP protocol.
It will lead to a stoppage of the exchange of routing
information between routers. (Default) Enable can activate the
RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local user
configured as a DHCP client. It is highly recommended that
you leave the router enabled as a DHCP server if you do not
have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host

DrayTek

125 Vigor3200 Series User's Guide



Item Description
in the LAN.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Relay Agent - Specify which subnet that DHCP server is
located the relay agent should redirect the DHCP request to.

Start IP Address - Enter a value of the IP address pool for the

DHCP server to start with when issuing IP addresses. If the 1st
IP address of your router is 192.168.1.1, the starting IP address
must be 192.168.1.2 or greater, but smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP address
for the DHCP server. The value is usually as same as the 1st IP
address of the router, which means the router is the default
gateway.

DHCP Server IP Address for Relay Agent - Set the IP
address of the DHCP server you are going to use so the Relay
Agent can help to forward the DHCP request to the DHCP
server.

DNS Server IP Address | DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Force DNS manual setting - Force Vigor router to use DNS
servers in this page instead of DNS servers given by the
Internet Access server (PPPoE, PPTP, L2TP or DHCP server).

Primary IP Address -You must specify a DNS server IP
address here because your ISP should provide you with usually
more than one DNS Server. If your ISP does not provide it, the
router will automatically apply default DNS Server IP address:
194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it, the
router will automatically apply default secondary DNS Server
IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online

Status:
System Status S jme: 71:47:
LAN Status I Primary DNS: 194,109.6.66 Secondary DNS: 155,951
IP Address TX Packets RX Packets
192.168.1.1 247390 214004

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
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Item Description

external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.

After finishing all the settings here, please click OK to save the configuration.

Details Page for LAN 2, LAN 3, LAN 4

With the multi-subnet feature offered by Vigor router, LAN2 ~ LAN4 are used for different
subnets.

LAN == General Setup

Lan 2 Ethernet TCP / IP and DHCP Setup

Network Configuration DHCP Server Configuration
(O Enable @ Disable ® Enable Server O Disahle Server
O For NAT Usage @ For Routing Usage Start IP Address 192.168.3.10
IP Address 192.168.3.1 1P Pool Counts 100
Subnet Mask 265.255.255.0 Gateway IP Address 192.168.3.1

Available settings are explained as follows:

Item Description

Network Configuration | Click Enable to enable such configuration.

Click Disable to disable such configuration.

For NAT Usage - Click this item to invoke NAT usage.

For Routing Usage - Click this item to invoke Routing usage.

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)
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DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
S0 it automatically dispatch related IP settings to any local user
configured as a DHCP client. It is highly recommended that
you leave the router enabled as a DHCP server if you do not
have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host
in the LAN.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Start IP Address - Enter a value of the IP address pool for the

DHCP server to start with when issuing IP addresses. If the 1st
IP address of your router is 192.168.1.1, the starting IP address
must be 192.168.1.2 or greater, but smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP address
for the DHCP server. The value is usually as same as the 1st IP
address of the router, which means the router is the default
gateway.

After finishing all the settings here, please click OK to save the configuration.

Details Page for DMZ

DMZ port setting is used for connecting host in DMZ.

LAN == General Setup

DMZ Ethernet TCP { IP and DHCP Setup

Network Configuration
& Faor NAT Usage
IP Address

Subnet Mask

(O For Routing Usage
192 168 5.1

255255 2550

DHCP Server Configuration
® Enable Server ) Disable Server

Start IP Address 192 168.5.10
IP Pool Counts 100

Gateway IP Address 192.168.51

DNS Server IP Address
Primary IP Address

Secondary IP Address

Available settings are explained as follows:

ltem

Description

Network Configuration

Set IP address and Subnet Mask for clients connected via
DMZ port.
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For NAT Usage - Click this item to invoke NAT usage.

For Routing Usage - Click this item to invoke Routing
usage.

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.9.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

DHCP Server DHCP stands for Dynamic Host Configuration Protocol.
Configuration The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network
other than the Vigor Router’s, you can let Relay Agent help
you to redirect the DHCP request to the specified location.

Enable Server - Let the router assign IP address to every
host in the LAN.

Disable Server — Let you manually assign IP address to
every host in the LAN.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.9.10, the
starting IP address must be 192.168.9.11 or greater, but
smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the router, which means the router is
the default gateway.

DNS Server IP Address Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP
address for necessity in the future.

After finishing all the settings here, please click OK to save the configuration.
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IP Routed Subnet
Vigor router can serve as a DHCP server to route the request coming from LAN PC.

LAN => General Setup

TCP/IP and DHCP Setup for IP Routed Subnet

Network Configuration DHCP Server Configuration

CEnable @ Disable Start IP Address

For Routing Usage IP Pool Counts ] (max. 103
IP address 192.168.2.1 [ Use LN Port b1
Subnet Mask 2552652550

Use MAC Address

RIP Protocal Control Disable v Index Matched MAC Address  given IP Address

00:3B:65:E7 . 8C:00

MaC Address 00 |38 {55 [E7 |{BC {00

Available settings are explained as follows:

Item Description

Network Configuration Enable/Disable - Click Enable to enable such
configuration; click Disable to disable such configuration.

IP Address - Type in IP address for connecting to a local
private network (Default: 192.168.0.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control -

Disable - Deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable — Trigger the router to exchange the entire routing
table with the other nodes in the same subnet by
sending/receiving RIP packets.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol.
Configuration The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.
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IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 10.

Use LAN Port — Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically
for the clients coming from P1 and/or P2. Please check the
box of P1 and P2.

Use MAC Address - Check such box to specify MAC
address.

MAC Address: Enter the MAC Address of the host one by
one and click Add to create a list of hosts to be assigned,
deleted or edited IP address from above pool. Set a list of
MAC Address for 2" DHCP server will help router to
assign the correct IP address of the correct subnet to the
correct host. So those hosts in 2™ subnet won’t get an IP
address belonging to 1* subnet.

Add - Type the MAC address in the boxes and click this
button to add.

Delete — Click it to delete the selected MAC address.
Edit — Click it to edit the selected MAC address.

Cancel — Click it to cancel the job of adding, deleting and
editing.

After finishing all the settings here, please click OK to save the configuration.

4.2.3 Static Route
Go to LAN to open setting page and choose Static Route.

LAN == Static Route Setup

Static Route Configuration | Setto Factory Default | View Routing Table |
Index Destination Address Status Index Destination Address Status
1. 777 7 6. 777 7
2. 777 7 7. 777 7
3. Y 7 8. Y 7
1. 777 7 9. 777 7
5. T 7 10. T 7

Status: v ——- Active, ® --- Inactive, ¥ -—- Empty

Each item is explained as follows:

Item Description

Index The number (1 to 10) under Index allows you to open next
page to set up static route.

Destination Address Displays the destination address of the static route.

Status Displays the status of the static route.

Viewing Routing Table | Displays the routing table for your reference.
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Diagnostics >> View Routing Table

Current Running Routing Table

0.0.0.0/ 0.0.0.0 via 172.16.3.1,

Key: C - connected, § - statie, R - RIF, * - default, ~ - priva

c~ 192.168.1.0/  255.255.255.0 is direct ly connecte: d,
c 172.16.3.0/  255.255.255.0 is direct ly connecte: d,

| Refresh |

-~

Add Static Routes to Private and Public Networks

Here is an example of setting Static Route in Main Router so that user A and B locating in
different subnet can talk to each other via the router. Assuming the Internet access has been

configured and the router works properly:

® use the Main Router to surf the Internet.

® create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

® create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.
Before setting Static Route, user A cannot talk to user B for Router A can only forward

recognized packets to its default gateway Main Router.

Internet

Set

Router C Static Route

192.168.1.1

Router A Router B
192.168.1.2 | 192.168.1.3
(Gateway:192.168.1.1) )

Private subnet :l J Private subnet

192.168.10.0/24 @ ®211.10.88.0124

User A UserB

1. Goto LAN page and click General Setup, select 1st Subnet as the RIP Protocol

Control. Then click the OK button.

subnets.

Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring routers via the 1st subnet (192.168.1.0/24). The second is that those
hosts on the internal private subnets (ex. 192.168.10.0/24) can access the Internet via
the router, and continuously exchange of IP routing information with different
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2. Click the LAN>> Static Route and click on the Index number 1. Please add a static
route as shown below, which regulates all packets destined to 192.168.10.0 will be
forwarded to 192.168.1.2. Click OK.

LAN == Static Route Setup

Index No. 1
Enable
Destination IP Address 192.1658.10.0
Subnet Mask 255255 2550
Gateway IP Address 192.168.1.2
MNetwork Interface LANT |»
[ oK ] [ Cancel ] [ Delete ]

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3.

LAN == Static Route Setup

Index MNo. 2
Enable
Destination IP Address 211.100.858.0
Subnet Mask 255.265.255.0
Gateway IP Address 192.168.1.3
MNetwork Interface LANT |
[ oK l [ Cancel ] [ Delete ]

4.  Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics >> \iew Routing Table

Current Running Routing Table | Refresh |
Eey: C - connected, 3 - static, E - RIP, ¥ - defsult, ~ — private -
3~ 192.168.10.0/ 255.255.255.0 wia 192.168.1.2, LAN
- 192.165.1.0/ Z55,2585.255.0 is directly connected, LAN
S~ 211.100.858.0/ £255.255.255.0 wia 192.1658.1.3, LAN

W
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4.2.4 VLAN

Virtual LAN function provides you a very convenient way to manage subnets by grouping
them.

Go to LAN page and select VLAN. The following page will appear. Click Enable to invoke
VLAN function.

LAN == VLAN Configuration

VLAMN Configuration

CJEnable
VLAN Tag Wireless LAN

Enable VID Priority LAN Port  SSID1 S5SID2 SSID3  SSID4 Subnet
VLAND
WLAN1
VLANZ
VLAN3
VLAN4
VLANS
VLANG
VLANT

1. Hybrid mode only applied on VLAND to accept both tagged/untagged packets;

2. Tag based VLAN only applied for LAN Port;

3. The checked Wireless LAMN SSID will not has VLAN tagging function but regarded as joining WLAN
group;

4, The set VLAN ID (VID) must be unigque and not duplicate.

[ 0K ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
VLAN Tag Enable — Check the box to enable the function of VLAN with
tag.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by LAN.

VID - Type the value as the VLAN ID number. The range is
form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

LAN Port Check this box to make the VLAN settings (such as VID,
priority, subnet) applying to the LAN port.
Wireless LAN SSID1 - SSID4 — Check the SSID box (es) for the wireless

clients to be grouped under the selected VLAN.
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Subnet Choose one of them to make the selected VLAN mapping to
the specified subnet only. For example, LANL1 is specified for
VLANO. It means that PCs grouped under VLANO can get the
IP address (es) that specified by the subnet.

After finishing all the settings here, please click OK to save the configuration.

\ Note: Settings in this page only applied to LAN port but not WAN port.

4.25Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control
in network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC
O Enable @ Disable O Strict Bind

ARP Table | Select All | Sort | Refresh | [P Bind List | Select All | Sort |
IF Address Mac Lddress Index IP Address Mac Address
192.1658.1.10 E0-CE-4E-DA-45-72
192.168.1.12 DE-B3-77-12-AF-34

Add and Edit
IP Address

Mac Address

Camment
[ show Comment

Note:  IP-MAC binding presets DHCP allacations.
If you select Strict Bind, unspecified LAN clients cannot access the Intermet.

Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
Internet.

Disable Click this radio button to disable this function. All the settings
on this page will be invalid.
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Strict Bind Click this radio button to block the connection of the IP/MAC
which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.

Select All Click this link to select all the items in the ARP table.

Sort Reorder the table based on the IP address.

Refresh Refresh the ARP table listed below to obtain the newest ARP
table information.

Add and Edit IP Address - Type the IP address that will be used for the

specified MAC address.
Mac Address - Type the MAC address that is used to bind
with the assigned IP address.

Comment - Type a brief description for such list.

Show Comment - Check this box to display the comment on
IP Bind List box.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table or
the IPPMAC address typed in Add and Edit to the table of IP
Bind List.

Edit It allows you to edit and modify the selected IP address and

MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will be
removed from the IP Bind List.

Note: Before you select Strict Bind, you have to bind one set of IP/MAC address for one
PC. If not, no one of the PCs can access into Internet. And the web configurator of the
router might not be accessed.

After finishing all the settings here, please click OK to save the configuration.

4.2.6 LAN Port Mirror

LAN Port mirror can be applied for the users in LAN. Generally speaking, this function copies
traffic from one or more specific ports to a target port. This mechanism helps manager track
the network errors or abnormal packets transmission without interrupting the flow of data
access the network. By the way, user can apply this function to monitor all traffics which user
needs to check.

There are some advantages supported in this feature. First, it is more economical without other
detecting equipments to be set up. Second, it may be able to view traffic on one or more ports
within a VLAN at the same time. Third, it can transfer all data traffics to be mirrored to one
analyzer connect to the mirroring port. Last, it is more convenient and easy to configure in
user’s interface.
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LAN == LAN Port Mirror

LAN Port Mirror

Port Mirror:
O Enable & Disable
Mirror port:
@ waN4
Mirrored port:
[Or1 CIwan 1 [Owan 2 CJwwan 2
Available settings are explained as follows:
Item Description
Port Mirror Check Enable to activate this function. Or, check Disable to

close this function.

Mirror Port Select a port to view traffic sent from mirrored ports. At
present, only WAN4 will be treated as mirror port.

When Port Mirror is enabled, the Mirror Port (WAN4) will
be disabled.

Mirrored port Select which ports (LAN port or WAN port) are necessary to
be mirrored. P1 represents LAN port.

After finishing all the settings here, please click OK to save the configuration.
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4.3 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry in
a table to memorize this address/port-mapping relationship. When the public server response,
the incoming traffic, of course, is destined to the router’s public IP address and the router will
do the inversion based on its table. Therefore, the internal host can communicate with external
host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be aware
of any private IP addresses, the NAT function can protect the internal network.

On NAT page, you will see the private IP address defined in RFC-1918. Usually we use the
192.168.1.0/24 subnet for the router. As stated before, the NAT facility can map one or
more IP addresses and/or service ports into different specified services. In other words, the
NAT function can be achieved by using port mapping methods.

Below shows the menu items for NAT.

NAT
¥ Port Redirection
F DMZ Host

P Open Ports
P Address Mapping
P Port Triggering
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4.3.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is to
forward all access request with public IP address from external users to the mapping private IP
address/port of the server.

Internet Destined to
220.135.240.207
Port 213

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13

Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 20 port-mapping entries for the internal hosts.

NAT == Port Redirection

Port Redirection | Setto Factory Default |
Index Service Name Protocol Public Port Private IP Status
i X
2. X
3. X
4. X
5. X
6. X
i. X
8. %
9. X
10. X
== 110 | 11-20 | 21-30 | 3140 Next
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Each item is explained as follows:

Item Description

Index Display the number of the profile.

Service Name Display the description of the specific network service.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Private IP Disp_lay the IP address of the internal host providing the
service.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.

NAT == Port Redirection

Index No. 1

[ Enable
Mode Single

Service Mame

Protocal O
WaM Interface ALL  w
Public Port 0
Private IP

Private Port 0

Note: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have
been entered.

[ Ok l [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you to

choose. To set a range for the specific service, select Range. In
Range mode, if the public port (start port and end port) and the
starting IP of private IP had been entered, the system will

calculate and display the ending IP of private IP automatically.

Service Name Enter the description of the specific network service.
Protocol Select the transport layer protocol (TCP or UDP).

WAN Interface Select the WAN interface used for port redirection.

Public Port Specify which port can be redirected to the specified Private

IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Simply type the required number on the first box. The second
one will be assigned automatically later.
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Private IP Specify the private IP address of the internal host providing the
service. If you choose Range as the port redirection mode, you
will see two boxes on this field. Type a complete IP address in
the first box (as the starting point) and the fourth digits in the
second box (as the end point).

Private Port Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web configurator in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid conflict,
such as 8080. This can be set in the System Maintenance >>Management Setup. You then
will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maintenance >> Management

Management Setup
Management Access Control Management Port Setup

@ User Define Ports O Default Ports
allow management from the Internet

Telnet Part 23 (Default: 23)
[ FTP Server

HTTPF Port g0 (Default: a0y
HTTP Server
HTTPS Server HTTPS Port 3 (Default: 443)
Telnet Server FTP Port 21 {Default: 21)
[0 s5H server SSH Port 22 (Default: 22)

Disable PING from the Internet
SNMP Setup

Access List [0 Enable SNMP Agent
List IP Subnet Mask Get Community public
1 Set Community private
2 v
Manager Host IP
3 v
Trap Community public
Notification Host IP
Trap Timeout 10 seconds
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4.3.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as NetMeeting or Internet Games etc.

Destined to
Internet 220.135.240.207
Protocol: Any
Port: Any

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT == DMZ Host Setup

DMZ Host Setup
WAN1 WAN2 WAN3 WAN4 WANS5
WAN 1
Maone hd
Private IP
MAC Address of the True IP DMZ Host

Note: When a True-IP DMZ host is turned on, it will force the router's WamN connection to be
always on.

Available settings are explained as follows:

Item Description
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VAN 1

Mone

Choose Private IP or Active True IP first.
Active True IP selection is available for WAN1 only.

VWAN 1

Mone “

Mone
Private [P
Active True IP h

Private IP

Enter the private IP address of the DMZ host, or click Choose
PC to select one.

Choose PC

Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

A nans..[2]5 K]

192.168.1.10
192.168.1.18

When you have selected one private IP from the above dialog,
the IP address will be shown on the following screen. Click
OK to save the setting.

NAT => DMZ Host Setup

DMZ Host Setup
WAN1 WAN2 WAN3 WAN4 WANS
WAN 1
Private [P b/
Private IP 192.168.1.11
MAC Address of the True IP DMZ Host

Note: When a True-1P DMZ hast is turned on, it will force the router's WAN connection to be
always on.

DMZ Host for WAN2 ~ WANS are slightly different with WAN1. See the following figure.

NAT == DMZ Host Setup

ODMZ Host Setup
WARN1
WAN 3
Enable
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0.0o0o0 Choose PC
143 Vigor3200 Series User's Guide



If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in
WAN2/WAN3/WAN4/WANS interface, you will find them in Aux. WAN IP for your
selection.

NAT == DMZ Host Setup

DMZ Host Setup
WAN1 WAN2 WAN3 WARN4 WANS
WAN 3
Index Enable Aux. WAN IP Private IP

[ ok | [ clar |

Available settings are explained as follows:

Item Description
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click Choose

PC to select one.

Choose PC Click this button and then a window will automatically pop up,
as depicted below. The window consists of a list of private IP
addresses of all hosts in your LAN network. Select one private
IP address in the list to be the DMZ host.

3. EIEE

152.168.1.10
192.168.1.18

When you have selected one private IP from the above dialog,
the IP address will be shown on the following screen. Click
OK to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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4.3.3 Open Ports
Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Setto Factery Default |

Index Comment WAN Interface Local IP Address Status
x

|5 [= = =
> = = > * o = > =

=
=
D
o
-
W
W

<< 110 | 1120 | 21-30 | 3140 ==

Each item is explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface used by such index.

Local IP Address Display the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT >> Open Ports >> Edit Open Ports

Index No. 1

Enable Open Ports

Commeant P2P

wWaM Interface WYANT v

Local Computer 192.168.1.10

Protocol Start Port End Part Protocol Start Port End Part
1. TCR v 4500 4700 6, |- A 0 0
2, UDP » 4500 4700 7o |- w 1] 1]
3. | A 0 0 = I A 0 0
4, | A ] 0 9. | A 0 0
5 |- v 0 1] i, |- v 1] 1]
[ QK l [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Open Ports Check to enable this entry.

Comment Make a name for the defined network application/service.
WAN Interface Specify the WAN interface that will be used for this entry.
Local Computer Enter the private IP address of the local host or click Choose

PC to select one.

Choose PC - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of the
local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP, or
----- (none) for selection.

Start Port Specify the starting port number of the service offered by the
local host.

End Port Specify the ending port number of the service offered by the
local host.

After finishing all the settings here, please click OK to save the configuration.

4.3.4 Address Mapping
This page is used to map specific private IP to specific WAN IP alias.

If you have "a group of IP Addresses™ and want to apply to the router, please use WAN IP
alias function to record these IPs first. Then, use address mapping function to map specific
private IP to specific WAN IP alias.

For example, you have IP addresses ranging from 86.123.123.1 ~ 86.123.123.8. However,
your router uses 86.123.123.1, and the rest of the IPs are recorded in WAN IP alias. You want
that private IP 192.168.1.10 can use 86.123.123.2 as source IP when it sends packet out to
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Internet. You can use address mapping function to achieve this demand. Simply type
192.168.1.10 as the Private IP; and type 86.123.123.2 as the WAN IP.

NAT == Address Mapping

Address Mapping Setup | Setto Factory Default |
Index Protocol Public IP Private IP Mask Status
1. ALl --- /32 ®
2. ALL --- /32 ®
3. ALl oo /32 ®
4. ALl -—- /32 H
5. ALl -— /32 u
6. ALl -— /32 w
1. ALL --- /32 S
8. ALL --- /32 H
9. ALL --- /32 H
10. ALl --- f32 ®

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to configure You should click the appropriate index
number to edit or clear the corresponding entry.

Protocol Display the protocol used for this address mapping.

Public IP Display the public IP address selected for this entry, e.g.,
172.16.3.102.

Private IP Display the private IP set for this address mapping, e.g.,
192.168.1.10.

Mask Display the subnet mask selected for this address mapping.

Status Display the status for the entry, enable or disable.

Click the index number link to open the configuration page.

NAT == Address Mapping

Index No. 1

Enahle
Protocol: TCP
WaMN Interface VWANT »
WM IR w
Private IP:
Subnet Mask: /32 -

[ (0]24 ] [ Clear ] [ Cancel

Available settings are explained as follows:
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Item Description
Enable Check to enable this entry.
Protocol Specify the transport layer protocol. It could be TCP, UDP, or

ALL for selection.
ALL |+

TCP
LIDP

WAN Interface

Choose the WAN interface for such address mapping profile.

WAN IP

Select an IP address. Local host can use this IP to connect to
Internet.

If you want to choose any one of the Public IP settings, you
must specify some IP addresses in the IP Alias List of the
Static/DHCP Configuration page first. If you did not type in
any IP address in the IP Alias List, the Public IP setting will be
empty in this field. When you click OK, a message will appear
to inform you.

Private IP

Assign an IP address (e.g., 192.168.1.10) or a subnet to be
compared with the Public IP address for incoming packets.

Subnet Mask

Select a value of subnet mask for private IP address.

After finishing all the settings here, please click OK to save the configuration.

4.3.5 Port Triggering

Port Triggering is a variation of open ports function.

The key difference between "open port” and "port triggering” is:

® Once the OK button is clicked and the configuration has taken effect, "open port"
keeps the ports opened forever.

®  Once the OK button is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

®  The duration that these ports are opened depends on the type of protocol used. The
"default” durations are shown below and these duration values can be modified via

telnet commands.
TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.
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MAT == Port Triggering

Port Triggering | Setto Factory Default |
Index Comment Triggering Protocol Triggering Port Incoming Protocol Incoming Port Status
1. X
2. ®
3. %
4. %
5. %
6. %
i. %
a. X
9. %
10. X

<« 110 | 11-20 Hext

Available settings are explained as follows:

Item Description

Comment Display the text which memaorizes the application of this rule.

Triggering Protocol Display the protocol of the triggering packets.

Triggering Port Display the port of the triggering packets.

Incoming Protocol Display the protocol for the incoming data of such triggering
profile.

Incoming Port Display the port for the incoming data of such triggering
profile.

Status Display if the rule is active or de-active.

Click the index number link to open the configuration page.

MNAT == Port Triggering

No. 1

[J Enable
Service User Defined |+
Comment
Triggering Protocol v

Triggering Port
Incoming Protocol w

Incoming Port

MNote: The Triggering Port and Incoming Port should be input like this :
123-458,777-789 (legal),123-456,789 (legal), but 123-456-789 (illegal).

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable this entry.
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Service Choose the predefined service to apply for such trigger
profile.

User Defined

ser Define
Real Flayer
CluickTime
WP

IRC

Al Talk
[
FalTalk
BitTaorrent

Comment Type the text to memorize the application of this rule.

Triggering Protocol Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port Type the port or port range for such trigger profile.

Incoming Protocol When the triggering packets received, it is expected the
incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.
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4.4 Firewall

4.4.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

Firewall Facilities
The users on the LAN are provided with secured protection by the following firewall facilities:
®  User-configurable IP filter (Call Filter/ Data Filter).

®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter and
Data Filter.

®  Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter rules.
If legal, the packet will pass. Then the router shall “initiate a call” to build the Internet
connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.

Call Filter —— Initiate a call
| down pass

l block
Outgoing WAN link —
Traffic status : o
up pass
I—’ Data Filter —— Send packet

to WAN

l block

Drop
packet
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pass -

Send packet | "7 o e _LAN U"k‘.

to LAN

1 block

Drop
packet

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header, stateful
inspection builds up a state machine to track each connection traversing all interfaces of the
firewall and makes sure they are valid. The stateful firewall of Vigor router not just examine
the header information also monitor the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based on
the attack signature database. Any malicious packet that might duplicate itself to paralyze the
host in the secure LAN will be strictly blocked and a Syslog message will be sent as warning, if
you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router will
activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unknown protocol
8. Trace route

Below shows the menu items for Firewall.

Firewall
F General Setup

F Filter Setup
F DoS Defense
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4.4.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can

be linked to work in a serial

manner. So here you assign the Start Filter Set only. Also you

can configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

General Setup Page

Such page allows you to enable / disable Call Filter and Data Filter, determine general rule for
filtering the incoming and outgoing data.

Firewall => General Setup

General Setup

General Setup Default Rule
Call Filter & Enahble Start Filter Set |Set#l v
) Disahle
Data Filter & Enahle Start Filter Set | Set#2 v
O Disable

accept large incoming fragmented UDP or ICMP packets { for some games, ex. C5 )

Enable Strict Security Firewall

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Call Filter Check Enable to activate the Call Filter function. Assign a start
filter set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a start

filter set for the Data Filter.

Accept large incoming...

Some on-line games (for example: Half Life) will use lots of
fragmented UDP packets to transfer game data. Instinctively as
a secure firewall, Vigor router will reject these fragmented
packets to prevent attack unless you enable “Accept large
incoming fragmented UDP or ICMP Packets”. By checking
this box, you can play these kinds of on-line games. If security
concern is in higher priority, you cannot enable “Accept large
incoming fragmented UDP or ICMP Packets”.
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Enable Strict Security
Firewall

For the sake of security, the router will execute strict security
checking for data transmission.

Such feature is enabled in default. All the packets, while
transmitting through Vigor router, will be filtered by firewall.
If the firewall system (e.g., content filter server) does not make
any response (pass or block) for these packets, then the router’s
firewall will block the packets directly.

Default Rule Page

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF,
APP Enforcement, URL Content Filter, AlI/AV, AS, for data transmission via Vigor router.

Firewall == General Setup

General Setup

General Setup Default Rule

Actions for default rule:
Application
Filter

Sessions Control
Quality of Service
Lead-Balance policy

User Management
AFPP Enforcement
URL Content Filter

Web Content Filter

Advance Setting

Action/Profile Syslog
Pass w O

11 #|120000

Mone +
Auto-Select v

MNone v
Maone M

Mone v

1-Default v

OooOooond

[ oK l [ Cancel

Available settings are explained as follows:

ltem

Description

Filter

Select Pass or Block for the packets that do not match with the
filter rules.

Filter Fass

Sessions Control

The number typed here is the total sessions of the packets that
do not match the filter rule configured in this page. The default
setting is 60000.

Quality of Service

Choose one of the QoS rules to be applied as firewall rule. For
detailed information of setting QoS, please refer to the related
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ltem

Description

section later.

Mone  »

‘Tlone

Load-Balance Policy

Choose the WAN interface for applying Load-Balance Policy.
Auto-Select

User Management

Such item is available only when Rule-Based is selected in
User Management>>General Setup. The general firewall rule
will be applied to the user/user group/all users specified here.

Maone »

User Ohject
[Create MNew User]
User Graup

[Create New Group]
ALL

Note: When there is no user profile or group profile
existed, Create New User or Create New Group item will
appear for you to click to create a new one.

APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to selelct,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must follow
the standard configured in the APP Enforcement profile
selected here. For detailed information, refer to the section of
APP Enforcement profile setup. For troubleshooting needs,
you can specify to record information for IM/P2P by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

URL Content Filter

Select one of the URL Content Filter profile settings (created
in CSM>> URL Content Filter) for applying with this router.
Please set at least one profile for choosing in CSM>> URL
Content Filter web page first. Or choose [Create New] from
the drop down list in this page to create a new profile. For
troubleshooting needs, you can specify to record information
for URL Content Filter by checking the Log box. It will be
sent to Syslog server. Please refer to section Syslog/Mail Alert
for more detailed information.

Web Content Filter

Select one of the Web Content Filter profile settings (created
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Item Description

in CSM>> Web Content Filter) for applying with this router.
Please set at least one profile for anti-virus in CSM>> Web
Content Filter web page first. Or choose [Create New] from
the drop down list in this page to create a new profile. For
troubleshooting needs, you can specify to record information
for Web Content Filter by checking the Log box. It will be
sent to Syslog server. Please refer to section Syslog/Mail Alert
for more detailed information.

Advance Setting Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

Firewall == General Setup

Advance Setting

Codepage AMSIN252)-Latin | hd
Window size: B5535
Session timeout: 1440 Minute

[ ok | [ Clse |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can help
the system obtaining correct ASCII after decoding data from
URL and enhance the correctness of URL Content Filter. The
default value for this setting is ANSI 1252 Latin I. If you do
not choose any codepage, no decoding job of URL will be
processed. Please use the drop-down list to choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on the

dialog box
Controls |192. 6811 j WM Information —
i = Iy ] WANL IP (Fixed)
tl!i:"r_l j | @| f‘)ﬁl @%l I Wigor series
— I 172.168.2.213
LAM Status
T# Packets R¥ Packets WNZ IP (Fixed)
| 28489 | 15285 |

Tool Setup | Telnet Read-omt Setup Codepage Information I

Codepage To Select
Windews Version: 5.01.2600

RECOMMENDED CODEPAGE:
050 (ANSIAOEM - Traditional Chiness Big5)
00121 O06:7: 0029:63 D0sa:61 O0ad:20 Oae:52 D02:32 00b3:33 00b9:31 00basi

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the performance
will be. However, if the network is not stable, small value will
be proper.

Session timeout — Setting timeout for sessions can make the
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Item Description
best utilization of network resources.

After finishing all the settings here, please click OK to save the configuration.
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4.4.3 Filter Setup
Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1. Default Call Filter i
2. Default Data Filter a.
3. =k
4. 10.
2. 1.
6. 12

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall == Filter Setup == Edit Filter Set

Filter Set 1

Comments : |[Default Call Filter

Filter Rule Active Comments Mowe Up Move Down
Block MetBios Down
O up Down
0 up Down
O up Down
O up Down
(5] O up Down
O up

Next Filter Set |Mone v

[ Ok ] [ Clear l [ Cancel

Available settings are explained as follows:

Item Description

Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click the
button will open Edit Filter Rule web page. For the detailed
information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the current

filter run. Do not make a loop with many filter sets.
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To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 1
Check to enable the Filter Rule

Comments: Block MetBios

Index(1-15) in Schedule Setup:

Clear sessions when schedule ON: [ Enable

Direction: LAN/DMZ/RTAPH -= WAN v

Source IP: Any
Destination IP: Any
Service Type: TCR/UDP, Port: frem 137~139 to undefined
Fragments: Don't Care v

Application Action/Profile Syslog

Filter: Block Immediatehy v O

Branch to Other Filter Set:

Sessions Control o/
MAC Bind IP

Quality of Service

Load-Balance policy

User Management
APP Enforcement:
URL Content Filter:
Web Content Filter:

Advance Setting

[ oK ] [ Clear ][ Cancel ]

After finishing all the settings here, please click OK to save the configuration.

Item Description

Check to enable the Check this box to enable the filter rule.

Filter Rule

Comments Enter filter set comments/description. Maximum length is 14-

character long.

Index(1-15) Set PCs on LAN to work at certain time interval only. You
may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always work.

Clear sessions when Check this box to clear all the sessions when the schedule is
schedule ON configured and specified above.
Direction Set the direction of packet flow. It is for Data Filter only. For

the Call Filter, this setting is not available since Call Filter is
only applied to outgoing traffic.

LAMRTAPH - LANRTAPRN
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ltem

Description

Note: RT means routing domain for 2nd subnet.

Source/Destination IP

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.

2} IP Address Edit - Microsoft Internet Explorer [:”Elgl

IP Address Edit
Address Type Group and Objects v

Start IP Address
End IP Address
Subnet Mask
Invert Selection
IP_Group

or |P Object

or IP Object

or IP Object

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address as
the Address Type and type them in this dialog. In addition, if
you want to use the IP range from defined groups or objects,
please choose Group and Objects as the Address Type.

Graup and Ohjects +

Any Address

Single Address
Range Address
Subnet Address

l [ ar

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to choose
the object that you want.

Service Type

Click Edit to access into the following dialog to choose a
suitable service type.

A Service Type Edit - Microsoft Internet Explorer (9 [=1].3]

Service Type Edit
Service Type Group and Objects +

Protocal
Source Port )
Destination Port o~
Service Group

or Service Object
or Service Object

or Service Object

To set the service type manually, please choose User defined
as the Service Type and type them in this dialog. In addition, if
you want to use the service type from defined groups or
objects, please choose Group and Objects as the Service
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ltem

Description

Type.

User defined “

(N —
Group and Objects
Protocol - Specify the protocol(s) which this filter rule will
apply to.

Source/Destination Port —

(=) — when the first and last value are the same, it indicates one
port; when the first and last values are different, it indicates a
range for the port and available for this service type.

(1=) — when the first and last value are the same, it indicates
all the ports except the port defined here; when the first
and last values are different, it indicates that all the ports
except the range defined here are available for this service
type.

(>) — the port number greater than this value is available.

(<) - the port number less than this value is available for this
profile.

Service Group/Object - Use the drop down list to choose the
one that you want.

Fragments

Specify the action for fragmented packets. And it is used for
Data Filter only.

Don’t care -No action will be taken towards fragmented
packets.

Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short to
contain a complete header.

Filter

Specifies the action to be taken when packets match the rule.

Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule, and
that does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and
that does not match further rules, will be passed through.

Branch to other Filter
Set

If the packet matches the filter rule, the next filter rule will
branch to the specified filter set. Select next filter rule to
branch from the drop-down menu. Be aware that the router will
apply the specified filter rule for ever and will not return to
previous filter rule any more.

Sessions Control

The number typed here is the total sessions of the packets that
do not match the filter rule configured in this page. The default
setting is 60000.

MAC Bind IP

Strict - Make the MAC address and IP address settings
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ltem

Description

configured in IP Object for Source IP and Destination IP be
bound for applying such filter rule.

No-Strict - no limitation.

Quality of Service

Choose one of the QoS rules to be applied as firewall rule. For
detailed information of setting QoS, please refer to the related
section later.

Mone — »

‘Tlone

Load-Balance policy

Choose the WAN interface for applying Load-Balance Policy.

User Management

Such item is available only when Rule-Based is selected in
User Management>>General Setup. The general firewall rule
will be applied to the user/user group/all users specified here.

Mone v

Maone

Lser Object
[Create Mew Lser]
Lser Group

[Craate Mew Group]
ALL

Note: When there is no user profile or group profile existed,
Create New User or Create New Group item will appear for
you to click to create a new one.

APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must follow
the standard configured in the APP Enforcement profile
selected here. For detailed information, refer to the section of
APP Enforcement profile setup. For troubleshooting needs,
you can specify to record information for IM/P2P by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

URL Content Filter

Select one of the URL Content Filter profile settings (created
in CSM>> URL Content Filter) for applying with this router.
Please set at least one profile for choosing in CSM>> URL
Content Filter web page first. Or choose [Create New] from
the drop down list in this page to create a new profile. For
troubleshooting needs, you can specify to record information
for URL Content Filter by checking the Log box. It will be
sent to Syslog server. Please refer to section Syslog/Mail Alert
for more detailed information.

Web Content Filter

Select one of the Web Content Filter profile settings (created
in CSM>> Web Content Filter) for applying with this router.
Please set at least one profile for anti-virus in CSM>> Web
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ltem

Description

Content Filter web page first. Or choose [Create New] from
the drop down list in this page to create a new profile. For
troubleshooting needs, you can specify to record information
for Web Content Filter by checking the Log box. It will be
sent to Syslog server. Please refer to section Syslog/Mail Alert
for more detailed information.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

3 hitp:/f192.168.1.1/docfipfedradv him - Microsoft Internet Explorer

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting

Codepage ANSITZ252)-Latin | 1
Window size: B5535

Session timeout: 1440 Minute
DrayTek Banner:

Strict Security Checking
[ apr Enfarcemant

Ok | [ Close

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can help
the system obtaining correct ASCII after decoding data from
URL and enhance the correctness of URL Content Filter. The
default value for this setting is ANSI 1252 Latin I. If you do
not choose any codepage, no decoding job of URL will be
processed. Please use the drop-down list to choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on the
dialog box.

WaAN Information —

Control
{ s [152.188.1.1
- | - w}f @ J WiaN1 IP (Fixed)
I o Vigor
h:l @ g < | | 172,162,213
LAM Status
—— R Packets WANZ TP (Fixed)
| 28489 | 15285 |

Tool Setup | Telnet Read-out Setup  Codepage Information |

Codepage To Select
Windaws Version: 5.01 2600

RECOMMENDED CODEPAGE:
050 [ANRTADEM - Traditional Chiness Bigh)
00a1:21 00af:7e 00459:63 O0aa:61 00ad:2d O0ae:52 00b2:32 00b3:33 00b0:31 O0baGf

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the performance
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Item Description

will be. However, if the network is not stable, small value will
be proper.

Session timeout-Setting timeout for sessions can make the
best utilization of network resources. However, Queue timeout
is configured for TCP protocol only; session timeout is
configured for the data flow which matched with the firewall
rule.

DrayTek Banner — Please uncheck this box and the following
screen will not be shown for the unreachable web page. The
default setting is Enabled.

The requested Web page has been blocked by Web Content Filter.
Please contact wour system administrator for further information.

[Powered by Draytek]

Strict Security Checking - All the packets, while transmitting
through Vigor router, will be filtered by firewall settings
configured by Vigor router. When the resource is inadequate,
the packets will be blocked if Strict Security Checking is
enabled. If Strict Security Checking is not enabled, then the
packets will pass through the router.
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Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even link
them in a serial manner. Each filter set is composed by 7 filter rules, which can be further
defined. After that, in General Setup you may specify one set for call filter and one set for
data filter to execute first.

DrayTek

Fiewall == General Setup

General Semp
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Call Filer Start Fitar Set | Set#l
Data Filter Start Fiter Set | Sul
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© Disable
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=l Accept large incoming fragmented UDP or [SMP packets { for some games, ex, 5
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Firewall == Filier Setap == Edit Fillar Ser
Flbtes Ser 1
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4.4 .4 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall == DoS defense Setup

DoS defense Setup

Enable OoS Defense | Select All

[J Enable svM flood defense

[ Enahle UDP flood defense

[ Enable ICMP flood defense

[ Enable Part Scan detection
[ Block 1P aptions

[ elock Land

[ elock Smurf

[ elock trace route

[ elock 5¥M fragment

[ Block Fraggle attack

Threshald packets / sec
Timeaout {=1s
Threshald packets / sec
Timeout EeC
Threshald packets / sec
Timeout EeC
Threshald packets / sec

[ elock TCP flag scan

[ elock Tear Drop

[ elock Ping of Death

[] Block ICMP fragment

[ elock UnknownProtocol

[

OK | [ Clearal | [ Cancel

Available settings are explained as follows:

ltem

Description

Enable Dos Defense

Check the box to activate the DoS Defense Functionality.

Select All Click this button to select all the items listed below.
Enable SYN flood Check the box to activate the SYN flood defense function.
defense Once detecting the Threshold of the TCP SYN packets from

the Internet has exceeded the defined value, the Vigor router
will start to randomly discard the subsequent TCP SYN
packets for a period defined in Timeout. The goal for this is
prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor router. By default, the threshold and
timeout values are set to 50 packets per second and 10 seconds,
respectively.

Enable UDP flood
defense

Check the box to activate the UDP flood defense function. Once
detecting the Threshold of the UDP packets from the Internet
has exceeded the defined value, the Vigor router will start to
randomly discard the subsequent UDP packets for a period
defined in Timeout. The default setting for threshold and
timeout are 150 packets per second and 10 seconds,
respectively.

Enable ICMP flood

Check the box to activate the ICMP flood defense function.
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ltem

Description

defense

Similar to the UDP flood defense function, once if the
Threshold of ICMP packets from Internet has exceeded the
defined value, the router will discard the ICMP echo requests
coming from the Internet. The default setting for threshold and
timeout are 50 packets per second and 10 seconds, respectively.

Enable PortScan
detection

Port Scan attacks the Vigor router by sending lots of packets to
many ports in an attempt to find ignorant services would
respond. Check the box to activate the Port Scan detection.
Whenever detecting this malicious exploration behavior by
monitoring the port-scanning Threshold rate, the Vigor router
will send out a warning. By default, the Vigor router sets the
threshold as 150 packets per second.

Block IP options

Check the box to activate the Block IP options function. The
Vigor router will ignore any IP packets with IP option field in
the datagram header. The reason for limitation is IP option
appears to be a vulnerability of the security for the LAN
because it will carry significant information, such as security,
TCC (closed user group) parameters, a series of Internet
addresses, routing messages...etc. An eavesdropper outside
might learn the details of your private networks.

Block Land

Check the box to enforce the Vigor router to defense the Land

attacks. The Land attack combines the SYN attack technology

with IP spoofing. A Land attack occurs when an attacker sends
spoofed SYN packets with the identical source and destination
addresses, as well as the port number to victims.

Block Smurf

Check the box to activate the Block Smurf function. The Vigor
router will ignore any broadcasting ICMP echo request.

Block trace router

Check the box to enforce the Vigor router not to forward any
trace route packets.

Block SYN fragment

Check the box to activate the Block SYN fragment function.
The Vigor router will drop any packets having SYN flag and
more fragment bit set.

Block Fraggle Attack

Check the box to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet is
blocked.

Activating the DoS/DDoS defense functionality might block
some legal packets. For example, when you activate the fraggle
attack defense, all broadcast UDP packets coming from the
Internet are blocked. Therefore, the RIP packets from the
Internet might be dropped.

Block TCP flag scan

Check the box to activate the Block TCP flag scan function.
Any TCP packet with anomaly flag setting is dropped. Those
scanning activities include no flag scan, FIN without ACK scan,
SYN FINscan, Xmas scan and full Xmas scan.

Block Tear Drop

Check the box to activate the Block Tear Drop function. Many
machines may crash when receiving ICMP datagrams (packets)
that exceed the maximum length. To avoid this type of attack,
the Vigor router is designed to be capable of discarding any
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ltem

Description

fragmented ICMP packets with a length greater than 1024
octets.

Block Ping of Death

Check the box to activate the Block Ping of Death function.
This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will hang
once they re-construct the packets. The Vigor routers will
block any packets realizing this attacking activity.

Block ICMP Fragment

Check the box to activate the Block ICMP fragment function.
Any ICMP packets with more fragment bit set are dropped.

Block Unknown
Protocol

Check the box to activate the Block Unknown Protocol
function. Individual IP packet has a protocol field in the
datagram header to indicate the protocol type running over the
upper layer. However, the protocol types greater than 100 are
reserved and undefined at this time. Therefore, the router should
have ability to detect and reject this kind of packets.

Warning Messages

We provide Syslog function for user to retrieve message from
Vigor router. The user, as a Syslog Server, shall receive the
report sending from Vigor router which is a Syslog Client.

All the warning messages related to DoS Defense will be sent to
user and user can review it through Syslog daemon. Look for the
keyword DoS in the message, followed by a name to indicate
what kind of attacks is detected.

System Maintenance == SysLog / Mail Alert Setup

SysLog / Mail Alert Setup
SysLog Access Setup
Enable
Server IP Address
Destination Port 514
Enable syslog message:

Firewall Log

VPN Log

User Access Log

Call Log

WAN Log

Router/DSL information

7 DenyTok Syedog 3.7.0

Cantr

@@l |

LN St

192161

Fuewall Log | VFH Lo | Honr Aocass Low

Tewn et Hssagn
bn 1 00002 Vigoe Dol gy _flood Block{l0s) 192.160.1 105, 10605 -+ 192 160.1.1,23 FR 6{kp) ln 20 40 -5 J4575
Figne Dot gy Ml T2IGH 1 115 -+ 192 1621 § PR |icog) ben 21 60 wog 08

rmp_floeed Bt k{10 192 164 1 211 PR Ljcep) len 2160 en

Mail Alert Setup

1! Enable Send a test e-mail

SMTP Server

Mail To

Return-Path

[ Authentication
User Name
Password

Enable E-Mail Alert:
DoS Attack
IM-P2P

I OK I [ Clear I [ Cancel ]

T
Cetrwmery OF [Fianel} T Pachets TH Bt

After finishing all the settings here, please click OK to save the configuration.
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4.5 User Management

User Management is a security feature which disallows any IP traffic (except DHCP-related
packets) from a particular host until that host has correctly supplied a valid username and
password. Instead of managing with IP address/MAC address, User Management function
manages hosts with user account. Network administrator can give different firewall policies or
rules for different hosts with different User Management accounts. This is more flexible and
convenient for network management. Not only offering the basic checking for Internet access,
User Management also provides additional firewall rules, e.g. CSM checking for protecting
hosts.

Note: Filter rules configured under Firewall usually are applied to the host (the one that
the router installed) only. With user management, the rules can be applied to every user
connected to the router with customized profiles.

Note: If Transparency Mode is selected in Firewall>>General Setup, User
Management cannot be used any more. Please uncheck Transparency Mode first if you
want to utilize user management to handle users in LAN, WAN or WLAN.

User Management
k General Setup

k User Profile(Reserved)
F User Group
F User Online Status

4.5.1 General Setup

General Setup can determine the standard (rule-based or user-based) for the users controlled
by User Management. The mode (standard) selected here will influence the contents of the
filter rule(s) applied to every user.

General Setup

Mode: Rule-Based «

Motice :

1. User Management will refer to active rules in Data Filter as whitelists and blacklists
in user-based firewall mode.

2, Users match the above lists will not be required for authentication.
The firewall rules palicy will still valid.

3. Otherwise, authentication required for uzers not matched the above lists,
The firewall rules designated in the user profile's policy will still walid,

Welcome Message (Max 255 characters) Preview| Setto Factory Default |

<body stats=lx<script language='javascript':>
window. location='htop://www.draycek.com' </scripts> </ hody>

[ Ok l [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Mode There are two modes offered here for you to choose. Each
mode will bring different filtering effect to the users
involved.
User-Based - If you choose such mode, the router will apply
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Item Description
the filter rules configured in User Management>>User
Profile to the users.

Rule-Based —If you choose such mode, the router will apply
the filter rules configured in Firewall>>General Setup and
Filter Rule to the users.

After finishing all the settings here, please click OK to save the configuration.
4.5.2 User Profile (Reserved)

This page allows you to set customized profiles (up to 200) which will be applied for users
controlled under User Management. Simply open User Management>>User Profile
(Reserved).

User Management == User Profile(Reserved)

User Profile Table | Setto Factory Default |

Profile Name Profile Name
admin

Dial-1n User

(=2 LTI -

I

FPRERRERBE = NP B = =N
(T L LE T | I | T | | | R | T | |
BEEREERERERERF

3

[ot]

L | 3364 | 6596 | 97128 | 129-160 | 161192 | 193200 >:= Next ==

To set the user profile, please click any index number link to open the following page. Notice that
profile 1 (Admin) and profile 2 (Dial-In User) are factory default settings and only few settings
for them can be modified.
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User Management =>User Profile

Profile Index 3
Enable this account
User Mame
Password
Confirm Password
Idle Timeout
Max User Login
External Server Authentication
Log
Pop Browser Tracking Window

Authentication
Landing Page
Enable Time Quota

Index{1-15) in Schedule Setup:

LAN_User_Group_1

10 min(s) 0:Unlimited
0 0: Unlimited

Mone |

Mone %

Web alert Tool Telnet
0 min(s)[ Refresh l, [ Add more |5 mings)

i 1] 1l

Ok ] [ Clear ][ Cancel

Available settings are explained as follows:

ltem

Description

Enable this account

Check this box to enable such user profile.

User Name

Type a name for such user profile (e.g., LAN_User_Group_1,
WLAN_User_Group_A, WLAN_User_Group_B, etc). When a
user tries to access Internet through this router, an
authentication step must be performed first. The user has to
type the User Name specified here to pass the authentication.
When the user passes the authentication, he/she can access
Internet via this router. However the accessing operation will
be restricted with the conditions configured in this user profile.

Password

Type a password for such profile (e.g., lugl23,
wug123,wug456, etc). When a user tries to access Internet
through this router, an authentication step must be performed
first. The user has to type the password specified here to pass
the authentication. When the user passes the authentication,
he/she can access Internet via this router with the limitation
configured in this user profile.

Confirm Password

Type the password again for confirmation.

Idle Timeout

If the user is idle over the limitation of the timer, the network
connection will be stopped for such user. By default, the Idle
Timeout is set to 10 minutes.

Max User Login

Such profile can be used by many users. You can set the
limitation for the number of users accessing Internet with the
conditions of such profile. The default setting is 0 which means
no limitation in the number of users.

Policy

It is available only when User-Based mode selected in User
Management>>General Setup.
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ltem

Description

Default v

Default
[Create Mew Palicy]

Default — If you choose such item, the filter rules
pre-configured in Firewall can be adopted for such user
profile.

Create New Policy — If you choose such item, the following
page will be popped up for you to define another filter rule as a
new policy.

Firewall == Edit Filter Set >> Edit Filter Rule

Filter Set1 Rule 2
Comments:

Index(1-15) in Schedule Setup:

Direction: LANMBTAPR - WAN v
Source IP: Any
Destination IP: Any
Service Type: Any

For the detailed configuration, simply refer to
Firewall>>Filter Rule. The firewall filter rules that are not
selected in Firewall>>General>>Default rule can be
available for use in User Management>>User Profile.

External Service
Authentication

The router will authenticate the dial-in user by itself or by
external service such as LDAP server or Radius server. If
LDAP or Radius is selected here, it is not necessary to
configure the password setting above.

Mone

Radius

Log

Time of login/log out, block/unblock for the user(s) can be sent
to and displayed in Syslog. Please choose any one of the log
items to take down relational records for the user(s).

Mone

More

Lagin

Ewent
Al

Pop Browser Tracking
Window

If such function is enabled, a pop up window will be displayed
on the screen with time remaining for connection if Idle
Timeout is set. However, the system will update the time
periodically to keep the connection always on. Thus, Idle
Timeout will not interrupt the network connection.

Authentication

Any user (from LAN side or WLAN side) tries to connect to
Internet via Vigor router must be authenticated by the router
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ltem

Description

first. There are three ways offered by the router for the user to
choose for authentication.

Web - If it is selected, the use can type the URL of the router
from any browser. Then, a login window will be popped up
and ask the user to type the user name and password for
authentication. If succeed, a Welcome Message (configured in
User Management >> General Setup) will be displayed.
After authentication, the destination URL (if requested by the
user) will be guided automatically by the router.

Alert Tool — If it is selected, the user can open Alert Tool and
type the user name and password for authentication. A window
with remaining time of connection for such user will be
displayed. Next, the user can access Internet through any
browser on Windows. Note that Alert Tool can be downloaded
from DrayTek web site.

Telnet — If it is selected, the user can use Telnet command to
perform the authentication job.

Landing Page

When a user tries to access into the web configurator of
Vigor3200 series with the user name and password specified in
this profile, he/she will be lead into the web page configured in
Landing Page field in User Management>>General Setup.

Check this box to enable such function.

Enable Time Quota

Time quota means the total connection time allowed by the
router for the user with such profile. Check the box to enable
the function of time quota. The first box displays the remaining
time of the network connection. The second box allows to type
the number of time (unit is minute) which is available for the
user (using such profile) to access Internet.

Refresh — Click this button to recalculate the time quota.
Add - Click this box to set the time quota for such profile.

Index (1-15) in Schedule
Setup

You can type in four sets of time schedule for your request. All
the schedules can be set previously in Application >>
Schedule web page and you can use the number that you have
set in that web page.

After finishing all the settings here, please click OK to save the configuration.

4.5.3 User Group

This page allows you to bind several user profiles into one group. These groups will be used in
Firewall>>General Setup as part of filter rules.
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User Group Table: | Setto Factory Default |

Index Name Index Name

= [y 1= 5

Pt

FoRERERE = NP P E P
(T LS Ty [ | O | T [ | T N T | (N | N [ )
REEEERERERRE

Please click any index number link to open the following page.

User Management => User Group

Profile Index : 1

Mame:

Available User Objects Selected User Objects(Max 32 Objects)

1-admin

2-System Reservation
3-LAMN_User Group 1
4-WLAN_User_Group_A
S-WLAN User_Group_B

(2]

[ oK ] [ Clear ][ Cancel

Available settings are explained as follows:

Item Description

Name Type a name for this user group.

Available User Objects | You can gather user profiles (objects) from User Profile page
within one user group. All the available user objects that you
have created will be shown in this box. Notice that user object,
Admin and Dial-In User are factory settings. User defined
profiles will be numbered with 3, 4, 5 and so on.

Selected User Objects Click button to add the selected user objects in this

box.

After finishing all the settings here, please click OK to save the configuration.
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3.5.4 User Online Status

This page displays the user(s) connected to the router and refreshes the connection status in an
interval of several seconds.

User Management == User Online Status

Current Time : 08-22 07:29: 57 Refresh Seconds: |10 ¥| page: |1 ¥ | Refresh |
Index Active User -~ IP Address Last Login Time  Expired Time Idle Time Action
1 admin 192.168.1.10 08-23 06:01:11 Unlimited Unlimited Block Logout

Total Mumber @ 1

Available settings are explained as follows:

Item Description

Refresh Seconds Use the drop down list to choose the time interval of refreshing
data flow that will be done by the system automatically.

Refresh Seconds: |10+

Refresh Click this link to refresh this page manually.
Index Display the number of the data flow.
Active User Display the users which connect to Vigor router currently. You

can click the link under the username to open the user profile
setting page for that user.

IP Address Display the IP address of the device.

Last Login Time Display the login time that such user connects to the router last
time.

Expired Time Display the expired time of the network connection for the
user.

Idle Time Display the idle timeout setting for such profile.

Action Block - can prevent specified user accessing into Internet.

Unblock — the user will be blocked.
Logout — the user will be logged out forcefully.
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4.6 Objects Settings

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group that can apply it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address).

Objects Setting
k IP Object
E IP Group
F Service Type Object

F Service Type Group
F Keyword Object

F Keyword Group

Pk File Extension Object

4.6.1 IP Object
You can set up to 192 sets of IP Objects with different conditions.

Objects Setting >> IP Object

IP Object Profiles: | Setto Factory Default |

Index Name Index MName

FRERPREEBrL MNP =N
LS I [ % Ty [ By | I | B | O | [ T | o [ I | B | | B e O - Y
REEREERFEFEFEREERERFR

| 3364 | 6596 | 97128 | 129-160 | 161-192 == Next ==

2
(X}

o=

Available settings are explained as follows:

Item Description

Name Display a name for this profile.

Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.

Vigor3200 Series User's Guide 176 Dray Tek



Objects Setting == IP Object

Profile Index : 1
Marne:
Interface:
sddress Type:
Mac Address:

Start IP Address:

End IP address:

Subnet Mask:

Invert Selection:

RD Departrment
Any hd
Range Address %

192.168.1.89
192.168.1.100)|

O

Ok ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
Name Type a name for this profile. Maximum 15 characters are
allowed.
Interface Choose a proper interface.
LAMDOMIRTAFRN w
NI DMERTAEN
WWAN
For example, the Direction setting in Edit Filter Rule will ask
you specify IP or IP range for WAN or LAN or any IP address.
If you choose LAN as the Interface here, and choose LAN as
the direction setting in Edit Filter Rule, then all the IP
addresses specified with LAN interface will be opened for you
to choose in Edit Filter Rule page.
Address Type Determine the address type for the IP address.
Select Single Address if this object contains one IP address
only.
Select Range Address if this object contains several IPs within
arange.
Select Subnet Address if this object contains one subnet for IP
address.
Select Any Address if this object contains any IP address.
Select Mac Address if this object contains Mac address.
Fange Address
Any Address
Single Address
Range Address
Subnet Address
Mac Address
MAC Address Type the MAC address of the network card which will be

controlled.
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Item Description

Start IP Address Type the start IP address for Single Address type.

End IP Address Type the end IP address if the Range Address type is selected.

Subnet Mask Type the subnet mask if the Subnet Address type is selected.

Invert Selection If it is checked, all the IP addresses except the ones listed
above will be applied later while it is chosen.

Below is an example of IP objects settings.

Objects Setting == IP Object

IP Object Profiles:

Index MName Index
1. RD Department 17.
2. Financial Dept. 18.
3. HR. Department 19.
1. 20.
5. 21.

4.6.2 IP Group
This page allows you to bind several IP objects into one IP group.

Objects Setting >> IP Group

IP Group Table: | Setto Factory Default |
Index Name Index Name

FeRERERBEFE NP @ ™2
[ L | | [ [ [ [ [ [ | | R e L
REEERERFEEBERERRERR

Available settings are explained as follows:

Item Description

Name Display a name for this IP group profile.

Set to Factory Default Clear all profiles.

Vigor3200 Series User's Guide 178 Drﬂy Tek



Click the number under Index column for settings in detail.

Objects Setting == IP Group

Profile Index : 1

Mame: |Administratinn
Interface:
Available IP Objects Selected IP Objects
1-RD Department
2-Financial Dept.
3-HR Department
epartmen
[ 0]34 ] [ Clear ] [ Cancel
Available settings are explained as follows:
Item Description
Name Type a name for this profile. Maximum 15 characters are
allowed.
Interface Choose WAN, LAN or Any to display all the available IP

objects with the specified interface.

Available IP Objects All the available IP objects with the specified interface chosen
above will be shown in this box.

Selected IP Objects Click >> button to add the selected IP objects in this box.

After finishing all the settings here, please click OK to save the configuration.
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4.6.3 Service Type Object
You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting => Service Type Object

Service Type Ohject Profiles: | Setto Factory Default |
Index Name Index Name

% T | Ry [ % Ty | W B | N T | T | 6 T | T | T | T (5 B | N R Py P Y
REEREREEEREREBERERER

FPrRrRREREE NP ==

I
i
-
L]
]

| 3364 | 6596 == Next ==

Available settings are explained as follows:

Item Description

Name Display a name for this profile.

Set to Factory Default Clear all profiles.

Click the number under Index column for settings in detail.

Objects Setting => Service Type Ohject Setup

Profile Index : 1

Marne WA
Protocal TCR A
Source Port = ¥ 1 ~ |B5535
Destination Part = % 80 -~ |50
[ [0]24 ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
Name Type a name for this profile.
Protocol Specify the protocol(s) which this profile will apply to.
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Item Description

TCP v

Any
ICRP
IGMP

LJDP
TCPAJDP
Other

Source/Destination Port | Source Port and the Destination Port column are available for
TCP/UDP protocol. It can be ignored for other protocols. The
filter rule will filter out any port number.

(=) — when the first and last value are the same, it indicates one
port; when the first and last values are different, it indicates a
range for the port and available for this profile.

(!=) — when the first and last value are the same, it indicates
all the ports except the port defined here; when the first
and last values are different, it indicates that all the ports
except the range defined here are available for this service
type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

After finishing all the settings here, please click OK to save the configuration.

Below is an example of service type objects settings.

Service Type Object Profiles:

Index Name
1. SIp
2. RTP
3.
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4.6.4 Service Type Group
This page allows you to bind several service types into one group.

Ohjects Setting => Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Name Group Name
1 17.
2. 18.
3. 19.
4. 20.
3. 21.
6. 22.
i. 23.
8. 24,
9. 25.
10. 26.
1. 7.
12. 28.
13. 29.
1. 30.
15. 3.
16. 32.
Available settings are explained as follows:
Item Description
Name Display a name for this profile.
Set to Factory Default Clear all profiles.
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Click the number under Index column for settings in detail.

Objects Setting >> Service Type Group Setup

Profile Index : 1

MName: WolP
Available Service Type Ohjects Selected Service Type Objects
1-3IP
2-RTR
Dk ] [ Clear ] [ Cancel

Available settings are explained as follows:

ltem

Description

Name

Type a name for this profile.

Available Service Type
Objects

All the available service objects that you have added on
Objects Setting>>Service Type Object will be shown in this
box.

Selected Service Type
Objects

Click >> button to add the selected IP objects in this box.

After finishing all the settings here, please click OK to save the configuration.
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4.6.5 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in CSM >>URL
Web Content Filter Profile.

Objects Setting => Keyword Object

Keyword Object Profiles: | Setto Factory Default |
Index Name Index Name
1 17.
2. 18.
3. 13.
4 20.
5. 21.
6. 22,
L 23.
. 24,
9. 23.
10. 26.
n. 27.
12 28.
13. 29.
14, 30.
15. 3.
16. 32
<< 132 | 3364 | 65-96 | 97-128 | 129-160 | 161-192 | 193-200 == Hext

Available settings are explained as follows:

Item Description

Name Display a name for this profile.

Set to Factory Default Clear all profiles.

Click the number under Index column for setting in detail.

Objects Setting == Keyword Object Setup

Profile Index : 1
Name

Contents

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

[ Ok ] [ Clear ] [ Cancel

Available settings are explained as follows:
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Item Description

Name Type a name for this profile, e.g., game.

Contents Type the content for such profile. For example, type gambling
as Contents. When you browse the webpage, the page with
gambling information will be watched out and be
passed/blocked based on the configuration on Firewall settings.

After finishing all the settings here, please click OK to save the configuration.

4.6.6 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups set
here will be chosen as black /white list in CSM >>URL /Web Content Filter Profile.

Objects Setting »> Keyword Group

Keyword Group Table: | Setto Factory Default |
Index Name Index Name
1. 17.
2 18.
3. 19.
4 2.
3. 21.
5. 22.
1. 23.
8. 24.
9. 25.
10. 26.
1. 2.
12 28.
13. 29.
14. 30.
15. 3.
16 32

Available settings are explained as follows:

Item Description

Name Display a name for this profile.

Set to Factory Default Clear all profiles.

Click the number under Index column for setting in detail.
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Objects Setting == Keyword Group Setup

Profile Index : 1

Name:

Available Keyword Objects Selected Keyword Objects(Max 16 Objects)

1-Keyward-1
2keyward-2

(]
L]

[ OK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Name Type a name for this group.

Available Keyword You can gather keyword objects from Keyword Object page

Objects within one keyword group. All the available Keyword objects
that you have created will be shown in this box.

Sele_zcted Keyword Click button to add the selected Keyword objects in

Objects this box

After finishing all the settings here, please click OK to save the configuration.

4.6.7 File Extension Object

This page allows you to set eight profiles which will be applied in CSM>>URL Content
Filter. All the files with the extension names specified in these profiles will be processed
according to the chosen action.

Profile 1 with name of “default” is the default profile, some files with the file extensions
specified in this profile will be ignored and not be scanned by Vigor router.

Objects Setting == File Extension Object

File Extension Object Profiles: | Setto Factory Default |
Profile Name Profile Name
1 5.
2 6.
3. [
4. 8.

Available settings are explained as follows:

Item Description

Name Display a name for this profile.

Set to Factory Default Clear all profiles.
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Click the number under Profile column for configuration in details.

Objects Setting =*> File Extension Object Setup

Profile Index: 1 Profile Name:

Categories File Extensions

Image
Select Al O.bmp  [O.dib .gif O.jpea  [.jpg O.jpg2  [.jp2

— Opet  Opcx O.pic O.pict O.png [O.tf O .tiff

Salact Al [.asf O .avi O.mov [O.mpe [O.mpeg O.mpg [O.mp4

—— [.qt O.rm O.wmv [O.3gp [O.3gpp [O.3gppz [.2g2

Select Al O.aac  O.aiff  [H.au Ompz Om4a [O.mé4p [O.ogg

O.ra Ooram Owox Owav  [D.wma
Clear All

Salact Al O.class [O.jad [ .jar O .jav Ojava O.jem [Os

Clear Al Dise  Dysp Dtk

& = <

< =y =

1= [§¢]

II’JJ IIo IIo

ActiveX

Select Al O.alx Oapb Oaxs Hwoex  [Hoolb O.ole O.tb

Clear Al Hoviv o D.vm

Compression
Salact Al O.ace [O.arj O.bzipz O.bzz [D.cab [O.gz [ .gzip

O.rar [.sit [.zip

Clear All

Executation
Select Al O.bas Obat O.com O.exe [O.inf O.pif [ .reg

|:| LSCI

Clear All

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for this profile.

Type a name for such profile and check all the items of file extension that will be processed in
the router. Finally, click OK to save this profile.
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4.7 CSM Profile

Content Security Management (CSM)

CSM is an abbreviation of Content Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

APP Enforcement Filter

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserve attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar situation
for corporation towards peer-to-peer applications since file-sharing can be convenient but
insecure at the same time. To address these needs, we provide CSM functionality.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files, and other executable files. Once downloading
these types of files from websites, you may risk bringing threat to your system. For example, an
ActiveX control object is usually used for providing interactive web feature. If malicious code
hides inside, it may occupy user’s system.

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in your
trust against the hazards. With Web filtering service of the Vigor router, you can protect your
business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or chat
rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories of
website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be checked
against our server database. This database is updated as frequent as daily by a global team of
Internet researchers. The server will look up the URL and return a category to your router. Your
Vigor router will then decide whether to allow access to this site according to the categories you
have selected. Please note that this action will not introduce any delay in your Web surfing
because each of multiple load balanced database servers can handle millions of requests for
categorization.

Note: The priority of URL Content Filter is higher than Web Content Filter. |
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CSM
* APPEnforcement Profile

* URL Content Filter Profile
F Web Content Filter Profile

4.7.1 APP Enforcement Profile

You can define policy profiles for IM (Instant Messenger)/P2P (Peer to Peer)/Protocol/Misc
application. This page allows you to set 32 profiles for different requirements. The APP
Enforcement Profile will be applied in Default Rule of Firewall>>General Setup for
filtering.

CSM == APP Enforcement Profile

APP Enforcement Profile Table:

Profile

FEREERREREE NP &= M=

Name

| Setto Factory Default |
Profile Name
17.

o LT L [ T o | o [ o ST | T (S T T [ el
I O — S T B = e I (= - B = O LI (L - [ - =)

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all profiles.

Profile Display the number of the profile which allows you to click to
set different policy.
Name Display the name of the APP Enforcement Profile.

Click the number under Index column for settings in detail.

There are four tabs IM, P2P, Protocol and Misc displayed on this page. Each tab will bring out
different items that you can choose to disallow people using.

DrayTek
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Below shows the items which are categorized under IM.

CSMW == APP Enforcement Profile

Profile Index : 1 Profile Mame:

1M P2P Protocol Misc

Selectal | Clearal |

Advanced Management
Activity / Application ¥ ahoolIh
Login
Mescage
File Transfer

Game

ogooono

Conference{%ideo/Yoice)

oooooos
oooooo

Other Activities

1M Application

AIM{«<= vE.9}

1o

I o Y

YalP

O aime/7 Oag/TM Oichat Jabber/GoogleTalk

[OJGooglechat  [JxFire [JGaduGadu Craltalk Oskype Okubao
Canext Orocosrrass  [arescChat O iy Ogizma COsip/rTR
ke [Lava-Lava Cicuz Cispa O TelTel [ITeamspeak
Ouc Cmahkiletasy OB aiduHi

wWeb IM ( * = more than one address)

elessenqger WebMSN meebho* eBuddy ILovelld*

1CQ Java® 1CQ Flash* Joowy* IMhaha* getMessenger
[JwebIm URLs P ” . p—y

IMUnitive Wablet mabber MSN2GO KoollM

MessengerFX* MessengerAdictos WebYahoolM

[ Ok ] [ Cancel ]

Available settings are explained as follows:

Item Description

Profile Name

Type a name for the CSM profile.

Select All

Click it to choose all of the items in this page.

Clear All

Uncheck all the selected boxes.

After finishing all the settings here, please click OK to save the configuration.

The profiles configured here can be applied in the Firewall>>General Setup and
Firewall>>Filter Setup pages as the standard for the host(s) to follow.

Below shows the items which are categorized under P2P.
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CSM == APP Enforcement Profile

Profile Index : 1

1]

Profile Marme:

P2P

[ Selectan |

Clear All

Protocol

Osoulseek
Cebonkey
CFastTrack
OopenFT
Oanutella
OopenNap
[CeitTorrent
Clwinny

O =unlei
[ ares

DVagaa
Oezreer

Protocol Misc

Applications
SoulSeek
eDonkey, eMule, Shareaza
Kazah, BearShare, iMesh
KiCeasy, FilePipe
BearShare, Limewire, Shareaza, Foxy, KCeasy
Lopster, ¥Nap, WinLop
BitTorrent, BitSpirit, BitComet
Winmy, WinMx, Share

Other P2P Applications

Oprrass Oroco Oclubbox
[Oprando O Huntmine Okuwa
[ Ok ] [ Cancel ]

Below shows the items which are categorized under Protocol.

DrayTek

CSM >> APP Enforcement Profile

Profile Index : 1

Profile Mame:

M P2P Protocol Misc

[ SelectAl || Clear Al
Protocol
[Oons [OrTe OHTTPR [Jimap Oirc
OnnTP [Oror3 dsme Osmte O sHmp
[OssH [OssL/TLS CITELNET [OmssaqL CmysgL
[Joracle [OrostgresgL Osybase [Ooez O Informix
[ 8] ] [ Cancel ]
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The items categorized under Misc.

CSM == APP Enforcement Profile

Profile Index : 1

Profile Name:

1M P2P Protocol
[ SelectAll | Clear Al
[Jsocks4/5 [CJPGPNet
[OsoftEther s TEREDD
[dpring Tunnel O TinywPn
[OFreeu O skyfire
Cmaras OrTsP
[JFeibian Ouuses
[Osopcast OupLivesx
[OFlashviden O silverLight
Owne [Iradrmin
OTeamviewer [ Gogrok
Opecanywhere [ Timbuktu

[OHTTP Upload
OmyotherDrive

Vigor3200 Series User's Guide

[JHiMet SafeBox
Crozy

Misc

Tunneling
CIHTTP Proxy OTtor
Owujiesultrasurf  [JHamachi
OrealTunnel [Ooynarass

Streaming
OTvants COprpstream
CrsPlayer OpcasT
O tvuplayer [Oryses
Oslingbax Oovoo

Remote Control

O spyanywhers O showmypc

OremoteCaontralPro [ CrossLoop
OwindowsLiveSyne []sharedview

Web HD

Oms skyDrive
Oeaoxmet

[JGDac Uploader
[ officeLive

Ok l [ Cancel ]
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4.7.2 URL Content Filter Profile

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files, and other executable files. Once downloading
these types of files from websites, you may risk bringing threat to your system. For example, an
ActiveX control object is usually used for providing interactive web feature. If malicious code
hides inside, it may occupy user’s system.

For example, if you add key words such as “sex”, Vigor router will limit web access to web

sites or web pages such as “www.sex.com”, "www.backdoor.net/images/sex/p_386.html”. Or

you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.
Also the Vigor router will discard any request that tries to retrieve the malicious code.

Click CSM and click URL Content Filter Profile to open the profile setting page.

CSM == URL Content Filter Profile

URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1. 3.
2. 6.
3. I
4. 8.

Administration Message (Max 255 characters)

<body><center><br><p>The regquested Webk page has been blocked by URL Content
Filcer.<p>»Plea=se contact your system administrator for furcher
information.</center></body>

Each item is explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Profile Display the number of the profile which allows you to click
to set different policy.

Name Display the name of the URL Content Filter Profile.
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Default Message You can type the message manually for your necessity or
click this button to get the default message which will be
displayed on the field of Administration Message.

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.

CSM == URL Content Filter Profile

Profile Index: 1
Profile Name:

Priority: Both : Pass % | Log: Mone

1.URL Access Control

[Jenable URL Access Control [Iprevent web access from IP address
Action: Group/Object Selections

2. Web Feature

[JEnable Restrict Web Feature
Action:

[JCookie Clproxy File Extension Profile: | Mone

[ OK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
Profile Name Type a name for the CSM profile.
Priority It determines the action that this router will apply.

Both: Pass — The router will let all the packages that match
with the conditions specified in URL Access Control and
Web Feature below passing through. When you choose this
setting, both configuration set in this page for URL Access
Control and Web Feature will be inactive.

Both: Block —The router will block all the packages that
match with the conditions specified in URL Access Control
and Web Feature below. When you choose this setting, both
configuration set in this page for URL Access Control and
Web Feature will be inactive.

Either: URL Access Control First — When all the packages
matching with the conditions specified in URL Access
Control and Web Feature below, such function can determine
the priority for the actions executed. For this one, the router
will process the packages with the conditions set below for
URL first, then Web feature second.

Either: Web Feature First -When all the packages
matching with the conditions specified in URL Access
Control and Web Feature below, such function can determine
the priority for the actions executed. For this one, the router
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Item Description

will process the packages with the conditions set below for
web feature first, then URL second.

Both : Pass -

Both : Pass
Both : Block
Either : LIRL Access Control First
Either : ¥Web Feature First

Log None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.
Block — Only the log about Block will be recorded in Syslog.

All — All the actions (Pass and Block) will be recorded in
Syslog.

URL Access Control Enable URL Access Control - Check the box to activate
URL Access Control. Note that the priority for URL Access
Control is higher than Restrict Web Feature. If the web
content match the setting set in URL Access Control, the
router will execute the action specified in this field and
ignore the action specified under Restrict Web Feature.

Prevent web access from IP address - Check the box to
deny any web surfing activity using IP address, such as
http://202.6.3.2. The reason for this is to prevent someone
dodges the URL Access Control. You must clear your
browser cache first so that the URL content filtering facility
operates properly on a web page that you visited before.

Action — This setting is available only when Either : URL
Access Control First or Either : Web Feature First is
selected. Pass - Allow accessing into the corresponding
webpage with the keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage
with the keywords listed on the box below.
If the web pages do not match with the keyword set here, it
will be processed with reverse action.

Action:

Block

Block

Group/Object Selections — The Vigor router provides
several frames for users to define keywords and each frame
supports multiple keywords. The keyword could be a noun, a
partial noun, or a complete URL string. Multiple keywords
within a frame are separated by space, comma, or semicolon.
In addition, the maximal length of each frame is 32-character
long. After specifying keywords, the Vigor router will
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ltem

Description

decline the connection request to the website whose URL
string matched to any user-defined keyword. It should be
noticed that the more simplified the blocking keyword list is,
the more efficiently the Vigor router performs.

ﬁ Group/Object Edit - Windows Internet Explorer

€| hitp:#i192.168.1 1fdoc/cfkw gob htm

Object/Group Edit

Keyword Object

or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group

or Keyword Group

MNone |+
Mone |+
Mone
Mone |+
Mone |+
Mone |+
MNone |+
Mone
Mone
Mone |+
Mone |+
MNone |+
MNone |+
Mone

Mone

or Keyword Group Mone |+

Web Feature

Enable Restrict Web Feature - Check this box to make the
keyword being blocked or passed.

Action - This setting is available only when Either: URL
Access Control First or Either: Web Feature Firs is
selected. Pass allows accessing into the corresponding
webpage with the keywords listed on the box below.

Pass - Allow accessing into the corresponding webpage with
the keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage
with the keywords listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Cookie - Check the box to filter out the cookie transmission
from inside to outside world to protect the local user's
privacy.

Proxy - Check the box to reject any proxy transmission. To
control efficiently the limited-bandwidth usage, it will be of
great value to provide the blocking mechanism that filters out
the multimedia files downloading from web pages.

Upload — Check the box to block the file upload by way of
web page.

File Extension Profile — Choose one of the profiles that you
configured in Object Setting>> File Extension Objects
previously for passing or blocking the file downloading.
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Item Description

File Extension Profile:

Mone

After finishing all the settings here, please click OK to save the configuration.
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4.7.3 Web Content Filter Profile

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

Service Activation Wizard allows you to use trial version or update the license of WCF
directly without accessing into the server (MyVigor) located on http://myvigor.draytek.com.

However, if you use the Web Content Filter Profile page to activate WCF feature, it is
necessary for you to access into the server (MyVigor) located on http://myvigor.draytek.com.
Therefore, you need to register an account on http://myvigor.draytek.com for using
corresponding service. Please refer to section of creating MyVigor account.

Note: If you have used Service Activation Wizard to activate WCF service, you can skip
this section.

WCF adopts the mechanism developed and offered by certain service provider (e.g., DrayTek).
No matter activating WCF feature or getting a new license for web content filter, you have to
click Activate to satisfy your request. Be aware that service provider matching with Vigor
router currently offers a period of time for trial version for users to experiment. If you want to
purchase a formal edition, simply contact with the channel partner or your dealer.

Click CSM and click Web Content Filter Profile to open the profile setting page. The default
setting for Setup Query Server /Setup Test Server is auto-selected. You can choose another
server for your necessity by clicking Find more to open http://myvigor.draytek.com for
searching another qualified and suitable one. Next, click the link of Test a site to verify
whether it is categorized to do the verification.

CSM == Web Content Filter Profile

Web-Filter License Activate
[Status:Mot Activated]

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Find more
Web Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1. Default 5.
2. 6.
3 iz
4. 8.
Administration Message  (Max 255 characters) Default Message Cache : |L1+ L2 Cache

<bodyr<center><br><br><br><p>»The regquested Web page <br>»> from $5IP% <br>to FURLE:

<br>that is categorized with %CL% <br>has been blocked by TRNAMELE Wek Content
Filter.«<p>Plea=se contact your system administrator for further
information.</center»</body>

Available settings are explained as follows:
Item Description
Activate Click it to access into MyVigor for activating WCF service.
Setup Query Server It is recommended for you to use the default setting,

auto-selected. You need to specify a server for categorize
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Item Description

searching when you type URL in browser based on the web
content filter profile.

Setup Test Server It is recommended for you to use the default setting,
auto-selected.

Find more Click it to open http://myvigor.draytek.com for searching
another qualified and suitable server.

Set to Factory Default Click this link to retrieve the factory settings.

Default Message You can type the message manually for your necessity or click
this button to get the default message which will be displayed
on the field of Administration Message.

Cache None — the router will check the URL that the user wants to
access via WCF precisely, however, the processing rate is
normal. Such item can provide the most accurate URL
matching.

L1 - the router will check the URL that the user wants to
access via WCF. If the URL has been accessed previously, it
will be stored for a short time (about 1 second) in the router to
be accessed quickly if required. Such item can provide
accurate URL matching with faster rate.

L2 — the router will check the URL that the user wants to
access via WCF. If the data has been accessed previously, the
IP addresses of source and destination IDs will be memorized
for a short time (about 1 second) in the router. When the user
tries to access the same destination 1D, the router will check it
by comparing the record stored. If it matches, the page will be
retrieved quickly. Such item can provide URL matching with
the fastest rate.

L1+L2 Cache - the router will check the URL with fast
processing rate combining the feature of L1 and L2.

Eight profiles are provided here as Web content filters. Simply click the index number under
Profile to open the following web page. The items listed in Categories will be changed
according to the different service providers. If you have and activate another web content filter
license, the items will be changed simultaneously. All of the configuration made for web
content filter will be deleted automatically. Therefore, please backup your data before you
change the web content filter license.
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CSM => Web Content Filter Profile

Profile Index: 1

Profile Name: |Default Log: |Block +
Black/\White List
[JEnable
Action: Group/Object Selections
Block +
Action: | Block v
Groups Categories
Child Protection M chat [¥] Criminal [“] brugs/alcohol
ST [¥] Gambling [YHacking [“IHate Speech
Clear All [Flsex M viclence Weapons
Leisure [ advertisements ClEntertainment [JFood
Select Al [cames O alamour [OHealth
Clear All [JHobbies [Lifestyle [IMotor vehicles
Cprersonals [CIprhoto Searches [ shopping
[Isports [Istreaming Media OTravel
Business DComputinngnternet [IFinance [J3iob search/Career
TR [Opolitics [JRreal Estate [Jreference
Clear All [JrRemote Proxies [Jsearch Engine [Jweb Mmail
Others [Jeducation [JHosting Sites [Jkid sites
Select All Cnews [Creligion [0 sex Education
Clear All Cusenet News Cuncategorised Sites

[ oK ] [ Cancel

Available settings are explained as follows:

ltem
Black/White List

Description

Enable — Activate white/black list function for such profile.
Group/Object Selections — Click Edit to choose the group or
object profile as the content of white/black list.

Pass - allow accessing into the corresponding webpage with
the characters listed on Group/Object Selections. If the web
pages do not match with the specified feature set here, they
will be processed with the categories listed on the box below.

Block - restrict accessing into the corresponding webpage
with the characters listed on Group/Object Selections.

If the web pages do not match with the specified feature set
here, they will be processed with the categories listed on the
box below.

Action Pass - allow accessing into the corresponding webpage with

the categories listed on the box below.
Block - restrict accessing into the corresponding webpage with
the categories listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Lo None — There is no log file will be recorded for this profile.

(=]
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ltem

Description

Pass — Only the log about Pass will be recorded in Syslog.
Block — Only the log about Block will be recorded in Syslog.
All — All the actions (Pass and Block) will be recorded in
Syslog.

Block &

Mone
Pass

All

After finishing all the settings here, please click OK to save the configuration.

4.8 Bandwidth Management

Below shows the menu items for Bandwidth Management.

Bandwidth Management
P Sessions Limit

k Bandwidth Limit

F Quality of Service

4.8.1 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer) applications
(e.g., BitTorrent) always need many sessions for procession and also they will occupy over
resources which might result in important accesses impacted. To solve the problem, you can
use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.
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Bandwidth Management >> Sessions Limit

Sessions Limit
O Enable @ Disable

Default Max Sessions: |100

Limitation List

Index Start IP End IP Max Zessions

Specific Limitation

Start IF: End IP:

Maximum Sessions:

Administration Message (Max 256 characters) Default Message

Time Schedule

Index({1-15) in Schedule Setup: \ s ,
Note: action and Idle Timeout settings will be ignored.

To activate the function of limit session, simply click Enable and set the default session limit.

Available settings are explained as follows:

Item Description

Enable Click this button to activate the function of limit session.

Disable Click this button to close the function of limit session.

Default session limit Defines the default session number used for each computer in
LAN.

Limitation List Displays a list of specific limitations that you set on this web
page.

Start IP Defines the start IP address for limit session.

End IP Defines the end IP address for limit session.

Maximum Sessions Defines the available session number for each host in the
specific range of IP addresses. If you do not set the session
number in this field, the system will use the default session
limit for the specific limitation you set for each index.

Add Adds the specific session limitation onto the list above.

Edit Allows you to edit the settings for the selected limitation.
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Item Description

Delete Remove the selected settings existing on the limitation list.

Administration Message | Type the words which will be displayed when reaches the
maximum number of Internet sessions permitted.

Default Message Click this button to apply the default message offered by the
router.

Index (1-15) in Schedule | You can type in four sets of time schedule for your request. All
Setup the schedules can be set previously in Application >>
Schedule web page and you can use the number that you have
set in that web page.

After finishing all the settings here, please click OK to save the configuration.

4.8.2 Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Limit Bandwidth to make
the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwidth Management == Bandwidth Limit

Bandwidth Limit
O Enable apply to IP Routed Subnet & Disable
Default T Limit: 200 Khps  Default R Limit; (800 Kbps

[0 allow auto adjustment to make the best utilization of available bandwidth,

Limitation List
Index Start IP End IP TX limit ERX limit Shared

Specific Limitation

Start IP: End IP:

® Each O Shared T Limit: kbps R Limit: Kbps

Time Schedule

Index({1-15) in Schedule Setup: | I |
Note: Action and Idle Timeout settings will be ignared.

To activate the function of limit bandwidth, simply click Enable and set the default upstream
and downstream limit.

Available settings are explained as follows:

Item Description
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Bandwidth Limit Enable - Click this button to activate the function of limit
bandwidth.

IP Routed Subnet - Check this box to apply the
bandwidth limit to the second subnet specified in
LAN>>General Setup.

Disable - Click this button to close the function of limit
bandwidth.

Default TX limit - Define the default speed of the upstream
for each computer in LAN.

Default RX limit - Define the default speed of the
downstream for each computer in LAN.

Allow auto adjustment---.- Check this box to make the
best utilization of available bandwidth.

Limitation List Display a list of specific limitations that you set on this web
page.
Specific Limitation Start IP - Define the start IP address for limit bandwidth.

End IP - Define the end IP address for limit bandwidth.

Each /Shared - Select Each to make each IP within the
range of Start IP and End IP having the same speed defined
in TX limit and RX limit fields; select Shared to make all
the IPs within the range of Start IP and End IP share the
speed defined in TX limit and RX limit fields.

TX limit - Define the limitation for the speed of the
upstream. If you do not set the limit in this field, the system
will use the default speed for the specific limitation you set
for each index.

RX limit - Define the limitation for the speed of the
downstream. If you do not set the limit in this field, the
system will use the default speed for the specific limitation
you set for each index.

Add - Add the specific speed limitation onto the list above.

Edit - Allow you to edit the settings for the selected
limitation.

Delete - Remove the selected settings existing on the
limitation list.

Time Schedule Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

After finishing all the settings here, please click OK to save the configuration.
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4.8.3 Quality of Service

Deploying QoS (Quality of Service) management to guarantee that all applications receive the
service levels required and sufficient bandwidth to meet performance expectations is indeed
one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-based applications tend to continually increase their
transmission rate and consume all available bandwidth, which is called TCP slow start. If
other applications are not protected by QoS, it will detract much from their performance in the
overcrowded network. This is especially essential to those are low tolerant of loss, delay or
jitter (delay variation).

Another reason is due to congestions at network intersections where speeds of interconnected
circuits mismatch or traffic aggregates, packets will queue up and traffic can be throttled back
to a lower speed. If there’s no defined priority to specify which packets should be discarded
(or in another term “dropped”) from an overflowing queue, packets of sensitive applications
mentioned above might be the ones to drop off. How this will affect application performance?

There are two components within Primary configuration of QoS deployment:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.

® Scheduling: Based on classification of service level to assign packets to queues and
associated service types

The basic QoS implementation in Vigor routers is to classify and schedule packets based on
the service type information in the IP header. For instance, to ensure the connection with the
headquarter, a teleworker may enforce an index of QoS Control to reserve bandwidth for
HTTPS connection while using lots of application at the same time.

One more larger-scale implementation of QoS network is to apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplines at Layer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) field in the IP header to define 8 service classes,
DSCP is a successor creating 64 classes possible with backward IP Precedence compatibility.
In a QoS-enabled network, or Differentiated Service (DiffServ or DS) framework, a DS
domain owner should sign a Service License Agreement (SLA) with other DS domain owners
to define the service level provided toward traffic from different domains. Then each DS node
in these domains will perform the priority treatment. This is called per-hop-behavior (PHB).
The definition of PHB includes Expedited Forwarding (EF), Assured Forwarding (AF), and
Best Effort (BE). AF defines the four classes of delivery (or forwarding) classes and three
levels of drop precedence in each class.

Vigor routers as edge routers of DS domain shall check the marked DSCP value in the IP
header of bypassing traffic, thus to allocate certain amount of resource execute appropriate
policing, classification or scheduling. The core routers in the backbone will do the same
checking before executing treatments in order to ensure service-level consistency throughout
the whole QoS-enabled network.

@AI- class 2 SLA SLA
(medium drop)

Private Network DS domain 1 DS domain 2
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However, each node may take different attitude toward packets with high priority marking
since it may bind with the business deal of SLA among different DS domain owners. It’s not
easy to achieve deterministic and consistent high-priority QoS traffic throughout the whole
network with merely Vigor router’s effort.

In the Bandwidth Management menu, click Quality of Service to open the web page.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |
uppP .
Index Status Bandwidth Direction CIr:1|ss CI;SS Clgss Others B?:r;crl]\-tv:glth Stc:t]i“sr;?cs
WAN1 Disable 10000Kbps/10000Kbps 25% ZE5%  259%  25% Inactive Status  Setup
WANZ Disable 10000Kbps/10000Kbps 2E% ZE%%  2E% 2E% Inactive Status  Setup
Wan3 Disable 10000kbps/10000Kbps 25% ZE%  2E%  25% Inactive Status  Setup
WAN4 Disable 10000Kbps/10000Kbps 28% 2E¥ 259%  25% Inactive Status  Setup
WANE Disable 10000Kbps/10000Kbps 2E% ZE%%  2E% 2E% Inactive Status  Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit
Available settings are explained as follows:
Item Description
General Setup Index - Display the WAN interface number that you can edit.
Status - Display if the WAN interface is available for such
function or not.
Bandwidth - Display the inbound and outbound bandwidth
setting for the WAN interface.
Direction - Display which direction that such function will
influence.
Class 1/Class2/Class 3/Others - Display the bandwidth
percentage for each class.
UDP Bandwidth Control - Display the UDP bandwidth
control is enabled or not.
Online Statistics - Display an online statistics for quality of
service for your reference
Setup - Allow to configure general QoS setting for WAN
interface.
Class Rule Index - Display the class number that you can edit.
Name - Display the name of the class.
Rule - Allow to configure detailed settings for the selected
Class.
Service Type - Allow to configure detailed settings for the
service type.
Enable the First Priority | When this feature is enabled, the VVolIP SIP/UDP packets will
for VoIP SIP/RTP be sent with highest priority.
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Item Description
SIP UDP Port - Set a port number used for SIP.

This page displays the QoS settings result of the WAN interface. Click the Setup link to
access into next page for the general setup of WAN interface. As to class rule, simply click the
Edit link to access into next for configuration.

You can configure general setup for the WAN interface, edit the Class Rule, and edit the
Service Type for the Class Rule for your request.

Online Statistics

Display an online statistics for quality of service for your reference. This feature is available
only when the Quality of Service for WAN interface is enabled.

Bandwidth Management => Quality of Service

WAN1 Online Statistics Refresh Interval: |9 % seconds | Refresh |

Index Direction Class Name Reserved-bandwidth Ratio Outbound Throughput (Bytes/sec)

1 ouT 2E% u]
2 ouT 25% u]
3 ouT 2E% u]
4 ouT Others 2% u]

Outhound Status

Others

] 5 10 (Bps)
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General Setup for WAN Interface

When you click Setup, you can configure the bandwidth ratio for QoS of the WAN interface.
There are four queues allowed for QoS control. The first three (Class 1 to Class 3) class rules
can be adjusted for your necessity. Yet, the last one is reserved for the packets which are not
suitable for the user-defined class rules.

Bandwidth Management >> Quality of Service

WAN1 General Setup
Enable the QoS Control [OUT ¥

Wk Inbound Bandwidth 10000 Kbps
Wak Cuthound Bandwidth 10000 Khps
Index Class Name Reserved_bandwidth Ratio
Class 1 258 =TS
Class 2 258 oy
Class 3 258 =TS
Others 9%
[] Enable UDP Bandwidth Contral Lirited_bandwidth Ratio 9%

[] outbound TCP ACK Prioritize

[ (0]28 ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Enable the QoS Control | The factory default for this setting is checked.

Please also define which traffic the QoS Control settings will
apply to.

IN- apply to incoming traffic only.

OUT-apply to outgoing traffic only.

BOTH- apply to both incoming and outgoing traffic.

Check this box and click OK, then click Setup link again. You
will see the Online Statistics link appearing on this page.

WAN Inbound It allows you to set the connecting rate of data input for WAN.
Bandwidth For example, if your ADSL supports 1M of downstream and
256K upstream, please set 1000kbps for this box. The default
value is 10000kbps.

WAN Outbound It allows you to set the connecting rate of data output for
Bandwidth WAN. For example, if your ADSL supports 1M of
downstream and 256K upstream, please set 256kbps for this
box. The default value is 10000kbps.

Note: The rate of outbound/inbound must be smaller than
the real bandwidth to ensure correct calculation of QoS. It
is suggested to set the bandwidth value for
inbound/outbound as 80% - 85% of physical network
speed provided by ISP to maximize the QoS performance.
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Description

Reserved Bandwidth
Ratio

It is reserved for the group index in the form of ratio of
reserved bandwidth to upstream speed and reserved
bandwidth to downstream speed.

Enable UDP Bandwidth
Control

Check this and set the limited bandwidth ratio on the right
field. This is a protection of TCP application traffic since UDP
application traffic such as streaming video will exhaust lots of
bandwidth.

Outbound TCP ACK
Prioritize

The difference in bandwidth between download and upload are
great in ADSL2+ environment. For the download speed might
be impacted by the uploading TCP ACK, you can check this

box to push ACK of upload faster to speed the network traffic.

Limited_bandwidth
Ratio

The ratio typed here is reserved for limited bandwidth of UDP
application.

Edit the Class Rule for QoS

1. The first three (Class 1 to Class 3) class rules can be adjusted for your necessity. To add,
edit or delete the class rule, please click the Edit link of that one.
Bandwidth Management == Quality of Service
General Setup | Setto Factory Default |
. . . Class Class Class UDF{ Online
Index Status Bandwidth Direction Others Bandwidth e
1 2 3 Statistics
Control
Wakl Disable 10000Kbps/10000Kbps 25% 25% 25%  25% Inactive Status  Setup
WaN2 Disable 10000Kbps/10000Kbps 25% 25% 25%  25% Inactive Status  Setup
WAN3 Disable 10000Kbps/10000Kbps 259 25% 25%  25% Inactive Status  Setup
Wak4 Disable 10000Kbps/10000Kbps 25% 25% 25%  25% Inactive Status  Setup
WANS Disable 10000Kbps/10000Kbps 25% 25% 25% 25% Inactive Status  Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit
2. After you click the Edit link, you will see the following page. Now you can define the
name for that Class. In this case, “Test” is used as the name of Class Index #1.
Bandwidth Management => Quality of Service
Class Index #1
Mame Test
NO Status Local Address Remote Address DiffSery Service Type
CodePoint vp
1 Empty - - - -
[ Add | [ Edit | [Delete ]
[ Ok ] [ Cancel ]
3. For adding a new rule, click Add to open the following page.
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Bandwidth Management > Quality of Service

Rule Edit
&CT
Local Address
Remote Address
DiffServ CodePoint ANY N
Service Type ANY w

Note: Please choose/setup the Service Type first,

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

ACT Check this box to invoke these settings.

Ethernet Type Please specify which protocol (IPv4 or IPv6) will be used for
this rule.

Local Address Click the Edit button to set the local IP address (on LAN) for
the rule.

Remote Address Click the Edit button to set the remote IP address (on

LAN/WAN) for the rule.

Edit It allows you to edit source address information.

3 hitp:/1192 168.1 1/doc/QoslpEdt him - Microsoft Infernet Explorer

Address Type Subnet Address v
Start IP Address 0.0.0.0

End IP address

Subnet Mask 0.0.00

[ ok | [ chse |

Address Type — Determine the address type for the source
address.

For Single Address, you have to fill in Start IP address.
For Range Address, you have to fill in Start IP address and
End IP address.

For Subnet Address, you have to fill in Start IP address and
Subnet Mask.

DiffServ CodePoint | All the packets of data will be divided with different levels and
will be processed according to the level type by the system.
Please assign one of the levels of the data for processing with
QoS control.

Service Type It determines the service type of the data for processing with
QoS control. It can also be edited. You can choose the
predefined service type from the Service Type drop down list.
Those types are predefined in factory. Simply choose the one
that you want for using by current QoS.
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4.  After finishing all the settings here, please click OK to save the configuration.

By the way, you can set up to 20 rules for one Class. If you want to edit an existed rule, please
select the radio button of that one and click Edit to open the rule edit page for modification.

Bandwidth Management >> Quality of Service

Class Index #1

Mame Game

MO Status Local address Remote Address lefSer_v Service Type
CodePoint

10 Active Ay Ay IP precedence 2 SYSLOG(UDP:514)

20 Active 192,168,115 192,168,165 AF C'Ef'rfpl) (Low FTR{TCP: 20)

[ Add | [ Edit | [Delste |

[ Ok ] [ Cancel ]

Edit the Service Type for Class Rule

1. Toadd a new service type, edit or delete an existed service type, please click the Edit
link under Service Type field.

Bandwidth Management == Quality of Service

General Setup | Setto Factory Default |
Index Status Bandwidth Direction Class Class Class Others BanLlil[:vF;dth On_linfa
1 2 3 Control Statistics

WaM1 Disable 10000Kbps/10000Kbps 2E%%  25% 2E% EE% Inactive Status  Setup
WAMNZ Disable 10000kbps/10000Kbps 2E%  25% 2E%% ZE% Inactive Status  Setup
WaN3 Disable 10000Kbps/10000Kbps 25% 25% 25% 25% Inactive Status  Setup
WaMN4 Disable 10000Kbps/10000Kbps 2E%%  25% 2E% EE% Inactive Status  Setup
WaME Disable 10000kbps,/10000Kbps 259  2E%  25% ZE% Inactive Status  Setup
Class Rule

Index Mame Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit
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After you click the Edit link, you will see the following page.

Bandwidth Management => Quality of Service

User Defined Service Type

MNO Name Protocol Port

1 Emmpty -

| Add | [ Edit | [ Delste |

Cancel

For adding a new service type, click Add to open the following page.
Bandwidth Management >> Quality of Service

Service Type Edit

Service Mame

Serwvice Type TCP v

Part Configuration
Type ® single O Range
Port Mumber 0 -

[ Ok ] [ Cancel ]

Edit the Service Type for Class Rule

1. Toadd anew service type, edit or delete an existed service type, please click the Edit
link under Service Type field.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |

Class Class Class upp online
Index Status Bandwidth Direction Others Bandwidth L
2 3 Statistics
Control
WaM1l Disable 10000kbps/10000Kbps 2%  2E%  25% 2E% Inactive Status  Setup
WAMNZ Disable 10000Kbps/10000Kbps 2E%  ZE%  2E% 2B Inactive Status  Setup
W aK3 Disable 10000kbps/10000Kbps 25% ZEW  25% Z5% Inactive Status  Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit

2. After you click the Edit link, you will see the following page.
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Bandwidth Management == Quality of Service

User Defined Service Type

NO MName Protocol Port
1 Ernpity - -
[ Add | [ Edit | [ Delete |

3. For adding a new service type, click Add to open the following page.

Bandwidth Management >> Quality of Service

Service Type Edit

Service MWame

Service Type TCP hd
Part Configuration
Type ® single O Range
Part Mumber ] -
[ Ok ] [ Cancel l

Available settings are explained as follows:

Item Description
Service Name Type in a new service for your request.
Service Type Choose the type (TCP, UDP or TCP/UDP) for the new service.

Port Configuration | Click Single or Range as the Type. If you select Range, you
have to type in the starting port number and the end porting
number on the boxes below.

Port Number — Type in the starting port number and the end
porting number here if you choose Range as the type.

4. By the way, you can set up to 10 service types. If you want to edit/delete an existed
service type, please select the radio button of that one and click Edit/Edit for
modification.
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4.9 Applications

Below shows the menu items for Applications.

Applications
k Dynamic DNS
Pk Schedule
F RADIUS

k LDAP | Active Directory
k UPNP

k IGMP

k Wake on LAN

4.9.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to three accounts from three different DDNS
service providers. Basically, Vigor routers are compatible with the DDNS services supplied by
most popular DDNS service providers such as www.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com. You should visit
their websites to register your own domain name for the router.

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Inthe DDNS setup menu, check Enable Dynamic DNS Setup.

Applications >> Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |
[J Enable Dynamic DMS Setup

Auto-Update interval | 14400 Min{sy {1~14400)

Accounts:
Index WAN Interface Domain Name Active
1. WANL First . ¥
2. WANL First . "
3. WANL First . ®
[ ok | [ Clearal

Avalilable settings are explained as follows:

Item Description

Set to Factory Default | Clear all profiles and recover to factory settings.

Enable Dynamic DNS | Check this box to enable DDNS function.
Setup
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Description

Auto-Update interval

Set the time for the router to perform auto update for
DDNS service.

View Log

Display DDNS log status.

Force Update

Force the router updates its information to DDNS server.

Index

Click the number below Index to access into the setting
page of DDNS setup to set account(s).

WAN Interface

Display the WAN interface used.

Domain Name

Display the domain name that you set on the setting page
of DDNS setup.

Active

Display if this account is active or inactive.

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered hostname:
hostname and domain name suffix: dyndns.org in the Domain Name block. The
following two blocks should be typed your account Login Name: test and Password: test.

Applications => Dynamic DNS Setup == Dynamic DNS Account Setup

Index =1

Enable Dynamic DNS Account

WwalN Interface
Service Provider
Service Type
Domain Mame
Login Marme
Passward

O wildcards
[ eackup mMx
Mail Extendar

WYARNT First v

dyndns.org (wwew. dyndns. org) v
Dynamic v

chronicBB53 dyndns.info v
chronic6653 (max. 64 characters)

sessssensee (max. 23 characters)

O Force waN IP Update

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

ltem

Description

Enable Dynamic DNS

Account

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

WAN Interface

WANIL/WAN2/WANS3 First - While connecting, the
router will use WAN1/WAN2/WAN3 as the first channel
for such account. If WAN1/WAN2/WANS3 fails, the
router will use another WAN interface instead.
WANL/WAN2/WAN3 Only - While connecting, the
router will use WAN1/WAN2/WANS as the only channel
for such account.
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Item Description

WEANT First »

YWWAMI First

WWANT Only
Service Provider Select the service provider for the DDNS account.
Service Type Select a service type (Dynamic, Custom or Static). If you

choose Custom, you can modify the domain that is chosen
in the Domain Name field.

Domain Name Type in one domain name that you applied previously.
Use the drop down list to choose the desired domain.
Login Name Type in the login name that you set for applying domain.
Password Type in the password that you set for applying domain.
Wildcard and Backup | The Wildcard and Backup MX (Mail Exchange) features
MX are not supported for all Dynamic DNS providers. You

could get more detailed information from their websites.

Mail Extender If the mail server is defined with another name, please
type the name in this area. Such mail server will be used
as backup mail exchange.

Force WAN IP Update | When the IP address of the WAN interface in Vigor router
is private IP, the system will detect the Public IP used by
the router in front of Vigor router and use that Public IP to
update DDNS server forcefully.

4.  Click OK bhutton to activate the settings. You will see your setting has been saved.

Disable the Function and Clear all Dynamic DNS Accounts

In the DDNS setup menu, uncheck Enable Dynamic DNS Setup, and push Clear All button
to disable the function and clear all accounts from the router.

Delete a Dynamic DNS Account

In the DDNS setup menu, click the Index number you want to delete and then push Clear All
button to delete the account.

4.9.2 Schedule

The Vigor router has a built-in real time clock which can update itself manually or
automatically by means of Network Time Protocols (NTP). As a result, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet access
to certain hours so that users can connect to the Internet only during certain hours, say,
business hours. The schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set up
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time. You can inquiry an NTP server (a time server) on the Internet to synchronize the router’s
clock. This method can only be applied when the WAN connection has been built up.

Applications >> Schedule

Schedule:

Index Status

=

e Sl L A
XX W X X oxW X

Status: v --- Active, x --- [nactive

Each item is explained as follows:

Index

==

— — — —
[l =

| Setto Factory Default |

Status
®

XX X oxW X X

Item Description

Set to Factory Default Clear all profiles and recover to factory settings.

Index Click the number below Index to access into the setting page of
schedule.
Status Display if this schedule setting is active or inactive.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN
and Remote Access >> LAN-to-LAN settings.

To add a schedule:

1.  Click any index, for example Index No.1.

Applications >> Schedule

Schedule:
Index Status Index

1 H 9.
2. ® 10.
3. H 1.
4. 5 12.
3. ® 13.
6. b 4.
i % 15.
8. P

Status: v --- Active, ¥ --- Inactive

217

DrayTek

| Setto Factory Default |
Status
X

EE L -4

Vigor3200 Series User's Guide



2. The detailed settings of the call schedule with index 1 are shown below.

Applications == Schedule

Index No. 1

nable Schedule Setup
Start Date (yyyy-mm-dd) 2000 %1 w1 w

Start Time (hhimm) 0 »|:|0 »

Duration Time {hh:mm} 0 % .0

Action Farce On v

Idle Timeout minute(s).{max. 255, 0 for default)
How Often

O once

® weekdays
O sun Mo Tue Wed Thu Fri [ sat

[ Ok ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item Description

Enable Schedule Check to enable the schedule.

Setup

Start Date Specify the starting date of the schedule.

(yyyy-mm-dd)
Start Time (hh:mm) | Specify the starting time of the schedule.

Duration Time Specify the duration (or period) for the schedule.
(hh:mm)
Action Specify which action Call Schedule should apply during the

period of the schedule.
Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.

Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over idle
timeout, the connection will be down and never up again
during the schedule.

Idle Timeout Specify the duration (or period) for the schedule.

How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once

Weekdays -Specify which days in one week should perform
the schedule.

3. Click OK button to save the settings.

Example
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Suppose you want to control the PPPOE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office m i 1na o
. 10 2 10 2
Hour: E | 3 e l[ 5
5

(Force On) ° 5 !  ;

Mon - Sun 9:00 am to 6:00 pm

1. Make sure the PPPOE connection and Time Setup is working properly.

2. Configure the PPPoE always on from 9:00 to 18:00 for whole week.

3. Configure the Force Down from 18:00 to next day 9:00 for whole week.

4.  Assign these two profiles to the PPPoE Internet access profile. Now, the PPPoE Internet
connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.
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4.9.3 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating and
authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Applications == RADIUS

RADIUS Setup
Enable
Server IP Address

Destination Port 1812

Shared Secret

Confirm Shared Secret

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable RADIUS client feature.

Server IP Address Enter the IP address of RADIUS server

Destination Port The UDP port number that the RADIUS server is using. The
default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides must
be configured to use the same shared secret.

Confirm Shared Secret | Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.
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4.9.4 LDAP / Active Directory

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in
TCP/IP network. It defines the methods to access distributing directory server by clients, work
on directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform , inquire
and modify the information within the directory, and acquire the data in the directory securely,
therefore users can apply LDAP to search or list the directory object, inquire or manage the
active directory.

General Setup

This page allows you to enable the function and specify general settings for LDAP server.

Applications == Active Directory /(LDAP

Active Directory /ILDAP | Setto Factory Default |

Active Directory /
FEEALE LDAP Profiles

CJEnable
Bind Type
Server IP Address
Destination Port

Use 55L

Regular DM

Regular Password

0K l [ Cancel

Available settings are explained as follows:

Item Description
Enable Check to enable such function.
Bind Type There are three types of bind type supported.

Simple Mode |+

Simple Mode

Anonymous
Fegular Mode

Simple Mode - Just simply do the bind authentication without
any search action.

Anonymous — Perform a search action first with Anonymous
account then do the bind authentication.

Regular Mode— Mostly it is the same with anonymous mode.
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The different is that, the server will firstly check if you have
the search authority.

For the regular mode, you’ll need to type in the Regular DN
and Regular Password.

Server IP Address Enter the IP address of LDAP server.

Destination Port Type a port number as the destination port for LDAP server.

Use SSL Check it to enable LDAP over SSL (LDAPS), which is a
common method of securing LDAP communication.

Regular DN Type this setting if Regular Mode is selected as Bind Type.

Regular Password Specify a password if Regular Mode is selected as Bind
Type.

Profiles

You can configure eight AD/LDAP profiles. These profiles would be used with User
Management for different purposes in management.

Applications == Active Directory /(LDAP

Active Directory /LDAP | Setto Factory Default |

Active Directory /

FELEC ERT LDAP Profiles

Index Name Distinguished Name

Click any index number link to open the following page.

Applications == Active Directory /LDAP=>>Server Profiles

Index No. 1
Name RD1
Commeon Name Identifier uid
Base Distinguished Name ou=Vpruzers, do=mz, de=draytek, do=com @
Group Distinguished Name cr=vpr, ou=Group, doe=ms, de=draytek, do=c B
[ ok | | cancel

Available settings are explained as follows:
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Item Description

Name Type a name for such profile.

Common Name Type or edit the common name identifier for the LDAP server.
Identifier The common name identifier for most LDAP server is “cn”.
Base Distinguished Type or edit the distinguished name used to look up entries on
Name / Group the LDAP server.

Distinguished Name Sometimes, you may forget the Distinguished Name since it’s

too long. Then you may click the 1Sl button to list all the
account information on the AD/LDAP Server to assist you
finish the setup.

After finished the above settings, click OK to save and exit this page. A new profile has been
created.

Note: You can refer to “3.1 How to Implement the AD/LDAP Authentication for User
Management?” and “3.2 How to implement the AD_LDAP authentication for SSL
Application” for detailed information.

4.9.5 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play’ system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router. It is more
reliable than requiring a router to work out by itself which ports need to be opened. Further,
the user does not have to manually set up port mappings or a DMZ. UPnP is available on
Windows XP and the router provide the associated support for MSN Messenger to allow full
use of the voice, video and messaging features.

Applications >> UPnP

UPnP

nahle UPHP Service
[ Enable Connection control Service

[ Enable Connection Status Service

Note: If you intend running UPnP service inside your LaM, you should check the appropriate service
above to allow control, as well as the appropriate UPnP settings.

Ok ] [ Clear l [ Cancel

Available settings are explained as follows:

Item Description

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

After setting Enable UPNP Service setting, an icon of IP Broadband Connection on Router
on Windows XP/Network Connections will appear. The connection status and control status
will be able to be activated. The NAT Traversal of UPnP enables the multimedia features of
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your applications to operate. This has to manually set up port mappings or use other similar

methods. The screenshots below show examples of this facility.

Address !ﬂ_, Metwark Connections
i =

“E IP Broadband Connection on Router Status E||E|

[ —_— Broadba_lld
General |
5 hinet
E Create a new conmection @ Discormectad | &
?_ et upra home or smal il WAN Miniport (FPPOE) htermet Qateway
BTkt Statuz: Connected
| Dial-up Duratior; 00:19:08

SEEBbT B T Speed: 100.0 Mbps

i) Network Troublesheot hﬂ Disconnected

S T JL, oravrecisonper A

Internet Internet Gateway My Camputer

Other Places Internet Gateway S i
G Contrel Fanzl s 1P Broadband Connection on i i 3‘
&) My Metwark Places  Router ;

:g i D Enabled Packets:
() My Documents Sent; 404 734
g My Computer . Fleceived: 145 EGR

LAN or High-Speed Internet
[ Propeties | [ Dizable
i el Local Area Connection

Details Eretlod
Nebil Earaarycy T Realtek RTLE139(310% Fanilly ...
System Folder

The UPNP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP address
and configure port mappings on the router. Subsequently, such a facility forwards packets from
the external ports of the router to the internal ports used by the application.

2 <Rl rovanceasettings X

Services |

|15

General |

Connect ta the Internet using:
| h.g IP Broadband Connection on Bouter

Select the services running on your network that Intemet users can
| access.

Brvices ‘l
[ Ftp Example
msnmaar [192.168.29.11:13135) E0E54 UDP
rsmmsgr (192,168, 29.11:7824] 13251 UDP
msmmegr (192,168, 29.11:8789) 6323 TCP

This connection allows you to connect to the Intermet thriough a
zhared connection on another computer.

Show icon in notification area when connected S e I HaE 1
ok | [ caneel | [ ok [ cance |

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working

properly. This is because these applications will block the accessing ability of some network
ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should

consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.
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The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.

4.9.6 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

Applications == IGMP

IGMP

CJEnable IGMP Proxy VWANT v
IGMP Proxy is to act as a multicast proxy for hosts on the LAN side. Enable IGMP Proxy, if you
will access any multicast group. But this function take no affect when Bridge Mode is enabled.
[ClEnable IGMP Snooping
Enable IGMP Snooping, multicast traffic is only forwarded to ports that have members of that group.
Disable IGMP snooping, multicast traffic is treated in the same manner as broadcast traffic.

0K ] [ Cancel
| Refresh |
Waorking Multicast Groups
Index Group ID P1
Available settings are explained as follows:
Item Description
Enable IGMP Proxy Check this box to enable this function. The application of

multicast will be executed through WAN port. In addition,
such function is available in NAT mode.

WYANT w

urry AL
LLEF AN ]
e
WEA A
WEA S

Enable IGMP Snooping | Check this box to enable this function. Multicast traffic will be
forwarded to ports that have members of that group. Disabling
IGMP snooping will make multicast traffic treated in the same
manner as broadcast traffic.

Group ID This field displays the 1D port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1 It indicates the LAN port used for the multicast group.

Refresh Click this link to renew the working multicast group status.

After finishing all the settings here, please click OK to save the configuration.
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4.9.7 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.

Application >> Wake on LAN

Wake on LAN

Note: ‘Wake on LAM cooperate with Bind IP to MAC function, only binded PCs
can wake up through IP.

Wake by

IP address:
MaC Address:
Result

MAC Address v

YWake Upl

Available settings are explained as follows:

ltem

Description

Wake by

Two types provide for you to wake up the binded IP. If you
choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you
choose Wake by IP Address, you have to choose the correct IP
address.

Wake by MAC Address | »

IP Address

IP Address

The IP addresses that have been configured in Firewall>>Bind
IP to MAC will be shown in this drop down list. Choose the
IP address from the drop down list that you want to wake up.

MAC Address

Type any one of the MAC address of the bound PCs.

Wake Up

Click this button to wake up the selected IP. See the following
figure. The result will be shown on the box.

Application >> Wake on LAN

Wake on LAN

Note: \Wake on LAN cooperate with Bind IP to MAC function, only binded PCs
can wake up through 1P,

Wake by WAC Address v

IP Address:

MAC Address: ok
Result

Send command ta client done

Vigor3200 Series User's Guide

226 DrayTek



4.10 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Access.

VPN and Remote Access
k VPN Client Wizard
k VPN Server Wizard
k Remote Access Control
k PPP General Setup

Pk IPSec General Setup

k IPSec Peer Identity

* Remote Dial-in User

k LANto LAN

k VPN TRUNK Management
k Connection Management

4.10.1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

VPN and Remote Access >> VPN Client Wizard

Choose VPN Establishment Environment

LaMN=-to-LAN VPN Client Mode Selection: Route Mode |+

Please choose a LAN-to-LAN Profile: |[Index] [Status] [Ham=] +|

Note:For a typical LAN-to-LAMN tunnel, please select Route Mode.
If the remote network is expecting only a single client or ip and is not configured to route
the subnet and then select NAT mode.
If in doubt then select Route Mode

Available settings are explained as follows:
Item Description
LAN-to-LAN Client Choose the client mode.
Mode Selection Route Mode/NAT Mode - If the remote network only allows
you to dial in with single IP, please choose this mode,
otherwise please choose Route Mode.
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Route hode

‘Foute Mode |

MAT Mode
Please choose a There are 32 VPN profiles for users to set.
LAN-to-LAN Profile [Index] [Status] [Ham=] &

1 = s

2 = Y

AT S

4 = s

5 = s

B = s

7 = Y

g = s

9 = s

10 = Y

11 b4 s

12 = s

13 = s

14 = s

15 = Y

16 = s

17 = s

18 = Y

19 b4 s

20 = s

21 = s

22 = s

23 = Y

24 = s

25 = s

26 = Y

27 b4 s

28 = s

29 = i bl

When you finish the mode and profile selection, please click Next to open the following page.

VPN and Remote Access == VPN Client Wizard

VPN Connection Setting

Security ranking (1 is the highest; 5 is the lowest) Throughput ranking (1 is the highest; 5 is the lowest)

1. L2TP owver IPSec 1. PPTP {Mone Encryption)
2. IPSec 2. L2TP

3. PPTP {Encryption) 3. IPSec

4, L2TP 4, L2TP ower IPSec

E. PPTP {None Encryption) E. PPTP (Encryption)

Select VPN Type: | PPTP (None Encryption] 2

PRTP |
IPSec
L2TP
LZTP over IPSec (Nice to Have)
LZTP ower IPSec (Must)

EralaTE

In this page, you have to select suitable VPN type for the VPN client profile. There are six
types provided here. Different type will lead to different configuration page. After making the
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choices for the client profile, please click Next. You will see different configurations based on
the selection(s) you made.

DrayTek

When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the

following graphic:

VPN and Remote Access => VPN Client Wizard

VPN Client PPTP None Encryption Settings
Profile Mame
VPN Dial-Out Through

[ always on

Server IP/Host Name for VPN
(e.g. 5551234, draytek.com or 123.45.67.89)

Username
Password
Remote Network IP

Remote Metwork Mask

777

WANT First

draytek.com
marketing
(I 221 11])

192.168.1.6 |
255 255 2550

[ < Back ] [ Mext = ]

When you choose 1PSec, you will see the following graphic:

VPN and Remote Access == VPN Client Wizard

WPN Client IPSec Settings

Profile Mame
YFM Dial-0ut Through

O always on

Server IP/Host Mame for YPN
{e.g. draytek.com or 123 .45.67.89)

IKE Authentication Method
® pre-Shared Key
Confirm Pre-Shared Key
O Digital Signature (%.509)
Peer ID
Local 1D
alternative Subject Marme First
(O Subject Name First
IPSec Security Method
@ Medium {&H)
O High (ESP)
Remote Network IP

Remote MNetwork Mask

229

277

WYANT First

0.0.0.0
25562552550

< Back ] [ Mext =

Cancel

Cancel
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® When you choose L2TP, you will see the following graphic:

VPN and Remote Access == VPN Client Wizard

VPN Client L2TP Settings
Profile Name
VPN Dial-0ut Through

O Always on
Server IP/Host Mame for VPN

(e.g. 5551234, draytek.com or 123.45.67.89)

Username
Password
Remote Network IP

Remote Network Mask

VPM-1
VWANT First v

draytek com
marketing
SEBRERIEN

192.168.1.6
255.255.255.0

[ < Back ] [ MNext = ]

Cancel

® When you choose L2TP over IPSec (Nice to Have), you will see the following graphic:

VPN and Remote Access == VPN Client Wizard

VPN Client L2TP over IPSec (Nice to Have) Settings

Profile Mame
WPM Dial-0ut Through

O always on
Server IP/Host Mame for WP

(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
® Pre-Shared Key
Confirm Pre-Shared Key

O Digital Signature (x.509)

Peer ID
Local ID

Alternative Subject Mame First

O Subject Name First
IPSec Security Method
® mMedium {&H)
O High (ESF)
Username

Passwaord

Eemote Metwark IP

Femote Metwoaork Mask
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® When you choose L2TP over IPSec (Must), you will see the following graphic:

VPN and Remote Access == VPN Client Wizard

VPN Client L2ZTP over IPSec (Must) Settings

Profile Mame

YPM Dial-Cut Through

O slways an

7?77

WWANT First =

Server IP/Host Mame for YPN
{e.g. draytek.com or 123.45.67.89)

IKE Authentication Method

® Pre-Shared Key

Confirm Pre-Shared Key

O Digital Signature (.509)

Peer ID
Local ID

Alternative Subject Mame First
O Subject Mame First

IPSec Security Method

@ Medium (&H)
O High (ESP)
Username

Password

Remote Metwork IP

RFemote Metwark Mask

?7?

0.0.0.0
2552552550

= Back ] [ Mext =

Cancel

Available settings are explained as follows:

ltem

Description

Profile Name

Type a name for such profile. The length of the file is limited
to 10 characters.

VPN Dial-Out Through

Use the drop down menu to choose a proper WAN interface
for this profile. This setting is useful for dial-out only.
WANL1 First / WAN2 First / WANS3 First / WAN4 First/
WANS First - While connecting, the router will use
WANI1/WAN2/WAN3/WAN4/WANS as the first channel for
VPN connection. If WAN1/WAN2/WAN3 /WAN4/WAN5
fails, the router will use another WAN interface instead.

WANL1 Only / WAN2 Only / WAN3 Only / WAN4 Only/
WANS5 Only - While connecting, the router will use
WAN1/WAN2/WAN3/WAN4/WANS as the only channel for
VPN connection.

Always On

Check to enable router always keep VPN connection.

Pre-Shared Key

IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses
dynamic IP address and IPSec-related VPN connections such
as L2TP over IPSec and IPSec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

DrayTek
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Digital Signature
(X.509)

Click Digital Signature to invoke this function. Use the drop
down list to choose one of the certificates for using. You have
to configure one certificate at least previously in Certificate
Management >> Local Certificate. Otherwise, the setting
you choose here will not be effective.

Peer 1D — Choose the peer ID selection from the drop down
list.

Local ID — Choose Alternative Subject Name First or
Subject Name First.

IPSec Security Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High - Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPSec policy above.
Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPSec policy above.

Remote Network IP

Please type one LAN IP address (according to the real location
of the remote host) for building VPN connection.

Remote Network Mask

Please type the network mask (according to the real location of
the remote host) for building VPN connection.

After finishing the configuration, please click Next. The confirmation page will be shown as
follows. If there is no problem, you can click one of the radio buttons listed on the page and
click Finish to execute the next action.

VPN and Remote Access >> VPN Client Wizard

Please confirm your settings

LAMN-to-LAN Index:
Profile Name:

YPM Connection Type:
YPM Dial-Out Through:
Always on:

Server [P/Host Name:
Remote Metwork IP:
Remote Network Mask:

27

test

PPTP (None Encryption)
WANL First

Mo

192.168.1.87
172.16.3.99
2E55,255.255.0

Click Back to modify changes if necessary, Otherwise, click Finish to save the current settings

and proceed to the following action:

Vigor3200 Series User's Guide

® Go to the ¥EN Connection Management,
) Do another YPN Client Wizard setup.
O wiew more detailed canfigurations.

Finish ] [ Cancel
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Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Server | Click this radio button to set another profile of VPN Server
Wizard Setup through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote
configuration Access>>LAN to LAN for viewing detailed configuration.

4.10.2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

VPN and Remote Access >> VPN Server Wizard

Choose VPN Establishment Envireonment
YPM Server Mode Selection: Site to Site WM (LAN-to-LAN) hd
Flease choose a LaAM-to-LAMN Profile: [Index] [Status] [Hame] v
Please choose a Dial-in User Accounts:
Allowed Dial-in Type:
PPTP

IPSec
L2TP with IPSec Policy

Available settings are explained as follows:
Item Description
VPN Server Mode Choose the direction for the VPN server.
Selection Site to Site VPN — To set a LAN-to-LAN profile

automatically, please choose Site to Site VPN.

Remote Dial-in User —You can manage remote access by
maintaining a table of remote user profile, so that users can be
authenticated to dial-in via VPN connection.

Site to Site VPN [LAN-to-LAN) [+

Remote Dial-in User (Teleworker)

Please choose a This item is available when you choose Site to Site VPN
LAN-to-LAN Profile (LAN-to-LAN) as VPN server mode. There are 32 VPN
profiles for users to set.
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ltem

Description

b

[Index] [Statu=s] [Hamns] =~
1 = Cara
2 hoo Y
AT S
4 = Cara
5 b4 N
& = Y
7 b4 T
a = s
9 = Cara
10 b4 N
11 = A
1z = Cara
13 b4 N
14 = Y
15 b4 T
1e6 = s
17 = Cara
18 b4 N
19 = A
20 = Cara
21 b4 N
22 = Y
23 b4 T
24 = s
25 = Cara
26 b4 N
27 = A
28 = Cara
29 hod i

Please choose a Dial-in
User Accounts

This item is available when you choose Remote Dial-in User
(Teleworker) as VPN server mode. There are 32 VPN tunnels

for users to set.

Allowed Dial-in Type

This item is available after you choose any one of dial-in user
account profiles. Next, you have to select suitable dial-in type
for the VPN server profile. There are several types provided

here (similar to VPN Client Wizard).

PPTP
IPSec

L2TP with IPSec Palicy M

Nice to Have

hust

Different Dial-in Type will lead to different configuration

page.
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1.  Here we take the example of choosing Remote-Dial-in User as the VPN Server Mode.
2. Check the Allowed Dial-in Type for the VPN server profile

3.  After making the choices for the server profile, please click Next. You will see different
configurations based on the selection (dial-in type) you made.

®  When you check PPTP, you will see the following graphic:

VPN and Remote Access >> VPN Server Wizard

VPN Authentication Setting
PPTP / L2TP / L2TP over IPSec authentication

Username e

Password

Authentication Type
Peer IP/YPM Client 1P

[ < Back ] [ Mext = ]

® When you check PPTP/IPSec/L2TP (three types) or PPTP/IPSec (two types) or L2TP
with Policy (Nice to Have/Must), you will see the following graphic:

VPN and Remote Access == VPN Server Wizard

VPN Authentication Setting
PPTP / L2TP / L2TP over IPSec Authentication

Username sarverl|
Password [T1]
Authentication Type Local User Database b4

IPSec / L2TP over IPSec Authentication
Pre-Shared Key
Confirm Pre-Shared Key

[ bigital Signature {%.509)
Peer ID

Peer IP/YPM Client IP 1.1.1.1
Peer ID

< Back ] [ Mext =
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When you check IPSec, you will see the following graphic:

VPN and Remote Access >> VPN Server Wizard

VPN Authentication Setting

IPSec / L2TP over IPSec Authentication

Pre-Shared Key

Canfirm Pre-Shared Key

[ Digital Signature (%.509)

Peer ID
Peer IP/YPMN Client IP
Peer ID

[ = Back ] [ Mext =

Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile. The length of the file is limited
to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPSec policy above.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPSec policy above.

Authentication
Type

Choose a proper authentication type for VPN connection.
Local User Datab

W

Pre-Shared Key

For IPSec/L2TP IPSec authentication, you have to type a
pre-shared key.

Confirm
Pre-Shared Key

Type the pre-shared key again for confirmation.

Digital Signature
(X.509)

Check the box of Digital Signature to invoke this function.

Use the drop down list to choose one of the certificates for
using. You have to configure one certificate at least previously
in Certificate Management >> Local Certificate. Otherwise,
the setting you choose here will not be effective.

Peer IP/VPN Client
IP

Type the WAN IP address or VPN client IP address for the
remote client.

Peer ID

Type the ID name for the remote client.

Remote Network IP

Please type one LAN IP address (according to the real location
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Item Description
of the remote host) for building VPN connection.

Remote Network Please type the network mask (according to the real location of
Mask the remote host) for building VPN connection.

4.  After finishing the configuration, please click Next. The confirmation page will be
shown as follows.

VPN and Remote Access >> VPN Server Wizard

Please Confirm Your Settings

WPN Environment: Site to Site WPM (LAN-to-LAN)
Index: 3

Profile Mame: YPN-Serl

Username: serverl

Allowed Service: PPTP+IPSeC

Peer IF/YPM Client IP:

Feer ID:

Rermote Metwark IP: 0.0.0.0

Rermote Netwark Mask: ZEE. 2G5 2550

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

& Go to the YPN Cannection Management,
O Do another YPM Server Wizard setup.
O wiew more detailed canfigurations.

Finish ] [ Cancel

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote

Connection Access>>Connection Management for viewing VPN

Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard through VPN Server Wizard.

Setup

View more detailed | Click this radio button to access VPN and Remote

configuration Access>>LAN to LAN for viewing detailed configuration.

5. If there is no problem, you can click one of the radio buttons listed on the page and click
Finish to execute the next action.
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4.10.3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service (e.g., PPTP VPN, IPSec VPN, L2TP VPN, SSL
VPN, etc.) of Vigor Router to allow VPN tunnel pass through, as well as the appropriate NAT
settings, such as DMZ or open port.

VPN and Remote Access => Remote Access Control Setup

Remote Access Control Setup

Enable PFTP ¥PM Service
Enable IPSec YPH Service
Enable L2TP YPM Service
Enable S5L YPM Service

Note: If you intend running a ¥PN server inside your LAN, you should uncheck the appropriate protocol
above to allow pass-through, as well as the appropriate MAT settings.

[ Ok ] [ Clear ] [ Cancel ]

After finishing all the settings here, please click OK to save the configuration.

4.10.4 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over

IPSec.

VPN and Remote Access => PPP General Setup

PPP General Setup
PPPIMP Protocol

Dial-In PPP

Authentication
Dial-In PPP Encryption

(MPPE)

Mutual Authentication (PAP)

Username

Password

PAP or CHAP |+

LDAP Server Profiles for PPP Authentication
PPTP LDAP Profile

Optional MPPE hd

O ves @ Mo

IP Address Assignment for Dial-In Users

(When DHCP Disable set)

Assigned IP start

LAN 1
LAN 2
LAN 2
LAN 4

192.168.1.200

Available settings are explained as follows:

Item Description

Dial-In PPP PAP Only - elect this option to force the router to authenticate
Authentication PAP dial-in users with the PAP protocol.

Only PAP or CHAP - Selecting this option means the router will

attempt to authenticate dial-in users with the CHAP protocol
first. If the dial-in user does not support this protocol, it will
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Description

fall back to use the PAP protocol for authentication.

Dial-In PPP Encryption
(MPPE Optional MPPE

Optional MPPE - This option represents that the MPPE
encryption method will be optionally employed in the router
for the remote dial-in user. If the remote dial-in user does not
support the MPPE encryption algorithm, the router will
transmit “no MPPE encrypted packets”. Otherwise, the MPPE
encryption scheme will be used to encrypt the data.

Optional MPPE A

Reguire MPPE(40/125 bit)
Maximum MPPE(128 hit)

Require MPPE (40/128bits) - Selecting this option will force
the router to encrypt packets by using the MPPE encryption
algorithm. In addition, the remote dial-in user will use 40-bit to
perform encryption prior to using 128-bit for encryption. In
other words, if 128-bit MPPE encryption method is not
available, then 40-bit encryption scheme will be applied to
encrypt the data.

Maximum MPPE - This option indicates that the router will
use the MPPE encryption scheme with maximum bits (128-bit)
to encrypt the data.

Mutual Authentication
(PAP)

The Mutual Authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable this
function when your peer router requires mutual authentication.
You should further specify the User Name and Password of
the mutual authentication peer.

Assigned IP Start

Enter a start IP address for the dial-in PPP connection. You
should choose an IP address from the local private network.
For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose 192.168.1.200 as
the Start IP Address.

You can configure up to four start IP addresses for LAN1 ~
LANA4,

LDAP Server Profiles
for PPP Authentication

Configured LDAP profiles will be listed under such item.
Simply check the one you want to enable the PPP
authentication by LDAP server profiles.

However, if there is no profile listed, simply click the link of
PPTP LDAP Profile to create/add some new LDAP profiles
you want.

For the detailed information of LDAP application, refer to
section 3.1 and 3.2.

After finishing all the settings here, please click OK to save the configuration.
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4.10.5 IPSec General Setup
In IPSec General Setup, there are two major parts of configuration.
There are two phases of IPSec.

»  Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure tunnel
for IKE Phase 2.

»  Phase 2: negotiation IPSec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPSec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data payload
only. It can just apply to local packet, e.g., L2TP over IPSec. The Tunnel mode will not only
add the AH/ESP payload but also use a new IP header (Tunneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to create
a message digest. This digest will be put in the AH and transmitted along with packets. On the
receiving side, the peer will perform the same one-way hash on the packet and compare the
value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service.

VPN and Remote Access == IPSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAND.

IKE Authentication Method
Certificate for Dial-in Mone
Pre-Shared Key
Pre-Shared Key

Confirm Pre-Shared Key
IPSec Security Method
Medium { AH)
Data will be authentic, but will not be encrypted.

High (ESP) Wpes [¥laoes  [HaEs
Data will be encrypted and authentic.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

IKE Authentication This usually applies to those are remote dial-in user or node

Method (LAN-to-LAN) which uses dynamic IP address and
IPSec-related VPN connections such as L2TP over IPSec and
IPSec tunnel.
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Item Description

Pre-Shared Key -Currently only support Pre-Shared Key
authentication.

Pre-Shared Key- Specify a key for IKE authentication
Confirm Pre-Shared Key- Retype the characters to confirm
the pre-shared key.

IPSec Security Method Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High - Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

After finishing all the settings here, please click OK to save the configuration.

4.10.6 IPSec Peer ldentity

To use digital certificate for peer authentication in either LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a table of peer certificate for selection. As shown
below, the router provides 32 entries of digital certificates for peer dial-in users.

VYPN and Remote Access >> I[PSec Peer ldentity

X509 Peer ID Accounts: | Setto Factory Default |
Index Name Status Index Name Status
1. T = 7. Y =
2. 777 ® 18. 777 Py
3. Y * 19. Y kS
4. T S 20. Y =
5. 777 by 21. 777 Y
6. T kS 22, Y =
i. T * 23. Y kS
8. T = 24. Y =
9. T = 25, T =
10. Y * 26. Y kS
11. T S 27, Y =
12. 777 by 28. 777 W
13. T kS 29, Y =
14. T * 30. Y kS
15. T = 31. Y =
16. T = 32, T =
<< 132 | 3364 == Next ==

Each item will be explained as follows:

Item Description

Set to Factory Default Click it to clear all indexes.

Index Click the number below Index to access into the setting page
of IPSec Peer ldentity.

Name Display the profile name of that index.
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Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.

VPN and Remote Access >> IPSec Peer ldentity

Profile Index : 1

Profile Name one

[“]Enable this account
O Accept Any Peer ID

® Accept Subject Alternative Name
Type IP Address v
P

O Accept Subject Name
Country {C)

State (ST)

Location (L)
Orginization {O)
Orginization Unit {OU)
Common Mame (CHN)

Email (E)

[ Ok ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type the name of the profile.

Accept Any Peer ID Click to accept any peer regardless of its identity.

Accept Subject Click to check one specific field of digital signature to accept
Alternative Name the peer with matching value. The field can be IP Address,

Domain, or E-mail Address. The box under the Type will
appear according to the type you select and ask you to fill in
corresponding setting.

Accept Subject Name Click to check the specific fields of digital signature to accept
the peer with matching value. The field includes Country
(C), State (ST), Location (L), Organization (O),
Organization Unit (OU), Common Name (CN), and Email
(E).

After finishing all the settings here, please click OK to save the configuration.
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4.10.7 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection. You may set parameters including specified
connection peer ID, connection type (VPN connection - including PPTP, IPSec Tunnel, and
L2TP by itself or over IPSec) and corresponding security methods, etc.

The router provides 64 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

VPN and Remote Access => Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
View: @Al OOnline O Offline
Index User Active Status Index User Active Status

1 272 O - 17. 7? L -

2 777 O - 18. 77 O -

3 272 O 19. 272 O

4. 272 O 20. 272 O

3. 277 O - 21. 77 O -

6. 272 O 2. 272 O

1. 777 O 23. 777 F

8. 277 O - 24. 77 O o

9. EEE IFI --- 25. BEE ol ---

10. 277 1 26. 777 O

11. EEE IFI --- 21, BEE ol ---

12. 77 [l --- 28. 77 | ---

13. 277 O 29. 777 il

14. 777 O - 30. 77 O -

15. 277 1 31 777 F

16. 277 O - 32 777 O -
<< 1.32 | 33-64 Next

Each item will be explained as follows:

Item Description

Set to Factory Default Click to clear all indexes.

Index Click the number below Index to access into the setting page of
Remote Dial-in User.

User Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Active Check the box to enable the selected profile.

Status Display the access state of the specific dial-in user. The
symbol V and X represent the specific dial-in user to be active
and inactive, respectively.
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Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.

VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication
[ Enable this account

Idle Timeout 300

Allowed Dial-In Type

PPTP

IPSec Tunnel

L2TP with IPSec Palicy |MNone
S5L Tunnel

O sSpecify Remote Mode

Usernarme 777

Passwaord

second(s)

Local User Database |+

authentication Type
[ Enable Mobile One-Time Passwords(mOTP)
PIM Code

Secret

IKE Authentication Method
Pre-Shared Key

Remote Client IP or Peer ISDN Mumber

or Peer ID
Methios Maming Packet & pass
Multicast via YPM O Pass

{for some IGMP,IP-Camera,DHCP Relay,.etc.)

Subnet
LAM 1 »

[ Assign Static IP Address

SSL VPN

Set SSL Web Proxy
Set SSL Application

[ pigital Signature(x,509)

O elock IPSec Security Method
@elock Medium( 4H)
High{ESP) DES [ 3DES [/ AES

Local 1D {(optional)

[

Ok

J |

Clear ] [ Cancel

Available settings are explained as follows:

ltem

Description

User account and
Authentication

Enable this account - Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

Allowed Dial-In Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User Name
and Password of remote dial-in user below.

IPSec Tunnel - Allow the remote dial-in user to make an
IPSec VPN connection through Internet.

L2TP with IPSec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:

® None - Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec
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Item Description
policy can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPSec policy first, if it is
applicable during negotiation. Otherwise, the dial-in VPN
connection becomes one pure L2TP connection.

® Must -Specify the IPSec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - It allows the remote dial-in user to make an SSL
VPN Tunnel connection through Internet, suitable for the
application through network accessing (e.g.,
PPTP/L2TP/IPSec)

If you check this box, the function of SSL Tunnel for this
account will be activated immediately.

Specify Remote Node - Check the checkbox to specify the IP

address of the remote dial-in user, ISDN number or peer ID

(used in IKE aggressive mode). If you uncheck the checkbox,

the connection type you select above will apply the

authentication methods and security methods in the general

settings.

Netbios Naming Packet

®  Pass — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block — When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass — Click this button to let multicast packets pass
through the router.

® Block — This is default setting. Click this button to let
multicast packets be blocked by the router.

Subnet Chose one of the subnet selections for such VPN profile.
LAM 1 |+

LAM 2

LAM 3

LAM 4

oz

Assign Static IP Address — Please type a static IP address for
the subnet you specified.

SSL VPN Set SSL Web Proxy - It allows the remote dial-in user to
access internal web over SSL VPN, suitable for the application
through web only (e.g., HTTP). Click SSL VPN>> SSL. Web
Proxy to set profiles.

If you have set several profiles beforehand, you can check SSL
Web Proxy and choose the one(s) you need as SSL VPN.

To check if SSL Web Proxy is activated or not, please open
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Description

Draytek SSL VPN portal interface. From the web page, you
will see the message to indicate that you have the privilege for
the SSL Web Proxy.

DrayTek

Frovide S5LUPN

¢y SSL Tunnel [ logout ]

INFO

Main Page:

£ mike .

= d You have successfully logged in!
(172.17.1.42) N e ol | )
Welcoms to DrayTek ou are given the following privileges:

SSL VP! = SS1 Web Prox

= SS1 Tunnel

Timeout afters minutes.

[Reset)

Copyright ® 2006, DrayTek Corp, All Rights Reserved,
If you haven’t set any SSL VPN web proxy profiles, you will a

link here. Click this link to access into the configuration page
of SSL VPN.

Note: SSL VPN can be applied in browser (e.g., IE) which
supports ActivateX only.

User Name

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above.

Password

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above.

Enable Mobile
One-Time Passwords
(mOTP)

Check this box to make the authentication with mOTP
function.

PIN Code - Type the code for authentication (e.g, 1234).

Secret — Use the 32 digit-secret number generated by mOTP in
the mobile phone (e.g., €759bb6f0e94c7ab4feb).

IKE Authentication
Method

This group of fields is applicable for IPSec Tunnels and L2TP
with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as the
pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and Select one predefined
Profiles set in the VPN and Remote Access >>1PSec Peer
Identity.

IPSec Security Method

This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node. Check
the Medium, DES, 3DES or AES box as the security method.
Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
invoked. You can uncheck it to disable it.
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Item Description

High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in
the LAN-to-LAN Profile setup. This item is optional and can
be used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.

4.10.8 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection profiles.
You may set parameters including specified connection direction (dial-in or dial-out),
connection peer ID, connection type (VPN connection - including PPTP, IPSec Tunnel, and
L2TP by itself or over IPSec) and corresponding security methods, etc.

The router supports up to 64 VPN tunnels simultaneously. The following figure shows the
summary table.

VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles: | Setto Factory Default |
View: @Al O Online O O0ffline O Trunk
Index Name Active Status Index Name Active Status

1. EEE; il --- 17. 5% | ---

2. 777 O 18. 77 0

3. 777 0 - 19. 777 0 -

4. 777 El --- 20. 777 [} ---

5, 777 il 21. 277 dl =

B. 77 | --- 22, 77 O -

i EEE; il --- 23. 5% | -

8. 777 O 24. 777 O -

9, 277 F - 25. 77 O -

10. 277 O - 26. 77 O -

11. 777 O — 21. 777 O -

12. 77 El --- 28, 77 | -

13. 777 O 29, 277 O =

14. 777 O .- 30. 77 O -

13. EEE il --- il EEE ¥ -

16. 777 O 32 77 O -
< 1.32 | 33.64 Next

oK ] [ Cancel

[KXKHK:This Dial-out profile has already joined for VPN Load Balance Mechanism]
GO0 This Dial-out profile has already joined for VPN Backup Mechanism]
[XXHXXX: This Dial-out profile does not join for VPN TRUMNK]

Each item will be explained as follows:

Item Description

Set to Factory Default Click to clear all indexes.
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Item Description

View All — Click it to show all of profiles.
Online/Offline — Click it to show the active/inactive profiles
Trunk - Click it to show the profile which VPN tunnel is up.

Name Indicate the name of the LAN-to-LAN profile. The symbol ??7?
represents that the profile is empty.

Active Check the box to enable the selected profile.

Status Indicate the status of individual profiles. The symbol V and X

represent the profile to be active and inactive, respectively.

To edit each profile:

1.  Click each index to edit each profile and you will get the following page. Each
LAN-to-LAN profile includes 4 subgroups. If the fields gray out, it means you may leave
it untouched. The following explanations will guide you to fill all the necessary fields.

For the web page is too long, we divide the page into several sections for explanation.
VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mame 777 call Direction & Both © Dial-out O Dial-in
[ Enatle this prafile O always an

Idle Timeout 300 second(s)
VPH Dial-Out Through |WANT First v [ Enable PING to keep alive
Methios Maming Packet & Pass OBlock PING tao the IP
Multicast wia YPM O Pass @ Black

(for some IGMP,IP-Camera, DHCP Relay..etc.)
2. Dial-Out Settings

Type of Server  am calling Usernarmne 777
O prTP Passwaord
O Irsec Tunnel PPP Authentication PAP/CHAP
O L27P with IPSec Policy Y1 Compression @ on O off

Server IP/Host Mame for YPN.

IKE Authentication Method
{such as draytek.com or 123.45,67.89)

Pre-Shared Key

Digital Signature{x.509)
Peer ID
Local 1D
alternative Subject Name First
O subject Mame First

Local Certificate

IPSec Security Method
Medium{AH)
High{ESP}

Index{1-15) in Schedule Setup:

1l 1] 1l
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Available settings are explained as follows:

ltem

Description

Profile Name

Specify a name for the profile of the LAN-to-LAN connection.

Enable this profile

Check here to activate this profile.

VPN Dial-Out
Through

Use the drop down menu to choose a proper WAN interface
for this profile. This setting is useful for dial-out only.

WAN1 /WAN2 /WAN3 /WAN4 /WANS5 First - While
connecting, the router will use WAN1 /WAN2 /WAN3
/WAN4 /WANS5 as the first channel for VPN connection. If
WANL1 fails, the router will use another WAN interface
instead.

WAN1 /WAN2 /WAN3 /WAN4 /WANS5 Only - While
connecting, the router will use WAN1 /WAN2 /WAN3
/WAN4 /WANS5 as the only channel for VPN connection.

Netbios Naming
Packet

Pass — click it to have an inquiry for data transmission between
the hosts located on both sides of VPN Tunnel while
connecting.

Block — When there is conflict occurred between the hosts on
both sides of VPN Tunnel in connecting, such function can
block data transmission of Netbios Naming Packet inside the
tunnel.

Multicast via VPN

Some programs might send multicast packets via VPN
connection.

Pass — Click this button to let multicast packets pass through
the router.

Block — This is default setting. Click this button to let
multicast packets be blocked by the router.

Call Direction

Specify the allowed call direction of this LAN-to-LAN profile.
Both:-initiator/responder

Dial-Out- initiator only

Dial-In- responder only.

Always On or Idle
Timeout

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will drop
the connection.

Enable PING to

This function is to help the router to determine the status of

keep alive IPSec VPN connection, especially useful in the case of
abnormal VPN IPSec tunnel disruption. For details, please
refer to the note below. Check to enable the transmission of
PING packets to a specified IP address.

PING to the IP Enter the IP address of the remote host that located at the

other-end of the VPN tunnel.

Enable PING to keep alive is used to handle abnormal IPSec
VPN connection disruption. It will help to provide the state of
a VPN connection for router’s judgment of redial. Normally, if
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Description

any one of VPN peers wants to disconnect the connection, it
should follow a serial of packet exchange procedure to inform
each other. However, if the remote peer disconnect without
notice, Vigor router will by no where to know this situation. To
resolve this dilemma, by continuously sending PING packets
to the remote host, the Vigor router can know the true
existence of this VPN connection and react accordingly. This
is independent of DPD (dead peer detection).

Type of Server | am
calling

PPTP - Build a PPTP VPN connection to the server through
the Internet. You should set the identity like User Name and
Password below for the authentication of remote server.

IPSec Tunnel - Build an IPSec VPN connection to the server
through Internet.

L2TP with IPSec Policy - Build a L2TP VPN connection
through the Internet. You can select to use L2TP alone or with
IPSec. Select from below:

None: Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have: Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-out VPN connection
becomes one pure L2TP connection.

Must: Specify the IPSec policy to be definitely applied on the
L2TP connection.

User Name

This field is applicable when you select, PPTP or L2TP with or
without IPSec policy above.

Password

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above.

PPP Authentication

This field is applicable when you select, PPTP or L2TP with or
without IPSec policy above. PAP/CHAP is the most common
selection due to wild compatibility.

VJ compression

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above. VVJ Compression is used for
TCP/IP protocol header compression. Normally set to Yes to
improve bandwidth utilization.

IKE Authentication
Method

This group of fields is applicable for IPSec Tunnels and L2TP

with IPSec Policy.

Pre-Shared Key - Input 1-63 characters as pre-shared key.

Digital Signature (X.509) — Check the box of Digital

Signature to invoke this function. Then, specify the following

items for authentication with digital signature.

®  Peer ID - Select one of the predefined Profiles set in
VPN and Remote Access >>1PSec Peer Identity.

® Local ID - Specify a local ID (Alternative Subject
Name First or Subject Name First) to be used for
Dial-in setting in the LAN-to-LAN Profile setup. This
item is optional and can be used only in IKE aggressive
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ltem

Description

mode.

Local Certificate — Select one of the profiles set in Certificate
Management>>Local Certificate.

IPSec Security
Method

This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy.

Medium AH (Authentication Header) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High (ESP-Encapsulating Security Payload)- means payload
(data) will be encrypted and authenticated. Select from below:
DES without Authentication -Use DES encryption algorithm
and not apply any authentication scheme.

DES with Authentication-Use DES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

3DES without Authentication-Use triple DES encryption
algorithm and not apply any authentication scheme.

3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication algorithm.
AES without Authentication-Use AES encryption algorithm
and not apply any authentication scheme.

AES with Authentication-Use AES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

Advanced

Specify mode, proposal and key life of each IKE phase,
Gateway, etc.

The window of advance setup is shown as below:

IKE advinced semings

IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security proposals
to create a protected secure channel. Main mode is more
secure than Aggressive mode since more exchanges are done
in a secure channel to set up the IPSec session. However, the
Aggressive mode is faster. The default value in Vigor router is
Main mode.

IKE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to the VPN
peers, and get its feedback to find a match. Two combinations
are available for Aggressive mode and nine for Main mode.
We suggest you select the combination that covers the most
schemes.

IKE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to find a
match. Three combinations are available for both modes. We
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suggest you select the combination that covers the most
algorithms.

IKE phase 1 key lifetime-For security reason, the lifetime of
key should be defined. The default value is 28800 seconds.
You may specify a value in between 900 and 86400 seconds.

IKE phase 2 key lifetime-For security reason, the lifetime of
key should be defined. The default value is 3600 seconds.
You may specify a value in between 600 and 86400 seconds.

Perfect Forward Secret (PFS)-The IKE Phase 1 key will be
reused to avoid the computation complexity in phase 2. The
default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf of the IP
address while identity authenticating with remote VPN server.
The length of the ID is limited to 47 characters.

3. Dial-In Settings
Allowed DialIn Type
PPTP
IPSec Tunnel

Lsernarme e
Password
] Compression ® on O off

L2TP with IPSec Palicy | Mice to Have |+

IKE Authentication Method

[ specify Remote YPH Gateway Pre-Shared Key

Peer ¥PMN Server IP

or Peer ID

[] pigital Signature(x.509)

Local ID
O alternative Subject Mame First
2 Subject Name First

IPSec Security Method

Medium{aH)
High{ESP DES || 3DES AES
4. Gre over IPSec Settings
[ Enable IPSec Dial-Out function GRE over IPSec
[ Logical Traffic My GRE IP Peer GRE IP
5. TCP/IP Network Settings
My WaN 1P p.0oo RIF Direction Disable v
Remote Gateway IP oono E;Dm first subnet to remote network, you have to
Remote Metwork IP 0.00.0 Route
Remote Metwork Mask 2552552550
Local Metwark 1P 192 1681 1 Change default route to this ¥PM tunnel { Only
single WaAN supports this )
Local Metwark Mask 25526852550
[ Ok ] [ Clear ] [ Cancel
Item Description
Allowed Dial-In Determine the dial-in connection with different types.
Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
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connection through the Internet. You should set the User Name
and Password of remote dial-in user below.

IPSec Tunnel- Allow the remote dial-in user to trigger an
IPSec VPN connection through Internet.

L2TP with 1PSec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:

® None - Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec
policy can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPSec policy first, if it is
applicable during negotiation. Otherwise, the dial-in VPN
connection becomes one pure L2TP connection.

® Must - Specify the IPSec policy to be definitely applied
on the L2TP connection.

Specify Remote VPN Gateway - You can specify the IP
address of the remote dial-in user or peer ID (should be the
same with the ID setting in dial-in type) by checking the box.
Also, you should further specify the corresponding security
methods on the right side. If you uncheck the checkbox, the
connection type you select above will apply the authentication
methods and security methods in the general settings.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPSec policy above.

Password - This field is applicable when you select PPTP or
L2TP with or without IPSec policy above.

VJ Compression - VJ Compression is used for TCP/IP
protocol header compression. This field is applicable when you
select PPTP or L2TP with or without IPSec policy above.

IKE Authentication
Method

This group of fields is applicable for IPSec Tunnels and L2TP
with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as the
pre-shared key.

Digital Signature (X.509) —Check the box of Digital Signature
to invoke this function and select one predefined Profiles set in
the VPN and Remote Access >>IPSec Peer ldentity.

Local ID — Specify which one will be inspected first.

®  Alternative Subject Name First — The alternative
subject name (configured in Certificate
Management>>Local Certificate) will be inspected
first.

® Subject Name First — The subject name (configured in
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Certificate Management>>Local Certificate) will be
inspected first.

IPSec Security
Method

This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node.
Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High- Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

GRE over IPSec
Settings

Enable IPSec Dial-Out function GRE over IPSec: Check
this box to verify data and transmit data in encryption with
GRE over IPSec packet after configuring IPSec Dial-Out
setting. Both ends must match for each other by setting same
virtual IP address for communication.

Logical Traffic: Such technique comes from RFC2890.

Define logical traffic for data transmission between both sides
of VPN tunnel by using the characteristic of GRE. Even hacker
can decipher IPSec encryption, he/she still cannot ask LAN
site to do data transmission with any information. Such
function can ensure the data transmitted on VPN tunnel is
really sent out from both sides. This is an optional function.
However, if one side wants to use it, the peer must enable it,
too.

My GRE IP: Type the virtual IP for router itself for verified
by peer.

Peer GRE IP: Type the virtual IP of peer host for verified by
router.

TCP/IP Network
Settings

My WAN IP - This field is only applicable when you select
PPTP or L2TP with or without IPSec policy above. The default
value is 0.0.0.0, which means the Vigor router will get a PPP
IP address from the remote router during the IPCP negotiation
phase. If the PPP IP address is fixed by remote side, specify
the fixed IP address here. Do not change the default value if
you do not select PPTP or L2TP.

Remote Gateway IP - This field is only applicable when you
select PPTP or L2TP with or without IPSec policy above. The
default value is 0.0.0.0, which means the Vigor router will get
a remote Gateway PPP IP address from the remote router
during the IPCP negotiation phase. If the PPP IP address is
fixed by remote side, specify the fixed IP address here. Do not
change the default value if you do not select PPTP or L2TP.

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPSec, this is the destination clients IDs of phase 2 quick
mode.
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Local Network IP / Local Network Mask - Add a static route
to direct all traffic destined to Local Network IP Address/Local
Network Mask through the VPN connection.

More - Add a static route to direct all traffic destined to more
Remote Network IP Addresses/ Remote Network Mask
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

2 htp://192.168.1.1 - LAN-to-LAN Profile - Mictosoft Internet Explorer [ || 1))

Profile Index :1

Remote Metwork

Metwork [P

]

Metmask
| 255.266.256.256 / 32 |

[ ok | [ Close |
& ®

RIP Direction - The option specifies the direction of RIP
(Routing Information Protocol) packets. You can
enable/disable one of direction here. Herein, we provide four
options: TX/RX Both, TX Only, RX Only, and Disable.

From first subnet to remote network, you have to do -
If the remote network only allows you to dial in with single IP,
please choose NAT, otherwise choose Route.

Change default route to this VPN tunnel - Check this box to
change the default route with this VPN tunnel. Note that this
setting is available only for one WAN interface is enabled. It is
not available when both WAN interfaces are enabled.

2. After finishing all the settings here, please click OK to save the configuration.

4.10.9 VPN TRUNK Management
VPN trunk includes four features - VPN Backup, VPN load balance, GRE over IPSec, and
Binding tunnel policy.
Features of VPN TRUNK — VPN Backup Mechanism

VPN TRUNK Management is a backup mechanism which can set multiple VPN tunnels as
backup tunnel. It can assure the network connection not to be cut off due to network
environment blocked by any reason.

» VPN TRUNK-VPN Backup mechanism can judge abnormal situation for the
environment of VPN server and correct it to complete the backup of VPN Tunnel in
real-time.

» VPN TRUNK-VPN Backup mechanism is compliant with all WAN modes
(single/multi)
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»  Dial-out connection types contain IPSec, PPTP, L2TP, L2TP over IPSec and ISDN
(depends on hardware specification)

»  The web page is simple to understand and easy to configure
»  Filly compliant with VPN Server LAN Sit Single/Multi Network

»  Mail Alert support, please refer to System Maintenance >> SysLog / Mail Alert for
detailed configuration

»  Syslog support, please refer to System Maintenance >> SysLog / Mail Alert for
detailed configuration

»  Specific ERD (Environment Recovery Detection) mechanism which can be operated by
using Telnet command

VPN TRUNK-VPN Backup mechanism profile will be activated when initial connection
of single VPN tunnel is off-line. Before setting VPN TRUNK -VPN Backup mechanism
backup profile, please configure at least two sets of LAN-to-LAN profiles (with fully
configured dial-out settings) first, otherwise you will not have selections for grouping
Memberl and Member2.

Features of VPN TRUNK — VPN Load Balance Mechanism

VPN Load Balance Mechanism can set multiple VPN tunnels for using as traffic load balance
tunnel. It can assist users to do effective load sharing for multiple VPN tunnels according to
real line bandwidth. Moreover, it offers three types of algorithms for load balancing and
binding tunnel policy mechanism to let the administrator manage the network more flexibly.

»  Three types of load sharing algorithm offered, Round Robin, Weighted Round Robin and
Fastest

»  Binding Tunnel Policy mechanism allows users to encrypt the data in transmission or
specified service function in transmission and define specified VPN Tunnel for having
effective bandwidth management

»  Dial-out connection types contain IPSec, PPTP, L2TP, L2TP over IPSec and GRE over
IPSec

»  The web page is simple to understand and easy to configure

»  The TCP Session transmitted by using VPN TRUNK-VPN Load Balance mechanism
will not be lost due to one of VPN Tunnels disconnected. Users do not need to reconnect
with setting TCP/UDP Service Port again. The VPN Load Balance function can keep the
transmission for internal data on tunnel stably
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VPN anid Remote Access == VPN TRUNK Management

Backup Profile List | Setto Factory Default |

Note: [Active:MNO] The LaM-to-LAN Profile is disabled or under Dial-In{Call Direction) at present.

No. Status Name Mewberl (letive) Type MewberZ (Letive) Type

.

Load Balance Profile List | Setto Factory Default |

Note: [Active:MNO] The LaM-to-LAN Profile is disabled or under Dial-In{Call Direction) at present.

No. Status Name Mewberl (ictive) Type MewberZ (Aetive) Type

.

General Setup
Status (® Enable O Disable

Profile Mame

Memhbearl Please select a LAN-to-LAN Dial-Out profile. w
Member2 Please select a LAN-to-LAN Dial-Out profile. L
Active Mode @ packup O Load Balance

[ Add | [ Edit | [Delete

Available settings are explained as follows:

Item Description

Backup Profile List Set to Factory Default - Click to clear all VPN TRUNK-VPN
Backup mechanism profile.

No — The order of VPN TRUNK-VPN Backup mechanism
profile.

Status (on Backup Profile field) - “v”” means such profile is
enabled; “x” means such profile is disabled.

Name (on Backup Profile field) - Display the name of VPN
TRUNK-VPN Backup mechanism profile.

Memberl (on Backup Profile field) - Display the dial-out
profile selected from the Memberl drop down list below.
Active (on Backup Profile field) - “Yes” means normal
condition. ”"No” means the state might be disabled or that
profile currently is set with Dial-in mode (for call direction) in
LAN-to-LAN.
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Type (on Backup Profile field) - Display the connection type
for that profile, such as IPSec, PPTP, L2TP, L2TP over IPSec
(NICE), L2TP over IPSec(MUST) and so on.

Member2 (on Backup Profile field) - Display the dial-out
profile selected from the Member2 drop down list below.
Advanced — This button is available only when LAN to LAN
profile (or more) is created.

£} hitp:#/192.168.1.1 - YPH Backup Advance Settings - Microsoft Internet Explorer

VPN Backup Advance Settings

Profile Name: Backupl
ERD Mode: @& Normal

Oresume (Member 1 first)
Detail Infarmation:

Environment Recovers Detection(ERD) Status: Normal Mode

< >

Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.

Load Balance Profile Set to Factory Default - Click to clear all VPN TRUNK-VPN
List Load Balance mechanism profile.

No - The order of VPN TRUNK-VPN Load Balance
mechanism profile.

Status - “v” means such profile is enabled; ”X”” means such
profile is disabled.

Name - Display the name of VPN TRUNK-VPN Load
Balance mechanism profile.

Memberl - Display the dial-out profile selected from the
Memberl drop down list below.

Active - “Yes” means normal condition. ”"No” means the state
might be disabled or that profile currently is set with Dial-in
mode (for call direction) in LAN-to-LAN.

Type - Display the connection type for that profile, such as
IPSec, PPTP, L2TP, L2TP over IPSec (NICE), L2TP over
IPSec(MUST) and so on.

Member2 - Display the dial-out profile selected from the
Member2 drop down list below.

Advanced — This button is only available when there is one or
more profiles created in this page.
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2} hitp:#/192.168.1.1 - VPN Load Balance Advance Settings - Microsoft Internet Explorer

~
VPN Load Balance Advance Settings
Profile Name: Balancel
Load Balance Algorithm: & Round Robin
O weighted Round Robin
® Auto Weighted
O according to Speed Ratio (Memberl: Memberz): |50:50
VPN Load Balance Policy
@Eedit  Olnsert after
Tunnel Bind Table Index: (1~128)
Active: Active ¥
Binding Dial Out Profile: 1|
Src IP Start: 0.00.0 End: |255.255.255 255
Dest IP Start: 0.0.0.0 End: | 265.255.265.265
Dest Port Start: 1 End; B5535
Pratocaol: TCR/UDP »
Detail Information
[VPN Load Balance Profile namwe: Balancel ] o]
[Algorithm: Round Robin ]
v
< >

Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.

General Setup Status- After choosing one of the profile listed above, please
click Enable to activate this profile. If you click Disable, the
selected or current used VPN TRUNK-Backup/Load Balance
mechanism profile will not have any effect for VPN tunnel.

Profile Name- Type a name for VPN TRUNK profile. Each
profile can group two VPN connections set in LAN-to-LAN.
The saved VPN profiles in LAN-to-LAN will be shown on
Memberl and Member2 fields.

Member 1/Member?2 - Display the selection for LAN-to-LAN
dial-out profiles (configured in VPN and Remote Access >>
LAN-to-LAN) for you to choose for grouping under certain
VPN TRUNK-VPN Backup/Load Balance mechanism profile.

No - Index number of LAN-to-LAN dial-out profile.
Name - Profile name of LAN-to-LAN dial-out profile.

Connection Type - Connection type of LAN-to-LAN dial-out
profile.

VPN ServerlP (Private Network) - VPN Server IP of
LAN-to-LAN dial-out profiles.

Aactive Mode - Display available mode for you to choose.
Choose Backup or Load Balance for your router.

Add Add and save new profile to the backup profile list. The
corresponding members (LAN-to-LAN profiles) grouped in
such new VPN TRUNK - VPN Backup mechanism profile
will be locked. The profiles in LAN-to-LAN will be displayed
in red. VPN TRUNK - VPN Load Balance mechanism profile
will be locked. The profiles in LAN-to-LAN will be displayed
in blue.

Drﬂy TEk 259 Vigor3200 Series User’s Guide



Edit Click this button to save the changes to the Status (Enable or
Disable), profile name, memberl or member2.

Delete Click this button to delete the selected VPN TRUNK profile.
The corresponding members (LAN-to-LAN profiles) grouped
in the deleted VPN TRUNK profile will be released and that
profiles in LAN-to-LAN will be displayed in black.

Time for activating VPN TRUNK — VPN Backup mechanism profile

VPN TRUNK - VPN Backup mechanism will be activated automatically after the initial
connection of single VPN Tunnel off-line. The content in Member1/2 within VPN TRUNK -
VPN Backup mechanism backup profile is similar to dial-out profile configured in
LAN-to-LAN web page. VPN TRUNK — VPN Backup mechanism backup profile will
process and handle everything unless it is off-line once it is activated.

Time for activating VPN TRUNK — VPN Load Balance mechanism profile

After finishing the connection for one tunnel, the other tunnel will dial out automatically
within two seconds. Therefore, you can choose any one of members under VPN Load Balance
for dialing out.

Time for activating VPN TRUNK -Dial-out when VPN Load Balance
Disconnected

For there is one Tunnel created and connected successfully, to keep the load balance effect
between two tunnels, auto-dial will be executed within two seconds.

To close two tunnels of load balance after connecting, please click Disable for Status in
General Setup field.

How can you set a VPN TRUNK-VPN Backup/Load Balance mechanism
profile?

1. Firstofall, go to VPN and Remote Access>>LAN-to-LAN. Set two or more
LAN-to-LAN profiles first that will be used for Memberl and Member2. If you do not set
enough LAN-to-LAN profiles, you cannot operate VPN TRUNK - VPN Backup /Load
Balance mechanism profile management well.

2. Access into VPN and Remote Access>>VPN TRUNK Management.

3. Set one group of VPN TRUNK - VPN Backup/Load Balance mechanism backup profile
by choosing Enable radio button; type a name for such profile (e.g., 071023); choose one
of the LAN-to-LAN profiles from Memberl drop down list; choose one of the
LAN-to-LAN profiles from Member2 drop down list; and click Add at last.

General Setup
Status @ Enable C Disable
Profile Name  |071023
Memberl IPlease choose the combination that you want. E]
Member2 |Please choose the combination that you want =1

Please choose the combination that vou want

Attribute Mode

Ho. <Name:> ¢<Connection-Type> <VPH ServerIP(Private Hetwork):
1 To-4 PlaceIPSec 192.168.2.25(20.20.20.0)
2 To-B Site IPSec 192.168.2.26(20.20.21.0)

Add |  Edit | Delete |

4. Take a look for LAN-to-LAN profiles. Index 1 is chosen as Memberl; index 2 is chosen
as Member2. For such reason, LAN-to-LAN profiles of 1 and 2 will be expressed in red
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to indicate that they are fixed. If you delete the VPN TRUNK - VPN Backup/Load
Balance mechanism profile, the selected LAN-to-LAN profiles will be released and
expressed in black.

VPN and Remote Access => LAN to LAN

LAN-to-LAN Profiles:

Index Name Status
1. To-4& Place Y
2. To-B Site Y
3. To-C place Y
4. To-D Site Y

How can you set a GRE over IPSec profile?
1. Please goto LAN to LAN to set a profile with IPSec.

2. If the router will be used as the VPN Server (i.e., with virtual address 192.168.50.200).
Please type 192.168.50.200 in the field of My GRE IP. Type IP address (192.168.50.100)
of the client in the field of Peer GRE IP. See the following graphic for an example.

‘ Callback Budget ID minute(s) ‘

4. GRE over IPSec Settings

[ Enable IPSec Dial-Out function GRE over IPSec
I Logical Traffic My GRE [P [152.168.50.200 Peer GRE IP |1592.168.50.100
5. TCP/IP Network Settings

My WAN IP ID.D.D_D RIP Direction IT)URX Bath 'l
Remaote Gateway IP ID oon From first subnet to remote network, you have to
— do

Remote Network IP |152.188.10.0 [Route =]
Remote Netwoaork Mask [255.255.255.0

3. Later, on peer side (as VPN Client): please type 192.168.50.100 in the field of My
GRE IP and type IP address of the server (192.168.50.200) in the field of Peer GRE IP.

‘ ‘ Callback Budget ID minute(s)

4. GRE over IPSec Settings

||7 Enable|IPSec Dial-Out function GRE over IPSec
| (| Logical Traffic My GRE IP |192.168.ED.1DD Peer GRE IP |192.1EB.50.2DD
5. TCP/IP Network Settings

My WAN TP fooo ] RIF Direction [TWRX Bath =]
Remote Gateway IP IW dgrum first subnet to remote network, you hawve to
Remote Network 1P [192.166.1.0 ' [Rou= =]
Femote Metwork Mask  |255.255.255.0
hore | [T Change default route to this YPN tunnel { Only
single WAN supports this )

Ok | Clear Cancel |
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Advanced Load Balance and Backup

After setting profiles for load balance, you can choose any one of them and click Advance for
more detailed configuration. The windows for advanced load balance and backup are different.
Refer to the following explanation:

Advanced Load Balance

Load Balance Algorithm:

VPN Load Balance Policy

Tunrel Bind Table Index:
Active:

Binding Dial Cut Profile:
Src IP Start:

Dest IP Start:

Dest Port Start:

Protocol:

Detail Information

[Algorithm: Round Robin ]

<

/2 hitp://192.168.1.1 - VPN Load Balance Advance Settings - Microsoft Internet Explorer 3=
~

VPN Load Balance Advance Settings
Profile Name: Balancel

® Round Robin

O weighted Round Rohin

®Edit  Olinsert after

{1~128)
Active ¥
1w
0.0.0.0 End: [255.255.255 255
0.0.0.0 End: [255.255.255 255
1 End: [B5535
TCRAUDP v

OK | [ Clase

[VPN Load Balance Profile nsme: Balancel ]

@ suto Weighted
O according to Speed Ratio (Memberl:Memberz): |50:50 v

Available settings are explained as follows:

Item

Description

Profile Name

List the load balance profile name.

Load Balance Algorithm

Round Robin — Based on packet base, both tunnels will send
the packet alternatively. Such method can reach the balance of
packet transmission with fixed rate.

Weighted Round Robin —Such method can reach the balance
of packet transmission with flexible rate. It can be divided into
Auto Weighted and According to Speed Ratio. Auto Weighted
can detect the device speed (L0Mbps/100Mbps) and switch
with fixed value ratio (3:7) for packet transmission. If the
transmission rate for packets on both sides of the tunnels is the
same, the value of Auto Weighted should be 5.5. According to
Speed Ratio allows user to adjust suitable rate manually.
There are 100 groups of rate ratio for Memberl:Member2
(range from 1:99 to 99:1).
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VPN Load Balance Below shows the algorithm for Load Balance.

Policy Edit — Click this radio button for assign a blank table for

configuring Binding Tunnel.

After insert — Click this radio button to adding a new binding
tunnel table.

Tunnel Bind Table Index- 128 Binding tunnel tables are
provided by this device. Specify the number of the tunnel for
such Load Balance profile.

Active — In-active/Delete can delete this binding tunnel table.
Active can activate this binding tunnel table.

Binding Dial Out Index — Specify connection type for
transmission by choosing the index (LAN to LAN Profile
Index) for such binding tunnel table.

Scr IP Start /End- Specify source IP addresses as starting
point and ending point.

Dest IP Start/End — Specify destination IP addresses as
starting point and ending point.

Dest Port Start /End- Specify destination service port as
starting point and ending point.

Protocol — Any means when the source IP, destination IP,
destination port and fragment conditions match with the
settings specified here, such binding tunnel table can be
established for TCP Service Port/UDP Service
Port/ICMP/IGMP specified here.

TCP means when the source IP, destination IP, destination
port and fragment conditions match with the settings specified
here and TCP Service Port also fits the number here, such
binding tunnel table can be established. UDP means when the
source IP, destination IP, destination port and fragment
conditions match with the settings specified here and UDP
Service Port also fits the number here, such binding tunnel
table can be established. TCP/UPD means when the source IP,
destination IP, destination port and fragment conditions match
with the settings specified here and TCP/UDP Service Port
also fits the number here, such binding tunnel table can be
established. ICMP means when the source IP, destination IP,
destination port and fragment conditions match with the
settings specified here and ICMP Service Port also fits the
number here, such binding tunnel table can be established.
IGMP means when the source IP, destination IP, destination
port and fragment conditions match with the settings specified
here and IGMP Service Port also fits the number here, such
binding tunnel table can be established. Other means when the
source IP, destination IP, destination port and fragment
conditions match with the settings specified here with different
TCP Service Port/UDP Service Port/ICMP/IGMP, such
binding tunnel table can be established.
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Detail Information

This field will display detailed information for Binding Tunnel
Policy. Below shows a successful binding tunnel policy for
load balance:

VPN Load Balance - Binding Tunnel Policy
& Create © after insert

Tunnel Bind Table Index: I (1~400)

Active: W

Binding Dial Out Index: IE

Binding Src IP Start: IEII]EII] End: IEIEIDEI

Binding Dest IP Start: jp.ooo End: [0.0.00

Binding Dest Port Start: I‘\— End: W

Binding Fragmented: NO = Binding Pratocol: lm l[l—

Finish setting up!!

0K | Close

Detail Information

[VPN Load Balance Profile name: VpnLBE1l ]
[Llgorithm: Fastest ]

Wo.l —--> Tunnel Bind Tshle Idnex :2

Binding Dial Out Index = 1

Binding protocol = TCP Protocol &

Binding Zrc IP = 1892.165.10.24 ~ 192.1638.10.24
Binding Dzt IP = 1892.165.1.20 ~ 192.165.1.20
Binding Dst Port =20 ~ 21

Binding Fragwented = NO

Note : To configure a successful binding tunnel, you have
to:

Type Binding Src IP range (Start and End) and Binding Des IP
range (Start and End). Choose TCP/UDP, IGMP/ICMP or
Other as Binding Protocol.

Advanced Backup

} hitp-/1192 16811 - YPN Backup Advance Setings - Microsoft Internet Explorer =3
~

VPN Backup Advance Settings
Profile Mame: Backupl
ERD Mode: @& Marmal
O Resume (Member 1 first)
Detail Infarmation:

Environwent Recovers Detection(ERD) Status: Normal Mode

ok | [ Close

£ ?

Available settings are explained as follows:

Item Description
Profile Name List the backup profile name.
ERD Mode ERD means “Environment Recovers Detection”.

backup profiles being activated alternatively.

Normal — choose this mode to make all dial-out VPN TRUNK

Resume — when VPN connection breaks down or disconnects,
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Item Description

Member 1 will be the top priority for the system to do VPN
connection.

Detail Information This field will display detailed information for Environment
Recovers Detection.

4.10.10 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out
Tool and clicking Dial button.

VPN and Remote Access >> Connection Management

Dial-out Teol Refresh Secands : |10 ¥

General Mode: -

Backup Mode: b

b4

Load Balance Mode:

VPN Connection Status
Current Page: 1 Page Mo.

Tx Tx Rate Rx Rx Rate
Pkts {Bps) Pkts {Bps)

wiwxixxy 0 Data is encrypted.
wiwennsy 0 Data isn't encrypted.

VPN Type Remaote IP Virtual Network UpTime

Available settings are explained as follows:

Item Description

Dial-out Tool General Mode - This filed displays the profile configured in
LAN to LAN (with Index number and VPN Server IP address).
The VPN connection built by General Mode does not support
VPN backup function.

Refresh Seconds :

~| Dl |

(General viodei) [ Alfa) 192.168.0.26

" Alfa ) 192.168.0.26 N
Backup Mode: IR tiey ) 192.168.0.27 SN
Load Balance Mode: || Audi) 192.168.0.28 Dial |
BMW ) 192.168.0.29
n Status Buick } 192.168.0.30
1 Cadillac ) 192.168.0.31
Chrysler ) 192.168.0.32 | Page o)
fype Remote |[ Citroen ) 192.168.0.33 Rx  Rx
Daihatsu ) 192.168.0.34 Fikts  Rate
Ferrari ) 192.168.0.35 » Data is er
Fiat) 192.168.0.36 ~|: Data isn't

Backup Mode - This filed displays the profile name saved in
VPN TRUNK  Management (with Index number and VPN
Server IP address). The VPN connection built by Backup
Mode supports VPN backup function.
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General Mode: I(Alfa :l 192.168.0.26 j Dial |
( VpnBackup §192.168.2.103 j Dial

Load bal e [VpnBackup )/192.168.2.103
pad Balance MoUe M VpnBackup )192.168.2.203
R ———

Dial - Click this button to execute dial out function.

Refresh Seconds Choose the time for refresh the dial information among 5, 10,
and 30.
Refresh Click this button to refresh the whole connection status.

VPN Connection Status | Display current connected VPN status.
VPN - Display the name of the VPN profile.

Type — Display the VPN connection mode such as PPTP or
IPSec.

Remote IP — Display the IP address of remote peer.

Virtual Network — Display the remote network IP address
with subnet address.

Tx Pkts — Display the transmission packets passing through
such VPN channel.

Tx Rate — Display the transmission rate for data through such
VPN tunnel.

Rx Pkts — Display the receiving packets passing through such
VPN channel.

Rx Rate — Display the receiving rate for data through such
VPN tunnel.
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4.11 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority
(CA). It contains information such as your name, a serial number, expiration dates etc., and the
digital signature of the certificate-issuing authority so that a recipient can verify that the
certificate is real. Here Vigor router support digital certificates conforming to standard X.509.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate the
peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.

Certificate Management
P Local Certificate

F Trusted CA Certificate
Pk Certificate Backup

4.11.1 Local Certificate

Certificate Management => Local Certificate

X509 Local Certificate Configuration
Name Subject Status Modify

e Delete

— _— - Wiew Delete

[ GENERATE | [ IMPORT | [ REFRESH |

Available settings are explained as follows:

Item Description

Generate Click this button to open Generate Certificate Request
window.

Import Click this button to import a saved file as the certification
information.

Refresh Click this button to refresh the information listed below.

View Click this button to view the detailed settings for certificate
request.

Delete Click this button to delete selected name with certification
information.

GENERATE

Click this button to open Generate Certificate Signing Request window. Type in all the
information that the window request such as certifcate name (used for identifying different
certificate), subject alternative name type and relational settings for subject name. Then click
GENERATE again.
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Certificate Management == Local Certificate

Generate Certificate Signing Request

Certificate Name

Subject Alternative HName

Type IP Address v
P

Subject Name
Country ()

State {ST)

Location (L)
Crginization {O)
Orginization Unit (OU)
Carmman Marme {CHY

Email {E)

Key Type
Key Size

Generate

Note: Please be noted that “Common Name” must be configured with rotuer’s WAN IP or
domain name.

After clicking GENERATE, the generated information will be displayed on the window
below:

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
server AC=TW/ST=Hsinchu/L=Hsinchu/C... Requesting
GEMERATE | [ IMPORT | [ REFRESH |
IMPORT

Vigor router allows you to generate a certificate request and submit it the CA server, then
import it as “Local Certificate”. If you have already gotten a certificate from a third party, you

may import it directly. The supported types are PKCS12 Certificate and Certificate with a
private key.

Click this button to import a saved file as the certification information. There are three types
of local certificate supported by Vigor router.
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Certificate Management == Local Certificate

Import X509 Local Certificate

Upload Local Certificate
Select a local certificate file,

Certificate file:
Click Import to upload the local certificate,

Import ] [ Cancel

Upload PKCS12 Certificate
Select a PKCS12 file.
PKCS12 file:
Passwaord:

Click Import to upload the PKCS12 file,

Irnport ] [ Cancel

Upload Certificate and Private Key

Select a certificate file and a matchable Private Key.

Certificate file:
Key fle:
Passwaord:

Click Import to upload the local certificate and private key.

[ Import ] [ Cancel ]

Available settings are explained as follows:

Item Description

Upload Local Certificate

It allows users to import the certificate which is generated by
vigor router and signed by CA server.

If you have done well in certificate generation, the Status of
the certificate will be shown as “OK”.

Import X509 Local Certificate

Congratulation!
Local Certificate has been imported successfully

Please click [ Back | to view the certificate.

X509 Local Certificate Configuration
Name Subject Status Modify
draytekdemo

/0=Draytek/OU=Draytek Sales/... OK | View ‘ Delete

(View] [Delete

| View Delete

[ GENERATE | [ MPORT | [ REFRESH |

Upload PKCS12
Certificate

It allows users to import the certificate whose extensions are
usually .pfx or .p12. And these certificates usually
need passwords.

Note: PKCS12 is a standard for storing private keys and
certificates securely. It is used in (among other things)
Netscape and Microsoft Internet Explorer with their import and
export options.

Upload Certificate and
Private Key

It is useful when users have separated certificates and private
keys. And the password is needed if the private key is
encrypted.
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REFRESH

Click this button to refresh the information listed below.

View

Click this button to view the detailed settings for certificate request.

a hitp:#f192_ 168.1_1 - Certificate Signing Request Information - Microsoft Internet Explorer

Certificate Signing Request Information

Certificate Mame @ server
Issuer .

C=TW, ST=Hsinchu, L=Hsinchu, O=Draytek, OU=MKT, CN=DT,

Subject : emailaddress=support@draytek.com

Subject Alternative Mame @
Yalid From @
Yalid To :

PEM Faormat Content @ |_____ BEGIN CERTIFICATE REQUEST-———— ~
MITBwzCCASWCAQAWGY IXCzAJEgHVEAYTALREMRAWDGYDVQOIEwdIcE luv2h1 HRAw
DE¥DVOOHEWAIeZ lu¥2 h1 MRAWD g YDVQOKEvdEcF SAGVE MOwwC g YDVQOL E whlS 10x
CzAJBGNVBANTAKRUNS IwIAYIKo Z ThveNAQkBFhN zdXBwb3 JOQGRYYE10ZWauyz ot
MIGEMAOGCSGS Ih3 DOEBAQULLE GNADCE i QKB gQChO6gdDL TR I wGouCSHYPrglIa
Ra/uaSCET jhmd +VokksFRYKUZ 8P TultavvPKHE 1M2 cHDLRUJhOnXMAGh TuVsn3u
K+2rW0Mp2 IFpbnd? YomQIEUx2 6 101 TK7w U/ Teiv ¥x IgR/ CHhdpsgMOrGiK2NIsGVE
uZ/ THOQTZK7Ga0we £QIDAQABO AAWDQTIKo Z ThveNAQEFBQADYYEAE 1iNNne zHEdu
ZOT7+ktPJaRyvoZVEo 9V TYOx JxuNrbValhvw T ONgHC v A1/ DLMWES IQYIPS5Tz94Dden
yC1rbh+2Z06IsxcUz K706 HEyTO1ubehHRYRAX 12 RTHQYOD ICRScVIMEX A7 pnXWHE
TaNeOIwGEZ/ 12/ +BhlnYXzFQ8uz1IsKy=

Close

Note: You have to copy the certificate request information from above window. Next,

access your CA server and enter the page of certificate request, copy the information into
it and submit a request. A new certificate will be issued to you by the CA server. You can

save it.
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4.11.2 Trusted CA Certificate
Trusted CA certificate lists three sets of trusted CA certificate.

Certificate Management => Trusted CA Certificate

X509 Trusted CA Certificate Configuration
Name Subject Status Modify
Trusted CA-1 oo -—- Wiew Delete

Trusted Ca-2 -— -—- e Delete

Delete

Trusted CA-3 o= -—- Wi

[ MPORT | [ REFRESH |

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse... to find out the saved text file. Then click Import. The one you
imported will be listed on the Trusted CA Certificate window. Then click Import to use the
pre-saved file.

Certificate Management >> Trusted CA Certificate

Impeort X509 Trusted CA Certificate
Select a trusted Ca4 certificate file.
| |[Brawse]

Click Import to upload the certification.
l Import ] [ Cancel ]

For viewing each trusted CA certificate, click View to open the certificate detail information
window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.

ﬂ" Certificate Information - Windows Internet Explorer [Z| |§|g|
£ | hitp:#192.168.1 1 /ocECaCiTil him b

Certificate Detail Information

Certificate Name: Trusted CaA-1

Issuer:

Subject:

Subject Alternative Name:

Walid From:
Valid To:

Close v

&] ©
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4.11.3 Certificate Backup

Local certificate and Trusted CA certificate for this router can be saved within one file. Please
click Backup on the following screen to save them. If you want to set encryption password for
these certificates, please type characters in both fields of Encrypt password and Retype
password.

Also, you can use Restore to retrieve these two settings to the router whenever you want.

Certificate Management >> Certificate Backup

Certificate Backup / Restoration
Backup

Encrypt password:

Confirm password:
Click to download certificates to your local PC as a file.

Restoration
Select a backup file to restore,

Decrypt password:

Click to upload the file.

4.12 Wireless LAN

This function is used for “n” models only.
4.12.1 Basic Concepts

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor “n” model, a.k.a. Vigor wireless router, is
designed for maximum flexibility and efficiency of a small office/home. Any authorized staff
can bring a built-in WLAN client PDA or notebook into a meeting room for conference
without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN enables high
mobility so WLAN users can simultaneously access all LAN facilities just like on a wired
LAN as well as Internet access.

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard IEEE 802.11n draft 2 protocol. To boost its performance further, the Vigor Router is
also loaded with advanced wireless technology to lift up data rate up to 300 Mbps*. Hence,
you can finally smoothly enjoy stream music and video.

Note: * The actual data throughput will vary according to the network conditions and
environmental factors, including volume of network traffic, network overhead and
building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the
information of this wireless network, including its SSID as identification, located channel etc.
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Internet

SSID: Draytek
Channel: 6
Mode: WEP only

Iy o

192.168.1.2 192.168.1.1

Multiple SSIDs

Vigor router supports four SSID settings for wireless connections. Each SSID can be defined
with different name and download/upload rate for selecting by stations connected to the router
wirelessly.

Security Overview

Real-time Hardware Encryption: Vigor Router is equipped with a hardware AES encryption
engine so it can apply the highest protection to your data without influencing user experience.

Complete Security Standard Selection: To ensure the security and privacy of your wireless
communication, we provide several prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.
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Separate the Wireless and the Wired LAN- WLAN Isolation enables you to isolate your
wireless LAN from wired LAN for either quarantine or limit access reasons. To isolate means
neither of the parties can access each other. To elaborate an example for business use, you
may set up a wireless LAN for visitors only so they can connect to Internet without hassle of
the confidential information leakage. For a more flexible deployment, you may add filters of
MAC addresses to isolate users’ access from wired LAN.

Manage Wireless Stations - Station List will display all the station in your wireless network
and the status of their connection.

Below shows the menu items for Wireless LAN.

Wireless LAN
k General Setup
k Security
F Access Control
FWPS
F WDS

k Advanced Setting

k WMM Configuration
k AP Discovery

Pk Station List

F Web Portal
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4.12.2 General Setup

By clicking the General Settings, a new web page will appear so that you could configure the
SSID and the wireless channel. Please refer to the following figure for more information.

Wireless LAN => General Setup

General Setting { IEEE 802.11)

Enable Wireless LAN
Mode : Wived(11b+11g+11n) »

Index(1-15) in Schedule Setup: , , ,

Cnly schedule profiles that have the action "Force Down" are applied to the WLARN, all
other actions are ignored.

Enable Hide SSID S5ID Isolate Member Isolate WPN
1 O DrayTek O O
2 O
3 O
4+ O
Isohlaie Member:Wireless clients (stations) with the same SSID cannot access for each
other,

Isolate WPN:isolate wireless with remote dial-in and LaM to LAN ¥PH,

channel: |Channel 5, 2437 Hz -+ Long Preamble: []
Long Preamble: necessary for some old 802.11 b devices only(lower performance)

Packet-OYERDRIVETY
O Tx Burst

Note:
The same technology must also be supported in clients to boost WLAN performance.,

Rate Contral

Enable Upload Download
SSID 1 O kbps kbps
S51D 2 [ kbps kbps
SSID 3 O kbps kbps
S51D 4 [ kbps kbps

Note: range 100~50,000 kbps

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description
Enable Wireless LAN Check the box to enable wireless function.
Mode At present, the router can connect to 11n Only, 11g Only,

Mixed (11b+11g), Mixed (11a+11n), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply choose
Mix (11b+11g+11n) mode.
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Item Description

Mixed(11b-+11g+11n)

119 Only
11n Only
Mixedi11h+11g)

Mixed(11g+11n) i
Mixedi11a+11n

In which, 802.11b/g operates on 2.4G band, 802.11a operates
on 5G band, and 802.11n operates on either 2.4G or 5G band.

Index(1-15) Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always work.

Hide SSID Check it to prevent from wireless sniffing and make it harder
for unauthorized clients or STAs to join your wireless LAN.
Depending on the wireless utility, the user may only see the
information except SSID or just cannot see any thing about
Vigor wireless router while site surveying. The system allows
you to set four sets of SSID for different usage. In default, the
first set of SSID will be enabled. You can hide it for your
necessity.

SSID Means the identification of the wireless LAN. SSID can be any
text numbers or various special characters. The default SSID is
"DrayTek”. We suggest you to change it.

Isolate VPN — Check this box to make the wireless clients (stations)
with different VPN not accessing for each other.

Member —Check this box to make the wireless clients
(stations) with the same SSID not accessing for each other.

Channel Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Vigor3200 Series User's Guide 276 Drﬂy Tek



ltem

Description

Channel: | Channel &, 2437MHz

Channel 1, 2412MHz
Channel 2, 2417 MHz
Channel 3, 2422MHz
Channel 4, 2427 MHz
Channel 5, 2432MHz
Channel B, 2437 MHz
Channel 7, 2442MHz
Channel 8, 2447 MHz
Channel 8, 2452MHz
Channel 10, 2457 WHz
Channel 11, 2462MHz
Channel 12, 2467 MHz
Channel 13, 247 2MHz

Long Preamble

This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync field instead of long preamble with
128 bit sync field. However, some original 11b wireless
network devices only support long preamble. Check it to use
Long Preamble if needed to communicate with this kind of
devices.

Packet-OVERDRIVE

This feature can enhance the performance in data transmission
about 40%* more (by checking Tx Burst). It is active only
when both sides of Access Point and Station (in wireless
client) invoke this function at the same time. That is, the
wireless client must support this feature and invoke the
function, too.

Note: Vigor N61 wireless adapter supports this function.
Therefore, you can use and install it into your PC for matching
with Packet-OVERDRIVE (refer to the following picture of
Vigor N61 wireless utility window, choose Enable for
TxBURST on the tab of Option).

Yizor 61 802.11n Wireless USB Adapter Utility g]

Configwstion | Starvs [} 0phon” | About

(teneral Hetting Advance Zetting
Aot lavnch when Windows gtart up [] Disble Badio
[ Remember mini statns position Fragmentation Threshold : 2346
[Jnto hide mind status RT& Threshold : 2347
] Set mini status always on top Frequency 802.11b/gh - 24GH »
[JEnsble IP Setting and Proxy Setting in Profile Adhoe Channel: 1 v
[ Gxoup Roaming Adhoe Fower Save Mode: Disble

Tx Burst : Disable i

WLAN type to connect

(@) Infrastructure and ad-hoc network
O Infrastructure network only

(O isd-hoe network only

[] Antomatically connect to non-preferred networks

T Bowst
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Item Description
environment of the network.

Rate Control It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for data
upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

After finishing all the settings here, please click OK to save the configuration.
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4.12.3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

Default Pre-Shared Key (PSK) is provided and stated on the label pasted on the bottom of the
router. For the wireless client who wants to access into Internet through such router, please
input the default PSK value for connection.

By clicking the Security Settings, a new web page will appear so that you could configure the
settings of WEP and WPA.

DrayTek

Wireless LAN == Security Settings

Ssib 1 SSID 2 SSID 3 SSID 4

Mode: Disahle “

Set up RADIUS Server if 802.1x% is enabled.
WPA:
Encryption Mode: TEIP for WPASAES for WPAZ

Pre-Shared Key(PSK):

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0Ox", for example
"cfgs01a2..." or "Ox655abcd....".

WEP:
Encryption Maode: B4-Bit

Kay 1

Key 3 |mmm*

Key 4 |’"*"""""""""'*'*'”r

|
Key 2 | |
|
|

For 64 bit WEP key
Type 5 ASCII character or 10 Hexadecimal digits leading by "0x", for example "AB312" ar
"Ox4142333132".

For 128 bit WEP key
Type 13 ASCII character or 26 Hexadecimal digits leading by "Ox", for example
"0123456789abc" or "0x30313233343536373839414243",

[ 0K ] [ Cancel
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Available settings are explained as follows:

Iltem

Description

Mode

There are several modes provided for you to choose.

WWEPFBOZ 1% Only

WWPABOZ 1y Only

WWPAZBOZ2 1% Only

hlized WYPAHWPALSB0Z 1x anly)
WP APSK

[WWPALPSK

Pl ed WVPAFYPAZ PSR

Note: You should also set RADIUS Server simultaneously if
802.1x mode is selected.

Disable - Turn off the encryption mechanism.

WEP-Accepts only WEP clients and the encryption key should
be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA/802.1x Only- Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA2/802.1x Only- Accepts only WPA2 clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and
WPAZ2 clients simultaneously and the encryption key is
obtained dynamically from RADIUS server with 802.1X
protocol.

WPA/PSK-Accepts only WPA clients and the encryption key
should be entered in PSK.

WPA2/PSK-Accepts only WPA2 clients and the encryption
key should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2
clients simultaneously and the encryption key should be
entered in PSK.

WPA

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Either 8~63 ASCII characters, such as
012345678(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Type - Select from Mixed (WPA+WPA2) or WPA2 only.
Pre-Shared Key (PSK) - Either 8~63 ASCII characters, such
as 012345678..(or 64 Hexadecimal digits leading by 0x, such

Vigor3200 Series User's Guide

280 DrayTek



Item Description
as "0x321253abcde...").

WEP 64-Bit - For 64 bits WEP key, either 5 ASCII characters, such
as 12345 (or 10 hexadecimal digitals leading by 0x, such as
0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCII characters,
such as ABCDEFGHIJKLM (or 26 hexadecimal digits leading
by 0x, such as 0x4142434445464748494A4B4CAD).

Encryption Mode: B4-Bit
54-Git

All wireless devices must support the same WEP encryption bit
size and have the same key. Four keys can be entered here, but
only one key can be selected at a time. The keys can be entered
in ASCII or Hexadecimal. Check the key you wish to use.

After finishing all the settings here, please click OK to save the configuration.

4.12.4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients
by inserting their MAC addresses into a black list, or only let them be able to connect by
inserting their MAC addresses into a white list.

In the Access Control web page, users may configure the white/black list modes used by
each SSID and the MAC addresses applied to their lists.

Wireless LAN == Access Control

Access Control
Enable Mac &ddress Filter [1ssiD1 [ ssip 2
[ ssio 3 O ssio 4

MAC Address Filter
Index  Attribute MAC Address Apply S51ID

Client's MAC Address : : : :
spply 8510 [ ssip 1 O ssipz [ ssioz [ ssio4
attribute : [ s: Isolate the station from LAN
[ Add | [ Delete | [ Edit | [ Cancel |

[ ok | [ Clearan |

Available settings are explained as follows:
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ltem

Description

Enable Mac Address
Filter

Select to enable the MAC Address filter for wireless LAN
identified with SSID 1 to 4 respectively. All the clients
(expressed by MAC addresses) listed in the box can be
grouped under different wireless LAN. For example, they can
be grouped under SSID 1 and SSID 2 at the same time if you
check SSID 1 and SSID 2.

MAC Address Filter

Display all MAC addresses that are edited before.

Client’s MAC Address

Manually enter the MAC address of wireless client.

Apply SSID After entering the client’s MAC address, check the box of the
SSIDs desired to insert this MAC address into their access
control list.

Attribute s: Isolate the station from LAN - select to isolate the wireless
connection of the wireless client of the MAC address from
LAN.

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.

After finishing all the settings here, please click OK to save the configuration.

4.12.5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection
between wireless station and wireless access point (vigor router) with the encryption of

WPA and WPAZ.
Internet

Wireless

ll] Card Installed
-, ConnectionviaWpPs //
| APRouter | m=mmmmssmsssssms== Siation |
- ! A S

Set SSID and

Encryption (WPA/WPAZ2)

PIN Code

\ Note: Such function is available for the wireless station with WPS supported.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.
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There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.

®  On the side of Vigor 3200 series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side
of a station with network card installed, press Start PBC button of network card.

AP Router
WLAN Card

@.\W((@

WEB Interface Button on AP Router

® |f you want to use PIN code, you have to know the PIN code specified in wireless client.
Then provide the PIN code of the wireless client you wish to connect to the vigor router.

PIN Code

AP Router

WLAN Card

R\ N (1

PIN Code of Station

WEB Interface

s

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode in
Wireless LAN>>Security, you will see the following message box.

Microzoft Internet Explorer

L E WEE only supports in WEA/WPAZ-FEE Mode.
L

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or WPA2-PSK
mode and access WPS again.

Below shows Wireless LAN>>WPS web page.

Drﬂy Tek 283 Vigor3200 Series User’s Guide



Wireless LAN == WPS (Wi-Fi Protected Setup)

[¥IEnable wPs

Wi-Fi Protected Setup Information

WPS Status
SSID
Authentication Mode

Device Configure

Configure via Push Button

Configure via Client PinCode

Configured
DrayTek
Disable

Note: WPS can help your wireless client automatically connect to the Access point.

: WPS is Disabled.
: WPS is Enabled.

: Waiting for WPS requests from wireless clients.

Available settings are explained as follows:

Item Description

Enable WPS Check this box to enable WPS setting.

WPS Status Display related system information for WPS. If the wireless
security (encryption) function of the router is properly
configured, you can see ‘Configured’ message here.

SSID Display the SSID1 of the router. WPS is supported by SSID1

only.

Authentication Mode

Display current authentication mode of the router. Only
WPA2/PSK and WPA/PSK support WPS.

Configure via Push
Button

Click Start PBC to invoke Push-Button style WPS setup
procedure. The router will wait for WPS requests from
wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return to
normal condition after two minutes. (You need to setup WPS
within two minutes)

Configure via Client
PinCode

Please input the PIN code specified in wireless client you wish
to connect, and click Start PIN button. The WPS LED on the
router will blink fast when WPS is in progress. It will return to
normal condition after two minutes. (You need to setup WPS
within two minutes)
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4.12.6 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points
(AP) wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANSs through the air.
®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

LAN3

&L
&

LAN1 LAN2

The application for the WDS-Repeater mode is depicted as below:

Host with Host with Host with
bridge Interface 1 repeater Interface bridge Interface 2
1' - - 'r
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The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.

Host with Host with ) Host with
bridge Interface 1 bridge Interface 2 bridge Interface 3

Click WDS from Wireless LAN menu. The following page will be shown.
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Wireless LAN == WDS Settings

WDS Settings

Mode:

Security:

® Disable O WEP

WEP:

Use the same WEP key set in Security Settings.

Preshared Key:
Type:
DrayTek WPA

key

O Pre-shared Key

| Setto Factory Default |

Bridge
Enable Peer MAC Address

O
O
O
O

Note: Disable unused links to get better
perfarmance.,

Repeater
Enable Peer MAC Addess
WRAZ

Type 8~63 ASCII characters or 64 hexadecimal
digits leading by "0x", for example "cfgs01a2..." or

"Ox655abed... ",

Access Point Function:
& Enable O Disable

Status:

[Jsend "Hella" message ta peers.

Note: The status is valid only when the peer also
supports this function.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item

Description

Mode

Choose the mode for WDS setting. Disable mode will not
invoke any WDS setting. Bridge mode is designed to fulfill the
first type of application. Repeater mode is for the second one.

Disabhle »

Fepeater

Security

There are three types for security, Disable, WEP and
Pre-shared key. The setting you choose here will make the
following WEP or Pre-shared key field valid or not. Choose
one of the types for the router.

WEP

Check this box to use the same key set in Security Settings
page. If you did not set any key in Security Settings page, this
check box will be dimmed.

Pre-shared Key

Type — There are some types for you to choose. WPA and
WPAZ2 are used for WDS devices (e.9.2920n wireless router,
you can set the encryption mode as WPA or WPA2 to establish
your WDS system between AP and the router.
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ltem

Description

Key - Type 8 ~ 63 ASCII characters or 64 hexadecimal digits
leading by “0x”.

Bridge

If you choose Bridge as the connecting mode, please type in
the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Yet please disable the unused link to get better performance. If
you want to invoke the peer MAC address, remember to check
Enable box in the front of the MAC address after typing.

Repeater

If you choose Repeater as the connecting mode, please type in
the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Similarly, if you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Access Point Function

Click Enable to make this router serving as an access point;
click Disable to cancel this function.

Status

It allows user to send “hello” message to peers. Yet, it is valid
only when the peer also supports this function.

After finishing all the settings here, please click OK to save the configuration.

4.12.7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

Wireless LAN => Advanced Setting

HT Physical Mode
Operation Mode
Channel Bandwidth
Guard Interval

Aggregation MSDU(A-MSDL)

® Mixed Mode O Green Field
O 20 ® z20/40

O long @ aute

 Disable @ Enable

Available settings are explained as follows:

ltem

Description

Operation Mode

Mixed Mode - the router can transmit data with the ways
supported in both 802.11a/b/g and 802.11n standards.
However, the entire wireless transmission will be slowed down
if 802.11g or 802.11b wireless client is connected.

Green Field - to get the highest throughput, please choose
such mode. Such mode can make the data transmission
happening between 11n systems only. In addition, it does not
have protection mechanism to avoid the conflict with
neighboring devices of 802.11a/b/g.

Channel Bandwidth

20- the router will use 20Mhz for data transmission and
receiving between the AP and the stations.
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ltem

Description

20/40 — the router will use 20Mhz or 40Mhz for data
transmission and receiving according to the station capability.
Such channel can increase the performance for data transit.

Guard Interval

It is to assure the safety of propagation delays and reflections
for the sensitive digital data. If you choose auto as guard
interval, the AP router will choose short guard interval
(increasing the wireless performance) or long guard interval
for data transmit based on the station capability.

Aggregation MSDU

Aggregation MSDU can combine frames with different
sizes. It is used for improving MAC layer’s performance for
some brand’s clients. The default setting is Enable.

After finishing all the settings here, please click OK to save the configuration.

4.12.8 WMM Configuration

WMM is an abbreviation of Wi-Fi Multimedia. It defines the priority levels for four access
categories derived from 802.1d (prioritization tabs). The categories are designed with specific
types of traffic, voice, video, best effort and low priority data. There are four accessing
categories - AC_BE , AC_BK, AC VIl and AC_VO for WMM.

APSD (automatic power-save delivery) is an enhancement over the power-save mechanisms
supported by Wi-Fi networks. It allows devices to take more time in sleeping state and
consume less power to improve the performance by minimizing transmission latency.

Wireless LAN == WMM Configuration

WM Configuration
WMM Capable
APSD Capable

WMM Parameters of Access Point

| Setto Factory Default |

® Enable O Disable
(O Enable & Disable

Aifsn CWMin CWMax Txop ACM AckPolicy
AC_BE 3 4 G 0 i i
AC_BK 7 4 10 0 1 O
AC_VI 1 3 4 94 i |
AC_VO 1 2 3 47 O |
WMM Parameters of Station
Aifsn CWMin CWMax Txop ACM
AC_BE 3 4 10 0 O
AC_BK 7 4 10 0 O
AC_VI 2 3 4 94 L
AC_VO 2 2 3 47 O
Available settings are explained as follows:
Item Description
WMM Capable To apply WMM parameters for wireless data transmission,

please click the Enable radio button.
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Item Description
APSD Capable The default setting is Disable.
Aifsn It controls how long the client waits for each data transmission.

Please specify the value ranging from 1 to 15. Such parameter
will influence the time delay for WMM accessing categories.
For the service of voice or video image, please set small value
for AC_VI and AC_VO categories For the service of e-mail or
web browsing, please set large value for AC_BE and AC_BK
categories.

CWMin/CWMax

CWMin means contention Window-Min and CWMax means
contention Window-Max. Please specify the value ranging
from 1 to 15. Be aware that CWMax value must be greater
than CWMin or equals to CWMin value. Both values will
influence the time delay for WMM accessing categories. The
difference between AC_VI and AC_VO categories must be
smaller; however, the difference between AC_BE and AC_BK
categories must be greater.

Txop

It means transmission opportunity. For WMM categories of
AC_VIand AC_VO that need higher priorities in data
transmission, please set greater value for them to get highest
transmission opportunity. Specify the value ranging from 0 to
65535.

ACM

It is an abbreviation of Admission control Mandatory. It can
restrict stations from using specific category class if it is
checked.

Note: Vigor2920 provides standard WMM configuration in the
web page. If you want to modify the parameters, please refer to
the Wi-Fi WMM standard specification.

AckPolicy

“Uncheck” (default value) the box means the AP router will
answer the response request while transmitting WMM packets
through wireless connection. It can assure that the peer must
receive the WMM packets.

“Check” the box means the AP router will not answer any
response request for the transmitting packets. It will have
better performance with lower reliability.

After finishing all the settings here, please click OK to save the configuration.
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4.12.9 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood.
Based on the scanning result, users will know which channel is clean for usage. Also, it can be
used to facilitate finding an AP for a WDS link. Notice that during the scanning process (about
5 seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP
which is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN == Access Point Discovery

Access Point List

BSSID Channel SSID

Scan

Nete: During the scanning process {~5 seconds), no station is allowed to connect
with the router.

See Statistics,

Add to WDS Settings :

AP's MAC address

Otridge  Orapester

Available settings are explained as follows:

Item Description

Scan It is used to discover all the connected AP. The results will be
shown on the box above this button.

Statistics It displays the statistics for the channels used by APs.
Wireless LAN == Site Survey Statistics

Recommended channels for usage:
12345678910111213

AP number v.s. Channel

1 2|3 4|5 6|7 8|9 101112 |13 |14

Channel

Cancel

Add to If you want the found AP applying the WDS settings, please
type in the AP’s MAC address on the bottom of the page and
click Bridge or Repeater. Next, click Add to. Later, the MAC
address of the AP will be added to Bridge or Repeater field of
WDS settings page.
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4.12.10 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN => Station List

Station List
Status MAC Address Associated with

Status Codes :

» Cannected, Mo encryption.

. Connected, WEP.

. Connected, WPA,

: Connected, WPRAZ,

: Blocked by Access Control,

» Connecting.

: Fail to pass WPA/PSK authentication,

MEZ@WE=ETMmS

Note: After a station connects to the router successfully, it may be
turned off without notice. In that case, it will still be on the list until the
cannection expires.

Add to Access Control :
Client's MaC addrass
Add

Available settings are explained as follows:

Item Description

Refresh Click this button to refresh the status of station list.

Add Click this button to add current typed MAC address into
Access Control.
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4.12.11 Web Portal

This page allows you to specify an URL for accessing into or display a message when a
wireless user connects to Internet through this router. No matter what purpose of the wireless
client is, he/she will be forced into the URL configured here while trying to access into the
Internet or the desired web page through this router. That is, a company which wants to have
an advertisement for its products to the users, can specify the URL in this page to reach its
goal.

Wireless LAN == Web Portal

Web Paortal
SSID 1 SSID 2 SSID 3 SSID 4

Specify an URL or short message that you want to show after user connected to your wireless,

() Disable
() Redirect to URL:

http: MAweeee draytek. com

User's first HTTP request will be redirected to the URL above.
Ex:httpe Afwww draytek.comfonline htm or
https: /fwww . YourBank.com/

) Show the message:

The message above will be shown in wireless user's browser for 5 seconds
and then redirect to the original web site specified. {126 characters at most)
Ex:Welcome to Vigorous Wirelesse e

or Bz Welcameae e~~~ < /B

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description
Disable Click this button to close this function.
Redirect to URL Any user who wants to access into Internet through this

router will be redirected to the URL specified here first. It is
a useful method for the purpose of advertisement. For
example, force the wireless user(s) in hotel to access into the
web page that the hotel wants the user(s) to visit.

Show the message Type words or sentences here. The message will be displayed
on the screen for several seconds when the wireless users
access into the web page through the router.

After finishing all the settings here, please click OK to save the configuration.
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4.13 SSL VPN

An SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be
used with a standard Web browser.

There are two benefits that SSL VPN provides:

» Itis not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

»  There are less restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.

S55L VPN
F General Setup
F SSL Web Proxy
Pk SSL Application

F User Account
F User Group
F Online User Status

4.13.1 General Setup
This page determines the general configuration for SSL VPN Server and SSL Tunnel.

SSL VPN >> General Setup

SSL VPN General Setup

Port (Default: 4433
Server Certificate self-signed v

Encryption Key Algerithm
O High - AES(128 hits) and 3DES
® Default - RC4(128 hits)
O Low - DES

Note: The settings will act on all S5L applications.

[ 8174 ] ’ Cancel

Available settings are explained as follows:

Item Description

Port Such port is set for SSL VPN server. It will not affect the
HTTPS Port configuration set in System
Maintenance>>Management. In general, the default setting is
443.

Server Certificate When the client does not set any certificate, default certificate
will be used for HTTPS and SSL VPN server. Choose any one
of the user-defined certificates from the drop down list if users
set several certificates previously. Otherwise, choose
Self-signed to use the router’s built-in default certificate. The
default certificate can be used in SSL VPN server and HTTPS

Web Proxy.
Encryption Key Choose the encryption level for the data connection in SSL
Algorithm VPN server.

Vigor3200 Series User’s Guide 294 Dray Tek



After finishing all the settings here, please click OK to save the configuration.

4.13.2 SSL Web Proxy
SSL Web Proxy will allow the remote users to access the internal web sites over SSL.

SSL VPN == SSL Web Proxy

SSL Web Proxy Servers Profiles: | Setto Factory Default |
Index Name URL Active

S i
s s = = = = s = = =

Available settings are explained as follows:

Item Description

Name Display the name of the profile that you create.

URL Display the URL.

Active Display current status (active or inactive) of such profile.

Click number link under Index filed to set detailed configuration.

SSL VPN == SSL Web Proxy

Profile Index : 1
Mame

URL

Host IP address

access Method

Secured Port Redirection

sal he/directory.

Note: URL format must be http:lip:port/dirg

[ [8]28 ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
Name Type name of the profile.
URL Type the address (function variation or IP address) or path of

the proxy server.

Host IP Address If you type function variation as URL, you have to type
corresponding IP address in this filed. Such field must match
with URL setting.

Access Method There are three modes for you to choose

Drﬂy TEk 295 Vigor3200 Series User’s Guide



Disable — the profile will be inactive. If you choose Disable,
all the web proxy profile appeared under VPN remote dial-in
web page will disappear.

Secured Port Redirection — such technique applies private
port mapping to random WAN port. There are two
restrictions for proxy web server for such selection: 1) it is
only used for WAN to LAN access, the web server must be
configured behind vigor router; 2) web server gateway must
be indicated to vigor router. In addition, users must execute
“Connect” manually in SSL Client Portal page.

SSL - if you choose such selection, web proxy over SSL will
be applied for VPN.

After finishing all the settings here, please click OK to save the configuration.
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4.13.3 SSL Application

It provides a secure and flexible solution for network resources, including VNC (Virtual
Network Computer) /RDP (Remote Desktop Protocol) /SAMBA, to any remote user with
access to Internet and a web browser.

SSL VPN == SSL Application

SSL Applications Profiles: | Setto Factory Default |
Index Name Host Address Service Active
1. ]

2. M
3. ]
4, b
3. H
6. H
1. M
8. ]
9. M
10. ]

Each item is explained as follows:

Item Description

Name Display the application name of the profile that you create.

Host Address Display the IP address for VNC/RDP or SAMBA path.

Service Display the type of the service selected, e.g.,
VNC/RDP/SAMBA.

Active Dislgllay current status (active or inactive) of the selected
profile.

Click number link under Index filed to make detailed configuration.

SSL VPN == SSL Application

Profile Index : 1
Enable Application Service
Application Mame

Application —--Please Select-- A

[ Ok ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Application Check this box to enable this application.

Service

Application Name Type the profile name for the application.

Application Use the drop down list to choose an application applied to
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this profile.

—--Please Select--- A

irtual Nenrk Computing (WHC)
Remote Desktop Protocol (ROF)
=amba Application

Different application type will lead different web pages.
Refer to the following:

®  Virtual Network Computing — Choose this item for accessing and controlling a remote
PC through VNC protocol.

SSL WPN >> SSL Application

Profile Index : 1

[ Enable application Service

Application Name

Application Wirtual Metwork Computing (WNC) | »
IP Address
Port 5900
Scaling 100% +
[ Ok ] [ Clear ] [ Cancel ]

IP Address - Type the IP address for this protocol.
Port - Specify the port used for this protocol. The default setting is 5900.
Scaling - Chose the percentage (100%, 80%, 60) for such application.

® Remote Desktop Protocol - Choose this item for accessing and controlling a remote PC
through RDP protocol.

SSL WPN == SSL Application

Profile Index : 1
[ Enable application Service

Application Mame

Application Rerote Desktop Protocol (RDP)
IP address
Port 3389

Screen Size 1024%768 +

ik :
B40%180 |

Cancel

IP Address - Type the IP address for this protocol.
Port - Specify the port used for this protocol.
Screen Size - Chose the screen size for such application.
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® Samba Application - Any remote user can upload/download/delete certain files on a
local samba server through web browser with this application

SSL WPN == SSL Application

Profile Index : 1

[ Enable spplication Service

Application Mame

Application Samba Application hd
Samba Path

Note: Samba Path format must be entered as “\ph\directory or “\\Computer Namesdirectaory,

[ 0K ] [ Clear ] [ Cancel ]

Samba Path - Specify the path for this application.

4.13.4 User Account

For SSL VPN, identity authentication and power management are implemented through
deploying user accounts. Therefore, the user account for SSL VPN must be set together with
remote dial-in user web page. Such menu item is similar to VPN and Remote
Access>>Remote Dial-in user.

S5L VPN == Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
View: @Al OOnline O Offline
Index User Active Status Index User Active Status

il 77 [ --- 7. 77 1 ---

2 77 O -m- 18. 77 O -

3. 77 ¥ -- 13. 77 O -

4. 777 O 20. 777 0

5, 277 F === 21. 777 il ===

6. 277 F - 22. 777 | -

1. 77 [ --- 23, 77 ol ---

8. 77 O --- 24, 7T (| ---

9 77 [ --- 25. 77 1 ---

10. 777 O 26, 777 O

11. 777 il 27. 777 O

12. 777 O 28. 777 0

13. 277 F === 29, 777 il ===

14. 277 F - 30. 777 | -

15. 77 [ --- . 77 ol ---

16. 77 O --- 32. 7T (| ---
<132 | 3364 Next

[ Ok ] [ Cancel ]

You can find out the link of Set SSL Web Proxy on the profile setting page. If you haven’t set
any SSL Web Proxy Profile in SSL VPN>> SSL Web Proxy web page, there is no check box
but a link appeared below.
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Methios Maming Packet &
SSL VPN

Pass O Block

Callback Function

Set SSL Web Proxy

[T check to enable Callback function

[T Specify the callback number

Callback MNumber |

¥ Check to enable Callback Budget Control
Callback Budget ISD minutels)

0K I Clear I Cancel I

However, if you have set several SSL Web Proxy Profiles in SSL VPN>> SSL Web Proxy

| Setto Factory Default |

web page:
SSL Web Proxy Servers Profiles:
Index Name
1. gforge
2. web
3. portal
4, webadmin
5. portalmanager
6. huagai
I
8.
9.
10.

URL Active

http: //swm.draytek.com

http: Afwww . draytek.com.cn

http: Afwww vigorpro.com

http: //fwww draytek.com.cn/admin
http: /fwww vigorpro.com/manager
http: Afwww huagai.com.cn

W

L= -

x

The SSL Web Proxy profile names will be displayed (together with check box) as shown

below.

SSL VPN

Methios Maming Packet & pass O plock

[T ssL weh Proxy
I™ gfarge (S5L)
™ web (S50
I™ portal (55L)
™ webadmin (S5L)

I huagai (S5L)

I™ portalmanager (S5L)
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4.13.5 User Group

There are 10 user group profiles which can be created for authentication by LDAP server.
Such profiles will be used by applications such as User Management, VPN and etc.

SSL VPN == User Group

SSL User Group Profiles: | Setto Factory Default |
Index Name Status
1. %
2. %
3. X
4. X
5. X
6. X
2 .
a. %
9. X
10 X

Each item is explained as follows:

Item Description

Index Display the number of the client which connecting to FTP
server.

Name Display the name of the group profile.

Click any index number link to open the following page for detailed configuration.

S5L VPN == User Group

Index No. 1
[ Enable

Group Name

Access Authority

[ ssL web Proxy [ ssL Application

Authentication Methods

[ Local User DataBase

Available User Accounts Selected User Accounts

]

[] rRaDIUS
[ LoaP / Actice Directary

OK ] [ Clear ] [ Cancel
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Available settings are explained as follows:

Item Description

Enable Check this box to enable such profile.
Group Name Type a name for such profile.

Access Authority Specify the authority for such profile.

Authentication Methods | It can determine the authentication method used for such
profile.

Local User DataBase — The system will do the
authentication by using the user defined account profiles (in
VPN and Remote Access>>Remote Dial-In User). The
enabled profiles will be listed in the Available User Account
on the left box. To add a profile into a group, simply choose
the one from the left box and click the >> button. It will be
displayed in the Selected User Account on the right box. For
detailed information about configuring the profile setting,
refer to Objects Setting>>1P Group.

RADIUS - The RADIUS server will do the authentication by
using the username and password

LDAP / Active Directory - If it is checked, the LDAP / AD
server will do the authentication by using the username,
password, information stated on the selected profiles.

If the above three options are enabled, the system will do the
authentication based on them in sequence.

After finishing all the settings here, please click OK to save the configuration.

4.13.6 Online User Status

If you have finished the configuration of SSL Web Proxy (server), users can find out
corresponding settings when they access into Draytek SSL VPN portal interface.

Frowide SSLWFN =
Home SSLWeb Praxy SSLTunnel [ logout ]
INFO :
Main Page:

& .
& ?1';,(23 i? 1.42) wou have successfully logged inl

Welclumnle 1':0 DrayTek You are given the following privileges:

SELWPM! O

SSL Web Proxy
= SS| Tunnel

Timeout after 5 minutes.
[Reset]

Copyright @ 2006, DrayTek Corp. All Rights Rezerved,
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Next, users can open SSL VPN>> Online Status to view logging status of SSL VVPN.

SSL VPN => Online Status

Refresh Seconds : IlD 'I refresh |

Active User Host IP Time out(seconds) Action
cassar 172.17.1.42 292 _Drop |
Each item is explained as follows:
Item Description
Active User Display current user who visit SSL VPN server.
Host IP Display the IP address for the host.
Time out Display the time remaining for logging out.
Action You can click Drop to drop certain login user from the
router's SSL Portal Ul.
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4.14 USB Application

USB diskette connected on Vigor router can be regarded as a server. By way of Vigor router,
clients on LAN/WAN can access, write and read data stored in USB diskette with different
applications. After setting the configuration in USB Application, you can type the IP address
of the Vigor router and username/password created in USB Application>>USB User
Management on the client software. Then, the client can use the FTP site (USB diskette) or
share the Samba service through Vigor router.

USB Application
k USB General Settings
k USB User Management

* File Explorer
k USB Disk Status

k Syslog Explorer

4.14.1 USB General Settings

This page will determine the number of concurrent FTP connection, default charset for FTP
server and enable Samba service. At present, the Vigor router can support USB diskette with
formats of FAT16 and FAT32 only. Therefore, before connecting the USB diskette into the
Vigor router, please make sure the memory format for the USB diskette is FAT16 or FAT32.
It is recommended for you to use FAT32 for viewing the filename completely (FAT16 cannot
support long filename).

USE Application == USB General Settings

USE General Settings

General Settings

Simultaneous FTP Connections {Maximum 6)

Default Charset | English v

Samba Service Settings(Network Neighborhood)
O Enable @ Disable
Access Mode

LAN Only LAMN And WAN
NetBios Name Service

Workgroup Mame | |

Host Name | |

MNote: 1. If Charset is set to "English", only English long file name is supported.
2. Multi-session ftp download will be banned by Router FTP server. If your ftp client have multi-
connection mechanism, such as FileZilla, you may limit client connections setting to 1 to get
better performance.
3. A workgroup name must not be the same as the host name. The workgroup name and the host
name can have as many as 15 characters and a host name can have as many as 23 characters ,

but both cannot contain any of the following: . ; - "< =%+ =/ 7.
Available settings are explained as follows:
Item Description
General Settings Simultaneous FTP Connections - This field is used to

specify the quantity of the FTP sessions. The router allows up
to 6 FTP sessions connecting to USB storage disk at one time.

Default Charset - At present, Vigor router supports several
types of character sets.
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Item Description

5 (Maximum &)
English b

: English
Chinese{Simple)
Chinese(Traditional)
German

Samba Service Settings | Click Enable to invoke samba service via the router.

Access Mode LAN Only — Users coming from internet cannot connect to
the samba server of the router.

LAN And WAN - Both LAN and WAN users can
access samba server of the router.

NetBios Name Service For the NetBios service of USB storage disk, you have to
specify a workgroup name and a host name. A workgroup
name must not be the same as the host name. The workgroup
name can have as many as 15 characters and the host name
can have as many as 23 characters. Both them cannot contain
any of the following---; : " <>*+=\| 2.

Workgroup Name — Type a name for the workgroup.
Host Name — Type the host name for the router.

After finishing all the settings here, please click OK to save the configuration.

4.14.2 USB User Management

This page allows you to set profiles for FTP/Samba users. Any user who wants to access into
the USB diskette must type the same username and password configured in this page. Before
adding or modifying settings in this page, please insert a USB diskette first. Otherwise, an
error message will appear to warn you.

USB Application >= USB User Management

USB User Management | Setto Factory Default |

Index Username Home Folder Index Username Home Folder

NP e
FRERRER®

Each item is explained as follows:

Item Description

Index Display the number link of the profile.

Username Display the name that FTP/Samba users will use for accessing
into FTP/Samba server.
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Home Folder Display the home folder of this entry.

Click index number to access into configuration page.

USB Application >> USB User Management

Profile Index: 1
FTP/Samba User (O Enable & Disable
Username
Password (Maximum 11 Characters)

Confirm Password

Home Folder =
Access Rule
File [Oread [Owrite [Ooelete
Directary [CList Ocreate [Jremaove
Note: The folder name can only contain the following characters: A-Z a-z0-9 ¢ % '-_@ ~ "~ ! {3/
and space.
[ Ok ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item Description

FTP/Samba User Enable - Click this button to activate this profile (account) for
FTP service or Samba User service. Later, the user can use the
username specified in this page to login into FTP server.

Disable — Click this button to disable such profile.

Username Type the username for FTP/Samba users for accessing into
FTP server (USB storage disk). Be aware that users cannot
access into USB storage disk in anonymity. Later, you can
open FTP client software and type the username specified here
for accessing into USB storage disk.

Note: “Admin” could not be typed here as username, for
the word is specified for accessing into web pages of
Vigor router only. Also, it is reserved for FTP firmware
upgrade usage.

Note: FTP Passive mode is not supported by Vigor
Router.

Please disable the mode on the FTP client.

Password Type the password for FTP/Samba users for accessing FTP
server. Later, you can open FTP client software and type the
password specified here for accessing into USB storage disk.

Confirm Password Type the password again to make confirmation.

Home Folder It determines the folder for the client to access into.

The user can enter a directory name in this field. Then, after
clicking OK, the router will create the specific/new folder in
the USB storage disk. In addition, if the user types “/” here,
he/she can access into all of the disk folders and files in USB
storage disk.

Note: When write protect status for the USB storage disk is

Vigor3200 Series User’s Guide 306 Drﬂy Tek



Item Description

ON, you cannot type any new folder name in this field. Only
“/” can be used in such case.

You can click = to open the following dialog to add any
new folder which can be specified as the Home Folder.

3 hitp//192.168.1.5Mociftpuserfolder him - Microsoft Internet Explorer (A=

USB User Management

Choose Folder

Falder Mame

Create New Home Folder

Folder Name:

test

Create

Note: The folder name can only contain the following characters: A-Z a2 0-9f % '- _@ ~ " | { ) and
space. Only 11 characters are allowed,

Access Rule It determines the authority for such profile. Any user, who
uses such profile for accessing into USB storage disk, must
follow the rule specified here.

File — Check the items (Read, Write and Delete) for such
profile.

Directory —Check the items (List, Create and Remove) for
such profile.

Before you click OK, you have to insert a USB diskette into the USB interface of the Vigor
router. Otherwise, you cannot save the configuration.
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4.14.3 File Explorer

File Explorer offers an easy way for users to review and manage the content of USB diskette
connected on Vigor router.

USB Application == File Explorer

File Explorer

+4 4+ =2 Current Path: /

‘ | MNarme Size Delete Rename

4, Upload File

Select a file:

| | Browvse. |
Upload

Mote: The folder can not be deleted when it is not ernpty.

Available settings are explained as follows:

Item Description
4 Click this icon to refresh files list.
Refresh
Click this icon to return to the upper directory.
* Back PP y
- Click this icon to add a new folder.
Create
Current Path Display current folder.
Upload Click this button to upload the selected file to the USB storage
disk. The uploaded file in the USB storage disk can be shared
for other user through FTP.

4.14.4 USB Disk Status

This page is to monitor the status for the users who accessing into FTP or Samba server (USB
diskette) via the Vigor router. If you want to remove the diskette from USB port in router,
please click Disconnect USB Disk first. And then, remove the USB diskette later.

USB Application => USB Disk Status

USB Mass Storage Device Status

Connection Status: No Disk Connected
Disk Capacity: 0 MB
Free Capacity: 0 MBE  Refiesh

USB Disk Users Connected | Refresh |

Index Service 1P Address(Port) Username

Mote: If the write protect switch of USB disk is turned on, the USE disk is in READ-ONLY mode. No data
can be written to it.
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Each item is explained as follows:

Item Description

Connection Status If there is no USB storage disk connected to Vigor router, “No
Disk Connected” will be shown here.

Disk Capacity Display the total capacity of the USB storage disk.

Free Capacity Display the free space of the USB storage disk. Click Refresh
at any time to get new status for free capacity.

Index Display the number of the client which connecting to FTP
server.

IP Address Display the IP address of the user’s host which connecting to

the FTP server.

Username Display the username that user uses to login to the FTP server.

When you insert USB diskette into the Vigor router, the system will start to find out such
device within several seconds.

4.14.5 Syslog Explorer
Such page provides real-time syslog and displays the information on the screen.

USB Application == Syslog Explorer
Web Syslog UISE Syslog

[0 Enable Web Syslog | Refresh | Clear |
Syslog Type [User | Display Maode | Stop record when fulls v

Time Message

For Web Syslog
Available parameters are explained as follows:

Item Description

Enable Web Syslog Check this box to enable the function of Web Syslog.

Syslog Type Use the drop down list to specify a type of Syslog to be
displayed.

Display Mode There are two modes for you to choose.

Dray Tek 309 Vigor3200 Series User’'s Guide



Item Description

Stop record when fulls e

Stop record when fulls — when the capacity of syslog is full,
the system will stop recording.

Always record the new event — only the newest events will be
recorded by the system.

Time Display the time of the event occurred.

Message Display the information for each event.

For USB Syslog
This page displays the syslog recorded on the USB storage disk.

USB Application == Sysloqg Explorer

Web Syslog USB Syslog

Folder: n/a File: nfa Page: n/a Log Type: nfa

Time Log Type Message

Each item is explained as follows:

Item Description

Time Display the time of the event occurred.
Log Type Display the type of the record.
Message Display the information for each event.
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4.15 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog, Time setup, Reboot System,

Firmware Upgrade.
Below shows the menu items for System Maintenance.

System Maintenance

4.15.1 System Status

Pk System Status
F TR-069

* Administrator Password

k User Password

Pk Login Customization

* Configuration Backup
F Syslog ! Mail Alert

Pk Time and Date
F Management
F Reboot System
* Firmware Upgrade
Pk Activation

The System Status provides basic network settings of Vigor router. It includes LAN and
WAN interface information. Also, you could get the current running firmware version or
firmware related information from this presentation.

System Status

Model Name
Firmware Version
Build Date/Time

LANT

LANZ2

LAN3

LAMNS

OMZ PORT

IP Routed Subnet

MAC Address

00-50-7F-00-00-00

Link Status

WANL
WANZ
WAN3Z
WANS
WANS

Disconnected
Disconnected
Disconnected
Disconnected
Disconnected

00-50-7F-00-00-03
00-50-7F-00-00-04
00-50-7F-00-00-05

User Mode is OFF now.

Each item is explained as follows:

: Vigor3200n
13302
tJun 25 2012 15:58:33
LAN
MAC Address IP Address Subnet Mask
00-50-7F-00-00-00 192.168.1.5 255.,255.255.0
00-50-7F-00-00-00 192.168.2.1 255.255.255.0
00-50-7F-00-00-00 192.168.3.1 255.255.255.0
00-50-7F-00-00-00 192.168.4.1 255.255.255.0
00-50-7F-00-00-00 192.168.5.1 255.255.255.0
00-50-7F-00-00-00 192,168.0.1 255.255.255.0
Wireless LAN
Frequency Domain Firmware Version
Europe 2.3.2.0
WAN
MAC Address Connection  IP Address
00-50-7F-00-00-01 --- ---
00-50-7F-00-00-02 Static IP 172.16.3.103

DHCP Server DMNS
Yes 8.8.8.8
Yes 8.8.8.8
Yes 8.8.8.8
Yes 8.8.8.8
Yes B8.8.8.8
Yes 8.8.8.8

SSID

DrayTek

Default Gateway

172.16.3.1

ltem

Description

Model Name

Display the model name of the router.

Firmware Version

Display the firmware version of the router.
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Item Description

Build Date/Time Display the date and time of the current firmware build.
LAN MAC Address

- Display the MAC address of the LAN Interface.

IP Address

- Display the IP address of the LAN interface.

Subnet Mask

- Display the subnet mask address of the LAN interface.
DHCP Server

- Display the current status of DHCP server of the LAN
interface

DNS
- Display the assigned IP address of the primary DNS.

Wireless LAN MAC Address
- Display the MAC address of the wireless LAN.
Frequency Domain

- It can be Europe (13 usable channels), USA (11 usable
channels) etc. The available channels supported by the wireless
products in different countries are various.

Firmware Version

- It indicates information about equipped WLAN miniPCi card.
This also helps to provide availability of some features that are
bound with some WLAN miniPCi.

SSID - Display the SSID of the router.

WAN Link Status

- Display current connection status.

MAC Address

- Display the MAC address of the WAN Interface.
Connection

- Display the connection type.

IP Address

- Display the IP address of the WAN interface.

Default Gateway

- Display the assigned IP address of the default gateway.

VolIP Profile

- Display the VolIP profile for the phone port.

In/Out

- Display the number of incoming /outgoing phone call.
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4.15.2 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

System Maintenance >> TR069 Setting

ACS and CPE Settings

ACS Server On Internet
ACS Server
URL
Lsername
Password
CPE Client
O Enable @ Disable
URL
Port
Username
Password
Periodic Inform Settings
O Disable
@ Enable
Interval Time 900 second(s)
STUN Settings
(*) Disable
) Enable
Server IP
Server Port
Minirmum Keep Alive Period second{s)
Maximum Keep Alive Period second{s)}
Available parameters are explained as follows:
Item Description
ACS Server On Choose the interface for the router connecting to ACS server.
ACS Server URL/Username/Password — Such data must be typed
according to the ACS (Auto Configuration Server) you want to
link. Please refer to Auto Configuration Server user’s manual
for detailed information.
CPE Client Such information is useful for Auto Configuration Server.

Enable/Disable — Allow/Deny the CPE Client to connect with
Auto Configuration Server.

Port — Sometimes, port conflict might be occurred. To solve
such problem, you might change port number for CPE.

Periodic Inform Settings

The default setting is Enable. Please set interval time or
schedule time for the router to send notification to CPE. Or
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Item Description
click Disable to close the mechanism of notification.

STUN Settings The default is Disable. If you click Enable, please type the
relational settings listed below:

Server IP — Type the IP address of the STUN server.
Server Port — Type the port number of the STUN server.

Minimum Keep Alive Period — If STUN is enabled, the CPE
must send binding request to the server for the purpose of
maintaining the binding in the Gateway. Please type a number
as the minimum period. The default setting is “60 seconds”.

Maximum Keep Alive Period — If STUN is enabled, the CPE
must send binding request to the server for the purpose of
maintaining the binding in the Gateway. Please type a number
as the maximum period. A value of “-1” indicates that no
maximum period is specified.

After finishing all the settings here, please click OK to save the configuration.

4.15.3 Administrator Password

This page allows you to set new password.

System Maintenance == Administrator Password Setup

Administrator Password
0Old Password
MNew Password

Confirm Password

Mote:Password can contain only a-z A-Z 0-2, ; : "= =*+=\[?2@ =~ ! (]
Available parameters are explained as follows:
Item Description
Old Password Type in the old password. The factory default setting for
password is “admin’.
New Password Type in new password in this field.
Confirm Password Type in the new password again.

When you click OK, the login window will appear. Please use the new password to access
into the web configurator again.
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4.15.4 User Password

Sometimes, you may want to access into User Mode to configure the web settings for some
reason. Vigor router allows you to set new user password to login into the WUI to fit your
request. Simply open System Maintenance>>User Password.

System Maintenance == User Password

[CJEnable User Mode for simple web configuration
User Password | Setto Factory Default |

Password

Confirm Password

Note:Password can contain only a-z A-Z20-9, ; 1 "s=>*+=\|?2@="~1()
Available parameters are explained as follows:
Item Description
Enable User Mode for Check this box to enable user mode operation. If you do not
simple web check this box, you cannot access into the user mode operation
configuration even if you enter user password in login page.
Password Type in new password in this field.
Confirm Password Type in the new password again.

When you click OK, the login window will appear. Please use the new password to access
into the web configurator again.

Below shows an example for accessing into User Operation with User Password.
1. Open System Maintenance>>User Password.

2. Check the box of Enable User Mode for simple web configuration to enable user mode
operation. Type a new password in the field of New Password and click OK.

System Maintenance >> User Password

[¥]Enable User Mode far simple web configuration

User Password | Setto Factory Default |
Passward sene
Confirm Password (XL

MNote:Password can containonly a-z A-Z20-9,; :"=<=*+=\|?2@ ="~ ! (]
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3. The following screen will appear. Simply click OK.

System Maintenance == User Password

Active Configuration

s s e e s

Password

4. Log out Vigor router Web Configurator.

Product Registration

All Rights Reserved.

5. The following window will be open to ask for username and password. Type the new user
password in the filed of Password and click Login.

’

Username

Password (seesl |

Group

Copyright€, DrayTek Corp. All Rights Reserved. DrGYTEk

6. The main screen with User Mode will be shown as follows.
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.
Vigor3200 series DrayTek
Multi-WAN Security Router
Auto Logout |+ %
g Systemn Status
Quick Start Wizard 1 Model Name : Vigor3200n
Online Status Firmware Version $3.37.2
— Build Date/Time sJun 25 2012 15:58:33
LAN
_ MAC Address IP Address Subnet Mask DHCP Server DNS

AF!P"Ca“U“s LAM1 00-50-7F-00-00-00 192,168.1.5 255.255,255.0 Yes 8.8.8.8
Wireless LAN LAN2 00-50-7F-00-00-00  192.168.2.1 255.255.255.0 Yes 8.8.8.8
System l!alnterlam:e LAM3 00-50-7F-00-00-00 192.168.3.1 255.255.255.0 Yes 8.8.8.8
Diagnostics ) LANS 00-50-7F-00-00-00 192.168.4.1 255.255.255.0 Yes 8.8.8.8
External Devices DMZ PORT 00-50-7F-00-00-00 192.168.5.1 255.255.255.0 Yes 8.8.8.8

IP Routed Subnet 00-50-7F-00-00-00 192.168.0.1 255.255.255.0 Yes §.8.8.8

Wireless LAN
MAC Address Frequency Domain Firmware Version SSID
00-50-7F-00-00-00 Europe 2.3.2.0 DrayTek
WAN
Link Status MAC Address Connection  IP Address Default Gateway
WAN1 Disconnected 00-50-7F-00-00-01 oo === g
WANZ Disconnected 00-50-7F-00-00-02 Static IP 172.16.3.103 172.16.3.1
All Rights Reserved. v WAN3 Disconnected 00-50-7F-00-00-03 o= s=o s=o
WAN4 Disconnected 00-50-7F-00-00-04
WANS5 Disconnected  00-50-7F-00-00-05 =

Settings to be configured in User Mode will be less than settings in Admin Mode. Only
basic configuration settings will be available in User Mode.

Setting in User Mode can be configured as same as in Admin Mode

4.15.5 Login Customization

When you want to access into the web configurator of Vigor router, the system will ask you to
offer username and password first. At that moment, the background of the web page is blank
and no heading will be displayed on the Login window. This page allows you to specify
background message and the heading on the Login window if you have such requirement.

System Maintenance == Login Customization

Login Customization

[ Enable

Login Description | (21 char max.)

Bulletin {the maximum character length is 511 char)

<hl><b><font color=red>Vigor:</font></b>»</nl><p> This is an example of
Bulletin feature of Vigor Routers</p><p> - 1. John, please pay vour
rent</p><p> — 2. Mary, please collect your electricity bill in the
mailbox</p><p> - 3. Josh, could't manage to reach you but your parents
were looking for wvou urgently </p>

Examples of Welcome Message and Bulletin:

1.<b>Message ~~~«/b=

2.<hl=<font color=red:=Title</font=</hl1=
<p=Message</p=

’ oK ” Cancel
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Available settings are explained as follows:

Item Description
Enable Check this box to enable the login customization function.
Login Description Type a brief description (e.g., Welcome to DrayTek) which

will be shown on the heading of the login dialog.

Bulletin Type words or sentences here. It will be displayed for
bulletin message. In addition, it can be displayed on the
login dialog at the bottom.

Below shows an example of login customization with the information typed in Login
Description and Bulletin.

Login for Test

Username

Password

Copyright®, DrayTek Carp. All Rights Reserved. Dr ayTe k

Te
Vigor:

This is an example of Bulletin feature of Vigor Routers

- 1. John, please pay your rent

- 2. Mary, please collect your electricity bill in the mailbox

- 3. Josh, could't manage to reach you but your parents were looking for you urgently

Please refer to 3.4 How to Customize Your Login Page for more details.

Vigor3200 Series User’s Guide 318 Dray Tek



4.15.6 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration.

1. Go to System Maintenance >> Configuration Backup. The following windows will be
popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration

Restoration
Select a configuration file.
| |Browse.]

Click Restore to upload the file,

Backup
Click Backup to download current running configurations as a file.

[ Backup ] [ Cancel ]

2. Click Backup button to get into the following dialog. Click Save button to open another
dialog for saving configuration as a file.

File Download

o } You are downloading the File:
-

config.cfag from 192.168.1.1

“wiould you like to open the file or zave it to your computer?

[ Open ] [ Save ] [ Cancel ] [ kare [nfo

Always azk before opening thiz tppe of file

3. In Save As dialog, the default filename is config.cfg. You could give it another name by

yourself.
Save As |E||X|
Savein: | @ Deskiop V| o & B B

R BMB" Documenks
@ j My Computer

My Recent ‘aMy Mekwork Places

Documents  @IRvS-COM Lite

@B |

Desktop (L5 MWSnap300
() TeleDanmark.
|5 Tools

‘J config

vekz_732_config_1

My Documents | &
2 v2ké_250_config_1

My Computer

-~

File name: | config b | [ Save ]

My Metwark. Save as type: |C0nfigurati0n file: vl [ Cancel ]
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4.  Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will appear different windows, but the backup function is still available.

Note: Backup for Certification must be done independently. The Configuration Backup
does not include information of Certificate.

Restore Configuration

1. Go to System Maintenance >> Configuration Backup. The following windows will be
popped-up, as shown below.

System Maintenance == Configuration Backup

Configuration Backup / Restoration
Restoration
Select a configuration file.

Click Restore to upload the file.

Backup
Click Backup to download current running configurations as a file.

[ Backup ] [ Cancel ]

2. Click Browse button to choose the correct configuration file for uploading to the router.

3. Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.
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4.15.7 Syslog/Mail Alert

SysLog function is provided for users to monitor router. There is no bother to directly get into
the Web Configurator of the router or borrow debug equipments.

System Maintenance == SysLog / Mail Alert Setup

SysLog !/ Mail Alert Setup

SysLog Access Setup Mail Alert Setup
[“lEnable [dEnable
Syslog Save to: SMTP Server
[¥] Syslog Server
Y t_‘| SMTP Port
CJuse bisk

Router Name Mail To

Server IP Address Return-Path

Authentication

Destination Port 514

Mail Syslog [Enable User Name

Enable syslog message: Password
Firewall Log Enable E-Mail Alert:
VPN Log DoS Attack
User Access Log IM-P2P
Call Log VEMN LOG

WAN Log

Router/DSL information
AlertLog Setup
[JEenable
AlertLog Port 514

Mote: 1. Mail Syslog cannot be activated unless USE Disk is ticked for "Syslog Save to".
2. Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes.

[ OK | [ Clear

Available parameters are explained as follows:

Item Description

SysL.og Access Setup Enable - Check Enable to activate function of syslog.
Syslog Save to — Check Syslog Server to save the log to
Syslog server.

Check USB Disk to save the log to the attached USB storage
disk.

Router Name Display the name for such router configured in System
Maintenance>>Management.

If there is no name here, simply lick the link to access into
System Maintenance>>Management to set the router name.

Server IP Address The IP address of the Syslog server.

Destination Port Assign a port for the Syslog protocol.

Enable syslog message Check the box listed on this web page to send the
corresponding message of firewall, VPN, User Access, Call,
WAN, Router/DSL information to Syslog.

AlertLog Setup Check “Enable” to activate function of alert log.
Type the port number for alert log. The default setting is 514.
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Item Description

Mail Alert Setup Check “Enable” to activate function of mail alert.

Send a test e-mail Make a simple test for the e-mail address specified in this
page. Please assign the mail address first and click this button
to execute a test for verify the mail address is available or not.

SMTP Server The IP address of the SMTP server.

Mail To Assign a mail address for sending mails out.

Return-Path Assign a path for receiving the mail from outside.

Authentication Check this box to activate this function while using e-mail
application.

User Name - Type the user name for authentication.
Password - Type the password for authentication.

Enable E-mail Alert Check the box to send alert message to the e-mail box while
the router detecting the item(s) you specify here.

Click OK to save these settings.

For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the field of Server IP Address

2. Install the Router Tools in the Utility within provided CD. After installation, click on the
Router Tools>>Syslog from program menu.

f@ Router Tools ¥2.5.1 WD About Router Tools

B, Firmware Upgrade Utility

i} Svslog
i5 Uninstsll Router Tools ¥3.5.1
@] Visit DrayTek Web Site

3. From the Syslog screen, select the router you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the router.
Otherwise, you won’t succeed in retrieving information from the router.

Vigor3200 Series User's Guide 322 Drﬂy Tek



DrayTek

i DrayTek Syslog 3.6.1

Controls 197.168.1.1 | WWAN Status

Gateway IP (Fixed) T Packets T¥ Rate
= Vigor series
| = o o
LAN Status
T Packets R Packets WaAN IP (Fixed) R Packets R¥ Rate
| 1693 | 1470 | | il | o

| Firswall Log | VPN Log | User dccessLog | Call Log | WAN Log || Others | Network Information | Net State |

On Line Routers Host Mame:

I wivian

|SiS 900-Based PCI Fast Ethernet Adapter - Packet 5o w |

IP Address Mask. MAC
192,1658.1.1  255.255.2... 00-50-7F-54-6

MIC Description:

MIC Information

IP Address:

Subret Mask:

MAC Address:

I 00-11-D8-E4-58-CE  pefault Geteway:

192.168.1.10 w | DHCP Server:

I AR AT Lease Obtained:

I 192.168.1.1
I 192.168.1.1

Mon Jan 22
01:25:23 2007

< m I 3| 168.95.1.1
— = DMS Servers: Lease Expires: I Thu Jan 25
01:25:23 2007
[ Refresh J
ADSL Status
Mode State Up Speed Down Speed SHR. [Margin Loop Atk
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4.15.8 Time and Date
It allows you to specify where the time of the router should be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time 2010 Apr2 Frig:1: 458

Time Setup
O Use Browser Time

® Use Internet Time Client

Server IP Address pool.ntp.org
Time Zone [(GMT) Greerwich hWean Time : Dublin hd
Enable Daylight Sawing L
Automatically Update Interval 30 min ¥
[ Ok ] [ Cancel ]

Available parameters are explained as follows:

Item Description

Current System Time Click Inquire Time to get the current time.

Use Browser Time Select this option to use the browser time from the remote
administrator PC host as router’s system time.

Use Internet Time Select to inquire time information from Time Server on the
Internet using assigned protocol.

Time Protocol Select a time protocol.

Server IP Address Type the IP address of the time server.

Time Zone Select the time zone where the router is located.

Enable Daylight Saving | Check the box to enable the daylight saving. Such feature is
available for certain area.

Automatically Update Select a time interval for updating from the NTP server.
Interval

Click OK to save these settings.
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4.15.9 Management

This page allows you to manage the settings for access control, access list, port setup, and
SMP setup. For example, as to management access control, the port number is used to
send/receive SIP message for building a session.

System Maintenance == Management

Management Setup

Fouter Mame

Management Port Setup
® user Define Parts O Default Ports

Management Access Control Telnet Port 23 {Default: 23)
[ allow management from the Internet HTTE Part an (Default: 80)
FTR Server HTTPS Port 443 (Default: 443)
HTTP Server
HTTPS Server PP Port 2 (Default: 21)
Telnet Server SSH Port 22 (Default: 22)

S5H Server

Disable PING from the Internet

Access List
List P

1
2

3

SHMP Setup
0 Enable SHMP sgent

Get Community public
Subnat Mask Set Community private
W
Manager Host IP
- Trap Community public
4 Motification Host IP
Trap Timeout 10 seconds

Available parameters are explained as follows:

ltem

Description

Router Name

Type a name as an identification for such router.

Management Access
Control

Allow management from the Internet - Enable the checkbox
to allow system administrators to login from the Internet. There
are several servers provided by the system to allow you
managing the router from Internet. Check the box(es) to
specify.

Disable PING from the Internet - Check the checkbox to
reject all PING packets from the Internet. For security issue, this
function is enabled by default.

Access List

You could specify that the system administrator can only login
from a specific host or network defined in the list. A maximum
of three IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the router.
Subnet Mask - Represent a subnet mask allowed to login to the
router.

DrayTek
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Management Port Setup | User Defined Ports - Check to specify user-defined port
numbers for the Telnet, HTTP and FTP servers.

Default Ports - Check to use standard port numbers for the
Telnet and HTTP servers.

SNMP Setup Enable SNMP Agent - Check it to enable this function.

Get Community - Set the name for getting community by
typing a proper character. The default setting is public.

Set Community - Set community by typing a proper name.
The default setting is private.

Manager Host IP - Set one host as the manager to execute
SNMP function. Please type in IP address to specify certain
host.

Trap Community - Set trap community by typing a proper
name. The default setting is public.

Notification Host IP - Set the IP address of the host that will
receive the trap community.

Trap Timeout - The default setting is 10 seconds.

4.15.10 Reboot System

The Web Configurator may be used to restart your router. Click Reboot System from System
Maintenance to open the following page.

System Maintenance >=> Reboot System
Reboot System

Do you want to reboot your router ?

@ Using current configuration
O Using factory default configuration

Auto Reboot Time Schedule

Index{1-15% in Schedule Setup: \ \ s

Note: Action and Idle Timeout settings will be ignored.

[ Ok ] [ Cancel ]

Index (1-15) in Schedule Setup - You can type in four sets of time schedule for performing
system reboot. All the schedules can be set previously in Applications >> Schedule web page
and you can use the number that you have set in that web page.

If you want to reboot the router using the current configuration, check Using current
configuration and click Reboot Now. To reset the router settings to default values, check
Using factory default configuration and click Reboot Now. The router will take few seconds
to reboot the system.

Note: When the system pops up Reboot System web page after you configure web settings,
please click Reboot Now to reboot your router for ensuring normal operation and preventing
unexpected errors of the router in the future.
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4.15.11 Firmware Upgrade

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools. The following web page will guide you to upgrade
firmware by using an example. Note that this example is running over Windows OS
(Operating System).

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site is
www.DrayTek.com (or local DrayTek's web site) and FTP site is ftp.DrayTek.com.

Click System Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance == Firmware Upgrade

Web Firmware Upgrade

Select a firmware file.

Click Upgrade to upload the file. Upgrade

TFTP Firmware Upgrade from LAN

Current Firmware Version: 3.3.7.2
Firmware Upgrade Procedures:

Click "OK" to start the TFTP server.

Open the Firmware Upgrade Utility or other 3-party TFTP client software.
Check that the firmware filename is correct.

Click "Upgrade" on the Firmware Upgrade Utility to start the upgrade.

After the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware ?

(Sl SR AR LS By S

Click OK. The following screen will appear. Please execute the firmware upgrade utility first.

System Maintenance == Firmware Upgrade

ﬁ TFTP server is running. Please execute a Firmware
Upgrade Wtility software to upgrade router's firmware.
This server will be closed by itself when the firmware
upgrading finished.
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4.15.12 Activation

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

After you have finished the setting profiles for WCF (refer to Web Content Filter Profile), it
is the time to activate the mechanism for your computer.

Click System Maintenance>>Activation to open the following page for accessing
http://myvigor.draytek.com.

System Maintenance => Activation Activate via interface : | auto-selected |+

Web-Filter License
[Status: Mot Activated]

Activate

Authentication Message

WebFilter, service not activate Z010-05-16 07:535:56

Note: If you want to use email alert ar syslog, please configure the SysLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

[ oK ] [ Cancel

Available parameters are explained as follows:

Item Description

Activate via Interface Choose WAN interface used by such device for activating Web
Content Filter.

Activate via interface : | auto-selected v

Activate The Activate link brings you accessing into

http://myvigor.draytek.com to finish the activation of the
account and the router.

Authentication Message | As for authentication information of web filter, the process of

authenticating will be displayed on this field for your
reference.
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Below shows the successful activation of Web Content Filter:

System Maintenance >> Activation Activate via interface : | auto-selected »

Web-Filter License Activate
[Status: Commtouch]  [Start Date:2010-07-27 Expire Date:2010-08-27]

Authentication Message

detivated Wiz, Activated Wizard dquery license status Successfal, 2010-07-27
05:47:13

Note: If you want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset,

Ok ] [ Cancel

4.16 Diagnostics

Diagnostic Tools provide a useful way to view or diagnose the status of your Vigor router.
Below shows the menu items for Diagnostics.

Diagnostics
F Dial-out Trigger
F Routing Table
F ARP Cache Table
F DHCP Table

F NAT Sessions Table
F Data Flow Monitor

F Traffic Graph

F Ping Diagnosis

P Trace Route
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4.16.1 Dial-out Trigger

Click Diagnostics and click Dial-out Trigger to open the web page. The internet connection
(e.g., PPPOE) is triggered by a package sending from the source IP address.

Diagnostics >> Dial-out Trigger

Dial-out Triggered Packet Header | Refresh |

HEX Format:
00 50 7F 22 33 44-00 0OE &6 24 DE A1-08 00

45 00 00 4B BE 54 00 00-7FF 11 12 3B CO AR 01 0OA
A3 EF 010105 CB OO0 35-0037E29101 740100
00 01 00 00 00 00 00 00-07 &7 61 74 65 77 61 79
09 6D 65 73 V3 65 6E 67-65 72 O7 68 6F 74 6D 61
69 6C 03 63 6F 60 00 00-01 00 01 E6 84 1A OO0 0O

Decoded Format:

192,168.1.10,1483 -> 168.95.1.1,domain
Pr udp HLen 20 TLen 75

Each item is explained as follows:

Item Description

Decoded Format It shows the source IP address (local), destination IP (remote)
address, the protocol and length of the package.

Refresh Click it to reload the page.

4.16.2 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Diagnostics >> View Routing Table

Current Running Routing Table | Refresh |
Key: C - connected, 3 - static, R - RIF, *# - default, ~ - private e
* 0.0.0.0/ 0.0.0.0 via 172.16.3.1, AN
Co 19z .165.1.0/ 255.255.255.0 iz directly connected, LAN
C 172.16.3.0/ 255,255.255.0 iz directly connected, WAN1
“

Each item is explained as follows:

Item Description

Refresh Click it to reload the page.
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4.16.3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an Ethernet
hardware address (MAC Address) and an IP address.

Diagnostics >> Wiew ARP Cache Table

Ethernet ARP Cache Table

IFP Address

192.1658.1.10
172.16.3.112
172.16.3.132
172.16.3.20
172.16.3.121
172.16.3.141
172.16.3.133
172.16.3.179
17z.16.3.21
172.16.3.2

172.16.3.18
172.16.3.151
172.16.3.19

MAC Address

00-0E-A6-24-D5-41
00-40-CA-6E-56-BA
00-05-5D-E4-ED-86
00-0D-a0-6F-53-BC
00-0C-6E-E7-75-99
00-11-2ZF-C7-359-0B
00-50-7F-23-4D-E1
00-11-2F-4E-15-F2
00-05-5D-A41-ZE-FF
00-11-DE-65-0D-AE
00-50-FC-2F-3D-17
00-50-7F-2F-33-FF
00-0D-60-6F-35-CA

Each item is explained as follows:

| Clear | Refresh |

A

ltem

Description

Clear

Click it to clear the whole table.

Refresh

Click it to reload the page.

4.16.4 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Diagnostics == View DHCP Assigned IP Addresses

DHCP IP Assignment Table

LAM1
Index

oo [

DMZ Port

Index
1
2
3

1 192.168.1.1/255.255.255.0, DHCP server: On

Leased Time

IP Address MAC Address

192.168.1.10 E0O-CE-4E-DA-45-79
192.168.1.255 00-50-7F-C9-B7-3C
192.1658.1.0 00-50-7F-C9-B7-3C
192.1658.1.1 00-50-7F-C9-B7-3C

: 192.165.9.1/255.255.255.0,

IPF Address

192,165
192,165
192. 168

.9.255
9.0
9.1

MAC Address

00-50-7F-C9-B7-3C
00-50-7F-C9-B7-3C
00-50-7F-C9-B7-3C

Available settings are explained as follows:

142:37:18.720
CONFLICTED IP
CONFLICTED IP
CONFLICTED IP

DHCP server: On

Leased Time

COMNFLICTED IP
COMNFLICTED IP
CONFLICTED IP

| Refresh |
A

HOST ID
carrie-Oc7chibl

HOST ID

ltem

Description

Index

It displays the connection item number.
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IP Address It displays the IP address assigned by this router for

specified PC.
MAC Address It displays the MAC address for the specified PC that
DHCP assigned IP address for it.
Leased Time It displays the leased time of the specified PC.
HOST ID It displays the host ID name of the specified PC.
Refresh Click it to reload the page.

4.16.5 NAT Sessions Table
Click Diagnostics and click NAT Sessions Table to open the list page.

Diagnostics >> NAT Sessions Table

NAT Active Sessions Table | Refresh |
_______________________________________________________________________________ M
Priwate IP :Port #Pzeudo Fort FPeer IF :Port Interface

192.1658.1.10 103z 34440 216.156.209.25 &8585 WANZ

192.168.1.10 1032 34440 208.91.112.195 &8585 WANZ

192.1658.1.10 1032 34440 174.137.33.91 ©§5585 WANZ

192.1658.1.10 1033 34441 205.91.112.195 &8585 WANZ

192.1658.1.10 1033 34441 216.156.209.25 &8585 WANZ

192.168.1.10 1034 34442 216.156.209.25 G5888 WANZ

192.1658.1.10 1034 34442 205.91.112.195 S555 WANZ

192.1658.1.10 1034 34442 174.137.33.91 &8585 WANZ

192 .1658.1.10 1087 34465 £1.64.70.126 S&653 WANZ

192.168.1.10 1871 35z79 207.46.125.36 1863 WANZ

192.1658.1.10 2453 35866 115.165.178.13 34542 WANZ

192.1658.1.10 2460 35868 215.161.51.137 Z625 WANZ

192.1658.1.10 2461 35862 115.165.232.72 10465 WANZ b

Each item is explained as follows:

Item Description

Private IP:Port It indicates the source IP address and port of local PC.
#Pseudo Port It indicates the temporary port of the router used for NAT.
Peer IP:Port It indicates the destination IP address and port of remote host.
Interface It displays the representing number for different interface.
Refresh Click it to reload the page.
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4.16.6 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds. The IP address listed here is configured in Bandwidth
Management. You have to enable IP bandwidth limit and IP session limit before invoke Data
Flow Monitor. If not, a notification dialog box will appear to remind you enabling it.

Limit Session
® Enable O Disable

Default Max Sessions: [100
Limitation List
Inde= Start IF End IF

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP
Address, TX rate, RX rate or Session link for arranging the data display.

Diagnostics == Data Flow Monitor

Enable Data Flow Monitor

Refresh Seconds: |10 ¥ | page: |1 ¥ | Refresh |
Index IP Address TX rate{Kbps) RX rate(Khps) ~ Sessions Action
1 192.1658.1.10_CARRIE-OC7CBZE1 9 u] a9z Block

Current / Peak / Speed Current / Peak / Speed Current / Peak

VWAN1 S 0/0/ Aauto 0/0/ Auto S
WAN2 172.16.3.102 9/ 456 / Auto 6/ 1080 / Auto -—-
WAN3 -—- 0/0/ auto 0/0/ auto -—-
WAN4 -— 0/0/ auto 0/0/ Auto -—
WANS -—- 0/0/ auto 0/0/ auto -—-
Total g/ 456 / Auto 6/ 1080 / auto 54 /681

Note: 1. Click "Block" to prevent specified PC from surfing Internet for 5 minutes.
2, The IP blocked by the router will be shown in red, and the session column will display the
remaining time that the specified IP will be blocked.

3. {(Kbpsy: shared bandwidth
+ 1 residual bandwidth used
Current/Peak are average.

Each item is explained as follows:

Item Description

Enable Data Flow Check this box to enable this function.

Monitor

Refresh Seconds Use the drop down list to choose the time interval of
refreshing data flow that will be done by the system
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Item Description
automatically.

Refresh Seconds:

Refresh Click this link to refresh this page manually.

Index Display the number of the data flow.

IP Address Display the IP address of the monitored device.

TX rate (kbps) Display the transmission speed of the monitored device.

RX rate (kbps) Display the receiving speed of the monitored device.

Sessions Display the session number that you specified in Limit Session
web page.

Action Block - can prevent specified PC accessing into Internet

within 5 minutes.

Page: |1 ¥ | Refresh |
hps Sessions Action
=== Block

Unblock - the device with the IP address will be blocked in
five minutes. The remaining time will be shown on the session

column.
Page: |1 ¥ | Refresh |
Sessions Action
blocked / 299 Unblock
Current /Peak/Speed Current means current transmission rate and receiving rate

for WAN interface.

Peak means the highest peak value detected by the router in
data transmission.

Speed means line speed specified in WAN>>General Setup.
If you do not specify any rate at that page, here will display
Auto for instead.

Vigor3200 Series User's Guide 334 Drﬂy Tek



4.16.7 Traffic Graph

Click Diagnostics and click Traffic Graph to open the web page. Choose
WANI1/WAN2/WN3/WAN4/WANS5 Bandwidth, Sessions, daily or weekly for viewing
different traffic graph. Click Refresh to renew the graph at any time.

Diagnostics >> Traffic Graph

Daily v Refresh Min{sy: |1 ¥ | Refresh |

WAND Bandwidth
WANA Bandwidth
WANS Bandwidth
Sessions

Diagnostics == Traffic Graph

Show Chart: | WWAMNT Bandwidth | Refresh |

56

WIATH) | WI5E

The horizontal axis represents time. Yet the vertical axis has different meanings. For
WANL/WAN2/WAN3/WAN4/WANS Bandwidth chart, the numbers displayed on vertical
axis represent the numbers of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.
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4.16.8 Ping Diagnosis

Click Diagnostics and click Ping Diagnosis to pen the web page.

Diagnostics == Ping Diagnosis

Ping Diagnosis

Note: If you want to ping a LAN PC or you don't want to specify
which WalN to ping through, please select "Unspecified".

Ping through: | Unspecified v

Ring to: |Host/IP v 1P Address:

Run
Result | Clear |
Each item is explained as follows:
Item Description
Ping through Use the drop down list to choose the WAN interface that you

want to ping through or choose Unspecified to be determined
by the router automatically.

Ping to Use the drop down list to choose the destination that you
want to ping.

IP Address Type in the IP address of the Host/IP that you want to ping.

Run Click this button to start the ping work. The result will be

displayed on the screen.

Clear Click this link to remove the result on the window.
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4.16.9 Trace Route

Click Diagnostics and click Trace Route to open the web page. This page allows you to trace
the routes from router to the host. Simply type the IP address of the host in the box and click
Run. The result of route trace will be shown on the screen.

Diagnostics == Trace Route

Trace Route

Trace through: Unspecified +

Protocol: ICMP %

Host / IP Address: Run

Result | Clear |

Each item is explained as follows:

Item Description

Trace through Use the drop down list to choose the WAN interface that you
want to ping through.

Protocol Use the drop down list to choose the protocol that you want to
ping through.

Host/IP Address It indicates the IP address of the host.

Run Click this button to start route tracing work.

Clear Click this link to remove the result on the window.
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4.17 External Devices
Vigor router can be used to connect with many types of external devices. In order to control or
manage the external devices conveniently, open External Devices to make detailed
configuration.

External Devices

[ External Device Auto Discovery
External Devices Connected

Below shows available devices that connected externally:

For security reason:
If you have changed the administrator password on External Device, please click the Account button to

retype new username and password. Otherwise, the router will be unable to monitor the External Device
device properly. Click the Clear button to Clear the off-line information and account information.

From this web page, check the box of External Device Auto Discovery. Later, all the
available devices will be displayed in this page with icons and corresponding information.
You can change the device name if required or remove the information for off-line device

whenever you want.
When you finished the configuration, click OK to save it.

Note: Only DrayTek products can be detected by this function.
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Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below to
check your basic installation status stage by stage.

Checking if the hardware status is OK or not.
Checking if the network connection settings on your computer are OK or not.
Pinging the router from your computer.

Checking if the ISP settings are OK or not.
®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1.  Check the power line and WLAN/LAN cable connections.
Refer to “1.3 Hardware Installation” for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the

correspondent LAN LED is bright.

ACT VPN C3M
L L] L]
USE WAN1 WANIZ
Factory L L .
Reset DoS WANZ WAN4

3. If not, it means that there is something wrong with the hardware status. Simply back to

DrayTek

“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.

339 Vigor3200 Series User's Guide



5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure the
network connection settings is OK.

For Windows

The example is based on Windows XP. As to the examples for other operation
E——“ systems, please refer to the similar steps or find support notes in
www.DrayTek.com.

1. Go to Control Panel and then double-click on Network Connections.

Mebwotrk Conneckions

2. Right-click on Local Area Connection and click on Properties.

=
m Disable
- m  Status
=5 R .
epair

=thi Bridge Connections

Create Shortcut

Rename

3. Select Internet Protocol (TCP/IP) and then click Properties.

-t ethO Properties

General |Authenticati0n Advanced

Cotinect using:

|m ASUSTeK /Broadeom 440¢ 10100 Ir ‘

Thiz connection uzes the following items:

El Clignt for Microsoft Metwarks
.@ File and Printer Sharing for Microsoft Wetwarks
.@ 05 Packet Scheduler

Intemet Pratocol (TCPAIP)
Dezcription

Transmission Control Protocol/nternet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.,

Show icon in notification area when connected
Matify me when thiz connection haz imited or no connectivity

08 ] ’ Cancel
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4.  Select Obtain an IP address automatically and Obtain DNS server address
automatically.

Internet Protocol (TCP/IP) Properties

General | Alternate Caonfiguration

Y'ou can get 1P settings assigned automatically if your network, supports
thiz capability. Othenwize, you need to ask your network administrator for
the appropriate |F settings.

(%) Obtain an IP address automatically

() Uze the Fallawing IP address:

() Use the fallawing DNS server addresses:

[ ]
]

[ 0K H Cancel ]

For Mac OS

1. Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Network.

3. Onthe Network screen, select Using DHCP from the drop down list of Configure IPv4.

86N Network =)
ff i [T
Show All Di“spla:.'rs Sound Nelv;furk Startup Disk
Location: | Automatic ﬂ
Show: | Built-in Ethernet ﬂ
{ TCP/IP | PPPoE  AppleTalk Proxies Ethernet '
Configure IPv4:  Using DHCP ﬂ
IP Address. 192.166.1.10 { Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)

Router: 192.168.1.1

DNS Servers (Optional)

Search Domains (Optional)

IPv6 Address: fe80:0000:0000:0000:020a:95ff fe8d:72e4

( Configure IPv6... )

P
o

ﬂ_ﬂl Click the lock to prevent further changes. ([ Assistme... ) ( Apply Now )
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might need
to use “ping” command to check the link status of the router. The most important thing is
that the computer will receive a reply from 192.168.1.1. If not, please check the IP address
of your computer. We suggest you setting the network connection as get IP automatically.
(Please refer to the section 5.2)

Please follow the steps below to ping the router correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes= time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<1ms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1. Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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eoce

Welcome to Darwin!

AC

Yigori@:~ drovtekd ||

Terminal — bash — 80x24
Last login: 3ot Jan 3 B2:24:18 on ttypl

Yigorl®:~ drovtek} ping 192.168.1.1
PING 192.168.1.1 (192,168.1.1%: 56 dota bytes
64 bytes from 192.168.1.1:
64 bytes from 192.168.1.1:
64 bytes from 192.168.1.1:
64 bytes from 192.168.1.1:
64 bytes from 192.168.1.1:

-— 192.,168.1.1 ping statistics ——-
b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8.723/8.7656 ns

icmp_seq=P ttl=2E5 time=B.755 ms
icmp_zeq=1 ttl=265 tine=B.697 ms
icmp_zeq=2 ttl=265 tine=0.716 m=
icmp_zeq=3 ttl=265 tine=B.731 m=
icmp_seq=4 ttl=265 tine=A.72 ms

5.4 Checking If the ISP Settings are OK or Not

Open WAN >> Internet Access page and then check whether the ISP settings are set
correctly. Click Details Page of each WAN interface to review the settings that you
configured previously.

DrayTek

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode

WANL

WANZ

WAN3

Wy AN

WANS

Ethernet
Ethernat
Ethernet
Ethernet

USB

Access Mode

Mone
Static or Dynamic IP
Mone
Maone

MNone

s

W

b

Details Page

343

Vigor3200 Series User's Guide



5.5 Problems for 3G Network Connection

When you have trouble in using 3G network transmission, please check the following:

Check if USB LED lights on or off

You have to wait about 15 seconds after inserting 3G USB Modem into your Vigor3200. Later,
the USB LED will light on which means the installation of USB Modem is successful. If the
USB LED does not light on, please remove and reinsert the modem again. If it still fails,

restart Vigor3200.

USB LED lights on but the network connection does not work

Check the PIN Code of SIM card is disabled or not. Please use the utility of 3G USB Modem
to disable PIN code and try again. If it still fails, it might be the compliance problem of system.
Please open DrayTek Syslog Tool to capture the connection information (WAN Log) and send
the page (similar to the following graphic) to the service center of DrayTek.

F DrayTek Syslog

LT 192,168.1.1 | o WAN Status

r . : Gebway [P [Stak T Packet B Rrat
= e | T
LAMN SEabues | |

T Packets R Packets WA TP (Static) R Packets T Rate
| E442 | SEO7 [ | ] [ ]

FireWall Log | VPN Log | Usey AccessLog | CallLog | WAN Log | Network Infomation | Net Stags

Time Host Mesmnge N
Apr 1209:17:49 Vigor WANZ FPPoE <mm Protocal LCP{el21) CondFeyg Identfwr 003 ACCH: Oed) Aathe:
Apr 120591749 Yagor [30]Medemm sabosal 290000 00 00 00 02 00 0 00
Apr 1209:1 749 Vigor WANZ FFFoE == Frotocol LCFP 021} CondFeq Identifer0=00 MEL: 1500 ACCHK
Apr 1209:17:49 Yigor WANZ FFPoE «== ¥:1 T:1 PADS IDO
Apr 12091749 Yigor (35 ]Modem responge: COMNECT 3600000
Apr 1208:1749 Vigor [5G odern stabosal 20 00 00 0000 02 00 02 00
Apr 1209:17:49 Yigor [ Modern statosal 50 0000 00 00 02 00 02 00
Apr 120591745 Vigor [30]Modem deal ATDT S0
Apr 12091749 Vigor WANZ FFFoE == ¥:1 T:1 PADR ID0
Apr 1209:17:49 Yigor WANZ FFFoE «<== ¥:1 T:1 PADO ID:O
Apr 1209:1749 Yigor [3G]Modem responm: OK
Apr 1209:1749 Vigor (3G Modern indtalize A TEAFEOY 1X18028:C 1 50=0
Aor 1209:1749 Yizor WANZ PFFoE === ¥:1 T:1 PADI DD o
4 b

AOSL Status

I I I I

Transmission Rate is not fast enough

Please connect your Notebook with 3G USB Modem to test the connection speed to verify if
the problem is caused by Vigor3200. In addition, please refer to the manual of 3G USB
Modem for LED Status to make sure if the modem connects to Internet via HSDPA mode. If
you want to use the modem indoors, please put it on the place near the window to obtain better
signal receiving.

5.6 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware. Such function is available in Admin Mode only.

Warning: After pressing factory default setting, you will loose all settings you did
¢ before. Make sure you have recorded all useful settings before you pressing. The
password of factory default is null.
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Software Reset

You can reset the router to factory default via Web page. Such function is available in Admin
Mode only.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Using factory default configuration and click OK. After few
seconds, the router will return all the settings to the factory settings.

System Maintenance == Reboot System

Reboot System

Do you want to reboot your router ?

® Using current configuration
O Using factory default configuration

Auto Reboot Time Schedule

Index(1-15) in Schedule Setup:

Neote: Action and Idle Timeout settings will be ignored.

D134 ] [ Cancel

Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold for
more than 5 seconds. When you see the ACT LED blinks rapidly, please release the button.
Then, the router will restart with the default configuration.

Factory
Reset

L] L L]
ACT VPN CSM
L] L L]

USB  WANT WAN3Z
Factary L & L
Resat DoS& WANZ WaN4

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.
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5.7 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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