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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com
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European Community Declarations
Manufacturer:  DrayTek Corp.

Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu County, Taiwan
303
Product: VigorlPPBX 2820

DrayTek Corp. declares that VigorIPPBX 2820 of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit http://www.draytek.com/user/AboutRegulatory.php.

Z Ce® FE

This product is designed for DSL, ISDN, and POTS network throughout the EC region and Switzerland with
restrictions in France. Please see the user manual for the applicable networks on your product.
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Chapter 1: Preface

VigorIPPBX 2820, an ADSL router with IPPBX feature, provides policy-based load-balance,
fail-over and BOD (Bandwidth on Demand), also it integrates IP layer QoS, NAT
session/bandwidth management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DS, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPSec/PPTP/L2TP) with up to 32 VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before.
By the way, DoS/DDoS prevention and URL/Web content filter strengthen the security
outside and control inside.

VigorIPPBX 2820 can provide up to 50 extensions setup to let all registered IP phones in
LAN or remote sites around the world to have unlimited free calls through Internet.
Moreover, VigorIPPBX 2820 is able to establish multiple networking architectures
corresponding to your current desire and future needs of growing communication. Its
ISDN/PSTN compatibility lets you move from simple VoIP solution such as IP phone and
Softphone to integrate with comprehensive networking infrastructure, such as ISDN and
Analog phone line any time you need.

Object-based firewall is flexible and allows your network be safe. In addition, through VoIP
function, the communication fee for you and remote people can be reduced.

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.
Cancel Cancel current settings and recover to the previous saved settings.

Clear Clear all the selections and parameters settings, including selection from
drop-down list. All the values must be reset with factory default settings.

Add Add new settings for specified item.

Edit Edit the settings for the selected item.

-
P

Delete Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 4 for detailed
explanation.
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1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

The displays of LED indicators and connectors for the routers are different slightly. The
following sections will introduce them respectively. If the model of router you have does not
support ISDN and/or VolIP function, simply ignore the relational description.

Definitions for ISDN Ports

Below shows the names that displayed on front panel of the device and the WEB Ul of this
device.

Both ISDN1 and ISDN2 port on front panel of the device are configurable for connecting
phone or accessing Internet according to the settings that you adjust on WEB UI.

ISDN1-TE /ISDN2-TE (shown on WEB Ul) is a port that used to connect ISDN line.
ISDN1-S0/ISDN2-S0 (shown on WEB Ul) is a port that used to connect ISDN phone.

Please refer to IP PBX>>PBX System>>Phone Settings in this User’s Guide for detailed
information.

Warning: When the orange LED lights (means ISDN NT mode), the ISDN
port can be used to connect phone only. Wrong ISDN connection might cause
severe damage on your device.

L5
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1.2.1 For VigorIPPBX 2820

DE':C}/ L@R‘ VIGORIPFEX 2BZ20

A3

csM Wanz c\ 5
150N 15DN2

J\CT WN Lm
. USB DSLth -- ---- .
Acto L
5.

1(Giga) 4 4LAN

LED Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

uUsB On A USB device is connected and active.
Blinking The data is transmitting.

CSM On The profile of CSM (Content Security Management) for
IM/P2P application is enabled from Firewall >>
General Setup. (Such profile is established under
CSM menu).

VPN On VPN tunnel is up and down.

DSL On The router is ready to access Internet through DSL link.

Blinking Slowly: The modem is ready.
Quickly: The connection is training.
WAN 2 On The WAN2 connection is ready.
Blinking It will blink while transmitting data.

Line On A PSTN phone call comes (in and out). However, when
the phone call is disconnected, the LED will be off
about six seconds later.

Off There is no PSTN phone call.
Phone On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
Blinking A phone call comes.
QoS On The QoS function is active.
LED on Connector
On ISDN-SO (ISDN-NT) mode is active configured from
ISDN1/2 Left LED IP PBX>>PBX System>>Phone Settings and an
(Orange) ISDN phone adapter is connected.
Blinking ISDN SO (ISDN-NT) mode configured from IP
PBX>>PBX System>>Phone Settings is active and an
ISDN phone adapter is not connected.
Off It means ISDN TE mode is active which is configured
from IP PBX>>PBX System>>Phone Settings.
Right LED On A phone adapter with phone set has been connected
(Green) (ISDN-S0) or ISDN line has been connected
(ISDN-TE).
Blinking ISDN-SO (ISDN-NT) mode, it means an ISDN phone is
off-hook or a phone call comes.
In ISDN-TE mode, it means data, fax or voice (phone
call) is transmitting.
Off It will be off if there is nothing connected.
Left LED On The port is connected.
LAN 1(Giga) | (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is connected with 10/100Mbps.

VigorIPPBX 2820 Series User's Guide
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Left LED On The port is connected.
LAN 2/3/4 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.
Left LED On The port is connected.
WAN 2 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.

3 4 aLaM DEL AN

».g: isoNi isowz Phore  Line - 2 PWR EE

Factory Reset Restore the default settings.
Usage: Turn on the router (ACT LED is blinking). Press the hole and keep
for more than 5 seconds. When you see the ACT LED begins to blink rapidly
than usual, release the button. Then the router will restart with the factory
default configuration.

ISDN1/2 Connecter for ISDN line or ISDN phone adapter in particular condition.
Refer to section 2.2 for more details.

Phone Connecter for PSTN phone.

Line Connector for PSTN life line.

LAN (1-4) Connecters for local networked devices.

DSL Connecter for accessing the Internet through ADSL2/2+,

WAN 2 Connecter for remote networked devices.

USB Connecter for a USB device (for 3G USB Modem or printer).

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.2.2 For VigorIPPBX 2820n

° @F@HF ek Vigor/PPBX 2820n

Wireless LAN ) L L

ONIOFFIWPS oGt wian Llnu
O O O
@ B0 sd o
Factory D 0

Reset CEM WANz QoS
ISDN1 I1SDNZ

1(Giga) WAN2

LED Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

USB On A USB device is connected and active.
Blinking The data is transmitting.

CSM On The profile of CSM (Content Security Management) for
IM/P2P application is enabled from Firewall >>
General Setup. (Such profile is established under
CSM menu).

WLAN On Wireless access point is ready.

Blinking It will blink while wireless traffic goes through.
If ACT and WLAN LEDs blink simultaneously when
WPS is working, and it will return to normal condition
after two minutes. (You need to setup WPS within 2
minutes.)

DSL On The router is ready to access Internet through DSL link.

Blinking Slowly: The modem is ready.
Quickly: The connection is training.
WAN 2 On The WAN2 connection is ready.
Blinking It will blink while transmitting data.

Line On A PSTN phone call comes (in and out). However, when
the phone call is disconnected, the LED will be off
about six seconds later.

Off There is no PSTN phone call.
Phone On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
Blinking A phone call comes.
QoS On The QoS function is active.
LED on Connector
On ISDN-SO (ISDN-NT) mode is active configured from
ISDN1/2 Left LED IP PBX>>PBX System>>Phone Settings and an
(Orange) ISDN phone adapter is connected.
Blinking ISDN SO (ISDN-NT) mode configured from IP
PBX>>PBX System>>Phone Settings is active and an
ISDN phone adapter is not connected.
Off It means ISDN TE mode is active which is configured
from IP PBX>>PBX System>>Phone Settings.
Right LED On A phone adapter with phone set has been connected
(Green) (ISDN-S0) or ISDN line has been connected
(ISDN-TE).
Blinking ISDN-SO (ISDN-NT) mode, it means an ISDN phone is
off-hook or a phone call comes.
In ISDN-TE mode, it means data, fax or voice (phone
call) is transmitting.

VigorIPPBX 2820 Series User's Guide
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Off It will be off if there is nothing connected.
Left LED On The port is connected.
LAN 1(Giga) | (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is connected with 10/100Mbps.
Left LED On The port is connected.
LAN 2/3/4 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.
Left LED On The port is connected.
WAN 2 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.

3 4 aLaN DEL LLUH

:':; [ —- Phons  Line e 2 PWR s

Factory Reset Restore the default settings.
Usage: Turn on the router (ACT LED is blinking). Press the hole and keep
for more than 5 seconds. When you see the ACT LED begins to blink rapidly
than usual, release the button. Then the router will restart with the factory
default configuration.

ISDN1/2 Connecter for ISDN line or ISDN phone adapter in particular condition.
Refer to section 2.2 for more details.

Phone Connecter for PSTN phone.

Line Connector for PSTN life line.

LAN (1-4) Connecters for local networked devices.

DSL Connecter for accessing the Internet through ADSL2/2+,

WAN 2 Connecter for remote networked devices.

USB Connecter for a USB device (for 3G USB Modem or printer).

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.

1. Connect the ADSL interface to the external ADSL splitter with an ADSL line cable.
Also, connect Line interface to an external ADSL splitter.

Line DSL

For second WAN, connect the cable Modem/DSL Modem/Media Converter to WAN2
port of router with Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer.

Note: It is strongly recommended to connect to Ethernet port on your computer with
a shielding cable provided with the router.

3. Connect the telephone sets with phone lines (for using VolP function). For the model
without phone ports, skip this step.

4.  Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

5. Power on the device by pressing down the power switch on the rear panel.

6.  The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

(For the detailed information of LED status, please refer to section 1.2.)

Internet
ISP1/1SP 2

Land line jack (FOTS)
Analog Phone @ @ Cable/DSL Modem
Power Adapter or Media Convertar

ADSL ]
~. & plitter -

Power Switch

LAN
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Caution: Each of the Phone ports can be connected to an analog phone only. Do not
connect the phone ports to the telephone wall jack. Such connection might damage

your router.

1.4 ISDN Phone Adapter Installation

DrayTek

ISDN1/2 port is configurable as NT or TE mode. When the user configures ISDN port as NT
mode in IP PBX>>PBX System>>Phone Settings, the orange LED will light on to indicate
ISDN-NT is selected. And by using ISDN phone adapters (coming from the router package),
the user can connect several phones to the router for communication. Refer to the following

figure for reference.

ISDN Phone

Analog Phone

ISDN Phone C
Adapter ?;
i_ﬁl

Phone
Line

- =

@_qiE;(T@R VIGDRIPPEX 2B20
iy T4 [TTT N u
Factory O

1(Giga)

ISDN Phone
Adapter

ISDN Phone

Yet, if the user configures ISDN port as TE Mode in IP PBX>>PBX System>>Phone
Settings, the green LED will light on to indicate ISDN-TE is selected. Then, the port is
specified for ISDN line only. Refer to the following figure for reference.

ISDN Phone

Analog Phone

ISON Phone )
Adapter i%i\

Phone
Line

— = = ——)

/ @mk VIGORIPPEX 2820
" MR ERARAAA B A ﬂ
29

ISOH1 150 il

ISDN
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Note: ISDN Phone MUST be connected to ISDN port via an ISDN Phone Adapter. Do not
connect the ISDN phone(s) to the ISDN port of the router directly for it cannot be used
normally.

1.5 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this
router can print documents via the router. The example provided here is made based on
Windows XP/2000. For Windows 98/SE, please visit www.draytek.com.

Printer Name:192.168.1.1
Port Name: IP_192.168.1.1

Router

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.
2. Open Start>>Settings>> Printer and Faxes.

Documents

Settings [} Cankrol Panel

\ & Mebwork Connections
"8 FPrinters and Faxes
E Taskbar and Start Menu

Search

t’l Help and Support

Run...

=
@ Log OFf coco lee. ..
0

Turn OFF Computer. ..

e 7. 4 Internet Explorer — ~ | %) Mai
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3. Open File>>Add a New Computer. A welcome dialog will appear. Please click Next.

Add|Printer Wizard

Welcome to the Add Printer
@ Wizard

This wizard helps you install a printer or make printer
connEctions.

IF you have a Plug and Play printer that connects
\l) thraugh a USE part [ar any ather hot pluggable
port, such as IEEE 1394, infrared, and so on), pou
do not need to use this wizard, Click Cancel to
cloze the wizard, and then plug the printer'z cable
inko wour computer or paint the prinker toward pour
computer's infrared port, and tuk the printer an.
Windows will automatically install the printer for you

& Printers and Faxes

5N Edit View Favorites  Tools
Server Properties ? =

Set Up Faxing

axes To continue, click Mest

Close

Cancel

4.  Click Local printer attached to this computer and click Next.

Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want ta use:
(e

(3 & network, printer, of a printer attached to anather computer

| [ Automatically detect and install my Plug and Play printer

To set up a netwark printer that is nat attached to a print server,
\11) uze the "Local printer" optian.

[ < Back ” Mewt > ][ Cancel ]

5. Inthis dialog, choose Create a new port Type of port and use the drop down list to
select Standard TCP/IP Port. Click Next.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through ports.

Select the port you want pour printer to uze. 1f the port iz not listed, you can create a
new poit.

() Use the following port

(%) Create a new port:
Type of port tandard TCPAP Part

< Back H [Hext > ][ Cancel
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6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Printer
Name or IP Address and type IP_192.168.1.1 as the port name. Then, click Next.

Add Standard TCP/IP Printer Port Wizard

Add Port
For which device do you want to add a port?

Enter the Frinter Mame or IP addresz, and a port name for the desired device

Printer Name or |P Address: 192.168.1.1

Port Name: [P13z1621.1

[ < Back ” Mewt > ][ Cancel ]

7. Click Standard and choose Generic Network Card.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified. =

The detected device is of unknown type. Be sure that:
1. The device is properly configured,
2 The address on the previous page is conect.

Either correct the addrezs and perform another search on the network by returning to the
previous wizard page or select the device type if you are sure the address iz correct,

Device Tune

(@ Standard

T)

(_) Custom

[ < Back ” Mest » ][ Cancel

8. Then, in the following dialog, click Finish.

Add Standard TCP/IP Printer Port Wizard [z]

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a po

the following charactenstics

I < Back ”, Finish J[ Cancel
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9. Now, your system will ask you to choose right name of the printer that you installed
onto the router. Such step can make correct driver loaded onto your PC. When you
finish the selection, click Next.

Add Printer Wizard

Install Printer 5oftware
The manufacturer and model determine which printer software to use.

U\ Select the manufacturer and model of pour printer. IF pour printer came with an installation
C\ﬁ disk, click Have Disk. If your printer iz not listed, consult your printer documentation for
compatible printer software:

M arutacturer A | Printere i
45T 5k Brother HL-1060 BR-Script2

2Lk HL.1070 BR-Geript2

B !

Cendh | A v
gk This driver is digitally signed. [ﬂindows Update ] [ Have Disk... ]

Tell me why driver signing is important

[ < Back ” Mest » ][ Cancel ]

10. For the final stage, you need to go back to Control Panel >> Printers and edit the
property of the new printer you have added.

& Brother HL-1070 Properties

General Shaling‘ Parts ‘Advanced Device Settings
-]
»"‘:\i Brather HL-1070
Erint to the following port(s). Documents will print to the first free
checked port.
Port Desciption Printer G2
[ 2250 Standard TOPAP Part Epson Stylus COLOR 1160 ..
| | O Pt Standard TCPAP Patt
O IP_1.. Standad TOPAP Pt HP Laserlet 1300
O IP_1... Standard TCP/IP Part
O IP_1.. Standard TOPAP Port
IP_1.. Standard TCPAP Port  Brather HL-1070
O PDF... Local Port PDF335 |
f
[ Add Port ] l Delete Part ]q LConfigure Paort, ]
S ——
I 0K ] l Cancel l [ Apply ]

11. Select LPR on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

Configure Standard TCP/IP Port Monitor EJE]
Port Settings |
Fort Name: [IP_ 1928811 |
Printer Mame or IP Address: |192.1 E8.1.1 |

Pratocal
O Raw @®LPR

Fiaw Settings

LPR Seftings
Oueue Name: el I ‘
|

[CILPR Byte Counting Enabled
[] 5MMP Status Enabled

The printer can be used for printing now. Most of the printers with different manufacturers are
compatible with vigor router.

DrayTek 12 VigorlPPBX 2820 Series User's Guide



Note 1: Some printers with the fax/scanning or other additional functions are not supported. If
you do not know whether your printer is supported or not, please visit www.draytek.com to
find out the printer list. Open Support >>FAQ; find out the link of Printer Server and click
it; then click the What types of printers are compatible with Vigor router? link.

About DrayTek Products Support Partners ContactUs

Home > Support> FAQ

01. ¥What are the differences arnong these firmware file formats ? Basic
02. How could | get the telnet command for rooters 2 Advanced
03. How can | backup/restore my configuration settings ? VPN
04. How do | reset/clear the router's password ? bhCP
05. How to bring back my router to its default value ? Wfiellesss
VolP
06. How do | tell the type of my Vigor Router is AnnexA or AnnexB? ( For ADSL model only )
Qo3
07. Ways for firmware upgrade.
ISDN

08. Why is SNMP removed in firmware 2.3.6 and above for Yigor2200 Series routers?

Firewall f IP Filter

09. 1 failed to upgrade Yigor Router's firmware from my Mac machine constantly, what should
| do?

10. How to upgrade firmware of Wigor Router remaotely ?

ner

FAQ - Printer Server

01. How do | configure LPR printing on Windows2000/XP ?
02. How do | configure LPR printing on Windows98/Me ?
03. How do | configure LPR printing on Linux boxes 7

04. Why there are some strange print-out when | try to print my documents through Yigor210
4P / 2300°s print server?

0S5. What types of printers are compatible with Vigor router?

06. What are the limitations in the USB Printer Port of Vigor Router ?

07. What is the printing buffer size of Vigor Router ?

08. How do | configure LPR printing on Mac OSX ?

09. How do | configure LPR printing on My Windows Yista ?

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.
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Chapter 2: Configuring Basic
Settings

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator, how to adjust basic
settings for accessing Internet successfully and how to configure IPPBX settings via IPPBX
wizard. Note that only the administrator can change the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP

v dynamically from the router or set up the IP address of the computer to be
the same subnet as the default IP address of Vigor router 192.168.1.1.
For the detailed information, please refer to the later section - Trouble
Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type “admin” as the username and leave
blank for the password on the window. Next click OK for next screen.

Connect to 192.168.1.1

Login ko the Router Web Configurator
Lser name: €7 admin v
Password:

[CIRemember my password

[ OK I[ Cancel ]
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3. Now, the Main Screen will pop up.

DrayTek

www.draytek.com

Vigor/PPBX 2820

System Status

Model Name : VigorIPPBX 2820
Firmware Version :3.5.5 RC3
Build Date/Time s Jun 15 2010 19:00:18

ADSL Firmware Version : 211011_A Hardware: Annex A

LAN WAN 1

MaC Address . DD-50-7F-68-F2-28 Link Status : Disconnected
1st IP Address 1 182.188.1.1 MaAC address : 00-50-7F-68-FB-29
1st Subnet Mask : 255.255.255.0 Connection e
DHCP Server LoYes 1P Address e
DNS : B.B.8.8 Default Gateway i
SIP Trunk WAN 2
Index Profile Status Link Status 1 Connected
1 - - MAC Address : 00-50-7F-68-FB-24
2, - --- Connection : Static IP
3 - - IP address ©172.16.3.102
4+, --= --- Default Gateway 1 172.16.1.1
T - -
LN — — Wireless LAN
MaAC Address : 00-50-7F-6B-F8-28
All Rights Resarved. Frequency Dnmain : Europe
Firmware Yersion :1.8.1.0
SSID : DrayTek

Note: The home page will change slightly in accordance with the router you have.
4.  Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password Setup

Administrator Password

Old Passwaord | |

MNew Password | |

Confirm Password | |

5. Enter the login password (the default is blank) on the field of Old Password. Type
New Password. Then click OK to continue.

6. Now, the password has been changed. Next time, use the new password to access the
Web Configurator for this router.

Connect to 192.168.1.1

Login to the Router Web Configurator

User name: €7 admin v
Password: | ssee
[Iremember my password

| ok || cancel
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2.2 Quick Start Wizard

If your router can be under an environment with high speed NAT, the configuration provide
here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is entering login password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters),

New Passwoaord [T1T]

Canfirm Password [T1T]

On the next page as shown below, please select the WAN interface (WAN 1 or WANZ2) that
you use. If DSL interface is used, please choose WANLZ; if WAN2 interface is used, please
choose WANZ2. Choose Auto negotiation as the physical type for your router. Then click
Next for next step.

Quick Start Wizard

WAN Interface

WanN Interface: WANT v
Display Marne:
Physical Mode:
Physical Type:

[ < Back ] [ Mext >

In this section, WANL is selected as an example.
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On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if
the ISP provides you PPPOE interface. Then click Next for next step.

Quick Start Wizard
Connect to Internet
WAaN 1
YCI 33
Protocal / Encapsulation PPPoE LLC/SNAP hd
Fixed IR Oves @ MNa(Dynamic IP)

1P address
Subnet Mask
Default Gateway
Primary DNS
Second DNS

FFPFoE LLC/SHAP s

PPPGE WC MUX

PPPoA LLC/SNAP

PPPoA vC MUY

1483 Bridged IP LLC

1483 Routed IP LLC

1483 Bridged IP WC-Mux

1483 Routed IP VC-Mux (IPod)
1483 Bridged IP (IPaE)

In the Quick Start Wizard, you can configure the router to access the Internet with different
protocol/modes such as PPPoE/PPPoA, 1483 Bridged IP or 1483 Routed IP. The router
supports the DSL WAN interface for Internet access.

2.2.1 PPPoE/PPPOA

PPPoOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.
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If your ISP provides you the PPPoE connection, please select PPPoE for this router. The
following page will be shown:

Quick Start Wizard

Set PPPoE / PPPoA

WAN 1

User Mame 84005756 hinet. net

Password ITYTTTTITYY

Confirm Password sssesens

[ = Back ] [ Mext = ]
User Name Assign a specific valid user name provided by the
ISP.

Password Assign a valid password provided by the ISP.
Confirm Password Retype the password.

Click Next for viewing summary of such connection.
Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN1

Physical Mode: ADSL

Physical Type: Auto negotiation
VPI: g8

VCI: 35

Protocol / Encapsulation: PPPoA / VCMUX
Fixed IP: No

Primary DNS: undefined
Secondary DNS: undefined

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!
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2.2.2 1483 Bridged IP

Click 1483 Bridged IP as the protocol. Type in all the information that your ISP provides
for this protocol.

Quick Start Wizard

Connect to Internet

WAN 1

YWCI 33

Protocol / Encapsulation 14583 Bridged IP LLC hd
Fixed IP Oves @ Mo(Dynamic IP)

IP Address

Subnet Mask

Default Gateway

Primary DNS 165.95.1.1
Second DNS

[ < Back ] [ Mext =

Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AR L

Physical Mode: ADSL

Physical Type: Auto negotiation
W u]

YT 33

Protocol / Encapsulation: 1433 Bridge LLC
Fixed IP: Mo

Primary DMNS: 168.95.1.1

Secondary DNS:

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!
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2.2.3 1483 Routed IP

Click 1483 Routed IP as the protocol. Type in all the information that your ISP provides for

this protocol.

Quick Start Wizard

Connect to Internet
WAN 1
WPI

VCI

Protocol / Encapsulation

Fixed IP

IP Address
Subnet Mask
Default Gateway
Primary DNS
Second DNS

;

35
1483 Routed IP LLC v

@ves O No(Dynamic IP)
192 168.3.10

255 255 2550
192 168.3.1
undefined

undefined

[ < Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Physical Type:
WVPI:
WCI:

Protocol / Encapsulation:

Fixed IP:

IP Address:
Subnet Mask:
Default Gateway:
Primary DNS:
Secondary DNS:

WAN1

ADSL

Auto negotiation
8

35

1483 Route LLC
Yes
192.1568.3.10
255.255.255.0
192.168.3.1
undefined
undefined

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

VigorIPPBX 2820 Series User's Guide
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2.3 IPPBX Wizard

IPPBX Wizard can guide the user to configure the required settings for this router within
several steps. All the settings, also, can be configured by using IP PBX menu. However, the
wizard is the most convenient and easy method for users.

DrayTek

www.draytek.com

Vigor/PPBX 2820

System Status
. IPPBX Wizard Model Name

Firmware Version

Build Date/Time

ADSL Firmware Version

: VigorlPPBX 2820

:3.5.5_RC3

2Jun 15 2010 19:00:18

: 211011_A Hardware: Annex A

LAN WAN 1
MAC Address 1 00-50-7F-68-F8-28 Link Status ! Disconnected
1st IP Address 1 192.1668.1.1 MAC Address | 00-50-7F-68-FB-29
1st Subnet Mask ! 255.255.255.0 Connection e
CHCP Server DoYes IP Address e
OMNS 1 8.8.8.8 Default Gateway V-
SIP Trunk WAN 2
Index Profile Status Link Status : Connected
1. --- - MAC Address | 0D-50-7F-68-FE-24,
2, - - Connection : Static 1P
3, --- --- 1P &ddress | 172,16.3.102
4, - - Default Gateway L 172.16.1.1
S, - -
b — — Wireless LAN
MAC Address | 00-50-7F-58-F8-28
All Rights Reserved. Frequency DDr_‘nain i Europe
Firmware Yersion 1810
551D i DrayTek
Click IPPBX Wizard. You can get the first screen as shown below.
IPPBX Wizard
Extension & Groups Setup : Index 1
Extension Group Mame: | | (for example : sales)
Extension Group Mumber: | | (for example : 100)
Start Number of the extension Group: | | (for example : 101)
Number of extensions in this group: | | (for example : 10, max = 20)

Extension Password in this group:

Index Group Name Group Extension Hunt List{Max 20 Extension)

[ 898 [ |l (e (e e B

-
=

Extension Group Name Type a name as a display for this extension group.
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Extension Group Number Type the number of extension for such group.

Start Number of the extension  Type the start extension number for such group.

Group

Number of extension in this Type the total number of the extension for such group.
group

Extension Password in this Type the password for this extension group, which will
group be used in registration done by IP Phone.

When you finish the settings of group name, group number, start number, number of
extension fields, please click OK to save them. The new added group will be displayed on
the screen. You can set 10 groups for using in different conditions. Then click Next to access
into next web page.

Below shows an example for your reference:

IPPBX Wizard

Extension & Groups Setup : Index 5

Extension Group Mame: 158 (for example : sales)
Extension Group Mumber: 205 (for example : 100)

Start Number of the extension Group: 2051 (for example : 101)

Number of extensions in this group: 4 (for example : 10, max = 20)

Extension Password in this group:

Index Group Name Group Extension Hunt List(Max 20 Extension)
1. SME E 201 2011-2015
2. SMBE W 202 2021-2026
3. Gov C 203 2031-2037
4, Healthcare 204 2041-2043
5. T55 205 2051-2054
6.

I
8.
9.
10.
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2.3.2 SIP Trunk Setup

This page allows you to set profiles for six SIP outside lines at one time.

IPPBX Wizard

Sip Trunk Setup : Index 1

Profile Mame: (11 characters max.)
Domain/Realm: (63 characters max.)
Proxy: (63 characters max.)
Account Number/Name: (63 characters max.)
Password: (63 characters max.)
Trunk number: 001 (3 characters max.)
Index Profile Name Domain/Realm Proxy Account Number/Name Trunk Number
1. 001
2. ooz
3. 003
4. 004
5. 005
6. 006
[ < Back l [ Mext = ]
Profile Name Type a name for this profile for identifying.
Domain/Realm Set the domain name or IP address of the SIP Registrar
Server.
Proxy Set domain name or IP address of SIP proxy server. By

the time you can type :port number after the domain
name to specify that port as the destination of data
transmission (e.g., nat.draytel.org:5065)

Account Number/Name Enter your account name of SIP Address, e.g. every
text before @.

Password Type the password which will be used in registration
for SIP service for this profile.

Trunk Number There are two ways to dial outside lines for an
extension number. First, dial a short number and wait
for a while. When dial tone appears, please dial the
real outside line number. Second, dial a short number
and then the real outside line number without waiting
for dial tone. The short number is defined here as
Trunk Number.

When you finish the settings of profile name, domain/realm, proxy, account number/name,
password and trunk number fields, please click OK to save them. The new added profile will
be displayed on the screen.
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Index Profile Name Domain/Realm Proxy Account Number/Name Trunk Number
SalesMarket  192.168.1.55 nat.draytel.org:5065 salesgroup 001

o002

003

o004

005

006

(E ] [(Tens ]

[ = B e e

You can set 6 profiles for using in different conditions. Then click Next to access into next
web page.

2.3.3 Office Hours Setup

This page allows you to set office hours including starting point, ending point on duty day(s).

IPPEBX Wizard

Office Hours Setup

Now, You can make the work time schedule of your office.

Hour : Min

When do you start working in the morning 00 » 00 »

When do you have a rest at noon 00 00 =

When do you start working in the afternoon 00 00 =

When do you leave the office 00 » 00 »

Is this schedule available at weekend? Ovyes ® No

[ Finish ] [ Cancel ]

When do you start working Use the drop down menu to choose the time as the starting
in the morning point in the morning.
When do you have a rest at Use the drop down menu to choose the time as the ending
noon point in the morning.
When do you start working Use the drop down menu to choose the time as the starting
in the afternoon point in the afternoon.
When do you leave the Use the drop down menu to choose the time as the ending
office point in the afternoon.

Is this schedule available at If such schedule will be available in the weekend, simply
the weekend click Yes, otherwise, click No.
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When you finish the settings, click Finish to save the settings and exit the wizard.

work time schedule of your office.

Hour : Min
ng in the morning |UB V| |EIEI V|
£ at noon |12 V| |EIEI V|
ng in the afternocon | 13 V| |EIEI V|
Ffice |1?’ V| |3EI V|
- at weekend? Oves ® No

[ Finish ] [ Cancel

DrayTek 26 VigorlPPBX 2820 Series User's Guide



2.4 Service Activation Wizard

Service Activation Wizard can guide you to set WCF (Web Content Feature) feature with a
quick way.

Note: There are three ways to activate WCF on vigor router, using Service Activation
Wizard, by means of CSM>>Web Content Filter Profile or via System
Maintenance>>Activation.

Service Activation Wizard is a tool which allows you to use trial version or update the
license of WCF directly without accessing into the server (MyVigor) located on
http://myvigor.draytek.com. For using Web Content Filter Profile, please refer to section
5.6.3 Web Content Filter Profile for detailed information.

Now, please follow the steps listed below to activate WCF feature for your router.
1. Open Service Activation Wizard.

IRrE At
IF.F._-.- III“'I :
tSEwice Activation Wizard

DN inas

2. The screen of Service Activation Wizard will be shown as follows. Choose the one
you need and click Next. In this case, we choose to activate free trial edition.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Webh Content Filter
Please choose the edition you need.

& Free trial edition
ore ENSE KEY

Free trial edition: it offers a period of trial for you to get acquainted with WCF
function.

Formal edition with license key: you can extend the license valid time manually.

Note: If you activate Formal edition with license key first, the free trial edition will be
invalid.
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3. Inthe following page, please check the box of “I have read and accept the above

Agreement” and click Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item{s) you want to use.
WCF service:

@ wWeb Content Filter (Commtouch) License Agreement

Commtouch is the web content filter based on Commtauch operated in the worldwide. There is a 30-day trial period. After trial, you can
purchase DrayTek's prepared Commtouch GlobalView WCF package from retailing outlets,

Activation Date :

I have read and accept the above Agreement. (Please check this box).

Note: The activation date is brought out by the server automatically and cannot be changed.

Setting confirmation page will be displayed as follows, please click Next.

Service Activation Wizard

4.

Please confirm your settings

Sevice Type :
Sevice Activated :

Trial versian
Web Content Filter { Commtouch )

Please click Back to re-select service type you to activate,

(e ) (o>

5. Wait for a moment till the following page appears.

Service Activation Wizard

Connection Succeeded!

Please check the following item(s) to enable the Al/aY or WCF or AS services on your router,

Enable Weh Content Filter

When such page appears, you can enable or disable these services for your necessity.
Then, click Finish.

Note: The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

DrayTek 2

VigorIPPBX 2820 Series User's Guide



6. Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

Service Activation Wizard

Server Enabled!

DrayTek Service Activation

Service Mame Start Date Expire Date Status
‘Web Content filter 2010-12-16 2011-01-18 Cammtaouch

Please check if the license fits with the service provider of your signature, To ensure
normal operation for your router, update your signature again is recommended.

Copyright @ DrayTek Corp. Al Rights Reserved.

Later, if you need to extend the license valid time, you can also use the Service
Activation Wizard again to reach your goal by clicking the radio button of Formal
edition with license key and clicking Next.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Caontent Filter
Please choose the edition you need.

Free trial edition
® Formal edition with license key

—_—

Service Activation Wizard

Select the service type that you want to activate

Please choose the item you want to use.
WCGF service:

@ web Content Filter (Commtouch) License Agreement

Carnmtouch is the web content filter based on Comrntouch operated in the worldwide, There is & 30-day trial period. After trial, you can
purchase DrayTek's prepared Commtouch Globalview WCF package from retailing outlets,

Enter your License key: Activation Date : select

[]1 have read and accept the above agreement. (Please check this box).

Note: The activation date is brought out by the server automatically and cannot be changed.
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2.5 Online Status

The online status shows the system status, WAN status, ADSL Information and other status
related to this router within one page. If you select PPPoOE/PPPoA as the protocol, you will
find out a link of Dial PPPoE or Drop PPPOE in the Online Status web page.

Online status for PPPoE (WAN2)

Online Status

System Status

System Uptime: 3:18:44

Primary Secondary

LAN Status Primary DNS: 192.1658.66.1 Secondary DNS: 168.95.1.1
IP Address TX Packets RX Packets
192.168.1.1 749 L&z

WaAN 1 Status => Release
Enable Line Mame Mode Up Time
Yes absL DHCP Client 0:00:00
P GW IP TX Packets TX Rate(Bps) RX Packets RX Rate{Bps)
192.168.66,10 192.168.66.1 1 ] 1 ]

WAN 2 Status == Drop PPPoE
Enable Line Mame Mode Up Time
es Ethernet FPPoOE oo zz
P GW IP TX Packets TX Rate(Bps) RX Packets RX Rate{Bps)
218.160.234.238  61.216.116.254 14 16 15 41

ADSL Information { ADSL Firmware Yersion:

211011_4A%

ATM Statistics TX Blocks R¥ Blocks Corrected Blocks Uncorrected Blocks
18 23 ] 1]
ADSL Status Mode State Up Speed Down Speed SKR Margin @ Loop Att.
G.OMT SHOWTIME 1024000 11936000 u] ]
Online status for PPTP (for WAN2)
Online Status
System Status System Uptime: 3:18:44
Primary Secondary

LAMN Status Primary DNS: 168.95.1.1 Secondary DNS: 1658.95.1.1
IP Address TX Packets RX Packets
192.168,1.1 480 339

WAMN 1 Status
Enable Line Name Mode Up Time
Yes ADSL Static IP 00000
IP GW IP TH Packets TX Rate(Bps) RX Packets RX Rate(Bps)
192.168,66,52 192.168.,66.1 1 ] 1 16

WAN 2 Status => Release
Enable Line Marme Mode Up Time
Yes Ethernet FPTP 0:00:28
IP GW IP TH Packets TX Rate(Bps) RX Packets RX Rate(Bps)
192.168,129.11 192.168,129.1 =] 12 10 El

ADSL Information { ADSL Firmware Yersion: 211011_aA%
ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks

4 3 0 2
ADSL Status Mode State Up Speed Down Speed SKR Margin  Loop Att.
G.OMT SHOWTIME 1024000 12000000 =] ]
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Online status for Static IP (for WAN1)

Online Status

System Status

System Uptime: 3:18:44

Primary Secondary
LAMN Status Primary DMNS: 168.95.1.1 Secondary DWS: 155.95.1.1
IP Address TX Packets RX Packets
192.168.1.1 420 339
WaAMN 1 Status
Enable Line MName Mode Up Time
Yes ADSL Static IP 0:00:00
1P GW IP TX Packets TX Rate{(Bps) RX Packets RX Rate{Bps)
192,168.66.52 192,168,661 1 o 1 16
WAN 2 Status => Release
Enable Line Mame Mode Up Time
fes Ethernet FRTR 0:00: 28
IP GwW IP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps)
192.168.129.11 192.165.129.1 g 12 10 9
ADSL Information { ADSL Firmware Yersion: 211011_A)
ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks
4 3 ] 2
ADSL Status Mode State Up Speed Down Speed SNR Margin  Loop Att.
G.OMT SHOWTIME 1024000 12000000 =] ]

Online status for DHCP (WAN1)

Online Status

System Status

System Uptime: 3:18:44

Primary Secondary

LAMN Status Primary DNS: 192, 1658.66.1 Secondary DNS: 168.95.1.1
IP Address TX Packets RX Packets
192.1658.1.1 749 552

WAN 1 Status => Release
Enable Line Mame Mode Up Time
Yes ADSL DHCP Client 0:00:00
P GW IP T¥ Packets TX Rate(Bps) RX Packets RX Rate(Bps)
192.168.66.10 192.168.66.1 1 9 1 u]

WAN 2 Status == Drop PPPoE
Enable Line Mame Mode Up Time
Yes Ethernet PPPoOE 0:00:22
P GW IP TX Packets TX Rate(Bps) RX Packets RX Rate{Bps)
218.160,234,238 61.216,116.254 14 16 15 41

ADSL Information { ADSL Firmware Yersion: 211011_A)
ATM Statistics TH Blocks R¥ Blocks Corrected Blocks Uncorrected Blocks

18 23 ] 1]
ADSL Status Mode State Up Speed Down Speed SNR Margin Loop Att.
G.OMT SHOWTIME 1024000 11926000 u] ]
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Online status for ISDN enabled

Enaoie Line Name ¥ioae up nme
Yes Ethernet Static IP 00:00:00
P GW IP TX Packets TX Rate(Bps) RX Packets RX Rate{Bps)
172.17.3.432 172.17.3.2 u] u] u] u]

ADSL Information { ADSL Firmware Yersion: 2121501_A)
ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks

] ] ] ]
ADSL Status Mode State Up Speed Down Speed SNR Margin  Loop Att.
————— READY ] ] ] ]

ISDN Status == Dial ISDN == Drop B1 == Drop B2

channel Active Connection TX Pkts 1 Rate RX Pkts o Rate UpTime AOC
(Bps) (Bps)

ISDN1-

B1 Idle [---] u] u] u] u] [N EH] u]
ISDN1-

B2 Idle [---] ] ] ] ] [IHEHI] ]
ISDN1-D LUP

B;_SDNZ_ 2930 [192.168.3.10] 19 9 10 3 0:0: 36 ]
ISDN2- T

o Idle [---] 0 0 0 0 0:0:0 0
ISDN2-D UP

Detailed explanation is shown below:

Primary DNS
Secondary DNS
LAN Status

IP Address
TX Packets
RX Packets
WANL1/2 Status
Line

Name

Mode

Up Time

IP

GW IP

TX Packets
TX Rate

RX Packets
RX Rate

ISDN Status

Channel Active
Conn.

TX Pkts
TX Rate

DrayTek

Displays the IP address of the primary DNS.
Displays the IP address of the secondary DNS.

Displays the IP address of the LAN interface.
Displays the total transmitted packets at the LAN interface.

Displays the total number of received packets at the LAN interface.

Displays the physical connection (Ethernet) of this interface.
Displays the name set in WAN1/WAN web page.

Displays the type of WAN connection (e.g., PPPOE).

Displays the total uptime of the interface.

Displays the IP address of the WAN interface.

Displays the IP address of the default gateway.

Displays the total transmitted packets at the WAN interface.
Displays the speed of transmitted octets at the WAN interface.
Displays the total number of received packets at the WAN interface.
Displays the speed of received octets at the WAN interface.

Displays the active connection status for each channel.

Displays the total transmitted packets at the ISDN interface.
Displays the speed of transmitted octets at the ISDN interface.
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RX Pkts Displays the total number of received packets at the ISDN interface.

RX Rate Displays the speed of received octets at the ISDN interface.
Up Time Displays the total uptime of the interface.
AOC Displays the charge information of the interface.

Note: The words in green mean that the WAN connection of that interface
(WAN1/WAN?2?) is ready for accessing Internet; the words in red mean that the WAN
connection of that interface (WAN1/WAN?2) is not ready for accessing Internet.

2.6 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find
messages showing the system interaction with you.

Status: Ready

Ready indicates the system is ready for you to input settings.

Settings Saved means your settings are saved once you click Finish or OK button.
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This page is left blank.
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Chapter 3: Applications

This chapter shows several scenarios for your reference to configure IP PBX for different
purposes.

3.1 The Registration of 50 IP-based Telephone/Extensions

VigodPPBX 2820

—_—

IP Phone
Ext:103@ippbx

IP Phone IP Phone
Ext:101@ippbx  ex:102@ippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (101, 102, and 103) are registered on the VigorIPPBX 2820.
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3.2 The IP Registration from Remote Site (through WAN
Connection)

VigodPPBX 2820

ﬂﬂﬂﬂﬂ

IP Phone Ext:201@ippbx

ext:103@ippbx

IP Phone IP Phone
Ext:101@ippbx  ext:102a@ippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered
on the VigorIPPBX 2820.

® The IP-based phone with ext. no. 201 is at remote site.
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3.3 The Integration IP Registration with SIP Server

VigorlPPBX 2820

—

ext:201@ippbx

IP Phone IP Phone
Ext:101@ippbx  ext:102@ippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered
on the VigorIPPBX 2820.

The IP-based phone with ext. no. 201 is at remote site.

The VigorIPPBX 2820 seamlessly integrate with TSP services (allow you to
register at a SIP server).
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3.4 The Integration VolP Communications via SIP Server

SIP Server

VigordPPBX 2820

IP Phone
Ext: 301 @sipserver

IP Phone
IP Phone Ext:201@ippbx
ext:103@ippbx

IP Phone IP Phone
ext:101@ippbx ext:102@ippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered
on the VigorIPPBX 2820.

The IP-based phone with ext. no. 201 is at remote site.

® The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

®  The remote IP-based phone with ext. 301 is registered at a SIP server.
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3.5 The Integration with PSTN telephony

SIP Server ‘ w
. e '_.'-.\
VigodPPBX 2820 :5 i

IP Phone
ext:301@sipserver

IP Phone
IP Phone Ext:201@ippbx

Ext:103a@ippbx

Analog Phone
Ext:401@ippbx

B Phonfa- IP Phone
Ext:101@ippbx  Ext102gippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered
on the VigorIPPBX 2820.

The IP-based phone with ext. no. 201 is at remote site.

The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

The remote IP-based phone with ext. 301 is registered at a SIP server.
The analog land line is connected to the Line port.

The analog phone is connected to the Phone port and is using ext. no. 401 at the
VigorIPPBX 2820.
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3.6 The Added ISDN Telephony

SIP Server

VigoiPPBEX 2820

IP Phone
ext:301@sipserver

)

IP Phone
IP Phone Ex::2ﬂ1@ippbx
Ext:103@ippbx

-
\"._‘a-'- =

ISDN Phone
601@ippbx

IP Phone IP Phone
Ext:101@ippbx  Ext:102a@ippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered
on the VigorIPPBX 2820.

The IP-based phone with ext. no. 201 is at remote site.

The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

®  The remote IP-based phone with ext. 301 is registered at a SIP server.

The ISDN phones with ext. no. 601 and 602 are connected to NT-interface of the
VigorIPPBX 2820.
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3.7 The Integrated ISDN line

SIP Server

VigodPPBX 2820

IP Phone
ext:301@sipserver

ISDN NT

8

ISDN Trunk
Ext: 0

IP Phone
IP Phone ext:201 @ippbx
ext:103@ippbx

IP Phone
Ext:101@ippbx

IP Phone
ext:102@ippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered
on the VigorIPPBX 2820.

The IP-based phone with ext. no. 201 is at remote site.

®  The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

®  The remote IP-based phone with ext. 301 is registered at a SIP server.
The ISDN line is connected to TE-interface of the VigorIPPBX 2820.

The ISDN phone with ext. no. 601 is connected to NT-interface of the VigorIPPBX
2820.
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3.8 The 4 B Channels of Two ISDN Lines

SIP Server | \
= L
VigodPPBX 2820 = | )
IP Phone
ext:301@sipserver
= IP Phone
IP Phone Ext:201@ippbx

ext103@ippbx

IP Phone IP Phone
Ext: 101@ippbx ext:102@ippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered
on the VigorIPPBX 2820.

The IP-based phone with ext. no. 201 is at remote site.

The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

The remote IP-based phone with ext. 301 is registered at a SIP server.
® The two ISDN lines are connected to two TE-interfaces of the VigorIPPBX 2820.
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3.9 The Integration of ISDN PBX with One ISDN Line

SIP Server .E

VigodPPBX 2820 '
IP Phone
= ext:301@sipserver

. IP Phone
IP Phone ext:201aippbx
Ext103aippbx

ISDN Phone ISON Ph
xt:601 one
Ext:602 Analog Phone

Ext:603

IP Phone

£xt101@ippbx 5
=101alppb iP Phone

ext102&ippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered
On the VigorIPPBX 2820.

The IP-based phone with ext. no. 201 is at remote site.

®  The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

The remote IP-based phone with ext. 301 is registered at a SIP server.

The ISDN phone with ext. no. 701 is connected to NT-interface of the VigorIPPBX
2820.

® The ISDN PBX is connected to TE-interface of the VigorIPPBX 2820. The ISDN
phones with ext. no. 601 and 602 are connected to ISDN PBX.

® The ISDN PBX also provides analog extensions to allow analog phones to be
connected. The analog phone with ext. no. 603 is connected at the ISDN PBX.
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3.10 The Integration of ISDN PBX with One ISDN Line-2

L
Ling™  Abg
" Dol by
.- oy

[“kg T {— ‘
;;QT‘TQ: _~ Connecting to the ISDN Line

S0(NT) F .J

..;.—.r - ' h\‘
3 EE;' Ll:.- \ .
SN Y, ISDN PBX
TE - _————_:‘_' _""'
axt 201 —
ik
ﬁ! ext 202 LAN I I I

i
exl 203

|
IP Phone

ext 601 extG02 ext&l3

G

ISDN Phope

The establishment through DSL Internet.
Flexible second WAN for back-up.
IP-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.

The IP-based telephones (201, 202, and 203) and remote IP-based phone are registered
on the VigorIPPBX 2820.

® The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

® The ISDN PBX is connected to SO-interface of the VigorIPPBX 2820. The ISDN
phones with ext. no. 601 and 602 are connected to ISDN PBX.

® The ISDN line is connected to TE-interface of the VigorIPPBX 2820.
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3.11 The Deployment of ISDN PBX and PSTN Network

SIP Server
!3.
VigodPPBX 2820
IP Phone
- ext:301asipserver

IP Phone
IP Phone ex201aippbx
Ext:103@ippbx

ISON NT

»
2, .
]
ISDN Phone - Analog Phone

Ext:701@ippbx Ext:401@ippbx

> N
=
ISDN Phone

Ext:601 ISDN Phone  , )
602 ::?;ﬂog IP Phone !
ext: 101 @ippbx P Phone
ext:102@ippbx
®  The establishment through DSL Internet.
®  Flexible second WAN for back-up.
®  |P-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.
®  The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered

on the VigorIPPBX 2820.

The IP-based phone with ext. no. 201 is at remote site.

The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

The remote IP-based phone with ext. 301 is registered at a SIP server.

The ISDN phone with ext. no. 701 is connected to NT-interface of the VigorIPPBX
2820.

® The ISDN PBX is connected to TE-interface of the VigorIPPBX 2820. The ISDN
phones with ext. no. 601 and 602 are connected to ISDN PBX.

® The ISDN PBX also provides analog extensions to allow analog phones to be
connected. The analog phone with ext. no. 603 is connected at the ISDN PBX.

® The analog land line is connected to the Line port.

The analog phone is connected to the Phone port and is using ext. no. 401 at the
VigorIPPBX 2820.
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3.12 The Integration of ISDN Telephony and PSTN Network

sip Server.
VigorPPBX 2820 )=
IP Phone
= ext:301asipserver

Ext201@ippbx

i W

Ext:103&Ippbx

“Analog Phone
t:401aippbx

ISDN Phone %

Bu60l  Ceene " Analog Phone
Ext:101@ippbx 'E'::':s;;‘?ppm
®  The establishment through DSL Internet.
®  Flexible second WAN for back-up.
® |P-based telephones are connected to LAN ports and set with ext. no. 101, 102 & 103.
®  The IP-based telephones (101, 102, and 103) and remote IP-based phone are registered

on VigorIPPBX 2820.
The IP-based phone with ext. no. 201 is at remote site.

® The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

®  The remote IP-based phone with ext. 301 is registered at a SIP server.
The ISDN phones with ext. no. 601 and 602 are connected to ISDN PBX.

® The ISDN PBX also provides analog extensions to allow analog phones to be
connected. The analog phone with ext. no. 603 is connected at the ISDN PBX.

® The analog land line is connected to the Line port.

The analog phone is connected to the Phone port and is using ext. no. 401 at
VigorIPPBX 2820.

® The ISDN PBX's two internal lines are connected to the TE-interfaces of the
VigorIPPBX 2820.
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3.13 The Integration of ISDN Telephony, PSTN Network and
VolP Connection

SIP Server

IP Phona
ext-301asipserver

IP Phone ex201gippbx
Ex:103aippbx

ISDN Phone
Ext:601 ISDN Phone

IP Phone \" o
ext101@ippbx
R Bhone
Ex:102@ippbx

N
Analog Phone % o
Ext-701gippbx &
Analog Phone

Ext:T02aippbx Analog Phone
Ext:T03aippbx

The establishment through DSL Internet.
Flexible second WAN for back-up.

®  |P-based telephones with ext. no. 101 & 102 are connected to LAN ports of the
VigorSwitch. Analog telephones with ext. no. 701, 702 & 703 are connected to the
VigorTalk ATA24 and are registered at the VigorIPPBX 2820.

® The IP-based telephone with ext. no. 103 and remote IP-based phone ext. no. 201 are
registered on the VigorIPPBX 2820.

®  The IP-based phone with ext. no. 201 is at remote site.

The VigorIPPBX 2820 seamlessly integrate with ITSP services (allow you to register at
a SIP server).

The remote IP-based phone with ext. 301 is registered at a SIP server.
The ISDN phones with ext. no. 601 and 602 are connected to ISDN PBX.

The ISDN PBX also provides analog extensions to allow analog phones to be
connected. The analog phone with ext. no. 603 is connected at the ISDN PBX.

The analog land line is connected to the Line port.

® The analog phone is connected to the Phone port and is using ext. no. 401 at
VigorIPPBX 2820.

® The ISDN PBX's two internal lines are connected to the TE-interfaces of the
VigorIPPBX 2820.
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Chapter 4: Tutorial

4.1 Create a LAN-to-LAN Connection Between Remote Office
and Headquarter

The most common case is that you may want to connect to network securely, such as the
remote branch office and headquarter. According to the network structure as shown in the
below illustration, you may follow the steps to create a LAN-to-LAN profile. These two
networks (LANS) should NOT have the same network address.

Router B
220.135.240.210

Router A
220.135.240.208

Headquarter :
192.168.1.0

Remote Branch Office
192.168.2.0

Marketing
Department
192.168.3.0

Mail Server
192.168.1.2 192.168.2.21 192.168.2.22

Settings in Router A in headquarter:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then,

For using PPP based services, such as PPTP, L2TP, you have to set general settings in
PPP General Setup.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
Dial-In EPP _ BAP or CHAP 19 {When DHCP Disable set)

Authentication Start 1P address 192.168.1.200
Dial-In PPP Encryption :

(MPPE) | Optional MPPE ~|

Mutual suthentication (PAPY O ves @& No
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For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
set general settings in IPSec General Setup, such as the pre-shared key that both

parties have known.

VPN and Remote Access >> IPSec General Setup

VPN IKE/IPSec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic [P Client {LAMN to LAN),

IKE Authentication Method

Pre-Shared Key [T1T1]

Confirm Pre-Shared Key sssas
IPSec Security Method

Medium {&H)

Data will be authentic, but will not be encrypted.

High (ESP) Moes [“lzpes  [FaES
Data will be encrypted and authentic,

[ oK

] [ Cancel ]

Go to LAN-to-LAN. Click on one index number to edit a profile.

Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mame Branchi
[[] Enable this profile
¥PN Connection Through: | YWANT First +

Methios Naming Packet & Pass OBlock

50

Call Direction @& eoth O Dial-out O Dial-In
O always on
Idle Timeout 300 second(s)

[ Enable PING to keep alive
PIMG to the [P
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Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with

the selected Dial-Out method.

If an IPSec-based service is selected, you should further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-Out

connection.

2. Dial-Out Settings
Type of Server I am calling
@ ISDN
O pPrTP
@ 1PSec Tunnel
O L2TP with IPSec Policy

Dial Number for ISDN or
Server IP/Host Name far YPN.
{such as 5551234, draytek.com or 123.45.67.89)

220135240 210

Link Type
Usernarme
Password
PPP &uthentication

%] Campression Off

IKE Authentication Method
® Pre-shared Key
[ KEPreShared Key |

O Digital Signature(x.509)

IPSec Security Method
@ Medium{aH)
O High(ESP)

Index{1-15}) in Schedule Setup:

Callback Function {CBCP)
Require Remate to Callback

Provide ISOM Mumber to Remote

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, PPP Authentication and VVJ Compression for this

Dial-Out connection.

2. Dial-Out Settings
Type of Server I am calling
O 1SDN
® PPTP
O 1PSec Tunnel

O L2TP with 1PSec Policy

Dial Murnber for ISDM or
Server IP/Host Mame for YPN.
{such as 5551234, draytek.com or 123.45.67.89)

220.135.240.210

51

Link Type

Username draytek
Password [ITTTTT]

PPR Authentication PAP/CHAP »
v Campression ® on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(x.509)

IPSec Security Method
Medium{AH)
High{ESF;

Index(1-15% in Schedule Setup:

GCallback Function {(CBCP)
Require Remote to Callback

Provide ISDM Number to Remote
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Set Dial-In settings to as shown below to allow Router B dial-in to build VPN

connection.

If an IPSec-based service is selected, you may further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup

above.

3. Dial-In Settings
Allowed Dial-In Type
[ 1som
[ epTP
IPSec Tunnel
[ L2TP with IPSec Policy

Specify ISDN CLID or Remote ¥PMN Gateway
Peer ISOM Murber or Peer WPN Server IP

220.135.240.210

or Peer ID

Username
Password

Y1 Compression on Off

IKE Authentication Method
Pre-Shared Key

IKE Pre-Shared Key |

[ Digital Signatura(x.500)

IPSec Security Method
Medium (AH)
High (ESP)
DES 2DES AES

Callback Function {CBCP)}
Enable Callback Function
Use the Following Mumber to Callback

Callback Humber

Callback Budget minutels)

If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-In Settings
Allowed Dial-In Type
[ 150N
PPTP
[ 1Psec Tunnel
[ L2TP with IPSec Policy

Specify ISDN CLID or Remote YPMN Gateway
Peer ISDN Mumber or Peer ¥PN Server [P
220.135.240.210

or Peer ID

52

Username draytek
Password [TTTTITT]
w1 Compression @ on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature{x.509)

IPSec Security Method
Medium (AH)
High {ESP}
DES 3DES AES

Callback Function {CBCP)
Enable Callback Function
Use the Fallowing Mumber to Callback

Callback Mumber

Callback Budget minute(s)
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7. At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router
A can direct the packets destined to the remote network to Router B via the VPN

connection.
4. TCP/IP Network Settings
My W AN TP nooao RIP Direction Digable b
Remate Gateway IP o000 From first subnet to remote netwark, you have to
0.o. do
Remate Netwark IP 192163.2.0 Route v

Remote Metwork Mask 2552552550

Change default route to this YPN tunnel { Only

single WaMN supparts this )

[ 8134 ] [ Clear ] [ Cancel ]

Settings in Router B in the remote office:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general
settings in PPP General Setup.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
ial- When DHCP Disable set

Dial-In PP PAF or CHAP ¢ )

Authentication Start IP Address 192.168.2.200

Dial-In PPP Encryption
(MPPE}

Mutual suthentication (P&PY O ves @ Mo

Optional MPPE v

Username

Password

For using 1PSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
set general settings in IPSec General Setup, such as the pre-shared key that both
parties have known.

VPN and Remote Access >> IPSec General Setup

¥PN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method

Pre-Shared Key senes

Canfirm Pre-Shared Key ssese
IPSec Security Method
Medium (4H)
Data will be authentic, but will not be encrypted.

High (ESP) oes [¥3DEs  [MlAES
Data will be encrypted and authentic.

[ Ok ] [ Cancel ]

3.  Goto LAN-to-LAN. Click on one index number to edit a profile.
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4.  Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

VPN and Remote Access >> LAN to LAN

Profile Index : 1

1. Common Settings

Profile Narme Branchl Call Directian ® Both O Dial-out O Dial-In
[ Enable this profile O always an
Idle Timeout 300 5ecgnd(5)

WPN Connection Through: |WWAN1 First v [ Enable PING to keep alive

Methios Maming Packet @ Ppass O Block PING to the IP

5.  Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with
the selected Dial-Out method.

If an IPSec-based service is selected, you should further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-Out

connection.

2. Dial-Out Settings
Type of Server I am calling Link Type
O 150N Username
O pere Password

EQEIPBEE Turnel PPP &uthentication

O L2TP with IPSec Palicy ¥) Compression on O off

Dial Mumber for ISDN ar s
IKE Authenticat mMethod
Server [P/Host Name for YPM. urhentication Metho

(such as 5551234, draytek.com or 123.45.67.89) @ Pre-Shared Key

Z20.135.240.208 IKE Pre-Shared Key

© Digital Signature(x 503}

IPSec Security Method
@ Medium{AH)
O High(ESP)

Index(1-15} in Schedule Setup:

GCallback Function (GBCP)
Require Remote to Callback

Provide ISDM Number to Remote
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If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, PPP Authentication and VVJ Compression for this

Dial-Out connection.

2. Dial-Out Settings
Type of Server I am calling
O 1SDN
® PPTP
QO IPSec Tunnel
O L2TP with IPSec Palicy

Dial Number for ISDN ar
Server [P/Host Name for VPR,

(such as 5551234, draytek.com or 123.45.67.89)

220.135.240.208

Link Type

Username draytek
Password ssnnune

PPP suthentication PAP/CHAP ~
Y1 Compression ® an O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(=.509)

IPSec Security Method
Medium{aH)
High{ESP}

Index{1-15) in Schedule Setup:

Gallback Function {(GBGP)
Require Remote to Callback
Provide ISDM Kumber to Remote

6. Set Dial-In settings to as shown below to allow Router A dial-in to build VPN

connection.

If an IPSec-based service is selected, you may further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup

above.

3. Dial-In Settings
Allowed Dial-In Type
[ 150N
O prTP
IPSec Tunnel
[ L2TP with [PSec Palicy

Specify ISDN CLID or Remote YPN Gateway

Peer ISDM Mumber ar Peer ¥PN Server IP
220.135.240.208

ar Peer ID

VigorIPPBX 2820 Series User's Guide

Username
Passward

%1 Campression on Off

IKE Authentication Method
[“Pre-shared Key
[ IKE Pre-Shared Key |

[bigital Signature(:.509)

IPSec Security Method
Medium {aH})
High (ESP)

DES 3DES AES

Callback Function {(CBCP)
Enahle Callback Function
Use the Following Mumber to Callback
Callback Mumber

Callback Budget minute(s)
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If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.

3. Dial-1In Settings
Allowed Dial-In Type
[ 150M
PRTR
[ 1psec Tunnel
] L2TP with IPSec Palicy

Specify ISDM CLID or Remote YPN Gateway
Peer ISDN Number ar Peer YPN Server IP

220.135.240.208

or Peer ID

Callback Budget

Username draytek
Passwaord [TITTTT]
w1 Compression ® on O off

IKE Authentication Method

Pre-Shared Key

Digital Signature(x, 509}

IPSec Security Method

Medium (AH)

High (ESP)

DES 3DES AES

Callback Function {(CBCP})

Enable Callback Function
Use the Following Mumber to Callback

Callback Mumber

minutels)

At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router
B can direct the packets destined to the remote network to Router A via the VPN

connection.

4. TCP/IP Network Settings
My WAN TP 0.0.0.0
Remote Gateway IP 0.0.0.0
Remote Metwark IP 192.168.1.0
Remote Metwork Mask |255.255.255.0

Iare

RIFP Direction Disable b

From first subnet to remote network, you have to
do

Route »

Change default route to this WPH tunnel { Only
single WaM supports this )

[ oK

) |

Clear ] [ Cancel ]
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4.2 Create a Remote Dial-in User Connection Between the
Teleworker and Headquarter

The other common case is that you, as a teleworker, may want to connect to the enterprise
network securely. According to the network structure as shown in the below illustration, you
may follow the steps to create a Remote User Profile and install Smart VPN Client on the
remote host.

VPN Router
210.135.240.208

192.168.1.6 for IPSec
210.135.240.210 for
PPTP or L2TP

192.168.1.2 192.168.1.3

Remote Network
192.168.1.0

Settings in VPN Router in the enterprise office:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service and click OK.

2. Then, for using PPP based services, such as PPTP, L2TP, you have to set general
settings in PPP General Setup.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
Dial-In Ppp _ PAP of CHAP B {When DHCP Disable set)

Authentication Start IP Address 192.168.1.200
Dial-In PPP Encryption :

(MPRE) | Optional MPPE v

Mutual Authentication (PaPy O ves @ No

For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to
set general settings in IKE/IPSec General Setup, such as the pre-shared key that both
parties have known.
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VPN and Remote Access >> IPSec General Setup

YPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN to LAN).

IKE Authentication Method

Pre-Shared Key [T1T1]

Confirm Pre-Shared Key sssas
IPSec Security Method
Medium {&H)
Data will be authentic, but will not be encrypted.

High (ESF? Foes [Flzoes  [HaEs
Data will be encrypted and authentic.

[ Ok ] [ Cancel ]

Go to Remote Dial-In User. Click on one index number to edit a profile.

Set Dial-In settings to as shown below to allow the remote user dial-in to build VPN

connection.

If an IPSec-based service is selected, you may further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-In
connection. Otherwise, it will apply the settings defined in IPSec General Setup

above.

VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication
[ Enable this account Username
Idle Timeout 300 second(s) Password

Allowed Dial-In Type

O 150K

O prTP

IPSec Tunnel

O L2TP with IPSec Policy

Specify Remote Mode

Remaote Client IP or Peer ISDN Number

220.135.240.210

or Peer ID

IKE Authentication Method
Pre-Shared Key
[ IKE Pre-Shared Key |

[ pigital signature (%.509)

IPSec Security Method
Medium {aH)

High (ESP)

DES 30ES AES

Local ID (optianal)

Callback Function
Check to enable Callback function
Specify the callback number
Callback Mumber
Check to enable Callback Budget Contral
Callback Budget minute(s)

Ok

Clear ] [ Cancel
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If a PPP-based service is selected, you should further specify the remote peer IP
Address, Username, Password, and VVJ Compression for this Dial-In connection.

VPN and Remote Access >> Remote Dial-in User

Index MNo. 1
User account and Authentication
Enable this account Usernarme draytek
Idle Timeout 300 second(s) Password sssssee
allowed Dial-In Type IKE Authentication Method
[ 15DM Pre-Shared Key
PRTP
O 1rsec Tunnel Digital Signature {¥.509)

[0 L2TP with IPSec Policy

Specify Remote Mode

) IPSec Security Method
Remote Client IP or Peer ISDN Number

Medium (aAH)
2200135.240.210 )
High {ESP)
or Peer ID DES 3DES AES
Local ID {optional)

Callback Function
Check to enable Callback function
Specify the callback number
Callback Number
Check to enable Callback Budget Caontrol
Callback Budget minutels)

[ Ok ] [ Clear ] [ Cancel

Settings in the remote host:

1. For Win98/ME, you may use "Dial-up Networking" to create the PPTP tunnel to Vigor
router. For Win2000/XP, please use "Network and Dial-up connections™ or “Smart
VPN Client”, complimentary software to help you create PPTP, L2TP, and L2TP over
IPSec tunnel. You can find it in CD-ROM in the package or go to www.draytek.com
download center. Install as instructed.

2. After successful installation, for the first time user, you should click on the Step 0.
Configure button. Reboot the host.

. Smart YPN Client 3.2.2 (WinXP) E|§|

Step 0.

This step will add the ProhibitIpSec registry walue to computer in
order to configure a LETPYIPSec connection using a pre-shared key
or a L2ZTP connection. For mare infamation, please read the article
Q240262 in the Microsoft Knowledgement Base,

Step 1. Dial to ISP
If wou have already gotten a public IP, vou can skip this step,

- v‘
Step 2, Connect ko VPN Server
™
Inserk l [ Remove
Stakus: Mo connection PPTP ISP @ VPN @
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3. In Step 2. Connect to VPN Server, click Insert button to add a new entry.

If an IPSec-based service is selected as shown below,

Dial To VPN X

Session MName: [E)f-ﬁce

YPM Server IPJHOST Mamefsuch as 123.45,67.69 or draytek.com)

|19z.168.1.1 !

User Marme | ek user] |

Passward ! | g |

Twpe of YPH
COPPTP CiLatp

(I LZTP over IPSec

PPTP Encryption

[ Use default gateway on remote network

You may further specify the method you use to get IP, the security method, and
authentication method. If the Pre-Shared Key is selected, it should be consistent with
the one set in VPN router.

l IPSec Policy Setting E

My IP : [172.16.3.100 |
Type of IPSec
() Standard IP5ec Tunnel

Remote Subnet : | |

Remote Subrnet Mask ! | 2 ? i
(&) virture 1P | DrayTek Virture Interface v !
(%) Obtain an IP address automatically {DHCP over IPSec)
() Specify an IP address
IP Address: | : ; |

Subnet Mask; [ &9 394 23 |

Security Method
) MediuriaH) @ i
I | DES v

Authority Method
() Pre-shared Key 1 | *4d*

() Certification Authority:

If a PPP-based service is selected, you should further specify the remote VPN server IP
address, Username, Password, and encryption method. The User Name and Password
should be consistent with the one set up in the VPN router. To use default gateway on
remote network means that all the packets of remote host will be directed to VPN
server then forwarded to Internet. This will make the remote host seem to be working
in the enterprise network.
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Dial To ¥PN

Session MName: DF‘Fi‘E‘E

YPM Server IPfHOST Mamelsuch as 123,45.67,89 or draykek.com)

192,168.1.1
User Mame : -ﬁravtek_userl

Password ! S

Type of VPN
&) PPTP CiLzte

() IPSec Tunnel IL2TP over IPSec

FPTF Encrypkion
O Mo encryption

O} YRHa
CJ Maxium strength encryption

Use default gateway on remote nekwork

4.  Click Connect button to build connection. When the connection is successful, you will
find a green light on the right down corner.

4.3 QoS Setting Example

Assume a teleworker sometimes works at home and takes care of children. When working
time, he would use Vigor router at home to connect to the server in the headquarter office
downtown via either HTTPS or VPN to check email and access internal database.
Meanwhile, children may chat on Skype in the restroom.

1. Go to Bandwidth Management>>Quality of Service.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |
Index Status Bandwidth Directon Cl?lss Clgss Clgss Others BanL;I[:vF;dth
Control

WANL Enable 10000Kbps/10000Kbps Cutbound 25% 25% 25%  25% Inactive Setup
WAN2 Enable 10000Kbps/10000Kbps OCutbound 25% 25% 25%  25% Inactive Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

2.  Click Setup link of WAN 1. Make sure the QoS Control on the left corner is checked.
And select BOTH in Direction.
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Bandwidth Management >> Quality of Service

WAN1 General Setup
Enable the QoS Control OUT ¥

Index
Class 1

Class 2

3. Return to previous page. Enter the Name of Index Class 1 by clicking Edit link. Type
the name E-mail for Class 1.

Bandwidth Management >> Quality of Service

Class Index #1

MNarme E-mail

DiffServ

NO Status Local Address Remote Address CodePaint Service Type
1 Empty - - - o

[Add | [ Edit | [Delete |

[ [8]:9 ] [ Cancel ]

4. For this index, the user will set reserved bandwidth (e.g., 25%) for E-mail using
protocol POP3 and SMTP.

Bandwidth Management >> Quality of Service

WAN1 General Setup
Enable the QoS Control |BOTH v

Index Class Name Reserved_bandwidth Ratio

Class 1 E-rail m

Glass 2 25 o,

Glass 3 25 "3

Others [="3
[J Enable UDP Bandwidth Contral Limited_bandwidth Ratio E)
[ outbound TCP ACK Prioritize Online Statistics
0K ] [ Clear ] [ Cancel
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Return to previous page. Enter the Name of Index Class 2 by clicking Edit link. In this
index, the user will set reserved bandwidth for HTTPS. And click OK.

Bandwidth Management >> Quality of Service

Class Index #2
Mame HTTRS

DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
10 Active Any Any ANY ANY
[Add | [Edit | [Delete]
[ QK ] [ Cancel ]

6. Click Setup link for WANL.

Bandwidth Management >> Quality of Service

General Setup

| Setto Factory Default |

Class Class Class uop
Index Status Bandwidth Directon 1 2 3 Others Bandwidth
Control

WaN1l Enable 10000Kbps/10000Kbps Both

25% 25% 25%  25%
WANZ2 Enable

Inactive Setup
10000Kbps/10000Kbps  Outbound  25%

2E5% 25% 25% Inactive Setup

Class Rule
Index Name Rule Service Type
Class 1 E-mail Edit
Class 2 HTTPS Edit Edit
Class 3 Edit

Check Enable UDP Bandwidth Control on the bottom to prevent enormous UDP
traffic of VoIP influent other application. Click OK.

Bandwidth Management >> Quality of Service

WAN1 General Setup
Enable the QoS Control |BOTH v

Index Class Name Reserved_bandwidth Ratio
Class 1 E-mail 25 i,
Class 2 HTTPS 25 9%
Class 3 25 "3
Others [="3
Enable UDP Bandwidth Contral Limited_bandwidth Ratio [25 %
[0 outbound TCP ACK Prioritize Online Statistics
Ok ] [ Clear ] [ Cancel
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8.  If the worker has connected to the headquarter using host to host VPN tunnel, he may
set up an index for it. Enter the Class Name of Index 3. In this index, he will set
reserved bandwidth for 1 VPN tunnel.

L R 0 Us
T
3° ™

VPN Tunnel

Private Network [ te Net k
192.168.1.0 1;2?53:2‘.30 e

Bandwidth Management >> Quality of Service

Class Index #3

Mame |VF'N |
MO Status Local Address Remote Address C[;TESPE;;:“ Service Type
10 Inactive Any Ay AN undefined
[Add | [ Edit | [Delste |
’ Ok ] ’ Cancel ]

9. Click Edit to open the following window. Check the ACT box, first.

Bandwidth Management >> Quality of Service

Rule Edit
ACT
Local Address | |
Remote Address | | Edit
DiffServ CodePoint [Any |
Service Type |ANY V|

Note: Please choose/setup the Service Type first,

[ Ok ] [ Cancel ]
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10. Then click Edit of Local Address to set a worker’s subnet address. Click Edit of
Remote Address to set headquarter’s IP address. Leave other fields and click OK.

Bandwidth Management >> Quality of Service

Rule Edit
ACT
Local address
Remote Address
DiffServ CodePoint ANY v
Service Type ANY v

Note: Please choose/setup the Service Type first,

[ Ok ] [ Cancel

4.4 LAN - Created by Using NAT

An example of default setting and the corresponding deployment are shown below. The
default Vigor router private IP address/Subnet Mask is 192.168.1.1/255.255.255.0. The
built-in DHCP server is enabled so it assigns every local NATed host an IP address of
192.168.1.x starting from 192.168.1.10.

Internet

DHCP Server
Public IP Address

Private Subnet
Router IP Address:192.168.1.1

T vy

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

You can just set the settings wrapped inside the red rectangles to fit the request of NAT
usage.

VigorIPPBX 2820 Series User’s Guide 65 Dray Tek



LAN => General Setup

Ethernet TGP / IP and DHCP Setup

LAN IP Network Configuration DHCP Server Configuration

For NaT Usage @ Enable Server O Disable Server
1st IP Address 192.168.1.1 Relay agent: O 1st Subnet  2nd Subret
1st Subnet Mask 25562552550 Start IP Address 192.1658.1.10
For IP Routing Usage O Enable & Disable IF Pool Counts 50
2nd 1P Address 192168 2.1 Gateway [P Address 192.163.1.1
2nd Subnet Mask 2552552550 DHCP Server IP address

[ Znd Subnet DHCP Genver || | RE13Y Agent

DNS Server IP Address

RIF Protocol Control [ Farce DMS manual setting

Disable ¥
Primary IP Address
Secondary IP Address

To use another DHCP server in the network rather than the built-in one of Vigor Router, you
have to change the settings as show below.

Internet
Public IP Address

220.135.240.207 N

—-— e e e = =
Private Subnet
Router IP Address:192.168.1.1

Ty

192.168.1.22

Router

192.168.1.11

DHCP Server

192.168.3.22 192.168.3.11

You can just set the settings wrapped inside the red rectangles to fit the request of NAT
usage.

LAN >> General Setup

Ethernet TCP / IP and DHCP Setup

LAMN IP Network Configuration
For NAT Usage

1st IP Address

1st Subnet Mask

Far IP Routing Usage O Enable & Disable

2nd IP Address
2nd Subnet Mask

192.168.1.1
285285 2550

192.168.2.1
2852852550

Relay agent: O I
Start IP Address
IP Pool Counts

Gateway IP Address
DHCP Server IP Address

|

2nd Subnet DHCP Server

] for Relay Agent

RIP Protocaol Control

DrayTek

Digable v

DNS Server IP Address
[ Force DNS manual setting
Primary IP Address

Secondary IP Address
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4.5 Upgrade Firmware for Your Router

Before upgrading your router firmware, you need to install the Router Tools. The file
RTSxxx.exe will be asked to copy onto your computer. Remember the place of storing the
execution file.

1. Go to www.draytek.com.

2. Access into Support >> Downloads. Please find out Firmware menu and click it.
Search the model you have and click on it to download the newly update firmware for
your router.

About DrayTek Products Support Education Partners ContactUs

Home > Support > Downloads

Model Name Firmware Version Release Date Firmware
Vigor120 series 3.2.21 26/06/2009 Driver
Vigor2100 series 2.6.2 26/02/2008 Utility
Vigor2104 series 2T 1310272008 Utility Introduction
Vigor2110 series 3.3.0 25/06/2009
Datasheet
Vigor2200/XMNWIE 2311 22109/2004 - 1
R&TTE Certification
Vigor2200Eplus 2.57 18/02/2009 —
Vigor2200USB 2.3.10 16/03/2005

3. Access into Support >> Downloads. Please find out Utility menu and click it.

About DrayTek Products Support Education Partners ContactUs
Home > Support = Utility

Downloads
Tools Name Release Date ersion 0s Support Model e
Router Tools 2009/06/18 4.2.0 MS-Windows All Modules
Driver
Syslog Tools 2009/06/18 4.2.0 MS-Windows XP All Modules
MS-Vista Utility
VigorPro Alert Notice 2009/06/03 1.1.0 MS-Windows XP VigorPro 100 series Utility Introduction
Tools { Multi- MS-Vista VigorPro 5500 series
language ) VigorPro 5510 series Datasheet
YIS 20 Baes R&TTE Certification
Smart VPN Client 2009/05/25 3.6.3 MS-Windows XP All Modules
{ Muilti- MS-Vista
language )
Smart Monitor 2009/03/25 2.0 MS-Windows XP Vigor2950 series

4. Click on the link of Router Tools to download the file. After downloading the files,
please decompressed the file onto your host.
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5. Double click on the icon of router tool. The setup wizard will appear.

{5 Setup - DrayTek Router Tools ¥4.2.0 E]|E|E|

Welcome to the DrayTek Router
Tools ¥4.2.0 Setup Wizard
Thiz will install DirayT ek Router Toals %4.2.0 on your computer.

It iz recommended that pou close &l other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

_El RISv420
TSy [y Tek Ronter Tools ¥4 2.0 Setp
I a DirayTek corp.
6. Follow the onscreen instructions to install the tool. Finally, click Finish to end the
installation.

7. From the Start menu, open Programs and choose Router Tools XXX >> Firmware
Upgrade Utility.

%, Firmware Upgrade Utility 3.5 1 A=l
Time Cuk{Sec, ) Router IP;
5 | [..]
Port Firrmware file:
69 [..]
Password:

8. Type in your router IP, usually 192.168.1.1.

9. Click the button to the right side of Firmware file typing box. Locate the files that you
download from the company web sites. You will find out two files with different
extension names, xxxx.all (keep the old custom settings) and xxxx.rst (reset all the
custom settings to default settings). Choose any one of them that you need.

=, Firmware Upgrade Utility 3.5.1 A=
Timne Cuk{Sec.) Router IP;
5 192.168.1.1 [..]
Part Fitrware File:
a4 |C:'|,D|:u:uments and Settings'l,CarriE| E]
Password:
10. Click Send.
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11.

5, Firmware Upgrade Ttility 3.5.1

Time Cuk{Sec, ) Router IP;

E | 19216811 (]
Port Firmmare file:

|E|9 | |C:'|,D|:u:uments and Settings'l,CarriE| E]
Passwiord:

| | Abort Send
Sending. ..

[----------------------

Now the firmware update is finished.
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4.6 Request a certificate from a CA server on Windows CA
Server

CAServerA CA ServerB

Internet

9 Userimports the certificate
as local certificate to Vigor
Router via Web GUI

o User requests a certificate
issued by CA Server Aand
Saves it.

1. Go to Certificate Management and choose Local Certificate.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
GENERATE | [ IMPORT | [ REFRESH

¥509 Local Certificate
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2. You can click GENERATE button to start to edit a certificate request. Enter the
information in the certificate request.

Certificate Management >> Local Certificate

Generate Gertificate Request
Subject Alternative Name

P |draytek.com

Subject Name

Country (C) -

State (ST)

:

Location (L)

Orginization (O} Draytek

Orginization Unit {OU)

Cormmon Name {CH)

Ernail (E} press@draytek com

Key Type

|

Key Size

Generate

3. Copy and save the X509 Local Certificate Requet as a text file and save it for later use.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

MName Subject Status Modify
Local JC=TW,/ST=HS/0=Draytek/OU=RD/...  Regquesting
GEMERATE | [ MPORT | [ REFRESH |

X509 Local Certificate Request

MIIEnTCCAQVCAQAWETELMAKGAITEBRNCVF exCeAJBgNVE AgTAKhTHRAWD o YDV QOQHE
EwdEcF 5dGVe HoswCOYDVQOLEwISRDEiMCAGCSgGS Th3DOQETARY T3 Vwe G9vdERK
crF SdGVr Lntvh TCEnz ANEgkghk 1G9 w0 AQEF AACE JQAwg YRCgYTEAYZELVTVEYC ix
OTSZ5Z0dwlRe ltv 1 HnWVum/ NFCOy9x+XEwEGA67AGY1LS Avd TduHHIOz4OMNIx02 G
WASVORL I 7THbNOAYnE5p 1x R QF gkSnkbMLAAgh 100/ 13 T/ siGh4N+Pho4VHOLVO
dEiyiPEp/ Z020W=Cddxh/ Hz 23 ¥eB8me0C AwE LAad AMADGCSgGS Ib3 DOQERBQUALIGE
AGHNESD7T IV44sgXwiTnEHIvdFLD0dwe Q01 ZL 1 XERn+CWdhed JvalSCgigqed QCEaDQ7
nacBEgEc 1TochEzES0dyDoe St IE7k+1i0458eu¥ P nxswiEvP ICn3 1TMIGHZwv0sVr TTu
s IJGBHHwES KWL IRAZL SxvHIDoNEl6e e TivhedZisrJw

4. Connect to CA server via web browser. Follow the instruction to submit the request.
Below we take a Windows 2000 CA server for example. Select Request a Certificate.

Microsoft Certificate

Welcome

You use this web site to request a certificate for your wieb browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the wieb, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request.

Select a task:
O Retrieve the CA certificate or certificate revocation list
®Request a certificate
O Check on a pending certificate
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Select Advanced request.

Microsoft Certificate

Choose Request Type

Flease select the type of request you would like to make:

O User certificate request

S

@ Advanced request

Select Submit a certificate request a base64 encoded PKCS #10 file or a renewal
request using a base64 encoded PKCS #7 file

Microsoft Cerificate Se

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification
authority (CA) will determine the certificates that you can obtain

O Submit a certificate request to this CA using a form
@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a baset4 encoded PKCS #7 file.

© Request a certificate for a smart card on behalf of another user using the Srnart Card Enroliment Station
You must have an enroliment agent centificate to submit a request for another user.

Import the X509 Local Certificate Requet text file. Select Router (Offline request) or
IPSec (Offline request) below.

Microsoft Cerificate

Submit A Saved Request

Paste a basetd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web
server) into the request field to submit the request to the certification authority (CA}.

Saved Request:

————— BEGIN CERTIFICATE REQUEST----- A

MITBoi CCARMCAQAWOTELMAKGAIUEEWMCYF cXEDLO
Basebd Encoded | BgkghkiG9wOECQEWEXEYZ XNz QGRYVELIDZUSuY29t

Certificate Request | A4GNADCEiQKBgODOYB7mZF £FHNS/ Te0nGO3 Xk++

(FKCS #10 or #7);  h¥4bpa9cUF9dloACGGiN/ teBOekde ZdPFFvIZcPS

%/ GOATCTVO/ £0zpxroCwlITILS 150/ Bndvs0951G ¥

- | >

Erowse for a file to insert.

Certificate Template:
Administratar b

Administratar
Additional AttributAuthenticated Session
Basic EFS

EFS Recovery Agent
Attributes: || .00

Subordinate Certification Authority

Web Server ‘

Then you have done the request and the server now issues you a certificate. Select Base
64 encoded certificate and Download CA certificate. Now you should get a certificate
(.cer file) and save it.
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5. Back to Vigor router, go to Local Certificate. Click IMPORT button and browse the
file to import the certificate (.cer file) into Vigor router. When finished, click refresh
and you will find the below window showing *------ BEGINE CERTIFICATE------..... 7

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
Local JC=TW/ST=HS/O=Draytek/OU=RD/...  Regquesting
GENERATE | [ IMPORT | [ REFRESH |

¥509 Local Certificate Request

MITEnTCCAQVCAQAVETELMAKGAIUEBhMCVF e CaAJBgNVBAGTAKhTMRAWD YDV OCK
EvdEcwF SAGVrHOswCOYDVOOLEwI3RDE i MCAGCSqGE Th3iDQEJARY Te3VweGoydEEK
e SdGYV LV TCERz ANE gkghkiGOwOBAQEF ALOE QA TRCYYEAYZELVTVEYE ix
OT3Z3Z0dwlRe ltv1HnVmn/ MFCOy9x+EEuNKEGE6dGY1LS AvITAuHHIO= 40N 025
mASVORE J7THONOATnS8p 1x RrQF gkSnkbMLdigh 100/ 1SV smGh 4 +FPhodVHO 10
dEiyAPEfp/ Z020WsCddxh/Hz 23 Ta8me0CAVE A AR A AMADGCSgGS Ih3 DOEEBQUALLGE
AGNESO71V44sgXwiTnEHIvAdFLDOdwe 001 EL1ERn+0Vdhe JJval3Cyigqe JOCKaD 07
nacEgEc 1WMochEzESOdyDe St If7k+10455eu¥nswEvP IOn3 1JHIGHZwSVWr T
sOwIGBHHwWES KD LRAZLSxvHIDoMEleceTlvhedZasr I

6. You may review the detail information of the certificate by clicking View button.

Mame : Local

IssLuer IC=USICHN=vigor

Subject : femailaddress=press@draytek.com/C=TwWO=Craytek
Ni";:ée::t alternative DMS:draytek.com

Yalid Fram : Aug 30 23:08:43 2005 GMT

Yalid To : Alg 30231747 2007 GMT
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4.7 Request a CA Certificate and Set as Trusted on Windows
CA Server

CA ServerA CA ServerB

9 Userimports the certificate
as local certificate to Vigor
Router via Web GUI

o Userrequests a certificate
issued by CA Server Aand
Saves it.

1. Use web browser connecting to the CA server that you would like to retrieve its CA
certificate. Click Retrive the CA certificate or certificate recoring list.

/A Microsoft Cerlificate Services - Migrosoft Internet Explorer =X
BRE #EE WAO HHRTW TAD HPE i

Q+t=- 0 [¥ @@ Lus Srenne @ur & - 2 '

D) }@*] httpe 172 16 2173 sartore!

~ BBE = >

msa* - | v| Qe - JEERT | (S8 X HERERE 019) v o Hotned §% Meswnger (R 389 MSN

Microsoft Cer

Welcome

You use this weh site to request a certificate for yourweb browser, e-mail client, or other secure program. Once you acquire a certificats, you

will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@Retrieve the CA certificate or cerfificate revocation fist
O Request a certificate
O Check on a pending certificate
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2. In Choose file to download, click CA Certificate Current and Base 64 encoded, and
Download CA certificate to save the .cer. file.

2 Microsoft Certificate Services - Microsoft Internet Exploxex E=X]
BEP HHED WAD RHESW ITAQ HO® "

Q- O NEAG O Jramez @ue @ 35 3-8

D) | €] M7z 162 ket s

> R
msa? | ¥ PmE - PEERT AVEE X SHERERE 019 - o Howl o Mesenmr (2 0 MO

Microsoft Certifica

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allows your computer to trust certificates issued from this certification authority.

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:
CA Certificate | |
Previous [vigor]

ODER encoded or @ Base 64 encoded
Download CA certificate

Download CA certification path

Download latest certificate revocation list

3. Back to Vigor router, go to Trusted CA Certificate. Click IMPORT button and
browse the file to import the certificate (.cer file) into Vigor router. When finished,
click refresh and you will find the below illustration.

Certificate Management >> Trusted CA Certificate

X309 Trusted CA Certificate Configuration

Name Subject Status Modify

Trusted CA-1 IC=USICN=vigor Mot et valid Wiew | | Delete

Trusted Ca-2 === e Delete
Trusted CA-3 -—- -—- R

Delete

[ MPORT | [ REFRESH |

4. You may review the detail information of the certificate by clicking View button.

Mame : Trusted CA-1

Issuer ; IC=USICH=vigor

Subject : IC=U8ICN=vigar
Ni";?ée::t Alternative DMS: draytek.com
“alid Fram : Aug 30 23:08:43 2005 GMT
Yalid To : Aug 30 231747 2007 GMT

Close

Note: Before setting certificate configuration, please go to System Maintenance >>
Time and Date to reset current time of the router first.
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4.8 How to achieve DID (Direct Inward Dialing) with SIP Alias?

SIP Alias is an alternative address for your main SIP Address. Normally, when you have a
user account for one ITSP, you have one SIP address provided by the ITSP. However, with
SIP alias, you can own multiple SIP addresses over one user account. When you register
with a regular user account, alias are registered as well as the main SIP address. Then, when
somebody dials the alias, the SIP URI bound to the alias will ring.

DID - Direct-Inward-Dial (also called DDI in Europe) is a service offered by a telephone
company that provides a block of telephone numbers associated with one phone line for
calling into a company's PBX system. The employees can have their extension numbers
respectively, and the caller, via DID function on Vigor router, can dial to any one of the
extension numbers directly without passing through auto-attendiant.

Below shows a scenario:

866668@iptel.org is the main SIP trunk set on VigorIPPBX 2820 , and
3400017904@iptel.org is set as SIP alias on VigorIPPBX 2820 as well. Both share the
same SIP account. When you complete the registration for the main SIP trunk, an additional
registration for the SIP alias will be automatically performed. Therefore, in this case, if
Benson wants to call Jacky, he has two options. One is using auto-attendant by calling
866668@iptel.org. After hearing the greeting, Benson should press the extension number
101 to call Jacky. The other is using DID by calling 3400017904@iptel.org, the call will be
forwarded to extension number 101 directly by the PBX system

iptel.org

(benson. 1230 iptal.c

SIP Trunk: 866668@iptel.org

sip alias 3400017904@iptel.org
forward to Extension 101

v, i |
5 e :

IP Phone
Jacky
{Ext. 101)

£t

Vigor 2820 IP PBX
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Follow the steps below to setup SIP Alias and achieve DID.

1. Create a SIP Alias. First of all, make sure your VVolP Service Provider supports SIP
Alias. For example, iptel.org provides such service. When you register an SIP account
866668@iptel.org on iptel.org, you will be provided with a sip alias
3400017904 @iptel.org as well. See below.

my account phone baok iz calls accounting

general privacy forward other

your password:

retype password:

|

S S
B
¢ | yinalgy@hotrmail .0

ermnail

phone:

'H

language: English

timezone: | Asia/Shanghai v

your aliases:
sip:34000172904@iptel.org

sipi 86666 @iptel. arg

Save

2. Setup SIP account on VigorIPPBX 2820. Open the IP PBX>>Line Setting>>SIP
Trunk page and configure the SIP account as follows.

IP PBX == SIP Trunk List

SIP Trunk Index 1

I"Er-qﬁle Name laptel ™) {11 char max.})
Register via ;l.lrt.u v
SIP Local Port 5070
Domain/Reallm E:_urt el.org (63 char max.)
Proxy iptel. org (63 char mas.)
Proxy Port _EEEU (63 char max.)
Display Name EEIEGIEEE (23 char max.)
Account Nurmber/Name |BEEEEE (63 char max.)
Authentication 1D éﬁﬁ_ﬁ_ﬁﬁa (63 char max.}
\Password |wEmx (63 char max.)
Expiry Time |1 hour |» . . | seE
Trunk number :IJBI {3 char max.)
Office hours answer mode | darto Attendant -
Mon-0ffice hours answer mode Cduto Attendant v|

Maote:SIP Local Port can not be equal to PR Prosy Port.
[ ox | [ cancel |
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3. Setup SIP Alias on VigorIPPBX 2820. Open the IP PBX>>SIP Trunk List page and
click on Alias List to enter the SIP Alias setup page.

IP PBX >> SIP Trunk List

SIP Trunk List Refresh Secaonds: |5« | Refresh |
Index Profile Name Domain/Realm Proxy Nunﬁggsyr:;me Trunk Number Status
1. iptel iptel.org iptel.org 266668 o001 =
2. o0z -

3. 003 -

4 004 .

5. 00s -

6. (a3 -

R:Success registered on SIP server
-:Fail to register on SIP server
IP PBX >> Alias
Alias List
Index Profile Name Number Office Hours Non Office Hours Active Trunk
1. Auto attendant Auto Attendant Ma
2. Auto Attendant Auto Attendant Mo
3. Auto Attendant Auto Attendant Mo
1. Auto Attendant Auto Attendant Mo
5. Auto Attendant Auto Attendant Mo
6. Auto Attendant Auto Attendant Mo
1. Auto Attendant Auto Attendant Mo
8. Auto Attendant Auto Attendant Mo
9. Auto attendant Auto Attendant Ma
10. Auto Attendant Auto Attendant Mo
<< 110 | 1120 | 2130 | 3140 | 4150 > Next ==

4.  Press one index and input the SIP Alias in the Alias Number fields. Select the
associated SIP account from Alias of SIP Trunk, which was created in step 2. Route
the call to Jacky by selecting Forward To Extension and the extension profile 1-101.

IP PBX >> Alias

Alias 1.

Active (@'Enable] O Disable
(Alias Name Iacky
Alias Number 3400017904

| Alias of SIP Trunk 1 -mtel—v

Answer Mode

Office hours answer mode

Non-0ffice hours answer mode

([Forvard o Extension v [1 - 101 v] Extension

: :".,ut o ;;‘;tt en.c-lan‘t

T
w |
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IP PBX == Alias

Alias List

Index

[l = e B el Ol

-
o

Profile Name
Jacky

Number
3400017904

Office Hours
Ext.101
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant

Non Office Hours

Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant
Auto Attendant

Trunk
1 - iptel

Active
Yes
Mo
Mo
MNo
Mo
Mo
Mo
Mo
MNo
Mo

5. The configuration is completed. Make sure the extension number 101 is registered.
Next, Benson can make a direct call to Jacky by calling 3400017904@iptel.org .

IP PBX >> PBX Status

Extension Monitor Refresh Seconds: | Refresh |
Index Name Extension P Status Peer ID
1 Jacky 101 192,168.1.12 Online
2 Stephen 222 192,168.1.10 Online
3 Joseph 223 202,211,100.61 Online
4 Mark 204 Offline
5 Mandy 221 192.168.1.1 Online
] == o= Offline
7 == == Offline
g === === Offling
9 == o= Offline
10 == o= Offline
<= 110 | 1120 | 2130 | 3140 | 4150 | 5152 == Next ==
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4.9 How to use Call Parking?

Call parking allows you to hold the call on a telephone set and pick it up at a different phone.
Below shows a brief illustration for call parking application.

iptel.org , IP Phane

VS5 Benson
Ext:B86
(benson.123@ iptel.c

IF Phone &
Ext: 222
N
Stephen
IF Phone B

(5 Ext: 333

Benson calls extension 222. Stephen picks IP Phone A up and tells Benson that he wants to
park the call for transferring to another phone to continue the conversation.

To park a call, Stephen can perform the following actions on IP Phone A:

1.
2.
3.

4,

Press the transfer button on IP Phone A.

Dial the call park number, 777.

Stephen hears an announcement that *“Your parking number is XXXXX” (for example

22201).
Hang Up.

Please take notice:

DrayTek

If there is no transfer button on your phone, please try the # button. Or, check the user
guide of your hardware/software IP phone to find the button for call parking.

The call park number is defined in the IP PBX>>PBX System>>SIP Proxy Setting

page as Parking Server Number.
IP PBX >> PBX System

SIP Proxy Setting

SIP Local Port (G060 |
SIP Proxy Realm [PBX. com |
Parking Server Number 77T

RTP Local Port Start sos0 |
RTP Local Port End 20000 |

80
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1. When an incoming call is parked, a certain extension will be assigned to it temporarily
and the number will be announced to you. In this example, the announcement “Your
parking number is 22201 informs you of the new extension 22201. Next, you can dial
the new extension to retrieve the call from a different phone. The new extension
number may also be displayed on your IP phone.

2. After you hang up the call, it is left on hold with the new extension and the caller will
be listening to the music on hold.

3. The call will remain on hold before someone retrieves it or the caller hangs up.
To retrieve a parked call, Stephen can perform following actions on IP Phone B:
1. Pick up the phone and listen for a dial tone.

2. Dial 22201 (the announced new extension) to continue the conversation.

Call Parking Usage

Call Parking is similar to Call Transfer. But Call Transfer is a “blind” transfer. Sometimes
you are required to confirm if a person is available or not before transferring a call. For
example, Mike is manager and Jane is his secretary. When there is an incoming call, Jane
always parks the call. After the announcement, Jane hangs up and dials the extension of
Mike and informs him of the park number to retrieve the call. If Mike refuses to take the call,
Jane hangs up and dials park number by herself to pick up the call back and make some
excuses. With Call Transfer, Jane can just simply transfer the call to Mike directly.

Another useful scenario: During a conversation, you may need to go to another office for
some reason (for example, to check an important file). You can park the call and continue
the conversation from another phone at the other office.
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4.10 How to set up VigorPhone 350 with Vigor/PPBX2820
series by using Auto-Provisioning?

DrayTek VigorlPPBX 2820/VigorIPPBX 2820n supports the function of auto-provisioning.
VigorPhone 350 is also capable of auto-provisioning, it can get a configuration text file from
the VigorIPPBX 2820 series. The configuration file contains SIP settings that the SIP
devices can register with VigorIPPBX 2820 series.

VigoriPPBX 2820

VigorSwitch P2260
(PoE Switch)

VigorPhone 350

VigorPhone 350

-
-
L

1. Configure the extension number and password for each IP phone on VigorIPPBX 2820.
You can configure extensions from IP PBX Wizard.

VigorlPPBX 2820

System Status
Quick=S5tart Wizard

lipPBXCWizard Model Name : Vigor2820 PBX
Online-Status Firmware Version 1353
- Build Date/Time : Sep 8 2009 18:07:32
ADSL Firmware Version 1 211801_A Annex A
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2. Click IPPBX Wizard to get the first screen as shown below.

IPPBX Wizard

Extension & Groups Setup : Index 1

Extension Group Name: VigorPhaone (for example : sales)
Extension Group Number: 910 (for example : 100}
Start Number of the extension Group: AR (for example : 101)
Mumber of extensions in this group: 10 (for example : 10, max = 20)
Index Group Name Group Extension Hunt List(Max 20 Extension)

1. VigorPhone 910 911-920

2

3.

4.

5.

6.

Type the extension group name, group number, start number, and number of extension
fields. Click OK to save them. The new added group will be displayed on the screen.
Then click Next to access into next web page.

3. Inthe SIP Trunk Setup page, you can set up to six SIP profiles outside lines at one
time.

IPPBX Wizard

Sip Trunk Setup : Index 1

Profile Name: (11 characters max.)
Domain/Realm: (63 characters max.)
Proxy: (63 characters max.)
Account Number/Name: (63 characters max.)
Password: (63 characters max.)
Trunk number: 001 (3 characters max.)

Index Profile Name Domain/Realm Proxy Account Number/Name Trunk Number
001
002
003
004
005
006

(<o) (s

Type the profile name, domain/realm, proxy, account number/name, password and
trunk number fields, then click OK to save them. The new added profile will be
displayed on the screen.

[l (= [l | [ =
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Index Profile Name Domain/Realm Proxy Account Number/Name Trunk Number
SalesMarket  192.168.1.55 nat.draytel.org:5065 salesgroup 001

002

003

o004

0oL

006

[ < Back ] [ Mext =

[ | [ e N

4.  Click Next to access into office hours setup page.

IPPBX Wizard

Office Hours Setup

MNow, You can make the work time schedule of your office.

Hour : Min
When do you start working in the marning 00 v 00 |+
When do you have a rest at noon 00 =« 00
When do you start working in the afternoon 00 = 00 »
When do you leave the office 00« 00 =
Is this schedule available at weekend? Oives ® Mo

[ Finish ] [ Cancel

Please specify office hours including starting point and ending point on duty
day(s).Then, click Finish to save the settings and exit the wizard.

work time schedule of your office.

Hour : Min
ng in the morning 08 » 00 »
£ at noon 12 |» 00 »
ng in the afternoon 13+ 00 =
ffice 17 % 30+
. at weekend? Oves @ No

[ Finish l [ Cancel
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5. After finishing the Wizard, please go to IPPBX>Extension to configure the Extension

Number and

the Password settings.

IP PBX >> Extension

Internal Phone Extension

Index Ext.
4 o11
2. o012
3 a13
4. 914
5, 215

Name Email Address Qutgoing Call Status
5IP1 SIP2 SIP3
ool 5IP4 SIPE SIPG W

ISDM1-TE ISDNZ2-TE

SIP1 SIR2 SIP3
e SIP4 SIRS SIPG W
ISDN1-TE ISDMN2-TE

SIP1 SIP2 SIP3
e SIP4 SIRS SIPG W
ISDM1-TE ISDMNZ-TE

SRS 51PN SRS
2 SIP4 SIPS SIPG W
ISDN1-TE ISDN2-TE

SIP1 SIE2 SIEE
e SIP4 SIPS SIPG W
ISDN1-TE ISDNZ-TE

IP PBX >> Extension Profile

Internal Phone Extension Index 1

Answer Mode

Internal Phone Extension Active ®Enable O Disable
Extension Number 911
User Mame

[ authentication

Password f:...

E-mail Address .
Yoice mail Password L1l

MW .

® Naotify User who Subscribed O Force Motify User

Cutgoing Call Use
Msip1 Msipz Fsipa Msir4 Fsips Flsire [Flisoni-TE Fispuz-TE

Mo answer after |120 | sec then |EKespRing "-}
Busy then Dolottng _¥|
Not on-ine DoMebing _¥]

6.  Then connect VigorPhone to the network. Each user of VigorPhone can get the
extension number/password respectively.

7. The log-in request will be displayed on the screen of the phone. Please input the
extension number. Press OK.

9111

DExiNumber 13:12:05

123

Delete

Clear OK Exit
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8.

9.

Next, input the password. Press OK.

DEXT Password 13:12:05
Xxkk i 123
Delete| Clear OK Exit

VigorPhone can automatically configure itself with settings coming from VigorIPPBX
2820. Successful message will be shown as below. Now, all the configurations have

been done.

13:12:06

Auto Configuration

Ext 911 Success

lcom

Missed

DND

P.Book

10. Now, the extension number has been registered by VigorPhone successfully. (See the
number on the right side of the arrow.)

DrayTek

13:12:08
Thursday
211
Oct SALEE.
lcom | Missed| DND | P.Book
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4.11 How to configure Hunt Group?

Hunt Group allows a caller to automatically find an available callee from among a group of
extensions. You may assign some extensions to a Hunt Group. The incoming call will search
for the first available extension. Each extension will be tried until a “free” extension is
reached. If an IP phone is busy or hasn’t registered its extension to VigorIPPBX 2820 yet, its
extension will be skipped. The caller hears the busy tone only when all lines are engaged.

VigorIPPBX 2820 supports up to 10 Hunt Groups. Up to 20 extensions can be assigned to
each Hunt Group. And each extension can be assigned to more than one Hunt Group.

IP PBX >> PBX System

PBX System

SIP Proxy Setting
C Hunt Group >
Voice Mail Configuration
Office Hours
Auto Attendant Wizard

Prompt Maintenance
Phone Setting

There are two modes (Hunt Rule) supported by VigorIPPBX 2820, Simultaneously and
Sequentially.

Simultaneously — If an incoming call rings on a Hunt Group, all extensions belong to this
group will ring except for the IP phones which are busy or offline.

Sequentially — If an incoming call rings on a Hunt Group, the first extension in the list is
tried. If the call is not answered within 15 seconds, it will move to the next available
extension in the list. The IP phones which are busy or offline will be skipped.

Example 1 for Simultaneously

Extension 100 is configured as a Hunt Group’s extension number. When someone calls 100,
VigorIPPBX 2820 tries to ring 101, 102 and 103 simultaneously at once.

Ext 101 is busy, no ring

Ext 102 rings - answers call

Ext 103 is available for next call — no ring

Example 2 for Sequentially

Extension 200 is configured as a Hunt Group’s extension number. When someone calls 200,
VigorIPPBX 2820 tries to ring 201 then 202 then 203 then 204.

Ext 201 rings - no answer, then moves to next

Ext 202 is busy, no ring and moves to next

Ext 203 rings - answers call

Ext 204 is available for next call — no ring
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How to setup Hunt Group for Example 1 and 2 ?

1.  Configure extensions for IP phones.

IP PBX == Extension

Intgnal Phone Extension

I_:‘l d e";lc

N e e

os

10.

Ext.

101
102
103
201
202
203
204

Stephen
Joseph

MName

Jacky

James
Kewvin

Jimmy
Fred

Email Address Outgoing Call  Status
5IP1 v
SIP1 v
5Pl v
S5IP1 v
5IP1
SIP1 v
SIP1 v
ST GRS
S GIpE: SID6 X
ISDNZ-TE
5IP1 5IP2 S5IP3
51Pq - SIP5 | GIP6 X
ISDN2-TE
SIP1. GIP2. .SIP3
SIP4 GIPGL SIPG X
ISDN2-TE

<« 110 |

11.20 | 21-30 | 3140 | 4150 ==

MNext ==

2. Open IP PBX >> PBX System >> Hunt Group. Configure the following two groups.
IP PBX >> PBX System

Hunt Group

Index

[ sl [ [ (65 a6 BN [

-
=

Group Name
Sales
RD

Group Extension

100
200

Hunt List (Max 20 Extension)
101, 102, 103
201, 202, 203, 204

DrayTek
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For the Hunt Group of Sales department, Hunt Group Name is locally significant for
identification. Hunt Group Extension must be different from all the other extension
numbers. Select Simultaneously as Hunt Rule.

Hunt Groups Index 1

Hunt Group Mame |Sales
Hunt Group Extension | 100

Hunt Rule Simult aneoué]-._.y _v:_

Hunt List {Maximum Of Group Member:20)
Available Chosen

- 201 A - 101
- 202 ' 2 - 102
- 203 3 - 103
- 204 L idd ) ik

A [ Add A11 |

R ! :[ Remowve ¢4 I

S I FRemowe 411 ]

Mowe Up ]

e [ Mowe Down ]

o
{ R R I A A I |
[
[
[

For the Hunt Group of RD department, Hunt Group Name is locally significant for
identification. Hunt Group Extension must be different from all the other extension
numbers. Select Sequentially as Hunt Rule. You can use Move Up and Move Down
buttons to adjust the sequence of the extensions.

Hunt Groups Index 2

Hunt Group MName
Hunt Group Extension 5.200
Hunt Rule :.Segj.lential.i_fr v
Hunt List (Maximum Of Group Member:20)
Available Chosen
v = R
2 - 102 | |5 - 202
3 - 103 |6 - 203
8 - —— ( Add 2> Jl7 - 204
g g 1
10 - —-
o e ( Add 411 ]
12 - —
L§mnmen [ Remowe ¢! ]
14 - — |
15 - —
e e [ Remowe 411 ]
17 - —
18 - —
Y [ (/ Mowe Up \\\ ]
20 - ——-
A mimizaas ’ \ Mowe Down / ]
o \\-—._.-/
23 - —-
2d - —-
25 - —- ¥
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How to call a Hunt Group?
Method 1:

You may call the VigorIPPBX 2820 first, and dial the Hunt Group Extension number. In the
above two examples, when you dial 100, extensions 101, 102 and 103 ring at the same time.
When you dial 200, extension 201 rings first, then 202, next 203 and finally 204 rings.

Method 2:

With auto-attendant, after hearing the greeting, you may dial 1. The extensions 101, 102 and
103 ring simultaneously. Or, you may dial 2 and extension 201 ring first, then 202, next 203
and finally 204 rings.

IP PBX == PBX 3ystem

Auto Attendant Wizard - Office Hours

Key Action

0 |Ring Extension [1 - 101 |
1 |[Ring Hunt Group v/ [1 - 100 v
2 |[Ring Hmt Group »| [2 - 200+
Auto Attendant ——— —_—
answers the 3 |[Eing Extension & |1 - 101 %]
Caller calls call,plays office [Fime Fr 117 - 101 I
. : 4 Ring Extension % [1 — 101 %
Auto - hours greeting -' 2 — ——
Attendant (prompt 5),and 5 ||Ring Extension v| [1 - 101
waits for caller - - T ;
input 6 |_R1ng Extension % _1 - 101 »
| 7 |[Ring Extension | [1- 101+
a :_R;i..ng_"E;:‘tens:{.on v '1 - 10 _v:
9 |Ring Extension | [1- 101 v

Tip: If users in the Hunt Group leave their desks, they would turn on Do Not Disturb at
their extensions. Thus, the incoming call will search next available extension
immediately.
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4.12 How to use Auto Attendant?

IVR, Interactive Voice Response, is a technology that allows callers to interact with the
communication system over the telephone.

Auto Attendant is a technology that automates interactions with telephone callers. It allows
callers to be automatically transferred to an extension without the intervention from a
receptionist or telephone operator.

VigorIPPBX 2820 supports IVR and Auto Attendant. When someone calls in, VigorIPPBX
2820 automatically plays the recorded message like "Thanks for calling Draytek Corporation.
For sales, press 1; for support, press 2, etc." After pressing a number, the caller will be
transferred to the extension he would like to or an operator. You can customize the auto
attendant to play greeting messages based on the time and day settings such as office hours,
after office hours, weekends and holidays

Configure Auto Attendant on VigoriPPBX 2820

We will take an example to explain the common configuration. In this example, we will
present callers with options so that they can be directed to the proper extension. During the
office hours, the system will ask the users to dial 1 for support department, 2 for sales
department, 3 for product advertisement and 0 to speak with the receptionist. And, during the
non-office hours, the system will play product advertisement.

SIP Account:
8201@iptel.org

SIP Account:
866669 wiptel.org

Non-Office
hours greeting

Office Hour

greeting

Support Dept.
Hunt Group 200

u Receptionist
Ext. 101
[

Grah Sales Dept.
Ext. 201 Ext. 202 Ext. 501

\ e

1. The first step is to record the prompts.
For the office hours greeting:
®  Connect a phone to the FXS port on VigorIPPBX 2820 directly.
®  Dial **** to access IVR system.
®  After hearing the prompt, dial 1155# to start recording the Prompt 5 for the
office hours greeting. “Thank you for calling Draytek Company. If you know the
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DrayTek

extension of the person you’d like to reach, you may dial it now. Otherwise,
please choose from the following options. For technical support, press “1”. For
sales, press “2”. For new products introduction, press “3”. Otherwise press “0” for
the receptionist.”

When you finish the record, press #.

Dial 1255# to hear the office hours greeting (Prompt 5) that you have recorded.
If you are not satisfied with the result, dial 1155# to record it again.

For the non-office hours greeting:

Connect a phone to the FXS port on VigorIPPBX 2820 directly.
Dial **** to access IVR system.

After hearing the prompt, dial 1156# to start recording the Prompt 6 for the
non-office hours greeting. “Thank you for calling Draytek Company. We are
currently unavailable to take your call. Our business hours are nine to six,
Monday through Friday. If you want to leave a message, please press “0” to leave
a message for the receptionist. If you want to get new product information, please
press 1 through 9”.

When you finish the record, press #.

Dial 1256# to hear the non-office hours greeting (Prompt 6) that you have
recorded.

If you are not satisfied with the result, dial 1156# to record it again.

For the new product advertisement:

Connect a phone to the FXS port on VigorIPPBX 2820 directly.
Dial **** to access IVR system.

After hearing the prompt, dial 1151# to start recording the Prompt 1 for the new
product advertisements. “The VigorIPPBX 2820 is an IP-PBX integrated with
DrayTek's fully-featured Vigor2820 ADSL Router...”

When you finish the record, press #.

Dial 1251# to hear the new product advertisement (Prompt 1) that you have
recorded.

If you are not satisfied with the result, dial 1151# to record it again.
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2. After the sounds have been recorded, you have to create the extensions that needed in
the IVR. Extensions for each phone are configured as follows.

IP PBX >> Extension

Internal Phone Extension

Index Ext. Name Email Address Outgoing Call  Status
1. 101 receptionist SIP1 W
fi 501 Jacky SIP1 v
3. 201 Graham SIP1 W
4. 202 Benson SIP1 W
5. 205 Kewin SIP1 W
6. 203 Jimmy: SIP1 v
TI. 204 Fred SIP1 W

SIP1 SIPZ2 SIP3
8. S S SIP4 SIPE SIPA t
ISDNZ2-TE
SIP1 SIPZ2 SIP3
% S = SIP4 SIPE SIPA S
ISDNZ2-TE
SIP1 SIPZ2 SIP3
10, — — SIP4 SIPS SIPG P
ISDNZ2-TE
<< 110 | 1120 | 21-30 | 3140 | M50 == Next =

Configure extension for the support department. It is a hunt group. If the hunt rule is set
with Sequentially, the extension 201 ring first, then 202, 205, 203 and finally 204 rings
one by one when someone calls 200. If the hunt rule is set with Simultaneously,
extensions 201, 202, 203, 204 and 205 ring at the same time when someone calls 200.

IP PBX >> PBX System

Hunt Groups Index 1

Hunt Group Mame
Hunt Group Extension
Hunt Rule

Available

o
B I | 1 A (T () D) S 1 (i I
1
]
1
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|Support
|200

[Sequentially |

Hunt List {Maximum Of Group Member:20)

Add s

e M= = R )

Add A11

Femove ¢

Femowe 411

Maowe Up

Maowe Dowm
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3. Choose Auto Attendant for Office hours and Non-office hours for the SIP trunk. In
this example, when you call 866669@iptel.org during the office hours, you will hear
office hours greeting (Prompt 5): during the non-office hours, you will hear the
non-office hours greeting (Prompt 6).

IP PBX => SIP Trunk List

SIP Trunk Index 1

Profile Name iptel

Register via buto v

SIP Local Port 5070

Domain/Reallm iptel.org

Proxy iptel. arg

Prosy Fort G060

Display Name BARGAD

Account Mumber/Name falidiage]

Authentication ID BAGGAD

Password ETET

Expiry Time 1 hour SEC
Trunk number ool

[Office hours answer mode buto Attendant ke
Mon-0Office hours answer mode futo Attendant ]v

Mote:5IP Local Port can not be equal to PEX Prosy Port,

4.  Make sure the system time is synchronized from the System Maintenance >> Time
and Date page.

System Maintenance >> Time and Date

Time Information

Current System Time 2007 Jun 28 Thu 5 53 : 42
Time Setup
O Use Brawser Time
@ Use Internet Time Client
Tirme Protocol NTP (RFC-1303)
Server IP Address pool.ntp.org
Tirme Zone [GMT) Greerwich Mean Tirme ; Dublin hd
Enable Daylight Saving [
Automatically Update Interval 30 min »
[ OK ] [ Cancel
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Configure the Office hours from the IP PBX >> PBX System >> Office Hours
setup page. Suppose the holidays are January 1 to January 3, January 20 and
February 15. Based on the above configuration, the router will configure the settings
for the non-office hours automatically.

IP PBX >> PBX System

Office Hours

Index Enable S?:_FFH%?‘;‘;,I) Oﬁic(:zgalr:;)End weekdays
1 foo v |00 v 18 v |00 v DSunMDnTueWedThuFrﬂjSat
2 F Sun Mon  Tue Wed Thu Fri  Sat
3 ¥ Sun . Mon Tue Wed  Thu! Fri_ Sat
4 F Sun Mon  Tue ‘Wed Thu Fri Sat
5 ¥ Sun . Mon  Tue Wed  Thu! Fri_ Sat
] O Sun Mon  Tue Wed Thu Fri Sat
7 O Sun | Mon | Tue Wed  Thu! Fri_  Sat
g8 O Sun . Mon  Tue Wed  Thu Fri  Sat
9 ¥ Sun . Mon  Tue MWed  Thu! Fri_ Sat
10 F Sun Mon  Tue Wed Thu Fri  Sat

Holiday Setting

Month Date
1 1-3,20
2 15
3

Open Auto Attendant Wizard and configure the Office hours rule. The rule is set as
follows:

®  Key 1 for support department - Press 1 for technical support.

®  Key 2 for sales department - Press 2 for sales.

®  Key 3 for advertisement - Press 3 to listen to new products’ introduction.
®  Key 0 for receptionist - Press 0 to speak with an operator.

IP PBX >> PBX System

Auto Attendant Wizard - Office Hours

|Kev | Action
0 |Ring Extension |1 - 101 v |
1 |[Ring Hunt Growp v [1 - 200 ¥
2 -Ring Extenzion ~| |2 - 601 «
Auto Attendant - -
answers the 3 _Plays Prompt % | |Prompt 1 _v'
Caller calls call,plays office 4 Fine Extencion BB |1-— 101 BB
Auto - hours greeting - : £ — =
Attendant {prompt 5%,and 5 |[Ring Extension |v| :_1_— 101
waits for caller — - T =
input 6 |[Ring Extenzion %] |1 - 101 v
7 ||Ring Extension v 1 - 101 >
8 RlngExtensmn v 1— 101 v
| 9 [[Rine Bxtension ] [1- 101 ¥
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7. Press Next to configure settings for Non-office hours. Key 0 is designated for Ring
Extension and here it is set for receptionist. For other keys, we let the users to listen to
new product introduction.

IP PBX >> PBX System

Auto Attendant Wizard - Non-Office Hours

Key Action

0 |Ring Extension |1 - 101 (s
1 |[Plays Prompt Prompt 1 ¥
ATt AtTendant 2 _Plays Prompt hall ;_Prompt 1 M|
answers the 3 :Plays Prompt | | Prompt 1 v:
call I call,plays — — —
A - SN T BT T
AtteLrjdeant s g 5 |[Plays Prompt | |Prompt 1 |
{prompt &Y,and L LAYE STONDE: N LA
waits for caller 6 |[[Flays Prompt v | Prompt 1 %
input = - e ———
7 ||Plays Prompt ¥| |Frompt 1 ¥
8 |[Plays Prompt v/ [Prompt 1 ¥]
9 |[Plays Prompt v [Prompt 1 ¥]

8. Then click OK to finish the auto attendant wizard.
IP PBX >> PBX System

Auto Attendant Wizard - Record Prompts

Please enter **** and to ¥Xx¥ access IYR and auto-attendant message menu.

Y¥ou can record the office hours and non-office hour greetings or other prompts.
Prompt 5 is used as office hours greeting.
Prompt 6 is used as non-office hours greeting.

Prompt 7 is used as specific purposes,

| <Back | [ oK | [ Cancel |

Note: If a caller dials the wrong extension number, VigorIPPBX 2820 will play the
greeting once more to let he/she dials the right extension again.
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4.13 How to use Voice Mail?

With voice mail, callers can leave messages when you are busy, unable to answer phone
calls, or when the IP phone is off-line. Then, at your leisure time, you can listen to the voice
messages. This avoids missing important phone calls.

VigorIPPBX 2820 supports voice mail feature. When someone leaves a message to you, you
can listen to it from the IP phone. Furthermore, you can have an email sent to you with

a .WAV file for the voice message attached to this mail if you want. Later, you can listen to
your voice mail by executing the WAV file.

We will take an example to introduce how to configure voice mail through VigorIPPBX
2820. Also we will introduce how to listen to the voice mail.

Suppose we have the following scenario. VigorIPPBX 2820 is deployed in the office. Both
Jacky and Graham use IP phones, and connect them to VigorIPPBX 2820 with extension
numbers 211 and 101 registered to VigorIPPBX 2820 respectively. VVoice mails are both
enabled for these two extension numbers. In addition, Graham requires VigorIPPBX 2820 to
send an email to him when there is a voice message.

SR

il
Benson IP Phone :l
. . ~ e
SIP Account: 8201 (@draytel.org
. = “ ITSP
SIP Account:
866669 @draytel.org
— L
D
Graham . .
Voice mail LAN Port
1
e
Ext. 211 itch
IP Phone
Ext. 101
IP Phone

Jacky

When Graham is busy, unable to answer the phone calls, or when his IP phone is off-line,
Benson will be prompted to leave a message. If a message is leaved, it will be saved in
VigorIPPBX 2820. An email with the voice message attached will be sent to Graham.
Graham can listen to his voice mail either via his IP phone or via his mail client.

When Jacky is busy, unable to answer the phone calls, or when his IP phone is off-line,
Benson will be prompted to leave a message. If a message is leaved, it will be saved in
VigorIPPBX 2820. However, no email will be sent to Jacky for such voicemail. Jacky can
listen to his voicemail only via his IP phone.

Follow steps below to enable voice mail for Graham and Jacky.
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Open Graham’s extension profile. Below shows the explanation of basic configuration.
Graham’s Extension Number is 211. Display Name is locally significant for

identification. Make sure the Type is SIP. Enable Authentication and type a
Password for this extension.

Input an E-mail address for Graham to receive voice mails.
IP PBX >> Extension Profile

Internal Phone Extension Index 1

Internal Phone Extension Active () Enable @ Disable

Extension Number |211 |

Display Name |Graham |

Type SiP v

Authentication

Password |uu |

E-mail Address |graham@draytek.com | l Send a test e-mail
Voice mail Password |“" | )

MWI

& Motify User who Subscribed O Force Notify User

Cutgoing Call Use
[“Isip1 [¥sipz [vIsip3 [¥siP4 [¥IsIPs [¥]sIPs [v]ISDN2-TE

Answer Mode

No answer after sec then |V0ice hlail v
Busy then |Vnice ET] vl
Mot on-line |\f’nice M ail vl

[ Ok ] [ Cancel ]

E-mail Address:

Input Graham’s email address for receiving voicemail.
Voice mail Password:

If you want to listen the voice mail by using IP phone, you must a voice mail password.
This can prevent someone else to listen to your voice message. Only digit characters
(0-9) are accepted as voice mail password.

Answer Mode:

Select Voice Mail. When Graham is busy, unable to answer the phone calls, or when his
IP phone is off-line, VigorIPPBX 2820 will ask the caller to leave a message.

Open Jacky’s extension profile. Below shows the explanation of basic configuration.
Jacky’s Extension Number is 101. Display Name is locally significant for

identification. Make sure the Type is SIP. Enable Authentication and type a
Password for this extension.
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4. Input an e-mail address for Jacky to receive voice mails. In this case, no e-mail address
is specified.

IP PBX >> Extension Profile

Internal Phone Extension Index 1

Internal Phone Extension Active ) Enable (& Disable

Extension Number |1E|1 |

Display Name |Jack\,f |

Type SIP v

Authentication

Password [ssee | \

E-mail Address | | [ Send a test e-mail
Voice mail Password |"ll | )

MWI

® Notify User who Subscribed ) Force Notify User

Outgoing Call Use
W sip1 [¥]sipz [¥1SIP3 [¥ISIP4 [FSIPS [¥]SIPS [Y]ISDN2-TE

Answer Mode

Mo answer after sec then |\foice il -
Busy then |\-’nice bzl v|
Not on-line |\-’nice hail v|

T OK | { Cancel

E-mail Address:
Don’t input any email address here. Jacky will not receive a voice mail via email.

Voice mail Password:

If you want to listen the voice mail by IP phone, you must setup a voice mail password.
This can prevent someone else to listen to your voice message. Only digit characters
(0-9) are accepted as voice mail password.

Answer Mode:

Select VVoice Mail. When Jacky is busy, unable to answer the phone calls, or when his
IP phone is off-line, VigorIPPBX 2820 will ask the caller to leave a message.
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Additional Configuration for Voice Mail

Open the IP PBX >> PBX System >> Voice Mail Configuration page and setup the system
properties of voice mail.

IP PBX >> PBX System

Voice Mail Configuration

Extension for checking messages |888 |(2[J ~ 65535)

Send Voice Message by Email

Delete WVoice Message after Sending Mail

Day for keeping voice mail |3 |(1~?}

Maximum messages time

Taop

SMTP Server EX— 20 |
Authentication
User Name |graham |
Password |..... |

[ QK l [ Cancel ]

Extension for checking message:

If you want to listen to a voice mail, you need to dial the number which is set in the field of
Extension for checking messages. The default value is 888. You can change it manually.

Send Voice Message by Email:
Tick it to enable sending voicemail via email.
Delete Voice Message after Sending Mail:

If it is enabled, a voice message will be automatically deleted from VigorIPPBX 2820 after
an email containing this message has been sent out successfully. You can’t listen to a
message from your IP phone after it is deleted from VigorIPPBX 2820.

Day for keeping voice mail:

It means the time for keeping a voice mail in VigorIPPBX 2820. The default value is 3
(days). After the time, this message will be deleted automatically.

Maximum messages time:

The longer the time is, the larger size of a voice message will be. There are three options: 30
seconds, 60 seconds and 90 seconds.

Mail VVoice-Mail Setup:

To send a voice mail via email, a SMTP server must be configured. Input the username and
password if the SMTP server requires authentication.
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Ways to Listen voice messages

Method 1

When there is a voice mail, Graham will receive an email with a WAV file attached. This
WAV file records the voice message. By double clicking on the WAV file, Graham can
listen to the message leaved by Benson.

& New voice mail message from 102 - Unicode (UTFE-8)

© File Edt View Tools Message Help

Nk e
% & v | & X [0 O v
Reply Reply &l Forward Prink Delete : Addresses

From: @zl . .20

Date: Saturday, September 27, 2008 11:50 AM

To: Graham @ dravtek.com

Subject: MNew voice mail mezsage from 102
l'nttach: [@¥IMessage _from_102, waw (93.5 KE) ]

Dear Graham
There 15 a message for you from 102, on Sat, 27 Sep 2008 03:.58:57
Y ou rught want to check it when vou get a chance Thanks!

Draytele PBX

This message has been scanned for viruses and
dangerous content by MalZcanner, and 15
believed to be clean.

Method 2
Graham can listen to his voice messages via his IP phone as follows:

1. Pick up the IP phone which has registered to VigorIPPBX 2820 with the extension
number 211.

2. Dial 888. This number is defined in IP PBX >> PBX System >> Voice Mail
Configuration page.

Enter the VVoice mail Password. It is defined in IPPXB>>Extension Profiles.

A prompt will be played informing if you have any voice messages or not.

3
4
5. Press * to play the first message.
6. Press 0 to play the next message.
7

Press # to hang up the call.

For more actions, you may refer to the following flow chart.
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Dial 888

+
Input Voice
mail Password

L 4

¥ L -
1 start play the first message 9 : option # - exit
|l
™ >
4 F 3 &
w ¢
r v - - i’ . l l
0: 1 2 o it # 4 - 3 -
Next | [Repeat| |Delete| |Option Exit Play Delete all Exit
messafes
A r
¥ ¥ ¥ l
“sure # : cancel x. 4 .
sure cancel
& ¥ t_: ¥ .

Since Jacky configures to listen to voice messages from IP Phone, no email will be sent to
Jacky.
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4.14 How to configure and use the MWI on Vigor/PPBX 28207

MWI is namely Message Waiting Indication. Messaging Waiting Indication is a common
feature of telephone networks. It typically involves an audible or visible indication that
messages are waiting, such as playing a special dial tone (which in telephone network is
called message-waiting dial tone), lighting a light or indicator on the phone, displaying icons
or text, or some combination (draft-ietf-sipping-mwi-04.txt).

VigorIPPBX 2820 supports MWI feature. With this feature, when someone leaves you a
voice message, a special tone (MW!I tone) will be played while you pick the phone up. This
implies that you have a voice message. After listening such special tone, you will hear the
normal dial tone. Then you can choose to listen to the voice message or call someone back.

Example for using MWI

Here, we use the following illustration to make an example for using MWI.

Generally, Jacky uses mail client to receive voice mails. But it’s not convenient to check
voice mail via mail client at all times. Especially there is a possibility that voice mails may
be dropped or deleted by an accident due to Antivirus scan. To avoid it, Jacky also uses
MW]I feature of VigorIPPBX 2820 to inform himself of missed phone calls.

Q&

Mike I[P Phone

SIP Account: 8201 @draytel.org
- i ITSP

SIP Account:
866669@draytel.org

& % Special tone | MW!I is enabled on

IP Phone Ext.211
User A Ext.10] A
a:
F
@ IP Phone
Jacky Ext.211

Configure MWI for Jacky’s Extension

1.  Open the extension profile for Jacky. Below shows the explanation of basic
configuration. Jacky’s Extension Number is 211. Display Name is locally significant
for identification. Make sure the Type is SIP. Enable Authentication and type a
Password for this extension. Input an E-mail address for Jacky to receive voice mails.
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2. Select either Notify User who Subscribed or Force Notify User for MWI.
IP PBX >> Extension Profile

Internal Phone Extension Index 1

Internal Phone Extension Active O Enable (& Disable
Extension Number |211 |
Display Name |.Jack\f |
Type SIP hd
Authentication
Password |nu |
E-mail Address |jacky@dravtek.cnm | [ Send a test e-mail
[ Voice mail Password |nu |
MWI
[ (&) Notify User who Subscribed ) Force Motify User
gyttt

Msip1 [¥lsipz [¥sip3 [Ylsip4 [¥lsIPs [YISIPe [Y]1SDN2-TE

Answer Mode

No answer after sec then |Keep Ring M
Busy then |D0 Nothing V|
Not on-line |D0 Nothing V|

[ oK | [ Cancel |

Voice mail Password:

If you want to listen to the voice mail by phone via VigorIPPBX 2820, you must
configure the voice mail password. It can prevent someone else listening to your voice

mail. Namely, users need to input the voice mail password before they listen to the
voice mail.

Notify User who Subscribed:

Most IP Phones support MWI feature. You can enable or disable it for your
requirement. When Notify User who Subscribed is selected, VigorIPPBX 2820 will
send MWI to the IP phone with MWI enabled. However, if the IP phone does not
enable MWI function, VigorIPPBX 2820 will not send MWI to that IP phone.

Force Notify User:

When Force Notify User is selected, VigorIPPBX 2820 automatically sends MWI to

the clients when there is voice message no matter the IP phone enables MWI function
or not.

DrayTek 104 VigorlPPBX 2820 Series User's Guide



Additional Configuration for Voice Mail

Go to the IP PBX >> PBX System >> Voice Mail Configuration page and configure the
following items.

IP PBX >» PBX System

Voice Mail Configuration

Extension for checking messages 888 (20 ~ 65535)

[ Send Voice Message by Email

Delete Volce Message atcer Sending Mail
Day for keeping voice mail (1~7)
Maximum messages time S

Mail Voice-Mail Setup
SMTP Server

[ authentication

User Name

Password

[ oK ] [ Cancel ]

Extension for checking messages:

If you want to listen to a voice mail, you need to dial the number which is set in the field of
Extension for checking messages. The default value is 888. You can change it manually.

Day for keeping voice mail:

It means the time for keeping a voice mail in VigorIPPBX 2820. The default value is 3
(days). After the time, this message will be deleted automatically.

Send Voice Message by Email:

Tick it to enable the voice mail function.

Delete Voice Message after Sending Mail:

If you are using MWI, do not enable such option. No MWI notification will be sent after a
voice message is deleted.

Example Explanation

1.  Mike calls 866669@iptel.org and dials extension number 211.

2. Jacky is not available at that time.

3. Mike leaves a message to Jacky, then hands up the phone.
4.  Jacky is free and picks up his phone.
5

Instead of the normal dial tone, Jacky hears a special tone (MW!I tone) which implies
that he has a voice message. After listening the special tone, Jacky will hear the normal
dial tone.

6. Jacky dials 888 and input the voice mail password to hear his voice message.
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4.15 How to register extensions to Vigor/PPBX 28207

VigorIPPBX 2820 supports Software based SIP phones, Hardware based SIP Phones and
Analogue phones attached to ATA (Analog Telephone Adapter). In this document we will
introduce how to use these clients to register extensions to VigorIPPBX 2820.

Basic Network Connection for VigorIPPBX 2820

In this document we will use the scenario illustrated in the following graphic.

Joseph
Ext: 223

-

53

218.242.132.26 202.211.100.61

VigorIPPBX 2820

- IP Phone

Stephen
Ext:222

192.168.1.10

" ‘.i,:._-..

- o _— LA
g e \ acky
ot el N ) Ext: 101
“XE204 — =i 192.168.1.12
Analog Phone
Mandy
Ext:221

1. VigorIPPBX 2820 acts as an SIP server with WAN IP: 218.242.132.26 and LAN IP:
192.168.1.1.

2. Stephen uses an IP Phone connected/registered to VigorIPPBX 2820 via LAN.
Jacky uses the software Phone registered to VigorIPPBX 2820 via LAN.

4.  Joseph uses an analogue phone attached to an ATA registered to VigorIPPBX 2820 via
WAN.

5. Mandy uses an analog phone connecting to FXS port of VigorIPPBX 2820.
6. Mark uses an ISDN phone connecting to ISDN port of VigorIPPBX 2820.
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Setup the extensions on VigorIPPBX 2820

1. Enter the IP PBX >> Extension Profile setup page and configure the relevant
extension profile.

IP PBX >> Extension Profile

Internal Phone Extension Index 1

Internal Phone Extension Active ®enable O Dpisable

Extension Number I101 _

Display Name Iacky

Type 52 &

Authentication

Passwaord |

E-mail Address Send a test e-mail
WVoice mail Password :.... )

MWT

{3 Notify User who Subscribed © Force Notify User

Outgoing Call Use
Msip1 Fsipz Msips Msipa Flsips Msips Mlispuz-TE

Answer Mode

Mo answer after 8 _' sec then Keepng ;
Busy then Do Hothing [ ]
Not on-line Do othing v

2. After finishing the settings, you may have the following table.
IP PBX >> Extension

Internal Phone Extension

Index Ext. Name Email Address Outgoing Call Status
1. 101 Jacky SIP1 Y
2. 222 Stephen SIP1 W
3. 223 Joseph SIP1 Y
4. 204 Mark SIP1 ISDM2-TE W
o 221 Mandy SIP1 W

SIP1 SIP2 SIP3
6. -—- -—- SIP4 SIPE SIPE ]
ISOH2-TE
SIP1 SIPZ2 SIP3
T. -—- -—- SIP4 SIPL SIPG H
ISODM2-TE
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Setup the VolIP clients to register extensions

DrayTek

Software based IP Phone (e.g. DrayTek Soft Phone)

Jacky is using Soft Phone, a VoIP softphone, for registering his extension 101 to

VigorIPPBX 2820.
Start the Soft Phone.

8 DrayTek Soft Phone v1.0.0

P Line1:
Line2:

-

oo;oo‘(’ m|||‘q Fad

[ Bcontact | FDial Pad || Dcall Histery | % Setting|

|SIP|| Codec ” Ietwaork H FWD ” General ‘

Proxy accounts

|Acc0unt

s  Add #A_ Edit

Rermove

[Failed to register: no response timeout

Click the Setting>>SIP tab from the DrayTek Soft Phone dialog. Click Add to open
the following dialog. Type the information for Jacky.

@ Configure SIP account [E|

-Configure & SIP account

SIP Proxy address: |192.1EE.1.1
Registration duration (sec): |3600
Lsername: |1{]1
Password: I...

€I 0K

ﬁgancel
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® Software based IP Phone (e.g. SJphone)

Jacky is using SJphone, a VVolP softphone, for registering his extension 101 to
VigorIPPBX 2820.

Start the SJphone. Open the Options windows and click the Profiles tab. Create a new
profile. Make sure the Profile type is Call through SIP Proxy. Finally, press OK.

P 192,168.1.11

Hot Keys |  Shins | Interface Create Hew Profile
Neighborhood | IS Director npport
User Information | Csll Optiens | Profiles | Andio Profile name: |to IPPEK Z820 | oK

Profile Status 2 File name: jtu IPPEX 2820.ini Cancel
17T2.17.1.47 initia P

in use
initia. ..

(Prnﬁ\e typsi | Calls through SIP Proxy ] | Help

Important note

Calls through SIP Prosy: Profile for a call through a STP prozy,
SIP proxy information is permanently stored in the profils,

Caller information can be easily changed by re-initializing.
initia

initia. ..
initia. ..
imitia

itc. itaceu. com. br
FC to BC (H.323)
FC ot FIMRTRY

You will get the Profile Options window. Open the SIP Proxy tab and configure the
address of IPPBX. The computer is located in the local network of VigorIPPBX 2820,
therefore the LAN IP address (192.168.1.1) of VigorIPPBX 2820 must be input in the
Proxy domain field. Here we use the default SIP port 5060. Press OK.

* _Profile Options

General ] Initialization
SIF Proxy | Advanced | DIWF | sTW |
Froxy domain: |1'EIE. 168.1.1 ;| 5080

U=zer domain: |

[ Begister with proxy | Proxy iz strict outhoun
Advanced options

[ Use separate registrar

Registrar demain: J : ]

¥ Unregister contact addreszz only

Proxy for HAT: ] : | 0

0K Cancel
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DrayTek

Next, the account setup page pops up. Enter the extension in the Account field and its
corresponding password in the Password field. The password must be the same as set
in VigorIPPBX 2820.

: Service: Vigor IFP PHX

i~ Please enter this information to initialize the service profile -

Account: il':'l
Cancel ]

1***

Passwiord;
| Help

¥ Save service information permanently

Hardware based IP Phone (e.g. VigorPhone 350)

Stephen is using VigorPhone 350, a hard IP telephone, for registering his extension 222
to VigorIPPBX 2820. The VigorPhone 350 is connected behind VigorIPPBX 2820,
therefore the LAN IP address (192.168.1.1) must be set as Registration Server, Proxy
Server and Realm Address. Enter other settings as figure shown below. The password
must be the same as set in VigorIPPBX 2820.

VigorPhone 350 i
& 1P Phone Drd)ITBI

SIP Account Settings

This page allows yvou to et SIP account for this device.

Call History

Phone Book

Phone Settings
SIP Account 1

Alarm Clock = o
Registration: (%) Enable () Disahle

Calendar Reistration ID; 222

Systemn Settings Dizplay MName: |Stephen

|
|
General SIP Settings Password: Im |
|

SIP Accounts Registration Server: |1 9216811

e Expire Time: | G0 v
DTWF Type: | EFC2833 w

Suthertication Name: (222

Proxy Server: |1 9216811

Realm Address: 192.168.1.1

soice Mail !888

Ping Before Register: | Dizable »
Send Kespalive: () on (2 o

ML | Dizable &

H

Crverlap dial: | Dizable |

Status: registered
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® Analogue Phone attached to an ATA (e.g. VigorTalk)

Joseph is using VigorTalk, an analog telephony adapter, for registering his extension
223 to VigorIPPBX 2820. Since he is on the Internet, the WAN IP address
(218.242.132.36 in this example) of VigorIPPBX 2820 must be set as Registrar and
Proxy addresses. Enter other settings as figure shown below. The password must be the
same as set in VigorlPPBX 2820.

VigorTalK

SIP

SIP Por
Ragistrar

Proxy

(1218, 242, 132, 36

5060
[218. 242, 132. 36

L e

iD Act as oulbound proxy

Use Registrar
Mame

Authentication 1D
Password

223

223

Expiry Time
HAT Pass Through

ClEnable

STUN Server

Codecs

1 hour =

Default Codec

Packel Size

[ G.729A/B BKbps)

[20me =

Monitor the status of extensions on VigorIPPBX 2820

After configuration, please check the status on VigorIPPBX 2820. If the extension registered

successfully on VigorIPPBX 2820, the relevant Status will display Online.

IP PBX >> PBX Status

Extension Monitor Refresh Seconds: m | Refresh |
Index Name Extension IP Status Peer ID
1 Jacky 101 192.168.1.12 Online
2 Stephen 222 192.1658.1.10 COnline
3 Joseph 223 202.211.100.61 COnline
4 Mark 204 Offline
g Mandy 221 192.168.1.1 Online
& o= o= Cffline
7 oo oo Offline
8 o= o= Offline
9 =oo =oo Offline
10 o= o= Offline
<< 110 | 1120 | 2130 | 3140 | 4150 | 5152 == Next ==
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4.16 How to configure and use ISDN-SO MSN on Vigor/PPBX
2820

Why need ISDN-SO MSN?

The ISDN SO port of Vigor2820VS/VigorIPPBX 2820 can connect with two ISDN phones
or connect to an ISDN PBX with multiple ISDN devices connected.

For there are so many ISDN devices, we can set different MSN numbers for mapping
different ISDN devices.

Below shows an example of connection structure for your reference.

VigorIPPBX 2820 IP Phone

L, Joseph
|2 Ext:223
(@28201PPBX)

IPPhone
Stephen
ISDN PBX ISDN S0 2 Ext:222
Ext:1002

ISDN
Adapter

Jacky
Ext:1001
MSN:30

Note: ISDN Phone adapter must connect to Vigor Router's ISDN SO port, otherwise
Vigor Router will not provide power/isdn signal to the SO port.
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How to configure ISDN SO MSN?

1. Access into the web configuration page of VigorIPPBX 2820.

2. Open IPPBX>>Extension and click one of the index links to set extension profile.
3. Select ISDN1-S0 and relevant MSN (from 30-39) for the Type setting.

It means When someone calls ext:1001, VigorIPPBX 2820 will forward such call to the
device connected to VigorIPPBX 2820 ISDN SO port with MSN number “30”.

IP PBX >> Extension Profile

Internal Phone Extension Index 1

Internal Phone Extension Active ®Enable O Disable
Extension Mumber i_lCOI
Display Mame :-1031
Type [I5DNL-50 %] [30 |
Authentication
Password |
E-mail address [
Woice mail Passward i.... '
MW -
& Natify User who Subscribed C Force Natify User

Outgoing Call Use
Msip1 Msipz Fsips Fsipe Fsips Fsips Flisonz-TE

Answer Mode

Ma answer after 120 | sec then | Keep Ring v
Busy then :DONOthJTng |
Kot on-line .DoNothm‘g v

IP PBX >> Extension

Internal Phone Extension

Index Ext. Name Email Address Outgoing Call Status
1. 1001 Jacky SIP1 W
2. 1a02 Tom SIP1 W
3. 1003 Joe SIP1 W

The MSN number for the connected ISDN device also must be set with 30.
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How to dial out through the device connected ISDN port

To dial out an SIP call, please dial the trunk number for SIP Trunk (e.g., dial 001 if you want
to use iptel SIP account) first and then dial the SIP number of the peer.

IP PEX >> SIP Trunk List

SIP Trunk List Refresh Seconds: 5 v — | Refresh |
Index Profile N\ame Domain/Realm Proxy Nun‘:;:g'::’lr:;me runk Numbery Status
1. iptel iptel.org iptel.org 88888123 ool o
2. draytel draytel.org draytel.org 8114345 ooz =
3. oo3 e
4. oo4 &

5, ons 5
6. ooa =

R:Success registered on SIP server
-:Fail to register on SIP server

To dial out an ISDN call, please dial the extension number (e.g., 904) for ISDN TE port first
and then the ISDN number of the peer.

IP PBX >> ISDN Trunk
ISDMN Trunk

ISDM 1 Trunk Mumber

ISDN 2 Trunk Murnber

Office hours answer mode oo Attendant A4
Non-Office hours answer mode Auto Attendant v
[J 150N Trunk Auto Hunt 6

Ok ] [ Cancel

DrayTek 114 VigorlPPBX 2820 Series User's Guide



4.17 Creating an Account for MyVigor

The website of MyVigor (a server located on http://myvigor.draytek.com) provides several

useful services (such as Anti-Spam, Web Content Filter, Anti-Intrusion, and etc.) to filter the
web pages for protecting your system.

To access into MyVigor for getting more information, please create an account for MyVigor.
4.17.1 Creating an Account via Vigor Router

1. Click CSM>> Web Content Filter Profile. The following page will appear.

Web-Filter License

Activate
[Status: Mot Activated]

Setup Query Server |aut0-se|ected | Find more

Setup Test Server |aut0-se|ected | Find more

Web Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name

Default 3.
6.

|

Or
Click System Maintenance>>Activation to open the following page.

System Maintenance >> Activation

Activate via interface : |WAN1 v

Web-Filter License

Activate
[Status: Mot Activated]

Authentication Message

WebhFilter, service not activate 2000-01-01 00:00:17

2. Click the Activate link. A login page for MyVigor web site will pop up automatically.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

Userfame : | |

Password | |

Auth Cose [ AYi GXZ

If you cannot read the ward, Click here

Forget passwaord?

Daon't have a MyVigor Account @ Create an account now

If you are having difficulty logging in, contact cur customer service.
Customer Service : (888) 2 597 2727 or
email to Webmaster@draytek com

3. Click the link of Create an account now.
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4. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

6Personal Information

GP references
eCumpletion

Myigor Sgreement

I3

1. Agreement

[

Draytek provides hyWigor(mywigar drayvtek.com) service according to this agresment. Wahen you use
MyWigar service, it means that you have read, understand and agree to accept the items listed inthis
agreement. Draytek can modifty or change the content of the tems without any reasons. it is
suggested for you to notice the medications or changes at any time. If you still use MyYigor service
after knowing the modifications and changes of this service, it means you have read, understand and
agree to accept the modifications and changes. If you do not agree the contert of this agreement,
plesse stop using MyYigor service.

2. Registration
To uge this service, you have to agree the fallowing conditions:

(&) Provide your complete and correct information sccording to the registration steps of this service.

JL) It von provide any incorrect or take information here. DrayTek has the rioht to pause or terminate ¥,

have 12ad and understand the abave Agreement (Use the sorall bar to view the entire agreement)

[ =<Back | [ Accept=> |

5. Type your personal information in this page and then click Continue.

Create an account - Please enter personal profile. (Fields marked by () are reguired)

G«Agreemem

Account Information

UserName:™

‘l:ﬂary
(3~ 20 characters )

' [ Check Account |

Password:™ bodchoko e : |
6_ (4~ 20 characters : Do not set the sama a5 the usemama.)
Confirm Passwaord:* esne |
Personal Information
ePrefeleuces First Name:* Mary |
Last Name:* Ted |
eCnmpleﬁon Company Name: Tech Lid. |

Email Address:™

mary_ted@tech.com |

Ple, note that lid E-mail address is required to receive the Subseription Code. You will
need this code to activate your account.

Tel: 0 =] |
Country:® | SWITZERLAND v
Career” | Supervisor v

| <<Back | [ Continue >> |

6. Choose proper selection for your computer and click Continue.

DrayTek

Create an account - Please enter personal profile.

GAgreement

How did you find out about this website?
What kind of antivirus do you use?

| would like to subscribe to the MyVigor e-letter.
Personal

Infermation | would like to receive DrayTek product news.

Please select the mail server for receiving the

eCompletion

116

[ artivir v

Global Server (W

[(<<Back | [ GContinue >» |
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7. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
oAgreement

A confirmation email has been sent to mary ted@tech.com
Please click on the activation linlt in the email

Personal

Information

to activate your account
e,Preferences ’TART
GCnmpletinn

8. Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

#AH4E* Thiz 13 an automated message from mywigor. draytek com e+

Thank you (Mary) for creating an account.
Please chck on the activation link below to activate your account

Ll : Activate my Account

9. Click the Activate my Account link to enable the account that you created. The
following screen will be shown to verify the register process is finished. Please click
Login.

Register Search for this site &0 ]

Register Confirm

Thanlk for your register in WigorPro Web Site
The Register process is completed
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10. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

Useriarme : |MBIS' |

Pasgward : |"-l |

Auth Code : T4 h e 1 C

If you cannot read the ward, click here

Forget password? Login

Don't have a MyWigor Account ? Create an account now

If you are having difficulty logging in, contact our customer service.
Customer Servics : (B88) 3 897 2727 or
email to :wWebmaster@draytek.com

11. Now, click Login. Your account has been activated. You can access into MyVigor
server to activate the service (e.g., WCF) that you want.

4.17.2 Creating an Account via MyVigor Web Site

1. Access into http://myvigor.draytek.com. Find the line of Not registered yet?. Then,
click the link Click here! to access into next page.

DrayTek

A Home

Customer Survey

yviaorforyos ~

About Us

MyVigor website replaces the VigorPro site as DrayTek's porial site for l:l
Product the latest products and services in network security, including Anti- Usertame
My Information Virus, Anti-Spam, Web Content Filter . etc. The products and functions Fassword
VigorPro that are supported in this site include: A :|
VigorPro Unified Security Firewall series: Q) k Vd
« Activation of Commtouch™ GlobalView Web Content Filter If you cen't read the AuthCode , click here
license key
« Activation of DT Anti-Virus license key
+ Activation of Kaspersky Anti-Virus license key » Forget password?
« Activation of Commtouch™ Anti-Spam license key and 3
membership

Mot registered yet 7 Click here |
Vigor routers (for models that support Commlouchml

« Activation of Commtouch™ GlobalView Web Content Filter
license key

The MyVigor website contains a trail version of Commtouch™
GlobalView Web Content Filter, which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

Please use |E 5.0 or sbove N N N B
{resolation 1024 = 768 ) for best More customer-oriented services are planned for MyVigor site for the

display. © DrayTek Corp. near future.
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2. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

1. Agresment

|

[

Gpemomﬂ Information Dratek provices MyYigarimyvigor draytek com) service sccording to this sgreement. When you use
hlyigor service, t means that you have read, understand and agree to accept the tems listed inthiz
agreement. Draytek can modify o change the content of the tems without any reasons. s
epmfem“ces suggssted for you to notice the medications or changes at any time. If you stil use MyVigor service
after knowing the modifications and changes of this service, it means you have read, understand and
agres to accept the modifications and changes. If you oo not agree the content of this aoreement,

. please stop using MyWigor service
eCompletlon

2. Registration

To uze this service, you have to agree the following conditions:

(&) Provide your complete and correct information according to the registration steps of this service.
Tl vou provide any incorrect or fake information here. DravTek haz the rioht to pauze or terminate ™

I have read and understand the abowe Agreement. (Use the seroll barto view the entire agreement)

[<<Back ] L Accept == ]

3. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile.(Fields marked by (*) are required)

Account Information

cAgreemem Userllame:* [Mary | [_Check Account |
(3~ 20 characters)

Password.” jsane
6_ (4=~ 20 characters : Do not set the same asthe usemame.)
Confirm Password.” [

i.l..
Personal Information
aPrele:ences First Nare:* |Mary |
Last Name:* [Ted |
GCompleﬁuu Company Name: iTech Ltd.

Email Address:* !mary__ted@te ch.com

Please note that a valid E-mail address is required to receive the Subscription Code. You will
need this code to activate your account.

Tel: o |- |
Country.™ | SWTZERLAND v
Career™

[ ¢<<Back | [ Continue>> |

4. Choose proper selection for your computer and click Continue.
Create an account - Please enter personal profile.

How did you find out about this website?
GAgreemem

What kind of antivirus do you use? |AntiVir s
. . ) | - .
Personal I would like to subscribe to the MyVigor e letter
nfermation I would like to receive DrayTek product news.

Please select the mail server for receiving the
. - . Global Server W

GCompletion [ << Back ] [ Continue == ]
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5. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
G.Agreement

A confirmation etail has been sent to mary ted@tech.com
Please click on the activation link in the email
to activate your account

Personal
Information

€ rreterences ‘TART
C comptetion

6. Check to see the confirmation email with the title of New Account Confirmation

Letter from myvigor.draytek.com.

#AHEF Thiz 13 an automated message from mywigor. draytek com ¥4k

Thank you (Mary) for creating an account.
Please click on the activation link below to activate your account

Ll : Activate my Account

7. Click the Activate my Account link to enable the account that you created. The

following screen will be shown to verify the register process is finished. Please click
Login.

Register Search for this site
Register Confirm

The Confirm message of New Owner(IMary) maybe timeout
Please trv again or contact to drayiek. com

8. When you see the following page, please type in the account and password (that you just

DrayTek

created) in the fields of UserName and Password. Then type the code in the box of
Auth Code according to the value displayed on the right side of it.
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This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMarne |M313' |
Password |“... |
Auth Code : T4he1C

If wou cannot read the word, click here

Forget password? Login

Don't have a MyWigor Account ? Create an account now

If you are having difficulty logging in, contact cur customer servics.
Customer Service | (886) 3 597 2727 or
email to :Webmasteri@dravtelk.com

Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want

4.18 How to use mOTP feature through the router and iPhone

Draytek provides one-time password support for build-in PPTP and L2TP connection. All
Draytek customers can use one-time password to authenticate VPN connections.

To generate a one-time password, the user has to enter his personal PIN code into the device.
The authentication is based on two factors: the token device and the PIN code.

There are many one-time password clients for the iPhone, such as mOTP, iOTP or
CitrusOTP. Here we will introduce mOTP (mobile OneTimePasswords), which may be
downloaded from the following links.

http://appshopper.com/utilities/motp-mobile-onetimepasswords

http://iphone.wareseeker.com/motp-mobile-onetimepasswords.app/42f14b91b3

Note: The above downloading links may be invalid in the future. Searching “iphone
Mobile-OTP” with Google, you may find more resources.
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For the user, please perform the steps listed below for one time.

1. Suppose that mOTP has been successfully installed on your iPhone (we will not
introduce the installation here). Open it and press the button Generate Secret to
initialize your secret key. Don’t do this if there already is a secret key existed,

otherwise it will re-initialize your secret key.

== Check out other Apps <<=

One Time Password

Do your really want to reinitialize
your Secret?

Cancel Ok

2. Shake your iPhone to generate a random secret key.

Done Settings

=>> Check out other Apps <<c

hi- ) o

Generate Secret

Your Secral

Shake your iPhone
until it vibrates.
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3. Keep this secret key down and report it to your administrator. In this example the secret

key is e759bb6f0e94c7ab4fe689ebf00c5202.

Done Settings

>>> Check out other Apps <<<

Generate Secret

Your Secret
e759bb6f0e94c7abdfe
689ebf00c5202

4.  Make sure the system time of your iPhone is correct. Once the Secret Key is generated

and your system time is synced, mOTP is ready to generate one time password.

For the administrator, please do the following:

1. Setup a remote-dial-in VPN profile and check Enable Mobile One-Time Passwords

(mOTP). Setup a username. Setup a PIN code (e.g., 1111) which can be 4 to 7 numbers.

Enter the secret key (e.g., e759bb6f0e94c7ab4fe689ebf00c5202) which is generated
and got from the end user.

WPM and Remote Access >> Remote Dial-sin User

Index No. 1

User account and Authentication

Usermame test
';I Enable this account
Fasswond
Idle Tirmeout 300 sacond(s
(=) [¥] Enable Mobile One-Time Passwords(mOTR)
Allowed Dial-In Type PIN Code 1111
= peTE Secrat o7 53bbE0e3dc? abdfebi3ebil0 5202
[ wsec Tunnel
1KE Authentication Method
[#] L2TP with IPSec Policy |Mone b

Pre-Sharad Key
[ spacify Remate Mode

Remote Client 1P or Peer ISDN Number
[] migital Signature(x.508)

or Peer 1D

Note: Both the PIN Code and Secret will be hidden with **” after you press the OK
button.

2. Make sure the system time on Draytek router is correct.

3. Inform the end user of the Username and PIN code.
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Below steps are for end user to dial the VPN connection. Each time you start a new VPN
connection, you must perform the following steps to generate a valid password.

1. Open mOTP. Enter the PIN code. In this example it is 1111. Then press “Generate
Password”.

Mobile One Time Passwords

Generate Password

2
o)

MNO

£
-

\ Note: Each time you enter the PIN code you will get a different password.
2. Here the password is 3dcecd.

Mobile One Time Passwords

Your One Time Password

119]
m "":.T P

3dcecd
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3. Enter the password on your VPN client and start the connection as soon as possible.
The password is valid only for 1 minute.

Dial To ¥EFN

Profile Name : [t:- vigor

™ Auto re-dial after disconnect.
[ Auto rum when system start up.
VPN Server [PHOST Marme (s &5 123.45.67.89 of draytel. com)

172 17.1.142

User Name : [test

Password : [**=* Input 3dcecd

Type of VPN
% ppTP LT

(" IPSec Tunnel " LZTP gver IPSec
(" SSL VPN Tunnel
PPTP Encryption
" No encryplbion
(* Require encryption
(™ Maximum strength encryption

I Authentication method | __I

[T Use default gateway on remote netwark More I

L= | e |

4. When the connection is dropped, you must generate a new password then redial the
connection.

Summary:

1. End user generates a secret key and reports it to the administrator.

2. Administrator enters this secret key in a teleworker profile.

3. Administrator setups a username and PIN code and provides them to the end user.

4. End user uses the PIN code to generate a password.
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4.19 How to use call pickup via IPPBX router

Call pickup is a convenient function which allows a user to pick up incoming call of other
extension by using his phone. For example, extension A is ringing, a user can pick up this
call by using another phone (e.g., extension B).

There are two operation modes for call pickup in practical use:

®  Group Call Pickup

There are three extension numbers 201, 202 and 203 for sales department; and there are two
extension numbers 204 and 205 for engineering department. When the extension 202 is
ringing, people (e.g., 201 and 203) in the same department can pick up the phone call by
pressing *1.

Sales Department

Engineering Department

® Direct Call Pickup

If people in engineering department want to pick up the incoming call of the extension 202,
they can simply press *1 with the extension number of phone ringing. For example, the one
with extension number 204 wants to pick up the incoming call of extension 202, he can
press*1202 to pick up the call.

Sales Department

Engineering Department
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The default value for call pickup number is *1 in VigorIPPBX.. Users can modify the
number by accessing into IPPBX > PBX System > SIP Proxy Setting whenever they want.

IP PBX >> PBX System

SIP Proxy Setting

SIP Local Port 5060 |
SIP Proxy Realm EF'BX.::om |
Parking Server Number !TTT |
Call Pickup Number = |
RTP Local Port Start 115050 |
RTP Local Port End |20000 |
Disable registration from WAN
Limit SIP Request WAN !U | Request/Sec (Range: 0~54)

Motel: The Call Pickup Number used for both specific number pickup and group pickup.

If "Disable registration from WAN" option is selected, you can still enable certain extensions to

Wolad register from WAN/VPN on indivisual extension profile page.

[ OK ] [ Cancel

VigorlPPBX 2820 Series User's Guide 127 Dray Tek



4.20 How to Configure Hunt Group in VigorlPPBX Series

VigorIPPBX supports the function of Hunt Group. It can group extensions in the same
department with a hunt group that will be represented with a group extension number. When
someone dials this number, all the extensions within such group will ring together. For
example, there are three extensions, 101, 102 and 103 used for Sales department. They can
be grouped within one hunt group represented by 200 (in this case) in VigorIPPBX. When
someone dials 200, these three extensions will ring at the same time.

Here, we will introduce how to configure the Hunt Group in VigorIPPBX series. In this
document, VigorIPPBX 3510 is taken as an example.

1. Open the web configurator of VigorIPPBX 3510. Access into IPPBX >> PBX
System>> Hunt Group.

IP PBX >> PBX System

PBX System

SIP Proxy Setting

Hunt Group
oice Mail Configquration
Office Hours

Auto Attendant Wizard

Prompt Maintenance
Phone Setting
SIP Trunk and Extension Configuration Backup

2. Type a name as Hunt Group Name. Give a number (e.g., 200 in this case) as Hunt
Group Extension for such group. Then, click “Add” to move the selected extensions
(e.g., 101, 102 and 103) from the Available field into the Chosen field.

IP PBX => PBX System

Hunt Groups Index 1

Hunt Group Mame ;Sallgﬁ

Hunt Group Extension 200

Hunt Rule :Simultaneouslyr v

Timeout 1[] |Seconds (MUST greater than 10 seconds)
Overflow Rule [Terminate |

Hunt List (Maximum Of Group Member:20)

Available Chosen
| A 1-101
15-105 2-102
1 - |[ Add » ]
7
[8-—
lg_ [ Add All ]
|10 - -
t - [ Remove « ]
12 - -
13-— |
s [ Remove All ]
15 - —
16-— [ Mave Up ]
7 -

3. After finished the above steps, the basic configuration of Hunt Group is finished. Now,
we have to set the hunt rule for ringing.
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4.  There are two options, Simultaneously and Sequentially for Hunt Rule.
Simultaneously means when someone dials 200, the three extensions belong to 200
will ring at the same time. If Sequentially is selected, every extensions in such group
will ring one by one. The ringing time for each extension is determined by Timeout
setting.

5. When no one answers the phone call, the following action will be determined by
Overflow Rule. There are five selections for people to choose.

Terminate v

Terminate

Keep Ringing
Forward to Group
Forward To Extension
“oice hail

® Terminate: Time is up and no one answers, the phone call will be hung up
automatically.

®  Keep Ringing: If no one answers, the phone call will ring continuously till
someone lifts it.

® Forward To Group: If no one answers, the phone call will be forwarded to another
hunt group.

® Forward To Extension: If no one answers in certain extension, the phone call will
be forwarded to another extension in such group.

® Voice Mail: If no one answers, the phone call will be forwarded into a voice mail
of specified extension.
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4.21 How to make a phone call for extensions in different

IPPBX routers

A company uses VigorIPPBX 3510 as a telephone system in place A and uses IPPBX 2820
as a telephone system in place B. There are two extensions 202 and 203 registered to
VigorIPPBX 3510, and two extensions 102 and 103 registered to VigorIPPBX 2820. Refer
to the following figure.

Vigor/PPBX 3510

SIP trunk 1:
101@2820PBX

VigorIPPBX 2820

SIP trunk 1:
B 201@3510PBX

From the above figure, if we want to make a phone call among extensions in VigorIPPBX
3510 and IPPBX 2820, we have to register an SIP trunk of VigorIPPBX 3510 to
VigorIPPBX 2820 with an account of 101@2820PBX; register an SIP trunk of VigorIPPBX
2820 to VigorIPPBX 3510 with an account of 201@3510PBX.

Configure Settings in VigorIPPBX 3510 / VigorIPPBX 2820

1. Access into the web configuration interface of VigorIPPBX 3510.
2. Open IP PBX > Line Settings.

IP PBX >> Line Setting

Line Setting
SIP Trunk
PSTHN Trunk

Choose SIP Trunk and click any index number to open the detailed setting page.

4. Type aname (e.g., 2820PBX-101 in this case) in the field of Profile Name; type the IP
address of VigorIPPBX 2820 in the fields of Domain/Realm and Proxy; type the
registered account (e.g., 101 in this case) in the fields of Account Number/Name and
Authentication ID; and type the password for registration in the field of Password.
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SIP Trunk Index 1

Profile Mame 52820F'EIK-10‘1 | (11 char max.)
Register via _Aﬁo_v_l Call without Registration
SIP Local Port lsor0 |
Domain/Reallm 5218_160_234_236 | (63 char max.)
Proxy !§1_8_1a§§4_5367| (683 char max.)
Proxy Port !5060 |
Display Name |1U1 | (23 char max.)
Account Number/MName |1U1 | (683 char max.)
Authentication ID [101 | (62 char max.)
Password I | (63 char max.)
Expiry Time |1[] mins VI iﬁ[][] | sec
Trunk number i[J[J1 | (3 char max.)
Out-going call CLI & Main number

O alias number
Office hours answer mode |Auto Attendant V|
MNon-Office hours answer mode |_f-‘_\ym Attendant ~|

Note: SIP Local Port can not be equal to PBX Proxy Port.
[ OK ] [ Cancel ]

5. After finished the configuration, VigorIPPBX 3510 will be registered to VigorIPPBX
2820 as an extension (101). Press OK to save the settings.

6.  If the registration is successfully, the field of Status in IP PBX>>SIP Trunk List will
be displayed with R.

IP PBX == SIP Trunk List

SIP Trunk List Refresh Seconds: E | Refresh |
Index Profile Name Domain/Realm Proxy Nur:;;:'];l‘::me N-:-rlr-llrl;lér Status
A 2820PBX-101 218.160.234.236 218.160.234.236 101 001 E
2. 002 =
3. 003 =
4. 004 -
5, 005 i
6. 006 =

R:Success registered on SIP server
-:Faill to register on SIP server

Alias List
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7. VigorIPPBX 2820 also needs to be registered to VigorIPPBX 3510 with extension
number 201. The method of registration is the same as used in VigorIPBPX 3510.
However, the registration must be done with the web configuration interface of
VigorIPPBX 2820.

IP PBX >> SIP Trunk List

SIP Trunk Index 1

Profile Name
Register via

SIP Local Port
Domain/Reallm

Proxy

Proxy Port

Display Name
Account Number/Name
Authentication ID
Password

Expiry Time

Trunk number

Out-going call CLI

3610PBX-201

| (11 char max.)

[Aute v
[sor0 ]

Call without Registration

159.115.247 248

| (63 char max.)

59.115.247 248

| (63 char max.)

5060

1201

| (23 char max.)

201

| (63 char max.)

1201

| (63 char max.)

| (63 char max.)

|30 mins | |1800

| s5ec

1001

| (3 char max.)

& Main number

O alias number

Office hours answer mode |_ﬁiut0 Attendant V|

Mon-Office hours answer mode

| Auto Attendant V|

Mote: SIP Local Port can not be equal to PBX Proxy Port.
[ ok | [ cancel |

The Way of Operation

After finished the above configuration, there are three ways to make a phone call between
VigorIPPBX 3510 and VigorIPPBX 2820. Take the extension (202) of VigorIPPBX 3510
calling the extension (102) of VigorIPPBX 2820 as an example:

Vigor/PPBX 3510
SIP trunk 1:
101@2820PBX

Vigor/PPBX 2820

SIP trunk 1:
201@3510PBX

202@3510PBX 203@3510PBX

102@2820PBX

102@2820PBX
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® Dial 201 (the SIP trunk number in VigorIPPBX 2820) from 202 in IPPBX 3510. You
will hear a voice reply first. Then, dial 102 and wait for a moment to communicate with
102.

® Dial 101 (the SIP trunk number in VigorIPPBX 3510) from 202 in IPPBX 3510. Then,
dial 102 and wait for a moment to communicate with 102.

®  Set one digit map rule in VigorIPPBX 3510. Make all the dialing number with prefix
number “1” will be dialed out from SIP trunk 1. After finished the digit map setting,
simply dial 102 from 202 in IPPBX 3510, both extensions can communicate with each
other. Such method will be easier than above two methods for only one step must be
taken.

As for the configuration of Digit Map, please open IPPBX >> DialPlan and choose Digit
Map.

IP PBX =>> Dial Plan

Dial Plan Configuration

Digit Map
Phone Book

Call Barring

Check Enable to activate the setting; type 1 in the field of Match Prefix; and choose VolP
1(SIP trunk 1) as Route. After these, phone number with prefix 1 will be dialed out by VolP
1.

IP PBX >> DialPlan Setup

Digit Map Setup

# Enable Match Prefix Mode OP Number Min Len Max Len Route B:Dc::ep

1 [1 [None %] [ | o | o | [VolP1-2820PBX-101 | [None ¥
5 O | - U 2 :

A : | 0 | [o
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4.22 How to enhance the security for extensions' registration

By default, VigorIPPBX 2820 does not allow registration of extensions from WAN or VPN
due to security consideration. You may find this option from the IP PBX >> PBX System
>> SIP Proxy Setting page.

Note: The network security will be higher for the extension registered from VPN.

IP PBX >> PBX System

SIP Proxy Setting

SIP Local Port a060
SIP Proxy Realm PBX.com

FTF

Parking Server Number

Call Pickup Number “1
RTP Local Port Start 15050
RTP Local Port End 20000

||".f Disable registration fram WAN |

Limit SIP Request WAN &4 Request/Sec (Range: 0~54)

However, if it is required, please untick the Disable registration from WAN option then
register the extension via VPN tunnel for higher security.

You can achieve the following requests:
® Disable registration from WAN and VPN for all extensions.
® Enable registration from WAN and VPN for all extensions.

®  Enable registration from WAN and VPN for some extensions; disable it for all the
other extensions.

® Enable registration from WAN for an extension; disable registration from VPN for the
same extension.

®  Enable registration from VPN for an extension; disable registration from WAN for the
same extension.
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Disable registration from WAN and allow registration from VPN for
specific extensions

1. Please uncheck Disable registration from WAN from the IP PBX >> PBX System
>> SIP Proxy Setting page.

IP PBX >> PBX System

SIP Proxy Setting

RTP Local Port End 20000

SIP Local Port 5080 |
SIP Proxy Realm |F'EI}(.com |
Parking Server Mumber |??? |
Call Pickup Mumber |*1 |
RTP Local Port Start |15050 |

|

[ [] Disable registration fram WaN

Limit SIP Request WAN | | Request/Sec (Range: O~64)

2. Then open IP PBX>>Extension. Click any one of the index numbers.

3. Now, you will get the following setup page for an extension. Note that the Allow
Registration from option has two check boxes, one for WAN and the other for VPN.
These two options are disabled by default, which means this extension is not allowed
registration from the interface you choose (e.g., WAN, VPN). This is applied to all
extensions by default.

IP PBX >> Extension Profile

Internal Phone Extension Index 2

Internal Phone Extension Active OEnable @ Dpisable
aliow Registration from Owan  Flven |
Type SIP ¥

Extension Number -
Display Mame —
Authentication

[0 use Display Name as authentication ID
Password

[] Enable PPTP VPN Dial-In for this Number/Password

E-mail Adcress
Voice mail Password

MWI

O Notify User who Subscribed ® Force Notify User

Outgoing Call Use

[Csip1 Osiez Clsiez Clsip4 Csips Clsies
[(Destii Cesthz ClesThz [ psTig

Answer Mode

No answer after 60 sec then ;Ke-zp Ring i
Busy then Da Naothing v
Mot on-line Do Nothing ¥

For getting the highest network security, please check VPN only.
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Chapter 5. Reference -
Advanced Web Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 4.

5.1 WAN

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the Internet Access link.

5.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPoE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
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via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.

5.1.2 Network Connection by 3G USB Modem

For 3G mobile communication through Access Point is popular more and more, VigorIPPBX
2820 adds the function of 3G network connection for such purpose. By connecting 3G USB
Modem to the USB port of VigorIPPBX 2820, it can support
HSDPA/UMTS/EDGE/GPRS/GSM and the future 3G standard (HSUPA, etc). VigorIPPBX
2820 with 3G USB Modem allows you to receive 3G signals at any place such as your car or
certain location holding outdoor activity and share the bandwidth for using by more people.
Users can use four LAN ports on the router to access Internet. Also, they can access Internet
via 802.11n wireless function of VigorIPPBX 2820n, and enjoy the powerful firewall,
bandwidth management, VPN, VolP features of VigorIPPBX 2820 series.

Mobile Coffee shop

Internet

< VolP

- Web surfing, E-Mail,
Instant messaging etc.

V\{ 7 '*‘*-L V= < VPN
Mg M . /
| [ Wigor2820 Series  3.5% HSDPA USE mModem

After connecting into the router, 3G USB Modem will be regarded as the second WAN port.
However, the original Ethernet WANL1 still can be used and Load-Balance can be done in the
router. Besides, 3G USB Modem in WANZ2 also can be used as backup device. Therefore,
when WANL is not available, the router will use 3.5G for supporting automatically. The
supported 3G USB Modem will be listed on DrayTek web site. Please visit
www.draytek.com for more detailed information.

Below shows the menu items for Internet Access.

WAN
EGeneraESeiup

EinterneAccess
EMuli=PYEs
E-Eoad-Halance-Policy

5.1.3 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1 and WANZ2 in details.

This router supports dual WAN function. It allows users to access Internet and combine the
bandwidth of the dual WAN to speed up the transmission through the network. Each WAN
port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1 and WAN2
settings.

This webpage allows you to set general setup for WAN1 and WAN respectively.
\ Note: In default, WAN1 and WANZ2 are enabled.
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WAN >> General Setup

General Setup
WaN1

Enable:
Dizplay Name:
Physical Mode:
Physical Type:

WaNZ

Enable: feg ¥

Display Marme:

Physical Modea: Ethernet A

Physical Type: Auto negaotiation

Load Balance Mode: Auto Weight 4 Load Balance Mode: Auto YWeight v
Hine Speedikbps):  Downlink Line Speed(Kbps):  DownLink
UpLink
Active Mode: Always On W Active Mode: Always On b
Active on demand: Active on demand:
WANZ Fail W AN Fail
WANZ Upload speed exceed kbps WAN1 Upload speed exceed kbps
WANZ Download speed exceed kbps WaN1 Download speed exceed Kbps
Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.
Display Name Type the description for the WAN1/WAN?2 interface.

Physical Mode

Physical Type

VigorIPPBX 2820 Series User's Guide

For WANL1, the physical connection is done through ADSL
port; yet the physical connection for WANZ2 is done through an
Ethernet port (P1) or USB port. You cannot change it.

Physical Mode: Ethernet W

To use 3G network connection through 3G USB Modem,
choose 3G USB Modem as the physical mode in WAN2.
Next, go to WAN>> Internet Access. 3G USB Modem is
available for WANZ2. You can enable PPP as the access mode
and complete further configuration.

WAN >> Internet Access

WAN 2
PPP Client Mode QEnable @ Disable
SIM PIN code
Modem Initial String  |AT&FEDVTH1&028C150=0 (Default: ATEFEOY1X18D28C150=0)
APN Mame
Moderm Dial String ATDT 99 (Default: ATDT*09#)
PPP Username {Optional)

PPP Password (Optional)
Index(1-15) in Schedule Setup:

==

l Ok ] l Cancel ] l Default ]

This setting is available for WAN2 only. You can change the
physical type for WAN2 or choose Auto negotiation for
determined by the system.
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Physical Type: Auto negatiation |V-

Auto negotiation '
100 half duplesx
100 full duplesx

100M half duplex
100M full duplex

Load Balance Mode If you know the practical bandwidth for your WAN interface,
please choose the setting of According to Line Speed.
Otherwise, please choose Auto Weigh to let the router reach
the best load balance.

Load Balance Mode: Auto Yieigh b

Auto Weigh

According to Line Speed

Line Speed If your choose According to Line Speed as the Load Balance
Mode, please type the line speed for downloading and
uploading through WAN1/WAN2. The unit is kbps.

Active Mode Choose Always On to make the WAN connection
(WAN1/WANZ2) being activated always; or choose Active on
demand to make the WAN connection (WAN1/WAN2)
activated if it is necessary.

Active Mode: Active on demand
Always On

Active on demand

If you choose Active on demand, the Idle Timeout will be
available for you to set for PPPoE and PPTP access modes in
the Details Page of WAN>>Internet Access. In addition,
there are three selections for you to choose for different
purposes.

WAN2? Fail — It means the connection for WAN1 will be
activated when WAN2 is failed.

WANZ2 Upload speed exceed XX kbps — It means the
connection for WAN1 will be activated when WAN2 Upload
speed exceed certain value that you set in this box for 15
seconds.

WAN2 Download speed exceed XX kbps— It means the
connection for WAN1 will be activated when WAN2
Download speed exceed certain value that you set in this box
for 15 seconds.

WAN1 Fail — It means the connection for WAN2 will be
activated when WANL1 is failed.

WAN1 Upload speed exceed XX kbps — It means the
connection for WAN2 will be activated when WAN1 Upload
speed exceed certain value that you set in this box for 15
seconds.

WAN1 Download speed exceed XX kbps- It means the
connection for WAN2 will be activated when WAN1
Download speed exceed certain value that you set in this box
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for 15 seconds.

5.1.4 Internet Access

For the router supports dual WAN function, the users can set different WAN settings (for
WAN1/WAN2) for Internet Access. Due to different physical mode for WAN1 and WAN2,
the Access Mode for these two connections also varies slightly.

WAN >> Internet Access

Internet Access

Index DPZSaI::]ﬂEV va:;c;al Config Information
Channel: 1, wPI:0, ¥CI1:33, Protocal PPPOE/LLC/SHAR,

bl ADSL Modulation: Multimode, Dynamic IP

WANZ Ethernet IF Address: 1?2.16.3.2291,p:55?i‘3;lelt6fl\f1;ik:255.255.D.DJ Gateway

Index It shows the WAN modes that this router supports. WANL1 is
the default WAN interface for accessing into the Internet.
WAN?2 is the optional WAN interface for accessing into the
Internet when WAN 1 is inactive for some reason.

Display Name It shows the name of the WAN1/WANZ2 that entered in
general setup.

Physical Mode It shows the physical port for WAN1/WAN?2.

Config Information It shows brief configuration information for WAN1/WAN2
interface.

WAN1 and WAN?2 support different protocols. WANL1 supports PPPOE/PPPoA and MPoA.
WANZ2 supports PPPoE, Static or Dynamic IP and PPTP. According to physical connection
of your router, please choose suitable WAN interface link to set detailed information.
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PPPoE/PPPoA for WAN1

To use PPPoE/PPPoA as the accessing protocol of the Internet, select PPPoE/PPPoA mode.
The following web page will appear.

WAN >> Internet Access

WAN 1
PPPoE / PPPoA MPoA (RFC1483/2684)
O Enable & Disable ISP Access Setup
Username
DSL Mod Setti
odem Settings Password
Multi-PYC channel Channel 1 b
PPP Authentication PAP or CHAP
VPI 8
Idle Timeout second(s)
VI 35 ,
) IP Address From ISP WAN IP Alias
Encapsulating Type VCMUX  »
Fixed IP O Yes @& No {(Dynamic IP)
Protocol PPPoA + )
Fixed IP Address
Modulation Multimode v

@ Default MAC Address

PPPoE Pass-through
O Specify a MAC Address

[ For Wired LAN

[] For Wireless LAN MAC Address:
ISDN Dial Backup Setup Index({1-15) in Schedule Setup:
Dial Backup Mode Mone w = , , )

WAN Connection Detection

Mode ARP Detect v
Ping IP
TTL:
[ OK ] [ Cancel ]
Enable/Disable Click Enable for activating this function. If you click Disable,

this function will be closed and all the settings that you
adjusted in this page will be invalid.

DSL Modem Settings Set up the DSL parameters required by your ISP. These are
vital for building DSL connection to your ISP.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access — Multi PVCs.
Select M-PVCs Channel means no selection will be chosen.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one provided by
ISP.

If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any settings
in this group.
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Modulation — Default setting is Multimode. Choose the one
that fits the requirement of your router.

Modulation hultimode »

T1.413

=.Lite

=.0OmMT
ADSLR(5.992.3)
ADSL annex M
ADSL24H5.992 5)
ADSLE+ annex M

Multirnode

PPPoOE Pass-through The router offers PPPoE dial-up connection. Besides, you also
can establish the PPPoE connection directly from local clients
to your ISP via the Vigor router. When PPPoA protocol is
selected, the PPPoOE package transmitted by PC will be
transformed into PPPOA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different with
the Host PC) to access into Internet.

For Wireless LAN — If you check this box, PCs on the same
wireless network can use another set of PPPoE session
(different with the Host PC) to access into Internet.

ISDN Dial Backup This setting is available for the routers supporting ISDN

Setup function only. Before utilizing the ISDN dial backup feature,
you must create a dial backup profile first. Please click ISDN >
Dialing to a Single ISP to create the backup profile.

Dial Backup Mode Mone b

Mone
Facket Trigger
Always On

Note: This feature is available for ISDN 2 port only.
None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from
a local host triggers the router to establish a connection.

Always On - If the broadband connection is no longer
available, the backup line will be activated automatically and
always on until the broadband connection is restored. We
recommend you to enable this feature if you host a web server
for your customers’ access.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
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value is set by telnet command.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your ISP.
If you want to connect to Internet all the time, you can check
Always On.

Username — Type in the username provided by ISP in this
field.

Password — Type in the password provided by ISP in this
field.

PPP Authentication — Select PAP only or PAP or CHAP for
PPP.

Idle Timeout — Set the timeout for breaking down the Internet
after passing through the time without any action. This setting
is active only when the Active on demand option for Active
Mode is selected in WAN>> General Setup page.

IP Address From ISP Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever
you request. In this case, you can fill in this IP address in the
Fixed IP field. Please contact your ISP before you want to use
this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WANL1 only. Type the additional WAN IP
address and check the Enable box. Then click OK to exit the

dialog.
2 hitp://192.168.1.1 - WAN IP Alins - Microsoft Infernet Explozer [ | L1 |[X]
WAN IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1. W - i
2 O
3. O
& O
L2 O
&, O
7. O
B, O
[ 0K | [ Clearal | [ Close

Fixed IP — Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.
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Default MAC Address — You can use Default MAC Address
or specify another MAC address by typing on the boxes of
MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Applications >> Schedule web page and you
can use the number that you have set in that web page.

After finishing all the settings here, please click OK to activate them.

MPoA for WAN1

MPOA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANS to send packets to each other via an ATM backbone.

To use MPOA as the accessing protocol of the Internet, select MPoA mode. The following

web page will appear.

WAN >> Internet Access

WAN 1
PPPOE / PPPDA

O Enable & Disable

DSL Modem Settings

MPoA (RFC1483/2684)

WAN IP Network Settings | YWAN IP Alias

(C Obtain an IP address automatically

Router Mame *
Multi-PYC channel Channel 2 b
Encapsulation Domain Name *
1483 Bridged P LLC w|| ™ Required for some ISPs
VPRI 0 @ Specify an IP address
IP Address
WICT 88
Subnet Mask
Modulation Multirmode A4

ISDMN Dial Backup Setup
Dial Backup Mode

WAN Connection Detection
Mode

Ping 1P
TTL:

RIP Protocol
[ Enable RIP

Bridge Mode
[ Enable Bridge Maode

DSL Modem Settings

VigorIPPBX 2820 Series User's Guide

Mane

Gateway IP Address

v ® Default MAC Address
O Specify a MAC Address
MAC Address:

ARP Detect |+

DNS Server IP Address
Prirmary IP Address

Secondary [P Address

l Ok ] [ Cancel ]

Set up the DSL parameters required by your ISP. These are
vital for building DSL connection to your ISP.

Multi-PVC channel - The selections displayed here are
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ISDN Dial Backup
Setup

WAN Connection
Detection

RIP Protocol

DrayTek

determined by the page of Internet Access — Multi PVCs.
Select M-PVCs Channel means no selection will be chosen.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Modulation —Default setting is Multimode. Choose the one
that fits the requirement of your router.

Modulation Multirmode w

T1.413

=.Lite

=.0OMT
ADSLR(5.992.3)
ADSL annex M
ADSL24H5.992 5)
ADSLE+ annex b

Multimode

This setting is available for the routers supporting ISDN
function only. Before utilizing the ISDN dial backup feature,
you must create a dial backup profile first. Please click ISDN >
Dialing to a Single ISP to create the backup profile.

Dial Backup Mode Mone v

Mone
Facket Trigger
Always On

Note: This feature is available for ISDN 2 port only.
None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from
a local host triggers the router to establish a connection.

Always On - If the broadband connection is no longer
available, the backup line will be activated automatically and
always on until the broadband connection is restored. We
recommend you to enable this feature if you host a web server
for your customers’ access.

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing tables
information. Click Enable RIP for activating this function.

146 VigorIPPBX 2820 Series User's Guide



Bridge Mode If you choose Bridged IP as the protocol, you can check this
box to invoke the function. The router will work as a bridge

modem.
WAN IP Network This group allows you to obtain an IP address automatically
Settings and allows you type in IP address manually.

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

Router Name — Type in the router name provided by ISP.

Domain Name — Type in the domain name that you have
assigned.

Specify an IP address — Click this radio button to specify
some data.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WANL only. Type the additional WAN IP
address and check the Enable box. Then click OK to exit the

dialog.
2 hitp:#/192.168.1.1 - WAN IP Alias - Microsoft Internet Explorer = ||/
WAN IP alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
i, W - W
2. O
2. O
8 O
5 O
&. O
7. O
B. O
[ oK | [ Clearal | [ Close

IP Address — Type in the private IP address.
Subnet Mask — Type in the subnet mask.
Gateway IP Address — Type in gateway IP address.

Default MAC Address - Type in MAC address for the router.
You can use Default MAC Address or specify another MAC
address for your necessity.

MAC Address — Type in the MAC address for the router

manually.
DNS Server IP Type in the primary IP address for the router. If necessary, type
Address in secondary IP address for necessity in the future.
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After finishing all the settings here, please click OK to activate them.

PPPoE for WAN2

To use PPPOE as the accessing protocol of the Internet, select PPPoE mode. The following
web page will appear.

WAN >> Internet Access

WAMN 2

PPPoE Static or Dynamic IP PPTP

) Enable @& Disable PPP/MP Setup
PPP Authentication PAF or CHAR

ISP Access Setup Idle Timeout second(s)
Username IP Address Assignment Method (IPCP)
Password YWEAR [P Alias
Index(1-15) in Schedule Setup: Fized IP: O ves & Mo (Dynamic IP)

== s s f Fized IP Address
ISDN Dial Backup Setup
Dial Backup Mode Mane W & Default MAC Address

O Specify a MAC Address

WAN Connection Detection
MaC address:

Mode ARP Detect
Ping IP
TTL:
[ Ok ] [ Cancel ]
Enable/Disable Click Enable for activating this function. If you click Disable,

this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your ISP.
If you want to connect to Internet all the time, you can check
Always On.

Username — Type in the username provided by ISP in this
field.

Password — Type in the password provided by ISP in this
field.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application — Schedule web page and you can
use the number that you have set in that web page.

ISDN Dial Backup This setting is available for the routers supporting ISDN

Setup function only. Before utilizing the ISDN dial backup feature,
you must create a dial backup profile first. Please click ISDN >
Dialing to a Single ISP to create the backup profile.
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WAN Connection
Detection

PPP/MP Setup

IP Address
Assignment Method
(IPCP)
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Dial Backup Mode Mone v

Mone

Facket Trigger

Note: This feature is available for ISDN 2 port only.
None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from
a local host triggers the router to establish a connection.

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

PPP Authentication — Select PAP only or PAP or CHAP for
PPP.

Idle Timeout — Set the timeout for breaking down the Internet
after passing through the time without any action. This setting
is active only when the Active on demand option for Active
Mode is selected in WAN>> General Setup page.

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever
you request. In this case, you can fill in this IP address in the
Fixed IP field. Please contact your ISP before you want to use
this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WANL1 only. Type the additional WAN IP
address and check the Enable box. Then click OK to exit the
dialog.
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2 http:#/192.168.1.1 - WAN IP Alins - Microsoft Intornet Explorer = || 5/[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, W - W
2. O
3 O
4. O
5 O
&. O
7. O
8. O

[ OK | [ Clearal | [ Close

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Fixed IP Address -Type a fixed IP address.

Default MAC Address — You can use Default MAC Address
or specify another MAC address by typing on the boxes of
MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

After finishing all the settings here, please click OK to activate them.

Static or Dynamic IP for WAN2

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP
address to the WAN interface.

To use static or dynamic IP as the accessing protocol of the Internet, select Static or
Dynamic IP mode. The following web page will appear.
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WAN >> Internet Access

WAN 2
PPPOE

& Enable O Disable

ISDN Dial Backup Setup

Dial Backup Mode

Keep WAN Connection
[ Enable PING to keep alive

PIMG to the IP

PIMG Interval

WAMN Gonnection Detection
ARP Detect v

Mode
Ping IP
TTL:

RIP Protocol
[ Enahle RIP

Enable/ Disable

ISDN Dial Backup
Setup

Keep WAN
Connection

VigorIPPBX 2820 Series User's Guide

Static or Dynamic IP PPTP

WAN IP Network Settings | YWAN IP Alias

0 Obtain an IP address automatically

Router Mame *
Dormain Marme *
* . Required for some ISPs
@ Specify an IP address

IP address 172.16.3.229

minutels) Subnet Mask 255.255.00

Gateway IP Address 17216.3.4

® Default MAC address
O Specify a MaC Address

MaC Address:

DMS Server IP Address
Primary IP address

Secondary IP Address

[ [B]24 ] [ Cancel ]

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

This setting is available for the routers supporting ISDN
function only. Before utilizing the ISDN dial backup feature,
you must create a dial backup profile first. Please click ISDN >
Dialing to a Single ISP to create the backup profile.

Dial Backup Mode Mone W

Mane
Facket Trigger
Always On

Note: This feature is available for ISDN 2 port only.
None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from
a local host triggers the router to establish a connection.

Always On - If the broadband connection is no longer
available, the backup line will be activated automatically and
always on until the broadband connection is restored. We
recommend you to enable this feature if you host a web server
for your customers’ access.

Normally, this function is designed for Dynamic IP
environments because some I1SPs will drop connections if there
is no traffic within certain periods of time. Check Enable
PING to keep alive box to activate this function.
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WAN Connection
Detection

RIP Protocol

WAN IP Network
Settings

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose Always On, ARP Detect or Ping Detect for
the system to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

Routing Information Protocol is abbreviated as RIP (RFC1058)
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WANL1 only. Type the additional WAN IP
address and check the Enable box. Then click OK to exit the
dialog.

3 htip#/192.168.1.1 - WAN IP Alins - Microsoft Internet Explorer [ |[01/[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
il W - W
2, ]

3. O
4. ]
5 O
5. [
7. O
B. [
[ ok | [ Clearal | [ Close

Obtain an IP address automatically — Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

Router Name: Type in the router name provided by ISP.
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DNS Server IP
Address

PPTP/L2TP for WAN2

Domain Name: Type in the domain name that you have
assigned.

Specify an IP address — Click this radio button to specify
some data if you want to use Static IP mode.

IP Address: Type the IP address.
Subnet Mask: Type the subnet mask.
Gateway IP Address: Type the gateway IP address.

Default MAC Address: Click this radio button to use default
MAC address for the router.

Specify a MAC Address: Some Cable service providers specify
a specific MAC address for access authentication. In such
cases you need to click the Specify a MAC Address and enter
the MAC address in the MAC Address field.

Type in the primary IP address for the router if you want to use
Static IP mode. If necessary, type in secondary IP address for
necessity in the future.

To use PPTP/L2TP as the accessing protocol of the Internet, select PPTP/L2TP mode. The
following web page will appear.

WAN >> Internet Access

WARN 2
PPPoE Static or Dynamic IP PPTP/L2TP
() Enable PPTP (O Enable LZTP & Disable PPP Setup

Server Address
Specify Gateway IP Address
192.168.5.1

ISP Access Setup

Username

Password

Index(1-15) in Schedule Setup:

= v
ISDN Dial Backup Setup
Dial Backup Mode

Enable PPTP/Enable
L2TP

Disable

Server Address
Specify Gateway IP
Address

VigorIPPBX 2820 Series User's Guide

Nane hd

PPP Authentication PAP or CHAP

Idle Timeout second(s)

IP Address Assignment Method (IPCP)
Fixed IP: O Yes & No {Dynamic IP)
Fixed IP Address

WAN IP Network Settings

) Obtain an IP address automatically

& Specify an IP address

IP Address 192.168.5.10

Subnet Mask 2552552550

[ OK ] [ Cancel ]

Click Enable PPTP/Enable L2TP for activating this function.

If you click Disable, this function will be closed and all the
settings that you adjusted in this page will be invalid.

Specify the IP address of the PPTP/L2TP server.
Specify the gateway IP address for the server.
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ISP Access Setup

ISDN Dial Backup

Setup

PPP Setup

IP Address
Assignment
Method(IPCP)

DrayTek

Username -Type in the username provided by ISP in this field.
Password -Type in the password provided by ISP in this field.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >>Schedule web page and you can
use the number that you have set in that web page.

This setting is available for the routers supporting ISDN
function only. Before utilizing the ISDN dial backup feature,
you must create a dial backup profile first. Please click ISDN >
Dialing to a Single ISP to create the backup profile.

Dial Backup Mode Mone v

Facket Trigger

Note: This feature is available for ISDN 2 port only.
None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from
a local host triggers the router to establish a connection.

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the Internet
after passing through the time without any action. This setting
is active only when the Active on demand option for Active
Mode is selected in WAN>> General Setup page.

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever
you request. In this case, you can fill in this IP address in the
Fixed IP field. Please contact your ISP before you want to use
this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WANL1 only. Type the additional WAN IP
address and check the Enable box. Then click OK to exit the
dialog.
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3 htip://192.168.1.1 - WAK IF Alins - Microsoft Intornet Explorer = || £1/[X]

WAN IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

i, W oo W

2.
=

4,

] O (o N

[ oK | [ Clearal | [ Close

Click Yes to use this function and type in a fixed IP address in
the box.

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Obtain an IP address automatically — Click this button to
Settings obtain the IP address automatically.
Specify an IP address — Click this radio button to specify
some data.

IP Address — Type the IP address.
Subnet Mask — Type the subnet mask.
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PPP for WAN2

Such mode is active only 3G USB Modem was chosen as the physical mode in General

Setup.

WAN >> Internet Access

WAN 2
PPP Client Mode
SIM PIN code
Modem Initial String
APM Mame
mModem Dial String
PPP Username

PPP Password

ATEFEOY1:1&028C150=0

ATDTB5#

(O Enable @ Disable

(Default: ATRFEOV1x12D28.C150=0)
(Default: ATDT*09#)
{Optionaly

{Optionaly

Index{1-15% in Schedule Setup:

==

PPP Client Mode

SIM PIN code

Modem Initial String

APN Name

Modem Dial String
PPP Username

PPP Password

Index (1-15)

DrayTek

Q] ] [ Canceal ] [ Default ]

Click Enable to activate this mode for WANZ2.

Type PIN code of the SIM card that will be used to access
Internet.

Such value is used to initialize USB modem. Please use the
default value. If you have any guestion, please contact to your
ISP.

APN(Access Point Name) is provided by your ISP for
identifying different access points. Simply click Apply to
apply such name. Finally, you have to click OK to save the
setting.

Apply — Activate the function of identification.

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to your
ISP.

Type the PPP username (optional).

Type the PPP password (optional).

Set the PCs on LAN to work at certain time interval only. You
may choose up to 4 schedules out of the 15 schedules

pre-defined in Applications >> Schedule setup. The default
setting of this filed is blank and the function will always work.
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5.1.5 Multi-PVCs

This router allows you to create multi-PVCs for different data transferring for using. Simply
go to Internet Access and select Multi-PVC Setup page.

General

The system allows you to set up to eight channels which are ready for choosing as the first
PVC line that will be used as multi-PVCs.

WAN >> Multi-PVCs

Multi-PVCs
General

Channel

1.
Z

3.

5
=

S
=
=
=

n
=
=
=

]

o

=N

ATM QoS
Enable

[

Port-based Bridge
vPI vCI QoS Type Protocol Encapsulation
33 UBR % ||PPPoE v LLC/SMAP
83 UBR % || MPod || 1483 Bridged [P LLC w

Mote:vPI/YCI must be unique for each channel!

Enable

VPI
VCI

QoS Type

Protocol

VigorIPPBX 2820 Series User's Guide

[ Ok ] [ Clear ] [ Cancel ]

Check this box to enable that channel. The channels that you
enabled here will be shown in the Multi-PVC channel drop
down list on the web page of Internet Access. Though you can
enable eight channels in this page, yet only one channel can be
chosen on the web page of Internet Access.

Type in the value provided by your ISP.
Type in the value provided by your ISP.
Select a proper QoS type for the channel.

QoS Type

Select a proper protocol for this channel.
Protocol

PPROE v
PPPoA

FPPoE
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Encapsulation Choose a proper type for this channel. The types will be
different according to the protocol setting that you choose.

Encapsulation

1483 Route IP LLC b

Encapsulation| 483 Bridged IP LLC
14583 Route P LLE

1483 Bridged IP % C-hux

| (1483 Routed [P WC-Mux(|PoA)

LLC/SMNAP 1483 Bridged |P(IFoE)

WAN link for Channel 3, 4, 5 are provided for router-borne application such as TR069 and
VolIP. The settings must be applied and obtained from your ISP. For your special request,
please contact with your ISP and then click WAN link of Channel 3, 4 or 5 to configure your
router.

VMUK v

WAN >> Multi-PVCs >> PVC Channel 3

WAN for Router-borne Application: | Management »

& Enable C Disable

DSL Modem Settings

YPI 1 QoS Type UBR |+
WCI 43 Protocal PPPoA w
Encapsulation WOOMUX v
PPPoE/PPPoA Client MPoA (RFC1483/2684)
ISP Access Setup Obtain an IP address automatically
ISP Mame Router Mame *
lUsername Domain Name *
Password *1 Required for some ISPs
PPR Authentication PAP or CHAP v Specify an IP address
M always On IP Address
Idle Timeout -1 second(s) Subnet Mask

IP Address From ISP Gateway IP Address
Fixed IP O ves @ No (Dynamic IF) DMNS Server IP Address
Fixed IP Address Primary IP Address

Secondary [P Address

[ Ok l [ Cancel ]

WAN for Choose the router service for channel 3, 4 or 5.
Router-borne
Application

Management - It can be specified for general management
(Web configuration/telnet/TR069). If you choose Management,
the configuration for this PVC will be effective for Web
configuration/telnet/TR069.

VolIP - It can be specified for VoIP only. If you choose VolP,
the configuration for this PVC will be effective for VVoIP data
transmitting and receiving.

Enable/Disable Click Enable for activating this function. If you click Disable,
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DSL Modem Settings

ISP Access Setup

IP Address from ISP

Obtain an IP address
automatically

Specify an IP address

DNS Server IP
Address

VigorIPPBX 2820 Series User's Guide

this function will be closed and all the settings that you
adjusted in this page will be invalid.

Set up the DSL parameters required by your ISP. These are
vital for building DSL connection to your ISP.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.
QoS Type -Select a proper QoS type for the channel.

Protocol - Select a proper protocol for this channel. There are
three options, PPPoE, PPPoA and MPoA for you to select. The
following settings will be changed according to the protocol
selected here.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Enter your allocated username, password and authentication
parameters according to the information provided by your ISP.
If you want to connect to Internet all the time, you can check
Always On.

Username — Type in the username provided by ISP in this
field.

Password — Type in the password provided by ISP in this
field.

PPP Authentication — Select PAP only or PAP or CHAP for
PPP.

Idle Timeout — Set the timeout for breaking down the Internet
after passing through the time without any action. This setting
is active only when the Always On option is note selected.

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Fixed IP Address -Type a fixed IP address.

Click this button to obtain the IP address automatically.

Router Name — Type in the router name provided by ISP.

Domain Name — Type in the domain name that you have
assigned.

Click this radio button to specify some data.

IP Address — Type in the private IP address.
Subnet Mask — Type in the subnet mask.

Gateway IP Address — Type in gateway IP address.

Type in the primary IP address for the router. If necessary, type
in secondary IP address for necessity in the future.
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ATM QoS

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.

WAN >> Multi-PVCs

Multi-P¥Cs
General ATM QoS Port-based Bridge
Channel QoS Type PCR SCR MBS

ol o oo o o] o a
ol o o (o o o] o) O
o o al e a0 a

Mote: 1.5et 0 means default value.
2.PCR{max) = ADSL Up Speed / 53 /8.

[ kel ] [ Clear ] [ Cancel ]

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR
must be smaller than PCR.

MBS It represents Maximum Burst Size. The range of the value is
10 to 50.
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Port-based Bridge

General page lets you set the first PVC. As to set the second PVC line, please click the
Port-based Bridge tab to open Bridge configuration page.

WAN >> Multi-PVCs

Multi-PYCs

General ATM QoS Port-based Bridge

Channel Enable P1 p2 P3 P4 Service Type Add Tag
1.
zZ
3. ] F] ] MNarmal F
4, O O O Mormal v O
= 0 |
B, O
e O
B. O

Mote: 1.Channel 1 to 2 are reserved for Mat/Poute use,
Z2,P1 iz reserved for Mat/Route Use,

[ (0]24 l [ Clear l [ Cancel ]

Enable Check this box to enable that channel. Only channel 3 to 8 can
be set in this page, for channel 1 to 4 are reserved for NAT
using.

P1to P4 It means the LAN port 1 to 4. Check the box to designate the
LAN port for channel 3 to 8.

Service Type Normally, service type is used for the service of video stream

(e.g., IPTV). It can divide the packets from remote control and
from video stream into different PVC. In general, the protocol
used by remote control is IGMP.

Marmal

‘Mormal

Normal — It means that the PVC can accept all packets except

IGMP.
IGMP - It means that the PVC can accept packets of IGMP
only.

Add Tag To identify the usage of PVC, check this box to invoke this

setting. And type the number for VLAN ID (number).

Click Clear to remove all the configurations in this page if you do not satisfy it. When you
finish the configuration, please click OK to save and exit this page. Or click Cancel to abort
the configuration and exit this page.
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5.1.6 Load-Balance Policy

This router supports the function of load balancing. It can assign traffic with protocol type,
IP address for specific host, a subnet of hosts, and port range to be allocated in WAN1 or
WANZ2 interface. The user can assign traffic category and force it to go to dedicate network
interface based on the following web page setup. Twenty policies of load-balance are
supported by this router.

‘ Note: Load-Balance Policy is running only when both WAN1 and WANZ2 are activated.

WAN >> Load-Balance Policy

Load-Balance Policy
Dest Dest

sSrc IP SrcIP DestIP DestIP Move Move
Index Enable Protocol WAN Start End Start End Port Port Up Down
Start End
1 F] any | AR v Down
2 [F any AN v UP Down
3 F] any | AR v UP Down
4 [F any AN v UP Down
5 F] any W | AR W UP Down
6 F any AN v UP Down
7 F] any W | AR W UP Down
8 F] any | AR v UP  Down
9 F] any W | AR W UP Down
10 F] any | AR v UP  Down
<< 110 | 1120 == Next =
Index Click the number of index to access into the load-balance policy
configuration web page.
Enable Check this box to enable this policy.
Protocol Use the drop-down menu to change the protocol for the WAN
interface.
WAN Use the drop-down menu to change the WAN interface.
Src IP Start Displays the IP address for the start of the source IP.
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Src IP End

Dest IP Start

Dest IP End

Dest Port Start

Dest Port End

Move UP/Move Down

Displays the IP address for the end of the source IP.
Displays the IP address for the start of the destination IP.
Displays the IP address for the end of the destination IP.
Displays the IP address for the start of the destination port.
Displays the IP address for the end of the destination port.

Use Up or Down link to move the order of the policy.

Click Index 1 to access into the following page for configuring load-balance policy.

WAN >> Load-Balance Policy

Index: 1

[J Enzble
Protocol

Binding “WaM Interface

Src IP Start
Src IP End
Dest IP Start
Dest IP End
Dest Port Start
Dest Port End

Enable

Protocol

Binding WAN
interface

Src IP Start

Src IP End

VigorIPPBX 2820 Series User's Guide

any v

WYANT (v auto failover to the other WalN

[ Ok l [ Cancel ]

Check this box to enable this policy.

Use the drop-down menu to choose a proper protocol for the
WAN interface.

Frotocol

Choose the WAN interface (WAN1 or WAN2) for binding.
Auto failover to other WAN — Check this button to lead the
data passing through other WAN automatically when the
selected WAN interface is disconnected.

Type the source IP start for the specified WAN interface.

Type the source IP end for the specified WAN interface. If this
field is blank, it means that all the source IPs inside the LAN
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will be passed through the WAN interface.

Dest IP Start Type the destination IP start for the specified WAN interface.

Dest IP End Type the destination IP end for the specified WAN interface. If
this field is blank, it means that all the destination IPs will be
passed through the WAN interface.

Dest Port Start Type the destination port start for the destination IP.

Dest Port End Type the destination port end for the destination IP. If this field

is blank, it means that all the destination ports will be passed
through the WAN interface.

5.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

LAN
P General Setup

F=SiaticRoule
EVEAN
ERindIPFSo-MACE

5.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does is
to translate the packets from public IP address to private IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that
assigns private IP address to each local host. See the following diagram for a briefly
understanding.

Internet

DHCP Server
Public IP Address

Private Subnet
Router IP Address:192.168.1.1

" vy

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13
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In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor
router will serve for IP routing to help hosts in the public subnet to communicate with other
public hosts or servers outside. Therefore, the router should be set as the gateway for public
hosts.

Internet

Public IP Address: m

220.135.240.207

Private Subnet :;uhn.
Router IP Address:192.168.1.1 ‘ Public Subnet
192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way
for connection is the Static routes function rather than other method. You may simply set
rules to forward data from one specified subnet to another specified subnet without the
presence of RIP.

What are Virtual LANs

You can group local hosts by physical ports and create up to 4 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN)
function and the rate of each.
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Internet

) _ P1P2P3 P4

VigorlPPBX 2820
229
ST (ITIT1CIR

192.168.1.11 192.168.1.10 192.168.1.13 192.168.1.12

5.2.2 General Setup
This page provides you the general settings for LAN.
Click LAN to open the LAN settings page and choose General Setup.
LAN >> General Setup
Ethernet TCP / IP and DHCP Setup

LAN IP Network Configuration DHCP Server Configuration
For NAT Usage ® Enable Server O Disable Server

1st IP Address 192.168.1.1 Relay agent: O 1st Subnet  2nd Subnet
1st Subnet Mask 2662552660 Start IP Address 192.168.1.10
For IP Routing Usage O Enable ® Disable IP Pool Counts a0
2nd IP Address 192.168.2.1 Gateway IP Address 192.168.1.1
2nd Subnet Mask 26625526560 DHCP Server IP Address

[ 2nd Subnet DHCP Server | ™" RelaY Agent

DNS Server IP Address

RIF Protocal Cantral Disable N [J Force DMS manual setting
Prirary IP Address
Secondary IP Address
1st IP Address Type in private IP address for connecting to a local private
network (Default: 192.168.1.1).
1st Subnet Mask Type in an address code that determines the size of the

network. (Default: 255.255.255.0/ 24)
For IP Routing Usage  Click Enable to invoke this function. The default setting is

Disable.

2" IP Address Type in secondary IP address for connecting to a subnet.
(Default: 192.168.2.1/ 24)

2" Subnet Mask An address code that determines the size of the network.
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2"9 DHCP Server

RIP Protocol Control

DHCP Server
Configuration

VigorIPPBX 2820 Series User's Guide

(Default: 255.255.255.0/ 24)

You can configure the router to serve as a DHCP server for the
2nd subnet.

73 http:#192 168 1.1 - Romier Web Configuraior - Microsoft Internet Explorer (A=14]

2nd DHCP Server
Start IP Address

IF Pool Counts 1 (rmax. 10)

Index Matched MAGC Address given IP Address

MaC Address : ] B H p
[ Add | [ Deete | [ Edit | [ Cancel |

[ oKk ] [ClearAl | [ Close |

Start IP Address: Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 2nd
IP address of your router is 220.135.240.1, the starting IP
address must be 220.135.240.2 or greater, but smaller than
220.135.240.254.

IP Pool Counts: Enter the number of IP addresses in the pool.
The maximum is 10. For example, if you type 3 and the 2nd IP
address of your router is 220.135.240.1, the range of IP address
by the DHCP server will be from 220.135.240.2 to
220.135.240.4.

MAC Address: Enter the MAC Address of the host one by one
and click Add to create a list of hosts to be assigned, deleted or
edited IP address from above pool. Set a list of MAC Address
for 2" DHCP server will help router to assign the correct IP
address of the correct subnet to the correct host. So those hosts
in 2™ subnet won’t get an IP address belonging to 1% subnet.

Disable deactivates the RIP protocol. It will lead to a stoppage
of the exchange of routing information between routers.
(Default)

RIP Protocol Control Disable A
Dizahle

15t Subnet .

Znd Subnet

1st Subnet - Select the router to change the RIP information of
the 1st subnet with neighboring routers.

2nd Subnet - Select the router to change the RIP information
of the 2nd subnet with neighboring routers.

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local user
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configured as a DHCP client. It is highly recommended that
you leave the router enabled as a DHCP server if you do not
have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host
in the LAN.

Disable Server — Let you manually assign IP address to every
host in the LAN.

Relay Agent — (1 subnet/2™ subnet) Specify which subnet
that DHCP server is located the relay agent should redirect the
DHCP request to.

Start IP Address - Enter a value of the IP address pool for the

DHCP server to start with when issuing IP addresses. If the 1st
IP address of your router is 192.168.1.1, the starting IP address
must be 192.168.1.2 or greater, but smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP address
for the DHCP server. The value is usually as same as the 1st IP
address of the router, which means the router is the default
gateway.

DHCP Server IP Address for Relay Agent - Set the IP
address of the DHCP server you are going to use so the Relay
Agent can help to forward the DHCP request to the DHCP

Server.
DNS Server DNS stands for Domain Name System. Every Internet host
Configuration must have a unique IP address, also they may have a

human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Force DNS manual setting - Force Vigor router to use DNS
servers in this page instead of DNS servers given by the
Internet Access server (PPPoE, PPTP, L2TP or DHCP server).

Primary IP Address -You must specify a DNS server IP
address here because your ISP should provide you with usually
more than one DNS Server. If your ISP does not provide it, the
router will automatically apply default DNS Server IP address:
194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it, the
router will automatically apply default secondary DNS Server
IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

DrayTek 168 VigorlPPBX 2820 Series User's Guide



5.2.3 Static Route

System lptime: 2:.10:17
Secondary DNS: 165.95.1.1

System Status
LAN Status Primary DNS: 194.100.6.66
1P Address TX Packets RX Packets

192.168.1.1 7E08 175019

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.

There are two common scenarios of LAN settings that stated in
Chapter 4. For the configuration examples, please refer to that
chapter to get more information for your necessity.

Go to LAN to open setting page and choose Static Route.

LAN >> Static Route Setup

Static Route Configuration

| Setto Factory Default | View Routing Table |

Index Destination Address Status Index Destination Address Status
1. 777 7 6. 777 7
2. 777 7 i 777 7
3. 777 7 8. 777 7
4, T T 9. T ¥
3. T 7 10. T ¥
Status: v --- Active, ¥ --- Inactive, ¥ -—- Empty
Index The number (1 to 10) under Index allows you to open next

Destination Address
Status
Viewing Routing Table

page to set up static route.

Displays the destination address of the static route.
Displays the status of the static route.

Displays the routing table for your reference.
Diagnostics >> View Routing Table

GCurrent Running Routing Table | Refresh |

Fey: C - comnected, § - static, R - RIP, * — default, ~ - private »~

0.0.0.0/ 0.0.0.0 wvia 172.16.3.4, WANZ
C~ 192.168.1.0/ 255.255.255.0 is directly connected, Lan
C 172.16.0.0/ 255.255.0.0 is directly connected, WaNZ

Add Static Routes to Private and Public Networks

Here is an example of setting Static Route in Main Router so that user A and B locating in
different subnet can talk to each other via the router. Assuming the Internet access has been
configured and the router works properly:

VigorIPPBX 2820 Series User's Guide

169 DrayTek



DrayTek

use the Main Router to surf the Internet.

create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)
create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).
have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Internet

Router G
192.168.1.1

Router A

192.168.1.2 I
(Gataway: 192.168.1.1)

Private subnet
192.168.10.0/24

User A

Set
Static Route

User B

Router B
192.168.1.3

Private subnet
211.10.88.0/24

Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol

Control. Then click the OK button.

subnets.

Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring routers via the 1st subnet (192.168.1.0/24). The second is that those
hosts on the internal private subnets (ex. 192.168.10.0/24) can access the Internet
via the router, and continuously exchange of IP routing information with different

Click the LAN - Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN >> Static Route Setup

Index MNo. 1
Enahble
Destination IP Address 192.168.10.0
Subnet Mask 265.285.255.0
Gateway IP Address 192.168.1.2
Netwaork Interface LAN v
QK ] [ Cancel
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3. Return to Static Route Setup page. Click on another Index Number to add another

static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3.

LAN >> Static Route Setup

Index MNo. 2
Enahble
Destination IP Address 211.100.88.0
Subnet Mask 265.285.255.0
Gateway IP Address 192.168.1.3
Netwaork Interface LAN
[ QK ] [ Cancel ]

4. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics >> View Routing Table

Current Running Routing Table

| Refresh |
Eey: C - connected, 3 - static, R - RIP, * - default, ~ - priwvate -
S~ 192 .1658.10.0/ 255.255.255.0 via 192.165.1.2, LAN
Loty 192.168.1.0/ 255.255.255.0 is directly connected, LA
3~ 211.100.85.0/ 255.255.255.0 via 192.165.1.3, LAN
-
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5.2.4 VLAN

Virtual LAN function provides you a very convenient way to manage hosts by grouping
them based on the physical ports. You can also manage the in/out rate of each port. Go to
LAN page and select VLAN. The following page will appear. Click Enable to invoke

VLAN function.
LAN >> VLAN Configuration

YLAMN Configuration
iEnatie

YLAND
YLANL
YLANZ
VLANT
YLANG
YLANS
YLANG
YLANT

oooooooo:gl

o

o

S5ID

ooooooood?z
o [ o (o] [

1

S5ID2 S51ID3 S8ID4

[ o (]

[ (]
[ (]

o
L]
w
=

l [ Cancel l

To add or remove a VLAN, please refer to the following example.

1.

DrayTek

If, VLAN 0 is consisted of hosts linked to P1 and P2 and VLAN 1 is consisted of hosts
linked to P3 and P4.
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2. After checking the box to enable VLAN function, you will check the table according to
the needs as shown below.

LAN >> VLAN Configuration

¥LAN Configuration

[“lEnahle
P1 p2 P3 P4 8SID1 8SID2 SSID3 SSID4
VLAND ¥ O [ [ O ¥
VLAN1 ] O ] ] O O
VLANZ O O O | O O | O
VLANS O O O | O O IF O
VLAN O O O O P [ O (I
VLANS O O O O O ] O O
VLANG O O O | O O | O
VLANT O O O O [ [ O O
[ 0K ] [ Clear ] [ Cancel ]

To remove VLAN, uncheck the needed box and click OK to save the results.

5.2.5Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening
control in network. When this function is enabled, all the assigned IP and MAC address
binding together cannot be changed. If you modified the binding IP or MAC address, it
might cause you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN >> Bind IP to MAC

Bind IP to MAC

Mote:  IP-MAC binding presets DHCP aAllocations.
If you select Strict Bind, unspecified LAN clients cannot access the Internet,

® Enable O Disable O Strict Bind

ARP Table | Select All | Sort | Refresh | IP Bind List | Select All | Sort |
IF iddress Hac Address Inde IP Address Mac Address :
192.1e8.1.10 00-DE-Ap—-24-DE5-Al

Add and Edit

IP Address

Mac Address

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
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Internet.

Disable Click this radio button to disable this function. All the settings
on this page will be invalid.

Strict Bind Click this radio button to block the connection of the IPMAC
which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The information

for IP and MAC will be displayed in this field. Each pair of IP
and MAC address listed in ARP table can be selected and added
to IP Bind List by clicking Add below.

Add and Edit IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to bind
with the assigned IP address.

Refresh It is used to refresh the ARP table. When there is one new PC
added to the LAN, you can click this link to obtain the newly
ARP table information.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Edit It allows you to edit and modify the selected IP address and

MAC address that you create before.

Remove You can remove any item listed in IP Bind List. Simply click
and select the one, and click Remove. The selected item will be
removed from the IP Bind List.

Note: Before you select Strict Bind, you have to bind one set of IPMAC address for one
PC. If not, no one of the PCs can access into Internet. And the web configurator of the router
might not be accessed.

5.3 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry
in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.
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® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

On NAT page, you will see the private IP address defined in RFC-1918. Usually we use
the 192.168.1.0/24 subnet for the router. As stated before, the NAT facility can map one
or more IP addresses and/or service ports into different specified services. In other words,
the NAT function can be achieved by using port mapping methods.

Below shows the menu items for NAT.

NAT
FPortERedirection
F=DMZHostE

F=Open-Pords
FAddress-Mapping
FPorEngger

5.3.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of
the router, and identified by its private IP address/port, the goal of Port Redirection function
is to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

Internet Destined to
220.135.240.207

Port 213

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 20 port-mapping entries for the internal hosts.

VigorlPPBX 2820 Series User's Guide 175 Dray Tek



NAT >> Port Redirection

Port Redirection | Setto Factory Default |

Index Service Name Public Port Private IP Status

|3 1527 [ |1 (I (10 [l 15 [ (=
s 0 * s 0 * s 0 * s

=
&l
2

t

M
M
Y
s
=
W
W

| 1120 ==

Press any number under Index to access into next page for configuring port redirection.

MAT >> Port Redirection

Index No. 1

Enable
Mode

Service Mame

Protocol

WAN P 1.4l A
Public Port 0 -

Private IP -
Private Port 0

Note: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP
have been entered.

[ [B]24 ] [ Clear ] [ Cancel ]
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you to

choose. To set a range for the specific service, select Range. In
Range mode, if the public port (start port and end port) and the
starting IP of private IP had been entered, the system will

calculate and display the ending IP of private IP automatically.

Service Name Enter the description of the specific network service.
Protocol Select the transport layer protocol (TCP or UDP).
WAN IP Select the WAN IP used for port redirection. There are eight

WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.

Public Port Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Simply type the required number on the first box. The second
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one will be assigned automatically later.

Private IP Specify the private IP address of the internal host providing the
service. If you choose Range as the port redirection mode, you
will see two boxes on this field. Type a complete IP address in
the first box (as the starting point) and the fourth digits in the
second box (as the end point).

Private Port Specify the private port number of the service offered by the
internal host.

Active Check this box to activate the port-mapping entry you have
defined.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web configurator in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup.
You then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maintenance >> Management

Management Setup

Management Access Control Management Port Setup
[ allow management fram the Internet @ User Define Ports O Default Parts
FTP Server Telnet Port 23 (Default: 23}
HTTR Server HTTP Port B0 (Dsfault: 80)
HTTRS Server HTTPS Port 443 {Default; 443)
Telnet Server
S5H Server FTP Part 21 {Default: 21)
Disable PING from the Internet SSH Port £ (Default: 22)
Access List SNMP Setup
List P Subnet Mask [0 Enable SNMP Agent
1 N Get Community public
2 hd Set Community private
3 & Manager Host IP
Trap Community public

Motification Host IP

Trap Timeout 10 seconds
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5.3.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.

Destined to
Internet 220.135.240.207
Protocol: Any
Port: Any

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13
Port 21 Port 80

The inherent security properties of NAT are somewhat bypassed if you set up DMZ host.
We suggest you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page:

NAT >> DMZ Host Setup

DMZ Host Setup
WAN 1

Mone hd

Private IP

MAC Address of the True IP DMZ Host

Note: YWhen a True-IP DMZ host is turned on, it will force the router's WaN connection to
be always on.

WAaAN 2
Enable Private IP
O
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If you previously have set up WAN Alias for PPPoE/PPPoA or MPoA mode, you will find
them in Aux. WAN IP for your selection.

NAT >> DMZ Host Setup

DMZ Host Setup

WAMN 1
Index Enable Aux. WAN IP Private IP
1. il 192.168.1.88
WARMN 2
Enable Private IP
O
[ ok | [ Clear |
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.
Choose PC Click this button and then a window will automatically pop

up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

3 npano 20X

192.168.1.10
192.168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the following screen.
Click OK to save the setting.

NAT >> DMZ Host Setup

DMZ Host Setup
WAN 1

Index  Enable Aux. WAN IP Private IP
1. 192,168.1.6858 192.165.1.10 Choose PC
WaN 2
Enable Private IP
O
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5.3.3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.
Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

MNAT => Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface Local IP Address Status
1. P
2. ®
3. %
4. %
9. b
6. %
7. P
8. P
9. ®
10. P
< 110 | 1120 == Next ==

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface for the entry.

Local IP Address Display the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT >> Open Ports >> Edit Open Ports

Index No. 1
Enable Open Parts

Comment PZP
WAN Interface WANT v
Local Computer 192.168.1.10
Protocal Start Port End Paort Protocal Start Port End Paort
1. TGP |+ 4500 4700 6. |- he 1} 0
2, TCP |+ 4500 4700 FA P A 1] ]
3| A 0 ] 2| hd ] 0
4, | v 0 0 9 |- v 0 0
[P p— v 0 0 10, |- v 0 0
oK ] [Gear ) [Gancel
Enable Open Ports Check to enable this entry.
Comment Make a name for the defined network application/service.
WAN Interface Specify the WAN interface that will be used for this entry.
Local Computer Enter the private IP address of the local host or click Choose

PC to select one.

Choose PC Click this button and, subsequently, a window having a list of
private IP addresses of local hosts will automatically pop up.
Select the appropriate IP address of the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP, or
————— (none) for selection.

Start Port Specify the starting port number of the service offered by the
local host.

End Port Specify the ending port number of the service offered by the
local host.

VigorlPPBX 2820 Series User's Guide 181 Dray Tek



5.3.4 Address Mapping
This page is used to map specific private IP to specific WAN IP address.

If you have "a group of IP Addresses™ and want to apply to the router, please use WAN IP
alias function to record these IPs first. Then, use address mapping function to map specific
private IP to specific WAN IP alias.

For example, you have IP addresses ranging from 86.123.123.1 ~ 86.123.123.8. However,
your router uses 86.123.123.1, and the rest of the IPs are recorded in WAN IP alias. You
want that private IP 192.168.1.10 can use 86.123.123.2 as source IP when it sends packet out
to Internet. You can use address mapping function to achieve this demand. Simply type
192.168.1.10 as the Private IP; and type 86.123.123.2 as the WAN IP.

NAT >> Address Mapping

Address Mapping Setup | Setto Factory Default |
Index Protocol Public IP Private IP Mask Status
1. ALL -—- /32 %
2. ALL -—- /32 %
3. ALL -—- Fch %
4. ALL -—= i3z B3
5. ALL -—- /32 b
6. ALL - /32 "
1. ALL -—- /32 %
8. ALL -—- /32 %
9. ALL -—- Fch %
10. ALL -—= i3z B3
Protocol Display the protocol used for this address mapping.
Public IP Display the public IP address selected for this entry, e.g.,
86.123.123.2.
Private IP Display the private IP set for this address mapping, e.g.,
192.168.1.10
Mask Display the subnet mask selected for this address mapping.
Status Display the status for the entry, enable or disable.

Click the index number link to open the configuration page.

NAT >> Address Mapping

Index No. 1
[ Enable
Protocol: ALL
WAN Interface WANT
WAN IP b
Private IP:
Subnet Mask: 132«
[ 0K ] [ Clear ] [ Cancel
Enable Check to enable this entry.
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Protocol Specify the transport layer protocol. It could be TCP, UDP, or
ALL for selection.

ALL v
TCP
UDP

WAN Interface Specify the WAN interface that will be used for this entry.

WAN IP Select an IP address (the selections provided here are set in IP
Alias List of WAN>>Internet Access ). Local host can use this IP
to connect to Internet.

If you want to choose any on of the Public IP settings, you must
specify some IP addresses in the IP Alias List of the Static/DHCP
Configuration page first. If you did not type in any IP address in
the IP Alias List, the Public IP setting will be empty in this field.
When you click Apply, a message will appear to inform you.

Private IP Assign an IP address (e.g., 192.168.1.10) or a subnet to be
compared with the Public IP address for incoming packets.

Subnet Mask Select a value of subnet mask for private IP address.
5.3.5 Port Trigger

Port Trigger is a variation of open ports function; the difference is that the port trigger has
the dynamic characteristics. It is more secure comparing to open ports.

In Open Ports setting, once we setup the ports be opened, all traffic can go through these
open ports into LAN device; with Port Trigger function, the ports will be opened only when
specific application triggers the specific ports, and then the needed ports will be opened
automatically.

MNAT => Port Trigger
Port Trigger | Setto Factory Default |
Index Comment Trigger Protocol Trigger Port Incoming Protocol Incoming Port Status
1. %
2. %
3. %
4. %
5. ¥
6. %
I. %
8. %
9. ¥
10. ¥
< 140 | 1120 == Next ==
Comment Display the text which memorizes the application of this rule.
Trigger Protocol Display the protocol of the trigger packets.
Trigger Port Display the port of the trigger packets.
Incoming Protocol Display the protocol for the incoming data of such trigger profile.
Incoming Port Display the port for the incoming data of such trigger profile.
Status Display if the rule is active or inactive.
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Click the index number link to open the configuration page.

NAT == Port Trigger

MNo. 1
Enable
Service User Defined
Comment
Trigger Protocal w
Trigger Port
Incoming Protocol w
Incaming Port
Mote: The Trigger Port and Incoming Port should be input like this @
123-4E56,777-780 (legal’, 122-456,789 {legal), but 123-456-789 {illegal).
[ QK ] [ Clear l [ Cancel l
Enable Check to enable this entry.
Service Choose the predefined service to apply for such trigger profile.
User Defined +
Real Flayer
CluickTime
kAP
IRC
Al Talk
G
PalTalk
BitTorrent
Comment Type the text to memorize the application of this rule.
Trigger Protocol Select the protocol (TCP, UDP or TCP/UDP) for such trigger
profile.
Trigger Port Type the port or port range for such trigger profile.
Incoming Protocol When the trigger packets received, it is expected the incoming

packets will use the selected protocol. Select the protocol (TCP,
UDP or TCP/UDP) for the incoming data of such trigger profile.

Incoming Port  Type the port or port range for the incoming packets.
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5.4 Firewall

5.4.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall
facilities:

®  User-configurable IP filter (Call Filter/ Data Filter).
®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.

®  Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter
rules. If legal, the packet will pass. Then the router shall “initiate a call” to build the
Internet connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.

Call Filter —— Initiate a call
| down pass

l block

"WAN link oo

Outgoing
Traffic status : o
up pass
|—> Data Filter —s o€nd packet

to WAN

l block

Drop
packet
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Send packet "™ o Fiver < LAN Link

to LAN

1 block

Drop
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Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all interfaces
of the firewall and makes sure they are valid. The stateful firewall of Vigor router not just
examine the header information also monitor the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based
on the attack signature database. Any malicious packet that might duplicate itself to paralyze
the host in the secure LAN will be strictly blocked and a Syslog message will be sent as
warning, if you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router
will activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 8. Trace route

2. UDP flood attack 9. SYN fragment

3. ICMP flood attack 10. Fraggle attack

4. Port Scan attack 11. TCP flag scan

5. IP options 12. Tear drop attack

6. Land attack 13. Ping of Death attack
7. Smurf attack 14. ICMP fragment

15. Unknown protocol
Below shows the menu items for Firewall.

Firewall

P General Setup

EEiltecSetup
EDoS-Defense
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5.4.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you
can configure the Log Flag settings, and Accept large incoming fragmented UDP or
ICMP packets.

Click Firewall and click General Setup to open the general setup page.

Firewall >> General Setup

General Setup

Call Filter @ Enable Start Filter Set | Set#l v
O Disable

Data Filter & Enable Start Filter Set | Set#d v
O Disable

Actions for default rule:

Application Action/Profile Syslog
Filter Pass + O
APP Enforcement Mone O
URL Content Filter MNane | O
Web Content Filter Mone A4 O
Advance Setting

Asccept large incoming fragmented UDP or ICMP packets { for some games, ex. CS )
Enable Strict Security Firewall

[ oK ] [ Cancel ]

Call Filter Check Enable to activate the Call Filter function. Assign a start
filter set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a start
filter set for the Data Filter.

Action/Profile Select Pass or Block for the packets that do not match with the
filter rules.

APP Enforcement Select one of the APP Enforcement Profile settings (created

in CSM>> APP Enforcement Profile) for applying with this
router. Please set at least one profile for choosing in CSM>>
APP Enforcement Profile web page first. For troubleshooting
needs, you can specify to record information for APP
Enforcement Profile by checking the Log box. It will be sent
to Syslog server. Please refer to section System
Maintenance>> Syslog/Mail Alert for more detailed
information.

URL Content Filter Select one of the URL Content Filter Profile settings (created
in CSM>> URL Content Filter Profile) for applying with this
router. Please set at least one profile for choosing in CSM>>
URL Content Filter Profile web page first. For
troubleshooting needs, you can specify to record information
for URL Content Filter by checking the Log box. It will be
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sent to Syslog server. Please refer to section System
Maintenance>>Syslog/Mail Alert for more detailed
information.

Web Content Filter Select one of the Web Content Filter Profile settings (created
in CSM>> Web Content Filter Profile) for applying with this
router. Please set at least one profile for anti-virus in CSM>>
Web Content Filter Profile web page first. For
troubleshooting needs, you can specify to record information
for Web Content Filter Profile by checking the Log box. It
will be sent to Syslog server. Please refer to section System
Maintenance>> Syslog/Mail Alert for more detailed
information.

Syslog For troubleshooting needs you can specify the filter log and/or
CSM log here by checking the box. The log will be displayed
on Draytek Syslog window.

Advance Setting Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

2} hitp:#/192.168.1 .14 ocsipfgenady him - Microsoft Internet Explorex

Firewall >> General Setup

advance Setting

Codepage ANSI1253)-Greek v
Window size: 65535
Session timeout: 1440 Minute

oK ] [ close

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can help
the system obtaining correct ASCII after decoding data from
URL and enhance the correctness of URL Content Filter. The
default value for this setting is ANSI 1252 Latin I. If you do
not choose any codepage, no decoding job of URL will be
processed. Please use the drop-down list to choose a codepage.

Caontraols |192. TR j WA Infarmation —
Ji . WANL IP (Fixed
uflr_l Eil @ % @Q‘l I Yigar series { )
= 172.16,2.213
LAN Skatus
Ti Packets R¥ Packets WANZ TP (Fixed)
| 25489 | 15285 |

TDDISetuDI Telnet Read-ont Setup - Codepage Information I

Codepage To Zelect
Windows Version: 5.01 2600

RECOMMENDED CODEFAGE:
950 (ANSIOEM - Traditional Chinese Bigh)
00al:21 00s6: 7 009:63 00aa:61 00ad:2d 00a2:52 00b2:32 00b3:33 00B9:31 O0ba:6f
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If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on the
dialog box.

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the performance
will be. However, if the network is not stable, small value will
be proper.

Session timeout-Setting timeout for sessions can make the
best utilization of network resources. However, Queue timeout
is configured for TCP protocol only; session timeout is
configured for the data flow which matched with the firewall
rule.

Some on-line games (for example: Half Life) will use lots of fragmented UDP packets to
transfer game data. Instinctively as a secure firewall, Vigor router will reject these
fragmented packets to prevent attack unless you enable “Accept Incoming Fragmented
UDP Packets”. By checking this box, you can play these kinds of on-line games. If security
concern is in higher priority, you cannot enable “Accept Incoming Fragmented UDP

Packets”.

5.4.3 Filter Setup

Click Firewall and click Filter Setup to open the setup page.

Firewall >> Filter Setup

Filter Setup
Set Comments

1. Default Call Filter

2. Default Data Filter

3.

4.

3.

6.

| Setto Factory Default |
Comments

2]
]
-

BEB ke e

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall >> Filter Setup >> Edit Filter Set

Filter Set 1
Comments : |Default Call Filter
Filter Rule Active

HEEHERE
R (R (I

VigorIPPBX 2820 Series User's Guide

Comments Move Up Move Down

Block NetBios Down
up Down
up Down
up Down
up Down
up Down
up

Mext Filter Set |Mone v

Ok ] [ Clear ] [ Cancel
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Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click the

button will open Edit Filter Rule web page. For the detailed
information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the current

filter run. Do not make a loop with many filter sets.

To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.

DrayTek

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1

Check to enable the Filter Rule

Comments: Block MetBios

Index{1-18) in Schedule Setup:

Direction: LAN -= WAN v

Source IP: Any
Destination IP: Any
Service Type: TCP/UDP, Port: from 137~139 to undefined
Fragments: Daon't Care v

Application Action/Profile Syslog

Filter: Block Immeadiataly v ]

Branch to Other Filter Set:
APP Enforcement:
URL Content Filter:

Web Content Filter:

advance Setting
[ [n]24 ] [ Clear ] [ Cancel ]
Check to enable the Check this box to enable the filter rule.
Filter Rule
Comments Enter filter set comments/description. Maximum length is 14-

character long.

Index(1-15) Set PCs on LAN to work at certain time interval only. You

may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this filed is blank and the function will always work.

Direction Set the direction of packet flow (LAN->WAN/WAN->LAN). It

is for Data Filter only. For the Call Filter, this setting is not
available since Call Filter is only applied to outgoing traffic.

Source/Destination IP  Click Edit to access into the following dialog to choose the

source/destination IP or IP ranges.
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Service Type
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43 hitp:#192.168.1.1 - IP Address Edit - Microsoft Internet Explorer

IP Address Edit

Address Type
Start IP Address I:l
End IP Address l:l
Subnet Mask l:l
Invert Selection
IP Group Mone %
or IP_ Object Mone b
or IP Object Maone

1-RD Department

or IP Object 2-Finanical Dept.

3-HR Department
OK | [ Close |

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address as
the Address Type and type them in this dialog. In addition, if
you want to use the IP range from defined groups or objects,
please choose Group and Objects as the Address Type.

Group and Ohjects +

Any Address

Single Address
FRange Address
Subnet Address

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to choose
the object that you want.

Click Edit to access into the following dialog to choose a
suitable service type.

/2 hitp-{192 168 1 1 - Sexvice Type Edit - Microsoft Internet Explorer EE=

Service Type Edit

Service Type
Protocol l:l
Source Port l:l ~|:|
Destination Port l:l ~|:|
Service Group Mone »

or Service Object Mone  »

or Service Object MNone |+

or Service Object

To set the service type manually, please choose User defined
as the Service Type and type them in this dialog. In addition, if
you want to use the service type from defined groups or
objects, please choose Group and Objects as the Service
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Fragments

Filter

Branch to other Filter
Set

APP Enforcement

DrayTek

Type.

User defined v

User, T
Graup and Objects

Protocol - Specify the protocol(s) which this filter rule will
apply to.
Source/Destination Port -

(=) — when the first and last value are the same, it indicates one
port; when the first and last values are different, it indicates a
range for the port and available for this service type.

(1=) — when the first and last value are the same, it indicates
all the ports except the port defined here; when the first
and last values are different, it indicates that all the ports
except the range defined here are available for this service
type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

Service Group/Obiject - Use the drop down list to choose the
one that you want.

Specify the action for fragmented packets. And it is used for
Data Filter only.

Don’t care -No action will be taken towards fragmented
packets.

Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short to
contain a complete header.

Specifies the action to be taken when packets match the rule.

Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule, and
that does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and
that does not match further rules, will be passed through.

If the packet matches the filter rule, the next filter rule will
branch to the specified filter set. Select next filter rule to
branch from the drop-down menu. Be aware that the router will
apply the specified filter rule for ever and will not return to
previous filter rule any more.

Select one of the APP Enforcement Profile settings (created
in CSM>> APP Enforcement Profile) for applying with this
router. Please set at least one profile for choosing in CSM>>
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URL Content Filter

Web Content Filter

SysLog

Advance Setting

VigorIPPBX 2820 Series User's Guide

APP Enforcement Profile web page first. For troubleshooting
needs, you can specify to record information for APP
Enforcement Profile by checking the Log box. It will be sent
to Syslog server. Please refer to section System
Maintenance>> Syslog/Mail Alert for more detailed
information.

Select one of the URL Content Filter profile settings (created
in CSM>> URL Content Filter) for applying with this router.
Please set at least one profile for choosing in CSM>> URL
Content Filter web page first. For troubleshooting needs, you
can specify to record information for URL Content Filter by
checking the Log box. It will be sent to Syslog server. Please
refer to section System Maintenance>>Syslog/Mail Alert for
more detailed information.

Select one of the Web Content Filter profile settings (created
in CSM>> Web Content Filter) for applying with this router.
Please set at least one profile for anti-virus in CSM>> Web
Content Filter web page first. For troubleshooting needs, you
can specify to record information for Web Content Filter by
checking the Log box. It will be sent to Syslog server. Please
refer to section System Maintenance>> Syslog/Mail Alert for
more detailed information.

For troubleshooting needs you can specify the filter log and/or
CSM log here. Check the corresponding box to enable the log

function. Then, the filter log and/or CSM log will be shown on
Draytek Syslog window.

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

2} hitp:f1192.168.1 1/doc/ipfedrady him - Microsoft Internet Explorer

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting

Codepage ANSI252)-Latin | v
Window size: 65535

Session timeout: 1440 Minute
DrayTek Banner:

Strict Security Checking
[ &PP Enfarcement

[ ok ] [ Clse |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can help
the system obtaining correct ASCII after decoding data from
URL and enhance the correctness of URL Content Filter. The
default value for this setting is ANSI 1252 Latin I. If you do
not choose any codepage, no decoding job of URL will be
processed. Please use the drop-down list to choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on the
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dialog box.

Cantrals |192. e j WM Information —
f - ) AR IP (Fixed)
H j | @ E}g @%l I Winor series
= I 172.16.2.213
LAN Status
T Packets R Packets WAMNZ IP (Fixed)
| 25489 | 15285 |

Tool Setup | Telnet Read-outSetop  Codepage Information |

Codepage To Select
Windows Version: 5.01 2600
RECOMMENDED CODEPAGE:

050 (ANSIAOEM - Traditional Chinese Bigh)
00al:21 00&6:Fe 0089:63 00aa:0] 00ad:2d 00az:52 00b2:32 00b3:33 00B2:31 O0ba:af

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the performance
will be. However, if the network is not stable, small value will
be proper.

Session timeout-Setting timeout for sessions can make the
best utilization of network resources. However, Queue timeout
is configured for TCP protocol only; session timeout is
configured for the data flow which matched with the firewall
rule.

DrayTek Banner — Please uncheck this box and the following
screen will not be shown for the unreachable web page. The
default setting is Enabled.

Strict Security Checking - All the packets, while transmitting
through Vigor router, will be filtered by firewall settings
configured by Vigor router if Strict Security Firewall is
enabled. If the firewall system does not have any response
(pass or block) for these packets, such as no response coming
from Anti-Spam server, then the router’s firewall will block
the packets directly.

In addition, you can restrict the strict security checking just be
done by specified server and conditions such as Anti-Virus,
Anti-Spam, In-Sequence and APP Enforcement. Thus, the
packets not only must be filtered by general rules by Firewall,
but also must be filtered by the items selected in Strict
Security Checking. Such work can ensure the data security
transferring via network.

APP Enforcement — Check this box to execute the critical
checking for all the files transferred via IM/P2P.
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Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even
link them in a serial manner. Each filter set is composed by 7 filter rules, which can be
further defined. After that, in General Setup you may specify one set for call filter and one

set for data filter to execute first.

Firewall >> General Setup

General Setup

call Filtar © Enable Start Fiter Set | Sew
© Disable

Data Filtar @ Enable Start Fiter Set \o2_ M
© Disabie

Actions for default Fule:

application actlon/Profile S\slog
Filtar Pate ™
APF Enluicesent Nurse %
VRL Contomt Filey Nars
Weh Content Filtes None O
Aduancs Sattng | Edn
[ accept langs incoming fragmentad UDE o [CMB packets { for some games, s 9
[l Enable Strict Security Firawal
ok | Cancel

Firewall == Filter Setup >> Edit Filter Sg|

Filtar S0t 1

Commments ;| Detiull L

Active Commants Move Up
= Block NetBus
~ uE
3] a| up
2] o up
(5] 0 up

Nuwt Filter 8o

| [ cieae | [ cancal
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Firewall == Filter Setup

Filter Setup
Caomment <

Default Call Filter

Default Data Filter

PERem~E

&
L
4
i
[N

Mova Down

Devn
liswen

T
Flrewall = Edit Filter Set > Edit Filter Rule

Fillur Sul 1 Rule 1
[ Chwck Lo wnabile Uw Filter Pul
Comments: Block NelBsos

Qoyi1-15) 0 Schaduls Setup

Deraction: LAN -> WAN »

Source IP: Any

Destination [P Any

Service Typs! TCPAIDP, Port: ko 137-139 1o undsfnsd
Fragmants Dot Care &
Application Action/Profile

Filter Elgck bnmedialaly -
Branch to Other Filter Ser:

APP Enfarcemant:

UEL Content Filter

Wiab Contant Filie:

=
=0 ) =0

Advance Satting

| Sstie Fastery Default |

Comments

Edi

e |

syslog
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5.4.4 DoS Defense

As a sub-functionality of IP

Filter/Firewall, there are 15 types of detect/ defense function in

the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall >> DoS defense Setup

Do8 defense Setup

[ Enable S¥M flood defense

[ Enable UDP flood defense

[ enable 1ICMP flood defense

[ Enable Part Scan detection
[ Black IP optians

[ Block Land

[ Black Smurf

[ Black trace route

[ elock S¥M fragment

[ Block Fraggle attack

Threshald packets / sec
Tirmeout sec
Threshald packets / sec
Timeout SEC
Threshald packets / sec
Timeout sec
Threshold packets / sec

[ Block TCP flag scan

[ elock Tear Drop

[ elock Ping of Death

[ Black ICMP fragment

[ Block UnknownProtocol

[

OK | [ ClearAl | [ Cancel |

Enable Dos Defense

Enable SYN flood
defense

Enable UDP flood
defense

Enable ICMP flood
defense

DrayTek

Check the box to activate the DoS Defense Functionality.

Check the box to activate the SYN flood defense function.
Once detecting the Threshold of the TCP SYN packets from
the Internet has exceeded the defined value, the Vigor router
will start to randomly discard the subsequent TCP SYN
packets for a period defined in Timeout. The goal for this is
prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor router. By default, the threshold and
timeout values are set to 50 packets per second and 10 seconds,
respectively.

Check the box to activate the UDP flood defense function. Once
detecting the Threshold of the UDP packets from the Internet
has exceeded the defined value, the Vigor router will start to
randomly discard the subsequent UDP packets for a period
defined in Timeout. The default setting for threshold and
timeout are 150 packets per second and 10 seconds,
respectively.

Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the
Threshold of ICMP packets from Internet has exceeded the
defined value, the router will discard the ICMP echo requests
coming from the Internet. The default setting for threshold and
timeout are 50 packets per second and 10 seconds, respectively.
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Enable PortScan
detection

Block IP options

Block Land

Block Smurf
Block trace router

Block SYN fragment

Block Fraggle Attack

Block TCP flag scan

Block Tear Drop

Block Ping of Death

VigorIPPBX 2820 Series User's Guide

Port Scan attacks the Vigor router by sending lots of packets to
many ports in an attempt to find ignorant services would
respond. Check the box to activate the Port Scan detection.
Whenever detecting this malicious exploration behavior by
monitoring the port-scanning Threshold rate, the Vigor router
will send out a warning. By default, the Vigor router sets the
threshold as 150 packets per second.

Check the box to activate the Block IP options function. The
Vigor router will ignore any IP packets with IP option field in
the datagram header. The reason for limitation is IP option
appears to be a vulnerability of the security for the LAN
because it will carry significant information, such as security,
TCC (closed user group) parameters, a series of Internet
addresses, routing messages...etc. An eavesdropper outside
might learn the details of your private networks.

Check the box to enforce the Vigor router to defense the Land

attacks. The Land attack combines the SYN attack technology

with IP spoofing. A Land attack occurs when an attacker sends
spoofed SYN packets with the identical source and destination
addresses, as well as the port number to victims.

Check the box to activate the Block Smurf function. The Vigor
router will ignore any broadcasting ICMP echo request.

Check the box to enforce the Vigor router not to forward any
trace route packets.

Check the box to activate the Block SYN fragment function.
The Vigor router will drop any packets having SYN flag and
more fragment bit set.

Check the box to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet is
blocked.

Activating the DoS/DDoS defense functionality might block
some legal packets. For example, when you activate the fraggle
attack defense, all broadcast UDP packets coming from the
Internet are blocked. Therefore, the RIP packets from the
Internet might be dropped.

Check the box to activate the Block TCP flag scan function.
Any TCP packet with anomaly flag setting is dropped. Those
scanning activities include no flag scan, FIN without ACK scan,
SYN FINscan, Xmas scan and full Xmas scan.

Check the box to activate the Block Tear Drop function. Many
machines may crash when receiving ICMP datagrams (packets)
that exceed the maximum length. To avoid this type of attack,
the Vigor router is designed to be capable of discarding any
fragmented ICMP packets with a length greater than 1024
octets.

Check the box to activate the Block Ping of Death function.
This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will hang
once they re-construct the packets. The Vigor routers will
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DrayTek

Block ICMP Fragment

Block Unknown
Protocol

Warning Messages

block any packets realizing this attacking activity.

Check the box to activate the Block ICMP fragment function.
Any ICMP packets with more fragment bit set are dropped.

Check the box to activate the Block Unknown Protocol
function. Individual IP packet has a protocol field in the
datagram header to indicate the protocol type running over the
upper layer. However, the protocol types greater than 100 are
reserved and undefined at this time. Therefore, the router should
have ability to detect and reject this kind of packets.

We provide Syslog function for user to retrieve message from
Vigor router. The user, as a Syslog Server, shall receive the
report sending from Vigor router which is a Syslog Client.

All the warning messages related to DoS Defense will be sent to
user and user can review it through Syslog daemon. Look for the

keyword DosS in the message, followed by a name to indicate
what kind of attacks is detected.

System Maintenance >> SysLog | Mail Alert Setup

SysLog / Mall Alert Setup
SysLog Access Setup
[FlEnable
Sysiog Save to!
[#lsysiog Server

Mail Alert Setup
& Fruahile | Sendateste-mail |

SMTP Server

Mol To
Cluse pisk
Houter Name Ratum-Path
5 Authenticat

Server [P Address 192.160.1.115 O Authentication

User Name
Destination Fort 514
Enable syslog message: Password

[# Firewall Log Enable E-Mai alert:

[ VPN Log ¥l Dos Attack
[ Usor Acciss Log bl M-p2R
¥l call Log
WAN Lag
[¥] Router/UsL information
[Cox ] Clear | [ Refwsh |
Hif DrayTek Syslog 2.7.0 SIS
(] @ Ky Gatewray TP {Fixed) T# Packsts TX Rate
ﬁ fé Yigor2820 Series [ Tziesd ‘ =5 ‘ 5
LAN Status
T= Packets R¥ Packets WAN TP (Fixed) R Packets R¥ Rate
[ s [ T [ 17z163.229 2556 126
Firewall Log | PN Log | User docess Log | Call Log | WAN Log | Others || Wetvork Information | Net State | Trattic Granh
Time Hast Message
Jan 100:00:42 igor Dos sym_flood Eloek(10s) 192.168.1 .15, 10605 - 192.168.1.1,23 FR 5(iep) len 90 40 -5 304375
Tan 100:00:38 Tizor Dof iemp_{lood Block{10) 192.168.1.115 -> 192.168.1.1 PR 1 Gomp) Len 20 60 ismp 08
< >
ADSL Stakus
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5.5 Objects Settings

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group that can apply it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address).

Objecis-Selling
EIP-Ohject
EIP-Group
E=Service-Iype-Object

E=Service-Fype-Group
EHeyword-Object
EHeyword-Group
E=Eile-Exiension-Dbject

5.5.1 IP Object
You can set up to 192 sets of IP Objects with different conditions.

Objects Setting >> IP Object

IP Object Profiles: | Setto Factory Default |
Index Name Index Name

FrRRBRERE NP P =P =
[ T LI S T [ T | [ [ | [ B | | | [ i D ]
FREERRERREFERERERRRFR

i
Al
-
Lo
(X}

| 3364 | 6596 | 97-128 | 129-160 | 161-192 == Next ==

Set to Factory Default Clear all profiles.
Click the number under Index column for settings in detail.

Objects Setting >> IP Object

Profile Index : 1

MName: RO Departrment
Interface: Any ¥

Address Type: Range Address
Start IP Address: 192.1658.1.64

End IP Address: 192.168.1.75

Subnet Mask:

Invert Selection: O
[ oK ] [ Clear ] [ Cancel ]
Name Type a name for this profile. Maximum 15 characters are
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Interface

Address Type

Start IP Address
End IP Address
Subnet Mask

Invert Selection

allowed.
Choose a proper interface (WAN, LAN or Any).

Interface:

For example, the Direction setting in Edit Filter Rule will ask
you specify IP or IP range for WAN or LAN or any IP address.
If you choose LAN as the Interface here, and choose LAN as
the direction setting in Edit Filter Rule, then all the IP
addresses specified with LAN interface will be opened for you
to choose in Edit Filter Rule page.

Determine the address type for the IP address.

Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs within
a range.

Select Subnet Address if this object contains one subnet for IP
address.

Select Any Address if this object contains any IP address.
Type the start IP address for Single Address type.

Type the end IP address if the Range Address type is selected.
Type the subnet mask if the Subnet Address type is selected.

If it is checked, all the IP addresses except the ones listed
above will be applied later while it is chosen.

Below is an example of IP objects settings.

DrayTek

Objects Setting >> IP Object

IP Object Profiles:

Index

e e

Mame
RD Department
Finanical Dept,
HE Department
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5.5.2 IP Group

This page allows you to bind several IP objects into one IP group.

Objects Setting >> IP Group

IP Group Table:

| Setto Factory Default |

Index Name Index Name

FREERRERE NP P MR

Set to Factory Default

L [ [ R R P [P (R [ [ R R e e (=
il el e e e S ol Cl il e il il ol

Clear all profiles.

Click the number under Index column for settings in detail.

Objects Setting >> IP Group

Profile Index : 1

Mame: Administration

Interface: Any %
Available IP Objects Selected IP Objects
1-RD Department

2-Finanical Dept.

3-HR Department

“
[ ]34 ] [ Clear ] [ Cancel ]

Name

Interface

Available IP Objects

Selected IP Objects

VigorIPPBX 2820 Series User's Guide

Type a name for this profile. Maximum 15 characters are
allowed.

Choose WAN, LAN or Any to display all the available IP
objects with the specified interface.

All the available IP objects with the specified interface chosen
above will be shown in this box.

Click >> button to add the selected IP objects in this box.
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5.5.3 Service Type Object

You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting >> Service Type Object

Service Type Object Profiles:

| Setto Factory Default |

Index Name Index Name

FRREREBrRErRNE P =P =

E
M
—
e
(]

| 3364 | 6596 ==

Set to Factory Default

o [ [ RO R R N R = = =
5= M= N s el sty el = s ' (e

Clear all profiles.

Click the number under Index column for settings in detail.

Objects Setting >> Service Type Object Setup

Profile Index : 1
Mame
Protocol
Source Port

Destination Port

Name

Protocol

Source/Destination
Port

DrayTek

e

TCP hd

== |1 ~ B5535

=« |70 -~ |80
oK ] [ Clear ] [ Cancel ]

Type a name for this profile.
Specify the protocol(s) which this profile will apply to.

TCP hd

Any
ICWP
GMP

UDP
TCPAJDP
Other

Source Port and the Destination Port column are available for
TCP/UDP protocol. It can be ignored for other protocols. The
filter rule will filter out any port number.
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(=) — when the first and last value are the same, it indicates one
port; when the first and last values are different, it indicates a
range for the port and available for this profile.

(1=) — when the first and last value are the same, it indicates
all the ports except the port defined here; when the first
and last values are different, it indicates that all the ports
except the range defined here are available for this service

type.
(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

Below is an example of service type objects settings.

Service Type Object Profiles:

Index Mame
1. SIP
2. RTP
3.

4.

5.5.4 Service Type Group
This page allows you to bind several service types into one group.

Objects Setting >> Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Name Group Name

17.

FRERBREB® NP @ F M=
O L L [T [T [ ST [ T | T | B [ T [ T | N | T P Y
BREEREREFEERERERE |

Set to Factory Default Clear all profiles.
Click the number under Index column for settings in detail.
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Objects Setting >> Service Type Group Setup

Profile Index : 1

MNarne: WolP

Available Service Type Objects Selected Service Type Objects

1-5IF

2-RTP

[ oK ] [ Clear ] [ Cancel ]
Name Type a name for this profile.
Available Service Type All the available service objects that you have added on
Objects Objects Setting>>Service Type Object will be shown in
this box.

Selected Service Type

Objects Click button to add the selected IP objects in this

box.

5.5.5 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in CSM >>URL
Web Content Filter Profile.

Objects Setting >> Keyword Object

Keyword Object Profiles: | Setto Factory Default |
Index Name Index Name

FEERREREE N PPN
T L B L [ N o B | | | | I | I | [ [ I I e ]
REEEERFEREERERERR

M
M
-
)
[§]

| 3364 | 6596 | 97128 | 129-160 | 161-192 | 193-200 == Next ==

Set to Factory Default Clear all profiles.

Click the number under Index column for setting in detail.
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Objects Sefting >> Keyword Object Setup

Profile Index : 13
Marne

Contents

Limit of Contents: Max 3 Words and 63 Characters,
Each word should be separated by a single space.

¥ou can replace a character with 96HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

[ Ok ] [ Clear ] [ Cancel ]

Name Type a name for this profile, e.g., game.

Contents Type the content for such profile. For example, type gambling
as Contents. When you browse the webpage, the page with
gambling information will be watched out and be
passed/blocked based on the configuration on Firewall settings.

5.5.6 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups
set here will be chosen as black /white list in CSM >>URL Web Content Filter Profile.

Objects Setting >> Keyword Group

Keyword Group Table: | Setto Factory Default |
Index Name Index Name

o [ e [N R R B R [ R [ = =
= NS N e s S s s

FREEREBE NP & = =M=

Set to Factory Default Clear all profiles.
Click the number under Index column for setting in detail.
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Objects Setting >> Keyword Group Setup

Profile Index : 1

Name:
Available Keyword Objects Selected Keyword Objects{Max 16 Objects)
1-Keyward-1
2-keyward-2
[B]34 ] [ Clear ] [ Cancel
Name Type a name for this group.
Available Keyword You can gather keyword objects from Keyword Object page
Objects within one keyword group. All the available Keyword

objects that you have created will be shown in this box.
Selected Keyword Objects Click button to add the selected Keyword objects in
this box.

5.5.7 File Extension Object

This page allows you to set eight profiles which will be applied in CSM>>URL Content
Filter. All the files with the extension names specified in these profiles will be processed
according to the chosen action.

Objects Setting >> File Extension Object

File Extension Object Profiles: | Setto Factory Default |
Profile Name Profile MName
1. 5.
2. 6.
3. i
4. 8.
Set to Factory Default Clear all profiles.

Click the number under Profile column for configuration in details.
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Objects Setting >> File Extension Object Setup

Profile Index: 1

Categories

Image
Select Al 1 .bmp
.pct
Clear Al O.pe
Yideo
Select Al [J.asf
.qt
Clear Al L.
Audio
Select Al O.aac
Clear Al Ll.ra
Java
Select Al [ .class
Clear All Ll.jse
ACtivex
Select Al O alx
' Claar Al L viv
Compression
Select Al [ ace
Clear Al L.rar
Executation
Select Al [ bas
Clear Al Ll.ser
Profile Name

Profile Mame:

File Extensions

[

[ .dib .gif .jpeg  O.jpg
O .pex [ . pic O .pict [ .png
. avi Omov  Clmpe  [.mpeg
I .rm [ owmy  [C.3gp O 2gpp
[ . aiff [7.au [ .mp= [ .m4a
[ .ram [1.vox O wav [.wma
[ .jad [ jar [ jaw [ .java
[ .jsp [tk
[ .aph [.axs [ .ocx .olb
O wrm
O .ar [J.hzipg [ .hz2 [ .cah
O .sit [ .zip
O .bat [J.com O .exe O.inf
Ok ] [ Clear ] [ Cancel ]

Type a name for this profile.

O jpge
[ .tif

Ll.mpg

[ zoppz

[ .mdp

[1.jem

.ole

[ pif

[.jp=
O .tiff

O.mp4
O .2g2

O.0gg

Otk

.gzip

[.reg

Type a name for such profile and check all the items of file extension that will be processed
in the router. Finally, click OK to save this profile.
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5.6 CSM

CSM is an abbreviation of Content Security Management which is used to control APP
enforcement, filter the web content and URL content to reach a goal of security
management.

APP Enforcement

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserve attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar
situation for corporation towards peer-to-peer applications since file-sharing can be
convenient but insecure at the same time. To address these needs, we provide CSM
functionality.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk
who won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide
a job-related only environment hence to increase the employee work efficiency. How can
URL Content Filter work better than traditional firewall in the field of filtering? Because it
checks the URL strings or some of HTTP data hiding in the payload of TCP packets while
legacy firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature.
If malicious code hides inside, it may occupy user’s system.

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With Web filtering service of the Vigor router, you can protect
your business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or
chat rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories
of website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be
checked against our server database. This database is updated as frequent as daily by a global
team of Internet researchers. The server will look up the URL and return a category to your
router. Your Vigor router will then decide whether to allow access to this site according to the
categories you have selected. Please note that this action will not introduce any delay in your
Web surfing because each of multiple load balanced database servers can handle millions of
requests for categorization.

DrayTek 208 VigorlPPBX 2820 Series User's Guide



Note: The priority of URL Content Filter is higher than Web Content Filter.

CSM
F-APP-EnforcementProfile

FURLEContentEilterProfile
FWeb-ContentFillerProfile

5.6.1 APP Enforcement Profile

You can define policy profiles for different policy of IM (Instant Messenger)/P2P (Peer to
Peer)/Protocol and miscellaneous application. Such profile will be used in
Firewall>>General Setup and Firewall>>Filter Setup pages.

CSM >> APP Enforcement Profile

APP Enforcement Profile Table: | Setto Factory Default |
Profile Mame Profile Mame
1 17.
2. 18.
3. 19.
4. 20.
5. 21.
6. 22,
I 23.
8. 24,
9. 25.
10. 26.
11. .
12 28.
13. 29.
14, 30.
15. 3.
16. 32
Set to Factory Default Clear all profiles.
Profile Display the number of the profile which allows you to click to

set different policy.
Name Display the name of the APP Enforcement Profile.
Click the number under Index column for settings in detail.

There are four tabs IM, P2P, Protocol and Misc displayed on this page. Each tab will bring
out different items that you can choose to disallow people using.
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Below shows the items which are categorized under IM.

CSM >> APP Enforcement Profile

Profile Index : 1 Profile Name: Action: | Block v
IM P2p Protocol Misc
Advanced Management
activity / Application MSH YahoolM AIM{ <= v5.9) IcQ
Laogin O O O O
Message F 1 F 1
File Transfer F] Fl F] Fl
Game IF] [F ] "
Conference(¥ideo/Voice) F] Fl F] Fl
Other activities F] | |
IM Application YolP
O aima Oan Oichat [ Jabber/GoogleTalk O skype
[JGooglechat [O=Fire Jcaducadu O raltalk Clkuban
Oornesxt Orocoserrass [ areschat [ aliv O Gizmo
ke [Lava-Lava icuz Cispo Csip
Ouc Cmobilerasn O eaiduHi OTelTel

Web IM { * = more than one address)

elMessenger WebMSN meeho* eBuddy ILovellM*
] webIM URL 1CO Java® 1CQ Flash® Joowy” IMhaha* gethMessenger
s > IMUnitive* Wablet* mabber MSN2GO* KoollM

MessengerFX* MessengerAdictos WebYahoolM

[ QK ] [ Cancel ]
Profile Name Type a name for the CSM profile.
Action Block — All the items selected in this page will be blocked.
Users will not access into related web pages or use the
applications.

Pass — All the items selected in this page will not be blocked.
User can access into related web pages or use the applications.

Select All Click it to choose all of the items in this page.

The profiles configured here can be applied in the Firewall>>General Setup and
Firewall>>Filter Setup pages as the standard for the host(s) to follow.
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The items categorized under P2P -----

CSM>> APP Enforcement Profile

Profile Index : 1 Frofile Mame: Action: | Block v
M p2p Protocol Misc
Protocol Applications
[l soulseek SoulSeek
DeDonkey eDonkey, eMule, Shareaza
[CIFastTrack Kazah, BearShare, iMesh
CopenFT KCeasy, FilaPipe
CGnutella BearShare, Limewire, Shareaza, Foxy, KCeasy
Clopentap Lopster, ®xMap, WinLop
CleitTorrent BitTarrent, BitSpirit, BitComet
Cwinny Winmy, Winhx, Share

Other P2P Applications

[sunlei Ovagaa Oprp3ss Oroco O Clubbox
[Jares [ezreer [JPando D Huntmine kuwo
[ Ok l [ Cancel l

Below shows the items which are categorized under Protocol

CSM >> APP Enforcement Profile

Profile Indesx : 1 Profile Mame: action: |Block &

I p2p Protocol Misc

Select All
Protocol
Ooms OFTP OHTTPR Oimap O1rc
OunTE Oropz Osme OsmTe =N
JssH dssL/TLS [JTELMET OmssaL OmMysaL
Ooracle OPaostgresgL [Oayhase Ooez Olinfarmix
[ ] l [ Cancel ]
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The items categorized under Misc -----
CSM>> APP Enforcement Profile

Profile Index : 1 Profile Name: action: |Block
m P2P Protocol Misc

Tunneling
[socks4/s ClpGPHet CIHTTP Praxy OTar Clwnn
[ SoftEther [mMs TEREDOD Owujieslitrasurf  [JHamachi CIHTTP Tunnel
Cping Tunnel O TinyvPl CJrealTunnel Ooynarass Clultraven
COFreeu O skyfire

Streaming
Crmrs OrTsP O Twants CIppstream Orrlive
[JFeiDian Ouusees CIMsPlayer OrcasT O TvKao
[Jsopcast ClupLivesx O mvuplayer Omysee [Dinost
CFlashvidea O silverLight Oslingbox Oavop

Remote Control

Owne Clradmin Ospyanywhere O showyPc CLogmeln
O Teamviewer O Gogrok [OremateCantrolPro [JCrassLaop O windowskDP
Opcanywhere Ol Timbulktu [OwindowsLiveSync []Sharedview
Web HD
OHTTP Upload [OHiMet SafeBox [Ors skyDrive Ocooc Uploader [ aDrive
Omyotherorive  [Mozy CeoxmMet OofficeLive
[ Ok ] [ Cancel ]

5.6.2 URL Content Filter Profile

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk
who won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide
a job-related only environment hence to increase the employee work efficiency. How can
URL Content Filter work better than traditional firewall in the field of filtering? Because it
checks the URL strings or some of HTTP data hiding in the payload of TCP packets while
legacy firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature.
If malicious code hides inside, it may occupy user’s system.
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For example, if you add key words such as “sex”, Vigor router will limit web access to web
sites or web pages such as “www.sex.com”, “www.backdoor.net/images/sex/p_386.html”.
Or you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.
Click CSM and click URL Content Filter Profile to open the profile setting page.
CSM >> URL Content Filter Profile

URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 3.
23 6.
3. [ir
1 8.

Administration Message (Max 255 characters)

<hbodyr<centerr><br><p>The regquested Web page has heen blocked by URL Content
Filter.<p>Please contact your system administrator for further
information.</center></hody>

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.

CSM >> URL Content Filter Profile

Profile Index: 1
Profile Name:

Priority: Buath : Pass «| Log: Mone

1.URL Access Control

[JEnable URL &ccess Cantral [Jrrevent web access from IP address
Action: Group/Object Selections

2. wWeb Feature
[JEnable Restrict Web Feature

Action:
[Jcookie [rroxy File Extension Profile: | Maone %
[ Ok ] [ Clear ] [ Cancel
Profile Name Type the name for such profile.
Priority It determines the action that this router will apply.

Both: Pass — The router will let all the packages that match
with the conditions specified in URL Access Control and

Web Feature below passing through. When you choose this
setting, both configuration set in this page for URL Access
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Log

URL Access Control

Control and Web Feature will be inactive.

Both: Block —The router will block all the packages that
match with the conditions specified in URL Access Control
and Web Feature below. When you choose this setting, both
configuration set in this page for URL Access Control and
Web Feature will be inactive.

Either: URL Access Control First — When all the
packages matching with the conditions specified in URL
Access Control and Web Feature below, such function can
determine the priority for the actions executed. For this one,
the router will process the packages with the conditions set
below for URL first, then Web feature second.

Either: Web Feature First -When all the packages
matching with the conditions specified in URL Access
Control and Web Feature below, such function can
determine the priority for the actions executed. For this one,
the router will process the packages with the conditions set
below for web feature first, then URL second.

Both : Pass v

Both - Block
Either : LURL Access Contral First
Either : Web Feature First

None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.

Block — Only the log about Block will be recorded in
Syslog.

All — All the actions (Pass and Block) will be recorded in
Syslog.

Mone | v
‘Maone
Pass

Block
Al

Enable URL Access Control - Check the box to activate
URL Access Control. Note that the priority for URL
Access Control is higher than Restrict Web Feature. If
the web content match the setting set in URL Access
Control, the router will execute the action specified in this
field and ignore the action specified under Restrict Web
Feature.

Prevent web access from IP address - Check the box to
deny any web surfing activity using IP address, such as
http://202.6.5.2. The reason for this is to prevent someone
dodges the URL Access Control. You must clear your
browser cache first so that the URL content filtering facility
operates properly on a web page that you visited before.
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Web Feature

VigorIPPBX 2820 Series User's Guide

Action — This setting is available only when Either : URL
Access Control First or Either : Web Feature First is
selected. Pass - Allow accessing into the corresponding
webpage with the keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage
with the keywords listed on the box below.

If the web pages do not match with the keyword set here, it
will be processed with reverse action.

Action:
Elock

B

Group/Object Selections — The Vigor router provides
several frames for users to define keywords and each frame
supports multiple keywords. The keyword could be a noun,
a partial noun, or a complete URL string. Multiple
keywords within a frame are separated by space, comma, or
semicolon. In addition, the maximal length of each frame is
32-character long. After specifying keywords, the Vigor
router will decline the connection request to the website
whose URL string matched to any user-defined keyword. It
should be noticed that the more simplified the blocking
keyword list, the more efficiently the Vigor router perform.

a hitp=#192 168.1.1 - Group/Object Edit - Microsoft Internet Explorer

Object/Group Edit

Keyword Object

or Keyword Ohject
or keyword Object
or keyword Object
or keyword Object
or keyword Object
or keyword Object
or keyword Object
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or keyword Group

or keyword Group

Mone v
Mone v
Mone |+
Mone |+
Mone |+
Mone |+
Mone |+
Mone |+
Mone |+
Mone [+
Mone |+
Mone v
Mone v
Mone v
Mone |+

Mone |+

Enable Restrict Web Feature - Check this box to make
the keyword being blocked or passed.

Action - This setting is available only when Either : URL
Access Control First or Either : Web Feature Firs is
selected. Pass allows accessing into the corresponding
webpage with the keywords listed on the box below.
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Pass - Allow accessing into the corresponding webpage
with the keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage
with the keywords listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Cookie - Check the box to filter out the cookie transmission
from inside to outside world to protect the local user's
privacy.

Proxy - Check the box to reject any proxy transmission. To
control efficiently the limited-bandwidth usage, it will be of
great value to provide the blocking mechanism that filters
out the multimedia files downloading from web pages.

File Extension Profile — Choose one of the profiles that
you configured in Object Setting>> File Extension
Objects previously for passing or blocking the file
downloading.

Mone -

Mane

5.6.3 Web Content Filter Profile

Note: Web Content Filter (WCF) service is powered by Commtouch GlobalView, the
partner of DrayTek.

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

Service Activation Wizard allows you to use trial version or update the license of WCF
directly without accessing into the server (MyVigor) located on http://myvigor.draytek.com.

However, if you use the Web Content Filter Profile page to activate WCF feature, it is
necessary for you to access into the server (MyVigor) located on http://myvigor.draytek.com.
Therefore, you need to register an account on http://myvigor.draytek.com for using
corresponding service. Please refer to section of creating MyVigor account for more
information.

Note: If you have used Service Activation Wizard to activate WCF service, you can
skip this section.

WCF adopts the mechanism developed and offered by certain service provider. No matter
activating WCEF feature or getting a new license for web content filter, you have to click
Activate to satisfy your request. Be aware that service provider matching with VigorIPPBX
2820 currently offers a period of time for trial version for users to experiment. If you want to
purchase a formal edition, simply contact with the channel partner or your dealer.

Click CSM and click Web Content Filter Profile to open the profile setting page. The
default setting for Setup Query Server /Setup Test Server is auto-selected. You can choose
another server for your necessity by clicking Find more to open http://myvigor.draytek.com
for searching another qualified and suitable one.
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CSM => Web Content Filter Profile

web-Filter License Activate
[Status; Mot Activated]

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Eind more
Web Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1. Default 9.
2. 6.
3 i
1 8.
administration Message {Max 255 characters) Cache ;| L1 + 12 Cache

<hodyr<centerx><br><br><br><p>The regquested Web page <br> from %3IP% <br>to URL%
<brrthat is categorized with %CL% <brrhas been blocked by 3BENAME: Webh Content
Filter.<p>Please contact your systewm adiministrator for fuarther

information. </center></hody>

Activate Click it to access into MyVigor for activating WCF service.
Setup Query Server It is recommended for you to use the default setting,

auto-selected. You need to specify a server for categorize
searching when you type URL in browser based on the web
content filter profile.

Setup Test Server It is recommendedor you to use the default setting,
auto-selected. By the way, you can click the link of Test a site
to verify whether it is categorized to access into the test server
selected.

Find more Click it to open http://myvigor.draytek.com for searching
another qualified and suitable server.

Set to Factory Default  Click this link to retrieve the factory settings.

Cache None — the router will check the URL that the user wants to
access via WCF precisely, however, the processing rate is
normal. Such item can provide the most accurate URL
matching.

L1 - the router will check the URL that the user wants to access
via WCF. If the URL has been accessed previously, it will be
stored for a short time (about 1 second) in the router to be
accessed quickly if required. Such item can provide accurate
URL matching with faster rate.

L2 — the router will check the URL that the user wants to access
via WCF. If the data has been accessed previously, the IP
addresses of source and destination 1Ds will be memorized for a
short time (about 1 second) in the router. When the user tries to
access the same destination ID, the router will check it by
comparing the record stored. If it matches, the page will be
retrieved quickly. Such item can provide URL matching with
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the fastest rate.

L1+L2 Cache — the router will check the URL with fast
processing rate combining the feature of L1 and L2.

Eight profiles are provided here as Web content filters. Simply click the index number under
Profile to open the following web page. The items listed in Categories will be changed
according to the different service providers. If you have and activate another web content
filter license, the items will be changed simultaneously. All of the configuration made for
web content filter will be deleted automatically. Therefore, please backup your data before
you change the web content filter license.

CSM >> Web Content Filter Profile

Profile Index: 1

Profile Mame:

Black/White List

[JEnable
Action:

Block +

Action: |Block v

Groups

Child Protection
Select All

Clear All

Leisure
Select All

Clear All

Business
Select All

Clear All

Chating
Select All

Clear All

Select All
Clear All

Select All

] e
"j" [m}
2 3
- c
=S
T
=
5
=
T
z
B
T
T

Clear All

Default

Group/Object Selections

Categories

[ slcohal & Tobacco
[“lHate & Intolerance
M rarn & Sexually
¥l Schoal Cheating
[ child Abuse Images

[CEntertainment
O Travel

[Ceusiness

[Cchat

O anonymizers
COoownload sites

[ search Engine,Portals
Cralware

[1illegal Software

[Jadv & Pop-Ups
[Jcempramised
OFinance

COrews

Oralitics
[Jrestaurants & Dining
[General

[Jimage Sharing
[private IP Addresses

[l Criminal Activity
[1llegal Drug
[Fviolence

¥ Sex Education

[Czames

[JLeisure & Recreation

[Jaob Search

[instant Messaging

OForums & MNewsgroups
[ streaming, Downloads
[sacial Netwarking
[Oeotnets

[infarmation Security

[ arts

[JDating & Personals
[ Government
OMon-profits & NGOs
[Jreal Estate
[Jshapping

Ocults

[OMetwark Errors
Ouncategorised Sites

[ ok

] [ Cancel ]

Log: Block «

[l Gambling
[ Mudity

[“lweapons
¥l Tasteless

[=parts
[Fashion & Beauty

[Oweb-based Mail

DCDmputers
[Phishing & Fraud
[Jspam sites
[OHacking
[Oreer-to-reer

[ Transportatian
[JEducation
[OHealth & Medicine
[prersonal sites
[religian

[ Translators
[Greeting cards
[rarked Domains

If the Web Content Filter (WCF) powered by Commtouch is not activated, the above settings

will not be valid.
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Profile Name Type a name for such profile.

Log None — There is no log file will be recorded for this
profile.

Pass — Only the log about Pass will be recorded in Syslog.

Block — Only the log about Block will be recorded in
Syslog.

All — All the actions (Pass and Block) will be recorded in
Syslog.

Block [

Mone
Pass

Block

White/Black List Enable — Activate white/black list function for such
profile.
Group/Object Selections — Click Edit to choose the
group or object profile as the content of white/black list.
Pass - allow accessing into the corresponding webpage
with the characters listed on Group/Object Selections. If
the web pages do not match with the specified feature set
here, they will be processed with the categories listed on
the box below.
Block - block accessing into the corresponding webpage
with the characters listed on Group/Object Selections.
If the web pages do not match with the specified feature
set here, they will be processed with the categories listed
on the box below.

Action Pass - allow accessing into the corresponding webpage
with the categories listed on the box below.
Block - restrict accessing into the corresponding webpage
with the categories listed on the box below.
If the web pages do not match with the specified feature
set here, it will be processed with reverse action.
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5.7 Bandwidth Management
Below shows the menu items for Bandwidth Management.

Bandwidth Management
P Sessions Limit

FHandwidth-ESmit
P Quality of Service

5.7.1 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer)
applications (e.g., BitTorrent) always need many sessions for procession and also they will
occupy over resources which might result in important accesses impacted. To solve the
problem, you can use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Bandwidth Management >> Sessions Limit

Sessions Limit

Enable O Disable

Default Max Sessions; 100
Limitation List
Index Start IF End IF Max Ses=zions

Specific Limitation
Start IF: End IF:

Maximum Sessions:

Time Schedule

Index(1-15) in Schedule Setup:
Mote: Action and Idle Timeout settings will be ignored.

To activate the function of limit session, simply click Enable and set the default session
limit.
Enable Click this button to activate the function of limit session.
Disable Click this button to close the function of limit session.
Default session limit Defines the default session number used for each
computer in LAN.
Limitation List Displays a list of specific limitations that you set on this
web page.
Start IP Defines the start IP address for limit session.
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End IP

Maximum Sessions

Add
Edit

Remove

Index (1-15) in Schedule
Setup

5.7.2 Bandwidth Limit

Defines the end IP address for limit session.

Defines the available session number for each host in the
specific range of IP addresses. If you do not set the
session number in this field, the system will use the
default session limit for the specific limitation you set for
each index.

Adds the specific session limitation onto the list above.
Allows you to edit the settings for the selected limitation.

Remove the selected settings existing on the limitation
list.

You can type in four sets of time schedule for your
request. All the schedules can be set previously in
Application >> Schedule web page and you can use the
number that you have set in that web page.

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large
of bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwidth Management >> Bandwidth Limit

Bandwidth Limit

O Enable Apply to 2nd Subnet @ Disable

Default T Limit; 200 Kbps  Default R® Limit: 800 Khps
Limitation List

Index Ftartc IP End IF TZ limit RX limit

Specific Limitation

Start IP:

T Limit:

Time Schedule

End IP:

R Limit: Khps

Index(1-15) in Schedule Setup: s \ s
Mote: Action and Idle Timeout settings will be ignored.

To activate the function of limit bandwidth, simply click Enable and set the default upstream

and downstream limit.
Enable
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Disable
Default TX limit

Default RX limit

Limitation List

second subnet.
Click this button to close the function of limit bandwidth.

Define the default speed of the upstream for each
computer in LAN.

Define the default speed of the downstream for each
computer in LAN.

Display a list of specific limitations that you set on this
web page.

Start IP Define the start IP address for limit bandwidth.

End IP Define the end IP address for limit bandwidth.

TX limit Define the limitation for the speed of the upstream. If you
do not set the limit in this field, the system will use the
default speed for the specific limitation you set for each
index.

RX limit Define the limitation for the speed of the downstream. If
you do not set the limit in this field, the system will use
the default speed for the specific limitation you set for
each index.

Add Add the specific speed limitation onto the list above.

Edit Allows you to edit the settings for the selected limitation.

Delete Remove the selected settings existing on the limitation
list.

Index (1-15) in Schedule You can type in four sets of time schedule for your

Setup request. All the schedules can be set previously in
Application>> Schedule web page and you can use the
number that you have set in that web page.

5.7.3 Quality of Service

Deploying QoS (Quality of Service) management to guarantee that all applications receive
the service levels required and sufficient bandwidth to meet performance expectations is
indeed one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-based applications tend to continually increase
their transmission rate and consume all available bandwidth, which is called TCP slow start.
If other applications are not protected by QoS, it will detract much from their performance in
the overcrowded network. This is especially essential to those are low tolerant of loss, delay
or jitter (delay variation).

Another reason is due to congestions at network intersections where speeds of
interconnected circuits mismatch or traffic aggregates, packets will queue up and traffic can
be throttled back to a lower speed. If there’s no defined priority to specify which packets
should be discarded (or in another term “dropped”) from an overflowing queue, packets of
sensitive applications mentioned above might be the ones to drop off. How this will affect
application performance?

There are two components within Primary configuration of QoS deployment:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.
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® Scheduling: Based on classification of service level to assign packets to queues and
associated service types

The basic QoS implementation in Vigor routers is to classify and schedule packets based on
the service type information in the IP header. For instance, to ensure the connection with the
headquarter, a teleworker may enforce an index of QoS Control to reserve bandwidth for
HTTPS connection while using lots of application at the same time.

One more larger-scale implementation of QoS network is to apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplines at Layer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) field in the IP header to define 8 service classes,
DSCP is a successor creating 64 classes possible with backward IP Precedence compatibility.
In a QoS-enabled network, or Differentiated Service (DiffServ or DS) framework, a DS
domain owner should sign a Service License Agreement (SLA) with other DS domain
owners to define the service level provided toward traffic from different domains. Then each
DS node in these domains will perform the priority treatment. This is called
per-hop-behavior (PHB). The definition of PHB includes Expedited Forwarding (EF),
Assured Forwarding (AF), and Best Effort (BE). AF defines the four classes of delivery (or
forwarding) classes and three levels of drop precedence in each class.

Vigor routers as edge routers of DS domain shall check the marked DSCP value in the IP
header of bypassing traffic, thus to allocate certain amount of resource execute appropriate
policing, classification or scheduling. The core routers in the backbone will do the same
checking before executing treatments in order to ensure service-level consistency throughout
the whole QoS-enabled network.

-y,
& -
ﬁ@mﬂ'mam SLA

Private Network DS domain 1 DS domain 2

However, each node may take different attitude toward packets with high priority marking
since it may bind with the business deal of SLA among different DS domain owners. It’s not
easy to achieve deterministic and consistent high-priority QoS traffic throughout the whole
network with merely Vigor router’s effort.

In the Bandwidth Management menu, click Quality of Service to open the web page.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |
upp .
Index Status Bandwidth Direction Class Class Class Others Bandwidth On_lln!a
1 2 3 Statistics
Control
Wakll Enable --kbps/--Kbps Cutbound 25% 25% Z2E%  25% Inactive Status  Setup

WaN2 Enable 10000Kbps/10000Kbps Outbound 25% 25% 25%  25% Inactive Status  Setup

Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 2 Edit
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This page displays the QoS settings result of the WAN interface. Click the Setup link to
access into next page for the general setup of WAN interface. As to class rule, simply click
the Edit link to access into next for configuration.

You can configure general setup for the WAN interface, edit the Class Rule, and edit the
Service Type for the Class Rule for your request.
General Setup for WAN Interface

When you click Setup, you can configure the bandwidth ratio for QoS of the WAN interface.
There are four queues allowed for QoS control. The first three (Class 1 to Class 3) class rules
can be adjusted for your necessity. Yet, the last one is reserved for the packets which are not
suitable for the user-defined class rules.

Bandwidth Management >> Quality of Service

WAN1 General Setup
Enable the QoS Control |OUT %

Index Class Name Reserved_bandwidth Ratio
Class 1 25 "3
Class 2 25 o,
Class 3 25 "3
Others o
[] Enable UDP Bandwidth Control Limited_bandwidth Ratio %
[ outbound TCP ACK Priritize Online Statistics
[ 0K ] [ Clear ] [ Cancel
Bandwidth Management >> Quality of Service
Backup WAN General Setup
Enable the QoS Control | OUT '~
WaN Inbound Bandwidth 10000 Khps
WaN Outbound Bandwidth 10000 Khps
Index Class Name Reserved_bandwidth Ratio
Class 1 25 LTS
Class 2 25 9%
Class 3 ) o,
Others o,
[] Enable UDP Bandwidth Control Limited_bandwidth Ratio k-]
[] outhound TCP ACK Prioritize Online Statistics
[ oK ] [ Clear ] [ Cancel ]

Enable the QoS Control The factory default for this setting is checked.

Please also define which traffic the QoS Control settings
will apply to.

IN- apply to incoming traffic only.

OUT-apply to outgoing traffic only.

BOTH- apply to both incoming and outgoing traffic.
Check this box and click OK, then click Setup link again.
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You will see the Online Statistics link appearing on this

page.
WAN Inbound It allows you to set the connecting rate of data input for
Bandwidth WAN. For example, if your ADSL supports 1M of

downstream and 256K upstream, please set 1000kbps for
this box. The default value is 1000kbps.

WAN Outbound It allows you to set the connecting rate of data output for

Bandwidth WAN. For example, if your ADSL supports 1M of
downstream and 256K upstream, please set 256kbps for
this box. The default value is 1000kbps.

Reserved Bandwidth It is reserved for the group index in the form of ratio of
Ratio reserved bandwidth to upstream speed and reserved
bandwidth to downstream speed.

Enable UDP Bandwidth Check this and set the limited bandwidth ratio on the right

Control field. This is a protection of TCP application traffic since
UDP application traffic such as streaming video will
exhaust lots of bandwidth.

Outbound TCP ACK The difference in bandwidth between download and

Prioritize upload are great in ADSL2+ environment. For the
download speed might be impacted by the uploading TCP
ACK, you can check this box to push ACK of upload
faster to speed the network traffic.

Limited_bandwidth Ratio  The ratio typed here is reserved for limited bandwidth of
UDP application.

Online Statistics Display an online statistics for quality of service for your
reference. This link will be seen only if you click OK in
WAN1/Backup WAN General Setup web page and click
Setup again (for WANL1/ Backup WAN) on the
Bandwidth Management>>Quality of Service.

Bandwidth Management >> Quality of Service

WAN1 Online Statistics Refresh Interval: |5 ¥ seconds | Refresh |

Index Direction Class Name Reserved-bandwidth Ratio Outbound Throughput (Bytes/sec)

1 ouT 25% 1)
2 ouT 25% o
3 ouT 25% 1)
4 ouT Others 25% o

Outbound Status

Others

0 5 10 (Bps)
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Edit the Class Rule for QoS

The first three (Class 1 to Class 3) class rules can be adjusted for your necessity. To add, edit
or delete the class rule, please click the Edit link of that one.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |
uppP .
Index Status Bandwidth Direction Class Class Class Others Bandwidth On_llnfa
1 2 3 Statistics
Control
WANL Enable --Kbps/--Kbps Cutbound 25% 25% 25%  25% Inactive Status  Setup

WANZ2 Enable 10000Kbps/10000Kbps CQutbound 25% 25% 25%  25% Inactive Status  Setup

Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 dit

After you click the Edit link, you will see the following page. Now you can define the name
for that Class. In this case, “Test” is used as the name of Class Index #1.

Bandwidth Management >> Quality of Service

Glass Index #1

Marme Test

DiffServ
CodePoint

1 Empty - - - -

NO Status Local Address Remote Address Service Type

[ Add | [ Edit | [Delete |

[ Ok ] [ Cancel ]

For adding a new rule, click Add to open the following page.
Bandwidth Management >> Quality of Service

Rule Edit
ACT
Local address
Remote Address
DiffServ CodePoint AN hd
Service Type ANY A
Note: Please choose/setup the Service Type first.
[ Ok l [ Cancel l
ACT Check this box to invoke these settings.
Local Address Click the Edit button to set the local IP address (on LAN)
for the rule.
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Remote Address Click the Edit button to set the remote IP address (on
LAN/WAN) for the rule.

Edit It allows you to edit source address information.

2} hitp#1192.168.1_1/oc/QosIpEdt him - Microsoft Infternet Explorer

Address Type Subnet Address (v

Start IP Address 0.0.0.0
End IP Address
Subnet Mask 0.0.0.0
[ ok ] [ Glse |

Address Type — Determine the address type for the
source address.

For Single Address, you have to fill in Start IP address.

For Range Address, you have to fill in Start IP address
and End IP address.

For Subnet Address, you have to fill in Start IP address
and Subnet Mask.

DiffServ CodePoint All the packets of data will be divided with different
levels and will be processed according to the level type by
the system. Please assign one of the levels of the data for
processing with QoS control.

Service Type It determines the service type of the data for processing
with QoS control. It can also be edited. You can choose
the predefined service type from the Service Type drop
down list. Those types are predefined in factory. Simply
choose the one that you want for using by current QoS.

By the way, you can set up to 20 rules for one Class. If you want to edit an existed rule,
please select the radio button of that one and click Edit to open the rule edit page for
modification.

Bandwidth Management >> Quality of Service

Class Index #1

Mame Game 1

DiffServ

NO Status Local Address Remote Address CodePaint Service Type
10 Active Any ANY ANY
20 Active ~ Any AR Clgrsus';(ngh TELMET(TCP: 23}
[ Add | [ Edit | [Delete |
[ QK ] [ Cancel ]
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Edit the Service Type for Class Rule

To add a new service type, edit or delete an existed service type, please click the Edit link
under Service Type field.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |

upp

Index Status Bandwidth Direction Class Class Class Others Bandwidth Onllinfa
1 2 3 Statistics
Control
WANL Enable --Kbps/--Khps Outbound 25% 25% 2E5%  25% Inactive Status  Setup
WANZ Enable 10000Kbps/10000Kbps Outbound 25% 25% 25%  25% Inactive Status  Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit
After you click the Edit link, you will see the following page.
Bandwidth Management >> Quality of Service
User Defined Service Type
NO Name Protocol Port
1 Empty - -
[ Add | [ Edit | |[Delste |
For adding a new service type, click Add to open the following page.
Bandwidth Management >> Quality of Service
Service Type Edit
Service Name
Service Type TCP hd
Port Configuration
Type ® single O Range
Port Number 0 -
[ Ok ] [ Cancel ]
Service Name Type in a new service for your request.
Service Type Choose the type (TCP, UDP or TCP/UDP) for the new
service.
Port Configuration Click Single or Range as the Type. If you select Range,

you have to type in the starting port number and the end
porting number on the boxes below.

DrayTek 228 VigorlPPBX 2820 Series User's Guide



Port Number — Type in the starting port number and the
end porting number here if you choose Range as the type.

By the way, you can set up to 40 service types. If you want to edit/delete an existed service
type, please select the radio button of that one and click Edit/Edit for modification.

5.8 Applications

Below shows the menu items for Applications.

Applications
F-DynamichNS
P Schedule

ERADIES

P UPRP

EIGMP

F Wake on LAN

5.8.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to three accounts from three different
DDNS service providers. Basically, Vigor routers are compatible with the DDNS services
supplied by most popular DDNS service providers such as www.dyndns.org,
www.no-ip.com, www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com.
You should visit their websites to register your own domain name for the router.

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Inthe DDNS setup menu, check Enable Dynamic DNS Setup.

Applications >> Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |
Enable Dynamic DNS Setup Wiew Log ] [ Farce Update ]

suto-Update interval 14400 Min{s) (1~14400)

Accounts:
Index WAN Interface Domain Name Active
1. WaNL First . X
2. WAMNL First ’ ®
3. WANL First . b
[ ok | [ clearan |
Set to Factory Clear all profiles and recover to factory settings.
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3.

4.

Default

Enable Dynamic
DNS Setup

Index

WAN Interface

Domain Name

Active
View Log
Force Update

Check this box to enable DDNS function.

Click the number below Index to access into the setting page

of DDNS setup to set account(s).
Display current WAN interface used for accessing Internet.

Display the domain name that you set on the setting page of
DDNS setup.

Display if this account is active or inactive.
Display DDNS log status.
Force the router updates its information to DDNS server.

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.

Applications >> Dynamic DNS8 Setup >> Dynamic DNS Account Setup

Index:1
Enable Dynamic DNS Account
WAN Interface WAN1 First v

Service Provider | dyndns.org (www.dyndns_org) v

Service Type Dynamic ¥

Domain Name
Login Mame
Password

[ wildcards
[J Backup Mx
Mail Extender

Enable Dynamic

DNS Account

WAN Interface
Service Provider

Service Type

Domain Name

Login Name
Password

chronic6633

chronic6633

dyndns_org hd
(max. 64 characters)

(max. 23 characters)

[ Ok ] [ Clear ] [ Cancel ]

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

Select the WAN interface order to apply settings here.
Select the service provider for the DDNS account.

Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

Type in the login name that you set for applying domain.
Type in the password that you set for applying domain.

Click OK button to activate the settings. You will see your setting has been saved.

The Wildcard and Backup MX features are not supported for all Dynamic DNS providers.
You could get more detailed information from their websites.
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5.8.2 Schedule

The Vigor router has a built-in real time clock which can update itself manually or
automatically by means of Network Time Protocols (NTP). As a result, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet
access to certain hours so that users can connect to the Internet only during certain hours, say,
business hours. The schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built
up.

Applications >> Schedule

Schedule: | Setto Factory Default |
Index Status Index Status
1. P 9. P
2. P 10. P
3. b 11. b
4. H 12. %
5. P 13. P
G. P 14. P
7. P 15. P
8. P
Status: v --- Active, ¥ --- Inactive
Set to Factory Default Clear all profiles and recover to factory settings.
Index Click the number below Index to access into the setting

page of schedule.
Status Display if this schedule setting is active or inactive.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN
and Remote Access >> LAN to LAN settings.

To add a schedule, please click any index, say Index No. 1. The detailed settings of the call
schedule with index 1 are shown below.

Applications >> Schedule

Index No. 1
Enable Schedule Setup

Start Date (yyyy-mm-dd) 2000 % -1 %1 %

Start Time (hh:mm) 0 » .0 v

Duration Time {hh:mm) 0 v .0 +

Action Force On v

Idle Timeout minute(s).(max. 255, 0 for default)
How Often

O Once

® weekdays
[ sun Mar Tue wed Thu Fri [ sat

[ Ok ] [ Clear ] [ Canceal ]
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Enable Schedule Setup Check to enable the schedule.

Start Date (yyyy-mm-dd)  Specify the starting date of the schedule.

Start Time (hh:mm) Specify the starting time of the schedule.
Duration Time (hh:mm) Specify the duration (or period) for the schedule.

Action Specify which action Call Schedule should apply during the
period of the schedule.

Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.

Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over
idle timeout, the connection will be down and never up
again during the schedule.

Idle Timeout Specify the duration (or period) for the schedule.
How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once

Weekdays -Specify which days in one week should
perform the schedule.

Example

Suppose you want to control the PPPOE Internet access connection to be always on (Force
On) from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Hour: A __T i A ‘[ o
(Force On) 7 5 7 5

Mon - Sun 9:00 am to 6:00 pm

Make sure the PPPoE connection and Time Setup is working properly.
Configure the PPPoE always on from 9:00 to 18:00 for whole week.
Configure the Force Down from 18:00 to next day 9:00 for whole week.

M w0 b oe

Assign these two profiles to the PPPoE Internet access profile. Now, the PPPoE
Internet connection will follow the schedule order to perform Force On or Force
Down action according to the time plan that has been pre-defined in the schedule
profiles.
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5.8.3 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Applications >> RADIUS

RADIUS Setup
Enable

Server IP Address

Destination Port 1812

Shared Secret

Confirm Shared Secret

T T
Enable Check to enable RADIUS client feature
Server IP Address Enter the IP address of RADIUS server
Destination Port The UDP port number that the RADIUS server is using.
The default value is 1812, based on RFC 2138.
Shared Secret The RADIUS server and client share a secret that is used to

authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

VigorlPPBX 2820 Series User's Guide 233 Dray Tek



5.8.4 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT
routers, the major feature of UPnP on the router is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a router. It is more reliable than requiring a router to work out by itself which ports need to
be opened. Further, the user does not have to manually set up port mappings or a DMZ.
UPnP is available on Windows XP and the router provide the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.

Applications >> UPnP

uPnP
Enable UPnP Service

[J Enable Connection control Service

[J Enable Connection Status Service

Note: If you intend running UPnP service inside your LAN, you should check the appropriate service
above to allow control, as well as the appropriate UPnP settings.

’ Ok ] [ Clear ] ’ Cancel ]

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

After setting Enable UPNP Service setting, an icon of IP Broadband Connection on
Router on Windows XP/Network Connections will appear. The connection status and
control status will be able to be activated. The NAT Traversal of UPnP enables the
multimedia features of your applications to operate. This has to manually set up port

mappings or use other similar methods. The screenshots below show examples of this
facility.

—
Address wt:-, Metwork Cannections

“E IP Broadband Connection on Router Status E E|

2 -:__Bro_adband

| Network Tasks | ) | Eene[d |
= I 1 hinet v
E__] Create & new connection ,,::: Discornected
% Setupa home or smal g AN Miniport (PRPOE) Intemet Gatevay
|” office network | Shatus: Connected
i .
M E_. e pialup Dluration: 00:19:06
See Also e Speed: 100.0 Mbps
i) Metwork Troubleshooter . ‘r‘ Discannected
¥ T, CreyTek Lo pop Betivi
I Internet Internet Gateway ty Computer
Dther Places || Internet Gateway T -
9 ) g =r
-
0" Cortrel Fare! t 1P Broadband Connection on e =
L8 . Router
_g My Mebwork Places Sy Packets:
(3 My Documents | — Sent; 404 T34
3 My Computer : Received: 1115 EBE
LAN or High-Speed Internet
. [ Propeties | l Dizable
. - Local Area Connection | |
Details V«th]_‘ il L
i ltek RTL3139/810% F:
Netvsorl Eanmectinng T, Realtsk RTLS139(810x Family ..,
System Folder

The UPnP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP
address and configure port mappings on the router. Subsequently, such a facility forwards
packets from the external ports of the router to the internal ports used by the application.
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E'a Advanced Settings @|

General | Services L

- access.
\3 IP Broadband Connection on Bouter

Brvices ‘l
[ Ftp Example
msnmaar [192.168.29.11:13135) E0E54 UDP

msnmsgr [192.168,29.11:7824] 13251 UDP

This connection allows you to connect to the Intemet through a msnmear [192.168.29.11:8783) 63231 TCP
zhared connection on another computer.

[Connec:t to the Internet uzing: Select the services running on your network that Intemet users can

Seftings...

& e s
Shaow ican in notification area when connected R Edit.. I

ok | [ caneel | [ ok [ cance |

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You

should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware

applications. When the applications terminate abnormally, these mappings may not be
removed.
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5.8.5 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups. For invoking IGMP Snooping function, you have to check the Enable IGMP Proxy
box first for activating the IGMP proxy function.

Applications >> IGMP

IGMP

[JEnable IGMP Proxy WANT
IGMP Proxy is to act as a multicast proxy for hosts on the LAN side. Enable IGMP Proxy, if you
will access any multicast group. But this function take no affect when Bridge Mode is enabled.
[JEnable IGMP Snooping
Enable IGMP Snooping, multicast traffic is only forwarded to ports that have members of that group.
Disable IGMP snooping, multicast traffic is treated in the same manner as broadcast traffic.

oK ] [ Cancel
| Refresh |
Working Multicast Groups
Index Group ID P1 P2 P3 P4

Enable IGMP Proxy Check this box to enable this function. The application of
multicast will be executed through WAN port you
specified.

Enable IGMP Snooping Check this box to enable this function. The application of
multicast will be executed for the clients in LAN.

Group ID This field displays the ID port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1to P4 It indicates the LAN port used for the multicast group.

Refresh Click this link to renew the working multicast group status.

If you check Enable IGMP Proxy, you will get the following page. All the multicast groups
will be listed and all the LAN ports (P1 to P4) are available for use.
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5.8.6 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake
up a specified PC through the router, he/she must type correct MAC address of the specified
PC on this web page of Wake on LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.

Application >> Wake on LAN

Wake on LAN

Note: Wake on LAN integrates with Bind IP to MAC function, only binded PCs
can wake up through IP.

Wake by MAC Address v
IP aAddress:
MaC address: : : . . .
Result
Wake by Two types provide for you to wake up the binded IP. If you

choose Wake by MAC Address, you have to type the
correct MAC address of the host in MAC Address boxes. If
you choose Wake by IP Address, you have to choose the
correct IP address.

Wake by MAC Address | »

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop
down list. Choose the IP address from the drop down list
that you want to wake up.

MAC Address Type any one of the MAC address of the binded PCs.
Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.

Application >> Wake on LAN

Wake on LAN

Note: Wake on LAN integrates with Bind IP to MAC function, only binded PCs
can wake up through IP.

Wake by: MAC Address ¥

IP sddress:

MaC Address: : : : : :
Result

Send command to client done.
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5.9 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses

links across shared or public networks like the Internet. In short, by VPN technology, you
can send data between two computers across a shared or public network in a manner that

emulates the properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Access.

VPN and Remote Access
* Remote Access Control
FEPPP-GeneralESelup

* IPSec General Setup
EPSecPeeridentiy

P Remote Dial-in User
ECANIo-ERN

Pk Connection Management

5.9.1 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through,
as well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup

Enahle PPTP YPH Service
Enable IPSec WFN Service
Enable L2TP ¥PM Service
O Enahle ISCM Dial-In

Note: If you intend running a YPN server inside your LAN, you should uncheck the appropriate protocal
above to allow pass-through, as well as the appropriate NAT settings.

[ Ok l [ Clear ] [ Cancel l

The Vigor router will not accept the ISDN dial-in connection if the box of Enable ISDN
Dial-in is not checked.
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5.9.2 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP

over IPSec.

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol
Dial-In PPP

IP Address Assignment for Dial-In Users
(When DHCGP Disable set)

PAP or CHAP (v

suthentication

Dial-In PPP Encryption
(MPPE}

Mutual Authentication (PAP)

Username

Passwaord

Dial-In PPP Authentication

Dial-In PPP Encryption
(MPPE)

Mutual Authentication
(PAP)

VigorIPPBX 2820 Series User's Guide

Cptional MPPE
O ves ® Mo

Start IP Address 192.168.1.200

PAP Only - Select this option to force the router to
authenticate dial-in users with the PAP protocol.

PAP or CHAP - Selecting this option means the router will
attempt to authenticate dial-in users with the CHAP
protocol first. If the dial-in user does not support this
protocol, it will fall back to use the PAP protocol for
authentication.

Optional MPPE - This option represents that the MPPE
encryption method will be optionally employed in the
router for the remote dial-in user. If the remote dial-in user
does not support the MPPE encryption algorithm, the router
will transmit “no MPPE encrypted packets”. Otherwise, the
MPPE encryption scheme will be used to encrypt the data.

o

Require MPPE(40/128 bit)
Wasximum MPPE(128 bit)

Require MPPE (40/128bits) - Selecting this option will
force the router to encrypt packets by using the MPPE
encryption algorithm. In addition, the remote dial-in user
will use 40-bit to perform encryption prior to using 128-bit
for encryption. In other words, if 128-bit MPPE encryption
method is not available, then 40-bit encryption scheme will
be applied to encrypt the data.

Maximum MPPE - This option indicates that the router
will use the MPPE encryption scheme with maximum bits
(128-hit) to encrypt the data.

The Mutual Authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
this function when your peer router requires mutual
authentication. You should further specify the User Name
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and Password of the mutual authentication peer.

Start IP Address Enter a start IP address for the dial-in PPP connection. You
should choose an IP address from the local private network.
For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose
192.168.1.200 as the Start IP Address. But, you have to
notice that the first two IP addresses of 192.168.1.200 and
192.168.1.201 are reserved for ISDN remote dial-in user.

5.9.3 IPSec General Setup
In IPSec General Setup, there are two major parts of configuration.
There are two phases of IPSec.

»  Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

»  Phase 2: negotiation IPSec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPSec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data
payload only. It can just apply to local packet, e.g., L2TP over IPSec. The Tunnel mode will
not only add the AH/ESP payload but also use a new IP header (Tunneled IP header) to
encapsulate the whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data
confidentiality and protection with optional authentication and replay detection service.

VPN and Remote Access >> IPSec General Setup

¥PMN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN to LAMN),

IKE Authentication Method

Pre-Shared Key [TTTT}

Confirm Pre-Shared Key [TTTT}
IPSec Security Method
Medium (4H)
Data will be authentic, but will not be encrypted.

High (ESP) [MlpEs  M3pES  [FlAES
Data will be encrypted and authentic,

[ Ok ] [ Cancel ]

IKE Authentication This usually applies to those are remote dial-in user or node
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Method (LAN-to-LAN) which uses dynamic IP address and
IPSec-related VPN connections such as L2TP over IPSec
and IPSec tunnel.

Pre-Shared Key -Currently only support Pre-Shared Key
for IKE authentication

Confirm Pre-Shared Key- Retype the characters to confirm
the pre-shared key.

IPSec Security Method ~ Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

5.9.4 IPSec Peer Identity

To use digital certificate for peer authentication in either LAN-to-LAN connection or
Remote User Dial-In connection, here you may edit a table of peer certificate for selection.
As shown below, the router provides 32 entries of digital certificates for peer dial-in users.

VPN and Remote Access >> IPSec Peer Identity

X509 Peer ID Accounts: | Setto Factory Default |
Index Name Status Index Name Status
1. 777 % 17. 777 P
2. T * 18. e X
3. 777 5 19. 777 5
1. 777 Py 20. 777 P
5. T x 21. e X
6. 777 5 22. 777 5
i 777 % 23. 777 b
8. 77 ps 24. 77 b
9, frdrted 5 25. frdeded %
10. T * 26. e X
11. 777 5 2. 777 5
12. 777 Py 28. 777 P
13. T x 29. e X
14. 777 5 30. 777 5
15. 777 % 31. 777 b
16. 777 5 32. 777 5

Set to Factory Default Click it to clear all indexes.

Index Click the number below Index to access into the setting
page of IPSec Peer Identity.

Name Display the profile name of that index.

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.

VigorlPPBX 2820 Series User's Guide 241 Dl‘dy Tek



VPN and Remote Access >> IPSec Peer Identity

Profile Index : 1
Profile Name s

[JEnable this account
@Accept Any Peer ID

O Accept Subject alternative Name
Type IP Address v
P

 Accept Subject Name
Country {C)

State {(ST)

Location (L)
Orginization {0}
Orginization Unit {OU}

Caomrmon Mame {CH)

Ermnail {E}
[ oK ] [ Clear ] [ Cancel ]
Profile Name Type in a name in this file.
Accept Any Peer ID Click to accept any peer regardless of its identity.
Accept Subject Click to check one specific field of digital signature to
Alternative Name accept the peer with matching value. The field can be IP

Address, Domain, or E-mail Address. The box under the
Type will appear according to the type you select and ask
you to fill in corresponding setting.

Accept Subject Name Click to check the specific fields of digital signature to
accept the peer with matching value. The field includes
Country (C), State (ST), Location (L), Organization
(O), Organization Unit (OU), Common Name (CN),
and Email (E).
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5.9.5 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users
can be authenticated to dial-in via ISDN or build the VPN connection. You may set
parameters including specified connection peer ID, connection type (ISDN Dial-In
connection, VPN connection - including PPTP, IPSec Tunnel, and L2TP by itself or over
IPSec) and corresponding security methods, etc.

The router provides 32 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following

figure shows the summary table.

VPN and Remote Access >> Remote Dial-in User

Remote Access User Accounts:

Index User

Ty
Ty
777
777
777
777
77
777
77

A

FERERRRERB® P NP D E NS

Set to Factory Default

Index

User

Status

| Setto Factory Default |

Status Index User Status
® 17. 777 E

8 T

=

—

MMM MM M M M M M M M X XK
-2
-3
-3

M MM W W MW X X X X X X X X

O L O [ T [ T [ [ T [ s I o i LI (]
(T S (== (= (= =T e I (=T (=2 B i (U (LI N (=1
-2
gl
gl

Click to clear all indexes.

Click the number below Index to access into the setting
page of Remote Dial-in User.

Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??7? represents that the
profile is empty.

Display the access state of the specific dial-in user. The
symbol V and X represent the specific dial-in user to be
active and inactive, respectively.

Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.

VigorIPPBX 2820 Series User's Guide

243 Dl‘ﬂy Tek



VPN and Remote Access >> Remote Dial-in User

Index MNo. 1
User account and Authentication Usernarme 297

Enable this account

Password
Idle Timeout 300 secandfs
=) [ Enable Mobile One-Time Passwords{mOTRP)

Allowed Dial-In Type PIN Code

ISDM Secret

PPTR

IKE Authentication Method
Pre-Shared Key

IPSec Tunnel
L2TP with [PSec Palicy | Mone v

[ specify Remote Node

! [ pigital signature(®.503)
Eemote Client [P or Peer ISDM Mumber

or Peer ID IPSec Security Method
Metbios Maming Packet & Pass O Block Medium{AH)
Multicast wia YPN Opass @ Block High{ESP) DES 3IDES AES

{for some IGMP,IP-Camera,DHCP Relay..etc.) Local ID {optionaly

Callback Function
[0 check to enahle Callback function
[ specify the callback number

Callback Mumber

Check to enable Callback Budget Contral

Callback Budget an minutefs)
[ [8]%4 ] [ Clear ] [ Cancel ]
Enable this account Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

ISDN Allow the remote ISDN dial-in connection. You can further
set up Callback function below. You should set the User
Name and Password of remote dial-in user below

PPTP Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below

IPSec Tunnel Allow the remote dial-in user to make an IPSec VPN
connection through Internet.
L2TP Allow the remote dial-in user to make a L2TP VPN

connection through the Internet. You can select to use L2TP
alone or with IPSec. Select from below:

None - Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have - Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
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Specify Remote Node

Netbios Naming Packet

Multicast via VPN

User Name

Password

Enable Mobile One-Time
Password (mOTP)

IKE Authentication
Method

IPSec Security Method

VigorIPPBX 2820 Series User's Guide

becomes one pure L2TP connection.

Must -Specify the IPSec policy to be definitely applied on
the L2TP connection.

Check the checkbox-You can specify the IP address of the
remote dial-in user, ISDN number or peer ID (used in IKE
aggressive mode).

Uncheck the checkbox-This means the connection type you
select above will apply the authentication methods and
security methods in the general settings.

Pass — click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

Block — When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet inside
the tunnel.

Some programs might send multicast packets via VPN
connection.

Pass — Click this button to let multicast packets pass through
the router.

Block — This is default setting. Click this button to let
multicast packets be blocked by the router.

This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

Check this box to make the authentication with mOTP
function.

PIN Code — Type the code for authentication (e.g, 1234).

Secret — Use the 32 digit-secret number generated by mOTP
in the mobile phone (e.g., €759bb6f0e94c7ab4fet).

This group of fields is applicable for IPSec Tunnels and
L2TP with IPSec Policy when you specify the IP address of
the remote node. The only exception is Digital Signature
(X.509) can be set when you select IPSec tunnel either with
or without specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters
(1-63) as the pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and Select one predefined
Profiles set in the VPN and Remote Access >>1PSec Peer
Identity.

This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node. Check
the Medium, DES, 3DES or AES box as the security method.

Medium - Authentication Header (AH) means data will be
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authenticated, but not be encrypted. By default, this option is
invoked. You can uncheck it to disable it.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You may
select encryption algorithm from Data Encryption Standard
(DES), Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in
the LAN-to-LAN Profile setup. This item is optional and can
be used only in IKE aggressive mode.

Callback Function The callback function provides a callback service only for
the ISDN dial-in user. The remote user will be charged the
connection fee by the telecom.

Check to enable Callback function-Enables the callback
function.

Specify the callback number-The option is for extra
security. Once enabled, the router will ONLY call back to
the specified Callback Number.

Check to enable callback budget control-By default, the
callback function has a time restriction. Once the callback
budget has been exhausted, the callback mechanism will be
disabled automatically.

Callback Budget (Unit: minutes)- Specify the time budget
for the dial-in user. The budget will be decreased
automatically per callback connection.
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5.9.6 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection
profiles. You may set parameters including specified connection direction (dial-in or
dial-out), connection peer ID, connection type (VPN connection - including PPTP, IPSec
Tunnel, and L2TP by itself or over IPSec) and corresponding security methods, etc.

The router supports 2 VPN tunnels and provides up to 32 profiles simultaneously. The
following figure shows the summary table.

VPN and Remote Access >> LAN to LAN

LAMN-to-LAMN Profiles: | Setto Factory Default |
Index Name Status Index Name Status

1. 777 3 17. 777 Y
2. 7T S 18. 7T =
3. 7T - 19. 7T ®
4. 7T - 20. 7T ®
5. TET - 21. TET =
6. i 3 22. i Y
7. s b3 23. s Y
8. 777 b3 24. 777 Y
9. 299 b 25. 299 I
10. 7T “ 26. 7T ®
11. 7T - 27, 7T ®
12. 7T - 28. 7T ®
13. TET - 29. TET =
14. i 3 30. i Y
15. s b3 31. s Y
16. 777 3 32. 777 Y

Set to Factory Default Click to clear all indexes.

Name Indicate the name of the LAN-to-LAN profile. The

symbol ??7? represents that the profile is empty.

Status Indicate the status of individual profiles. The symbol V and
X represent the profile to be active and inactive,
respectively.

Click each index to edit each profile and you will get the following page. Each LAN-to-LAN
profile includes 4 subgroups. If the fields gray out, it means you may leave it untouched. The
following explanations will guide you to fill all the necessary fields.

For the web page is too long, we divide the page into several sections for explanation.
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VPN and Remote Access >> LANto LAN

Profile Index : 1
1. Common Settings

Profile Mame 777

[ Enable this profile

YPN Dial-Out Through |WANT First v

Metbios Maming Packet @ Pass CEBlock
Multicast via WPN O pPass @Block

{for some IGMP,IP-Camera,DHCP Relay..etc.)
2. Dial-Out Settings
Type of Server I am calling

® ISDN

O ppTR

O IPSec Tunnel

O L2TP with IPSec Palicy

Dial Mumber for ISON or
Server IP/Host Mame far YPHL
{zuch as 5551234, draytek.com or 123.45.67.89)

Profile Name
connection.

Enable this profile
Netbios Naming Packet

Call Direction

Y] Compression

@ Both © Dial-out O Dial-in

[0 always on

Idle Timeout 300 second(s)
[] Enahle PING to keep alive

PIMNG to the IP

Link Type Bdk bps ¥
Username 297

Passward

PPP Authentication PAR/CHAR »

® on O off

IKE authentication Method

Pre-Shared Key

Digital Signature(x.509)

IPSec Security Method

Medium{aH)
High{ESF)

Index(1-15} in Schedule Setup:

1 1] 1

Callback Function {CBCP)
[0 Require Remaote to Callback
O Provide ISDM Mumber to Remaote

Specify a name for the profile of the LAN-to-LAN

Check here to activate this profile.

Pass — click it to have an inquiry for data transmission

between the hosts located on both sides of VPN Tunnel

while connecting.

Block — When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet

inside the tunnel.

VPN Dial-Out Through

Use the drop down menu to choose a proper WAN

interface for this profile. This setting is useful for dial-out

only.
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WEARMT First »
WAYART First :
WEANT Only
WEAMNZ First
WEANZ Only

WANL1 First - While connecting, the router will use
WANL1 as the first channel for VPN connection. If WAN1
fails, the router will use another WAN interface instead.

WANL1 Only - While connecting, the router will use
WANL1 as the only channel for VPN connection.

WANZ2 First - While connecting, the router will use
WANZ2 as the first channel for VPN connection. If WAN2
fails, the router will use another WAN interface instead.

WAN2 Only - While connecting, the router will use
WANZ2 as the only channel for VPN connection.

Call Direction Specify the allowed call direction of this LAN-to-LAN
profile.

Both:-initiator/responder
Dial-Out- initiator only
Dial-In- responder only

Always On or Idle Always On-Check to enable router always keep VPN
Timeout connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will
drop the connection.

Enable PING to keep This function is to help the router to determine the status

alive of IPSec VPN connection, especially useful in the case of
abnormal VPN IPSec tunnel disruption. For details, please
refer to the note below. Check to enable the transmission
of PING packets to a specified IP address.

PING to the IP Enter the IP address of the remote host that located at the
other-end of the VPN tunnel.

Enable PING to Keep Alive is used to handle
abnormal IPSec VPN connection disruption. It will help
to provide the state of a VPN connection for router’s
judgment of redial.

Normally, if any one of VPN peers wants to disconnect
the connection, it should follow a serial of packet
exchange procedure to inform each other. However, if
the remote peer disconnect without notice, Vigor router
will by no where to know this situation. To resolve this
dilemma, by continuously sending PING packets to the
remote host, the Vigor router can know the true
existence of this VPN connection and react accordingly.
This is independent of DPD (dead peer detection).

ISDN Build ISDN LAN-to-LAN connection to remote network.
You should set up Link Type and identity like User Name
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and Password for the authentication of remote server. You
can further set up Callback (CBCP) function below.

PPTP Build a PPTP VPN connection to the server through the
Internet. You should set the identity like User Name and
Password below for the authentication of remote server.

IPSec Tunnel Build an IPSec VPN connection to the server through
Internet.

L2TP with 1PSec Policy Build a L2TP VPN connection through the Internet. You
can select to use L2TP alone or with IPSec. Select from
below:

None: Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec policy
can be viewed as one pure L2TP connection.

Nice to Have: Apply the IPSec policy first, if it is
applicable during negotiation. Otherwise, the dial-out
VPN connection becomes one pure L2TP connection.

Must: Specify the IPSec policy to be definitely applied on
the L2TP connection.

Link Type There are three link types provided here for different
purpose. Disable disables the LAN to LAN dial-out
function. 64Kbps allows you to use one channel for
Internet access. 128Kbps allows you to use both channels
for Internet access. BOD stands for
bandwidth-on-demand. The router will use only one
channel in low traffic situations. Once the single channel
bandwidth is fully used, the other channel will be
activated automatically through the dialup.

Link Type B4k bps |+
Disable

128k bps
BOD

User Name This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

Password This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

PPP Authentication This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. PAP/CHAP is
the most common selection due to wild compatibility.

VJ compression This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above. VJ
Compression is used for TCP/IP protocol header
compression. Normally set to Yes to improve bandwidth

utilization.
IKE Authentication This group of fields is applicable for IPSec Tunnels and
Method L2TP with IPSec Policy.
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Pre-Shared Key - Input 1-63 characters as pre-shared
key.
Digital Signature (X.509) - Select one predefined
Profiles set in the VPN and Remote Access >>I1PSec
Peer ldentity.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy.

Medium Medium (AH) means data will be authenticated, but not
be encrypted. By default, this option is active.

High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated. Select
from below:

DES without Authentication -Use DES encryption
algorithm and not apply any authentication scheme.

DES with Authentication-Use DES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

3DES without Authentication-Use triple DES encryption
algorithm and not apply any authentication scheme.

3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication
algorithm.

AES without Authentication-Use AES encryption
algorithm and not apply any authentication scheme.

AES with Authentication-Use AES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

Advanced Specify mode, proposal and key life of each IKE phase,
Gateway etc.

The window of advance setup is shown as below:

3 hitp:#/192 16811 - IKE advanced sethings - Microzoft Internet Exploxrer

IKE advanced settings
IKE phase 1 mode ® Main mode O sggressive mode
IKE phase 1 proposal DES_MDS_G1/DES_SHA1_G1/43DES_MDS_G1/3DES_MDE_G2 v
IKE phase 2 proposal HWAC _SHATHMAC _MDS
IKE phase 1 key lifetime 28500 (000 ~ 26400)
IKE phase 2 key lifetime 3600 (600 ~ 86400)
Perfect Forward Secret & Disable  Enable
Local ID
[ ok | [ Close |

IKE phase 1 mode -Select from Main mode and
Aggressive mode. The ultimate outcome is to exchange
security proposals to create a protected secure channel.
Main mode is more secure than Aggressive mode since
more exchanges are done in a secure channel to set up the
IPSec session. However, the Aggressive mode is faster.
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The default value in Vigor router is Main mode.

IKE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to the
VPN peers, and get its feedback to find a match. Two
combinations are available for Aggressive mode and nine
for Main mode. We suggest you select the combination
that covers the most schemes.

IKE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to find a
match. Three combinations are available for both modes.
We suggest you select the combination that covers the
most algorithms.

IKE phase 1 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
28800 seconds. You may specify a value in between 900
and 86400 seconds.

IKE phase 2 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
3600 seconds. You may specify a value in between 600
and 86400 seconds.

Perfect Forward Secret (PFS)-The IKE Phase 1 key will
be reused to avoid the computation complexity in phase 2.
The default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf of
the IP address while identity authenticating with remote
VPN server. The length of the ID is limited to 47
characters.

Callback Function The callback function provides a callback service as a part
of PPP suite only for the ISDN dial-in user. The router
owner will be charged the connection fee by the telecom.

Require Remote to Callback-Enable this to let the router
to require the remote peer to callback for the connection
afterwards.

Provide ISDN Number to Remote-In the case that the
remote peer requires the Vigor router to callback, the local
ISDN number will be provided to the remote peer. Check
here to allow the Vigor router to send the ISDN number to
the remote router.
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3. Dial-In Settings
Allowed Dial-In Type

ISDM Username 4]

PRTP Password

IPSec Tunnel Y] Compressian ® on O Off
L2TP with IPSec Policy |Mone v

IKE Authentication Method

. Pre-Shared Ke
O Specify 1SDM CLID or Remote WPN Gateway ¥

Peer ISDM Number or Peer WPMN Server IP
[ Digital Signaturefx, 509}

ar Peer ID

IPSec Security Method
Medium{ AH)
High{ESP DES 3DES AES

Callback Function (CBCP)

[ Enable Callback Function

[] uUse the Fallowing Mumber to Callback
Callback Mumber

Callback Budget 0 minute(s)
4. TCP/IP Network Settings
My WARN TP 0.00.0 RIP Direction Dizable A
Remote Gateway IP 0.0.00 Eruclm first subnet to remote network, you have to
Remote Network IP 0.000 Raute

Remote Metwork Mask 2552552550

Change default route to this ¥PN tunnel { Only

single WaN supports this )

[ Ok l [ Clear ] [ Cancel ]
Allowed Dial-In Type Determine the dial-in connection with different types.
ISDN Allow the remote ISDN LAN-to-LAN connection. You

should set the User Name and Password of remote dial-in
user below. In addition, you can further set up Callback
function below.

PPTP Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPSec Tunnel Allow the remote dial-in user to trigger an IPSec VPN
connection through Internet.
L2TP Allow the remote dial-in user to make a L2TP VPN

connection through the Internet. You can select to use
L2TP alone or with IPSec. Select from below:

None - Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec policy
can be viewed as one pure L2TP connection.

Nice to Have - Apply the IPSec policy first, if it is
applicable during negotiation. Otherwise, the dial-in VPN
connection becomes one pure L2TP connection.
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Must - Specify the IPSec policy to be definitely applied
on the L2TP connection.

Specify CLID or Remote  You can specify the IP address of the remote dial-in user

VPN Gateway or peer ID (should be the same with the ID setting in
dial-in type) by checking the box. Enter Peer ISDN
number if you select ISDN above. Also, you should
further specify the corresponding security methods on the
right side.

If you uncheck the checkbox, the connection type you
select above will apply the authentication methods and
security methods in the general settings.

User Name This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

Password This field is applicable when you select ISDN, PPTP or
L2TP with or without IPSec policy above.

VJ Compression VJ Compression is used for TCP/IP protocol header
compression. This field is applicable when you select
ISDN, PPTP or L2TP with or without IPSec policy above.

IKE Authentication This group of fields is applicable for IPSec Tunnels and

Method L2TP with IPSec Policy when you specify the IP address
of the remote node. The only exception is Digital
Signature (X.509) can be set when you select IPSec tunnel
either with or without specify the IP address of the remote
node.

Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters
(1-63) as the pre-shared key.

Digital Signature (X.509) —Check the box of Digital
Signature to invoke this function and select one
predefined Profiles set in the VPN and Remote Access
>>|PSec Peer Identity.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node.

Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High- Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

Callback Function The callback function provides a callback service only for
the ISDN LAN-to-LAN connection. The remote user will
be charged the connection fee by the telecom.

Check to enable Callback function-Enables the callback
function.

Callback number-The option is for extra security. Once
enabled, the router will ONLY call back to the specified
Callback Number.
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Callback budget- By default, the callback function has
limitation of callback period. Once the callback budget is
exhausted, the function will be disabled automatically.

Callback Budget (Unit: minutes)- Specify the time
budget for the dial-in user. The budget will be decreased
automatically per callback connection. The default value 0
means no limitation of callback period.

My WAN IP This field is only applicable when you select ISDN, PPTP
or L2TP with or without IPSec policy above. The default
value is 0.0.0.0, which means the Vigor router will get a
PPP IP address from the remote router during the IPCP
negotiation phase. If the PPP IP address is fixed by remote
side, specify the fixed IP address here. Do not change the
default value if you do not select ISDN, PPTP or L2TP.

Remote Gateway IP This field is only applicable when you select ISDN, PPTP
or L2TP with or without IPSec policy above. The default
value is 0.0.0.0, which means the Vigor router will get a
remote Gateway PPP IP address from the remote router
during the IPCP negotiation phase. If the PPP IP address
is fixed by remote side, specify the fixed IP address here.
Do not change the default value if you do not select ISDN,
PPTP or L2TP.

Remote Network IP/ Add a static route to direct all traffic destined to this

Remote Network Mask Remote Network IP Address/Remote Network Mask
through the VPN connection. For IPSec, this is the
destination clients IDs of phase 2 quick mode.

More Add a static route to direct all traffic destined to more
Remote Network IP Addresses/ Remote Network Mask
through the VPN connection. This is usually used when
you find there are several subnets behind the remote VPN
router.

RIP Direction The option specifies the direction of RIP (Routing
Information Protocol) packets. You can enable/disable
one of direction here. Herein, we provide four options:
TX/RX Both, TX Only, RX Only, and Disable.

From first subnet to If the remote network only allows you to dial in with
remote network, you have single IP, please choose NAT, otherwise choose Route.
to do

Change default route to Check this box to change the default route with this VPN
this VPN tunnel tunnel. Note that this setting is available only for one

WAN interface is enabled. It is not available when both
WAN interfaces are enabled. You have to disable one
WAN interface (WAN 1 or WAN 2) on WAN >>
General Setup for enabling such setting.
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5.9.7 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out
Tool and clicking Dial button.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Secands : [10 ¥
g
¥PN Connection Status
Current Page: 1 Page No.
VPN Type Remote IP Yirtual Tx Tx Rate Rx Rx Rate UpTime

Network Pkts (Bps) Pkts {Bps)

wenunsny 0 Data is encrypted.
weuununy 0 Data isn't encrypted.

Dial Click this button to execute dial out function.

Refresh Seconds Choose the time for refresh the dial information among 5,
10, and 30.

Refresh Click this button to refresh the whole connection status.
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5.10 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority
(CA). It contains information such as your name, a serial number, expiration dates etc., and
the digital signature of the certificate-issuing authority so that a recipient can verify that the

certificate is real. Here Vigor router support digital certificates conforming to standard
X.509.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate
the peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.

Cerlificate-Management
FlocalCerlificate

P Trusted CA Certificate
ECerlificate-Hackup

5.10.1 Local Certificate

Certificate Management >> Local Certificate

¥509 Local Certificate Configuration

Name Subject Status Modify
GEMNERATE | [ IMPORT | [ REFRESH

X509 Local Certificate

Generate Click this button to open Generate Certificate Request
window.
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Import

Refresh

View

Certificate Management >> Local Certificate

Generate Certificate Request

Subject Alternative Name
Type IP Address
P

Subject Name
Country (C)
State (ST)
Location (L)
QOrginization (O}
Orginization Unit {OU)
Carmon Marme (CN)

Email (E)

Key Type

Key Size

Generate

Type in all the information that the window request. Then

click Generate again.

Click this button to import a saved file as the certification

information.

Click this button to refresh the information listed below.

Click this button to view the detailed settings for

certificate request.

After clicking Generate, the generated information will be displayed on the window below:

DrayTek

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status
Local JC=TW/ST=HS/0=Draytek/OU=RD/... Requesting
GENERATE | [ IMPORT | [ REFRESH |

X509 Local Certificate Request

Modify

MITEnTCCAQTCAQAWETELMAKGAITEEhMCVFexC z AdJBgWE LgTAKhTHR AwD g YD VOO
EwdEchF5deVeMoswC QY DVOOLEwI SRDELINCAGC S G ThiDOEJARYTe 3 Ve GO vdEER
crF SdGVr Lrtvh TCEnz ANBgkghkiGOwlEAQEF AACE JOLwyYkCgYELYyZELVTVE YL ix
OTIZS3Z0dwlRe lewv 1HnVum/ MFCOy9x+XEwNEGE 6 JdGT1LS v I TAuHHI Oz 40N =02 G
wASVORE J 7THENOAYn88p 1 RrOF gk8nkbMLdAgh 100/ Ls TN/ smGh4N+Pho4WVHO1VO
dEiyiPfp/ Z0200sCddxh/He 23 Vs8me0CAVE A Ao AMAOGCSgGS Th3DOEEBQUARAGE
AGHNEIOD7 IV4dsgEwiTnEHIvdFLDO0dwe Q01 EL1XRn+0VdheJ jval3Cgigqe JOCEaDQ?
nacBgEc IWOchEzESOdyDeSwt IfVk+10458eu¥  nxswivP IOns 1TMIGHZv0OSVETYu
SO IGEHHWESKWh IRAZLSxvHIDoMEleeeTivhedZisrJu
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5.10.2 Trusted CA Certificate
Trusted CA certificate lists three sets of trusted CA certificate.

Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration
Name Subject Status Modify

Trusted Ca-1 -— -—- e Delete

Trusted CA-2 === -—- ey Delete

Trusted CA-3 -—= - i Delate

[ MPORT | [ REFRESH |

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse... to find out the saved text file. Then click Import. The one you
imported will be listed on the Trusted CA Certificate window. Then click Import to use the
pre-saved file.

Certificate Management >> Trusted CA Certificate

Import X509 Trusted CA Certificate

Select a trusted Ca certificate file.

| |[Browse]

Click Import to upload the certification,
’ Import ] [ Cancel l

For viewing each trusted CA certificate, click View to open the certificate detail information
window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.

r’j‘ Certificate Information - Windows Internet Explorer %]
£ | http:192.168.1.1/d0cCaCEVil him v
A

Certificate Detail Information

Certificate Name: Trusted CA-1
Issuer:

Subject:

Subject Alternative MName:

Valid From:
Valid To:

Close
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5.10.3 Certificate Backup

Local certificate and Trusted CA certificate for this router can be saved within one file.
Please click Backup on the following screen to save them. If you want to set encryption
password for these certificates, please type characters in both fields of Encrypt password
and Confirm password.

Also, you can use Restore to retrieve these two settings to the router whenever you want.

Certificate Management >> Certificate Backup

Certificate Backup / Restoration
Backup

Encrypt password:

Confirm password:

Click to download certificates to your local PC as a file,

Restoration
Select a backup file to restore.

Decrypt passwaord:

Click to upload the file.

5.11 ISDN
5.11.1 Basic Concept

ISDN means integrated services digital network that is an international communications
standard for sending voice, video, and data over digital telephone lines or normal telephone
wires.

Below shows the menu items for ISDN.

ESDN
E=GenermiESetup

E=Dialingioa—angiel sl
E=Dialingio-DuaESPs
F=Cali-Conirol

Data call function is supported only when ISDN2 port is configured as ISDN-TE mode. In
normal case, the ISDN2 port is configured as ISDN-TE mode in default. If it is configured as
ISDN-S0 mode, the data call function will not be supported and Dialing to a Single ISP,
Dialing to Dual ISPs and Call Control functions will not be available.

In addition, if ISDN1 port is configured as ISDN-TE mode and ISDN2 is configured as
ISDN2-S0 mode, the data call function will not be supported and Dialing to a Single ISP,
Dialing to Dual ISPs and Call Control functions will not be available, either.
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5.11.2 General Setup

This page provides some basic ISDN settings such as enabling the ISDN port or not, MSN
numbers and blocked MSN numbers, etc.

ISDN >> General Setup

ISDN Setup
ISOM Port @& Enzhle O Disahle Blocked MSM numbers for the router
Country Code Intemnational v 1.
D-Channel Mode o
ISDM1 O Paint-to-Paint 2
@ Point-to-Multipoint
. . 4,
ISDNZ O Point-to-Paint
@ Point-to-Multipoint 5
D Murmber
"Cwn Mumber" means that the router will tell the
remote end the ISDN number when it's placing an
outgoing call.
Index MSN numbers Answer mode
for the router
a. Auto Attendant b O
1, Auto Attendant v O
2, Auto Attendant i O
3 Auto Attendant hd O
1 4, Auto Attendant b4 O
E. Auto Attendant w O
B, Auto Attendant v O
7. Auto Attendant v O
g, Auto Attendant v O
g, Auto Attendant w O

<< 09 1019 ==

Phone CLIR/CLIP

O

OOoOoooooono

"MSH Mumbers" means that the router is able to accept number-matched incoming calls, In addition,
MSN service should be supported by the local ISDN network provider,

ISDN Port

Country Code

D-Channel Mode
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[ Ok ] [ Cancel ]

Click Enable to open the ISDN port and Disable to close

It.

For proper operation on your local ISDN network, you
should choose the correct country code.

International R

International -

Argentina
Australia
Austria
Bangladesh
Belgium
Brasil

J

It allows you to configure ISDN layer2 protocol as:
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Point-to-Point - Configure ISDN port to use static TEI
(Terminal Endpoint Identifier).

Point-to-Multipoint - Configure ISDN port to use
Dynamic TEI.

Own Number Enter your ISDN number. Every outgoing call will carry
the number to the receiver.

Blocked MSN Numbers Enter the specified MSN number into the fields to prevent

for the router the router from dialing the specific MSN number.
MSN Numbers for the MSN Numbers mean that the router is able to accept only
Router number-matched incoming calls. In addition, MSN

services should be supported by local ISDN network
provider. The router provides three fields for MSN
numbers. Note that MSN services must be acquired from
your local telecommunication operators. By default, MSN
function is disabled. If you leave the fields blank, all
incoming calls will be accepted without number matching.

Answer mode Specify the way to process incoming phone calls which
matched the MSN number for router.

Auto Attendant ,v-
Auto Attendant

Foward To Extension
Foward To Group

Auto Attendant - The incoming call would be picked by
router automatically. You could hear IVR voice to remind
you to dial extension number you want to reach.

Forward to Extension - The incoming call would be
forwarded to the extension number you setup directly.

Forward to Group - If you have setup group extension
number in web page "Hunt Group", the incoming call
could be forwarded to the group extension number you
selected.

Phone CLIR/CLIP Check this box to hide or present the caller ID to remote
user.
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Example:

Below shows an example of TE port MSN number:

Frdlnse MSN numbers A i Phone
for the router CLIR/CLIP
0. |5972727 |Auto Attendant Rd milw
1. [5972728 |Foward To Extension ~| [1-100 ~| Extension I W
2. |5972729 |Foward To Group ~ ~| [1-300 ~| Group - -
3 | |Auto Attendant | sl
4. | |Auto Attendant ] i
5. | |Auto Attendant -] B O
6. | |Auto Attendant -] B O
7. | |Auto Attendant | nill
8. | |Auto Attendant Rd OO
9. | |Auto Attendant -] oo

"MSN Numbers" means that the router is able to accept number-matched
incoming calls. In addition, MSN service should be supported by the local ISDN
network provider.

Refer to the following explanation:

a.

If you setup "MSN numbers for the router” as the above figure, it means the Vigor
router only accepts MSN numbers of 5972727 / 5972728 [ 5972729.

If someone dials to the router with 5972727, the call would be picked up automatically.
You could hear IVR voice to remind you to dial the extension number you want to
reach.

If someone dials to the router with 5972728, the call would be forwarded to extension
100 directly.

If someone dials to the router with 5972729, the call would be forwarded to group
extension 300.

If you use a phone with extension 100 to dial an ISDN call, the remote ISDN phone
would see the caller ID: 5972728 (for the Phone CLIP is checked).

If you use any extension number included in Group extension 300 to dial an ISDN call,
the remote ISDN phone would see the caller 1D: 5972729 (for the Phone CLIP is
checked).
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5.11.3 Dial to Single ISP

Select Dialing to a Single ISP if you access the Internet via a single ISP.

ISDN >> Dialing to a Single ISP

Single ISP
ISP Access Setup
ISP Mame

Dial Mumber
Username
Password

[J require ISP callback {CBCPY

Index{1-15% in Schedule Setup:

==

ISP Access Setup

PPP/MP Setup

DrayTek

PPP/MP Setup

Link Type Dialup BOD v

PPP authentication |PAP or CHARP

Idle Timeout 180 second(s)

IP Address Assignment Method (IPCP)

Fized IP O ves @& Mo (Dynamic IP)

Fized IP Address

ISP Name - Enter your ISP name such as Seednet, Hinet
and so on.

Dial Number -Enter the ISDN access number provided by
your ISP.

Username - Enter the username provided by your ISP.
Password - Enter the password provided by your ISP.

Require ISP Callback (CBCP) -If your ISP supports the
callback function, check this box to activate the Callback
Control Protocol during the PPP negotiation.

Scheduler (1-15) - Enter the index of schedule profiles to
control the Internet access according to the preconfigured
schedules. Refer to section Applications>> Schedule for
detailed configuration.

Link Type - There are three link types provided here
for different purpose. Link Disable disables the ISDN
dial-out function. Dialup 64Kbps allows you to use one
ISDN B channel for Internet access. Dialup 128Kbps
allows you to use both ISDN B channels for Internet
access. Dialup BOD stands for bandwidth-on-demand.
The router will use only one B channel in low traffic
situations. Once the single B channel bandwidth is fully
used, the other B channel will be activated automatically
through the dialup. For more detailed BOD parameter
settings, please refer to the section of Call Control.

PPP Authentication - PAP only allows you to configure
the PPP session to use the PAP protocol to negotiate the
username and password with the ISP. PAP or CHAP is to
configure the PPP session to use the PAP or CHAP
protocols to negotiate the username and password with the
ISP.

Idle Timeout - Idle timeout means the router will be
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IP Address Assignment
Method (IPCP)

5.11.4 Dial to Dual ISPs

disconnect after being idle for a preset amount of time.
The default is 180 seconds. If you set the time to 0, the
ISDN connection to the ISP will always remain on.

In most environments, you should not change these
settings as most ISPs provide a dynamic IP address for the
router when it connects to the ISP. If your ISP provides a
fixed IP address, check Yes and enter the IP address in the
field of Fixed IP Address.

Select Dialing to Dual ISPs if you have more than one ISP. You will be able to dial to both
ISPs at the same time. This is mainly for those ISPs that do not support Multiple-Link PPP
(ML-PPP). In such cases, dialing to two ISPs can increase the bandwidth utilization of the
ISDN channels to 128kbps data speed.

ISDN >> Dialing to Dual ISPs

Dual ISP

GCommon Settings

1. [ Enable Dual ISPs Function
2. [ require ISP callback {(CBCP)

Primary ISP Setup
ISP Mame

Dial Murmber
Username

Password

IP Address Assignment Method (IPCP)
O ves @ Mo (Dynamic IP)

Fized IP
Fixed IP Address

Common Settings

PPP/MP Setup
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PPP/MP Setup

Link Type Dialup BOD A
PAP or CHAR +

180

FPP Authentication

Idle Timeout secondis)
Secondary ISP Setup
ISP Mame

Dial Murmber

Usernarme 34005755 hinet. net

Passwaord [TTTITTT)
IP Address Assignment Method (IPCP)
Fized IP O ves @ Mo (Dynamic IP)

Fixed IP Address

Enable Dual ISPs Function - Check to enable the Dual
ISPs function. Require ISP Callback (CBCP) -If your
ISP supports the callback function, check this box to
activate the Callback Control Protocol during the PPP
negotiation.

Link Type - There are three link types provided here
for different purpose. Link Disable disables the ISDN
dial-out function. Dialup 128Kbps allows you to use both
ISDN B channels for Internet access. Dialup BOD stands
for bandwidth-on-demand. The router will use only one B
channel in low traffic situations. Once the single B channel
bandwidth is fully used, the other B channel will be
activated automatically through the dialup.

PPP Authentication - PAP only allows you to configure
the PPP session to use the PAP protocol to negotiate the
username and password with the ISP. PAP or CHAP can
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configure the PPP session to use the PAP or CHAP
protocols to negotiate the username and password with the
ISP.

Idle Timeout - Idle timeout means the router will be
disconnect after being idle for a preset amount of time.
The default is 180 seconds. If you set the time to 0, the
ISDN connection to the ISP will always remain on.

Primary ISP Setup ISP Name - Enter your ISP name.

Dial Number -Enter the ISDN access number provided by
your ISP.

Username - Enter the username provided by your ISP.

Password - Enter the password provided by your ISP.

IP Address Assignment In most environments, you should not change these
Method (IPCP) for settings as most ISPs provide a dynamic IP address for the
primary ISP setup router when it connects to the ISP. If your ISP provides a

fixed IP address, check Yes and enter the IP address in the
field of Fixed IP Address.

Secondary ISP Setup) ISP Name - Enter the secondary ISP name.

Dial Number -Enter the ISDN access number provided by
the ISP.

Username - Enter the username provided by your ISP.

Password - Enter the password provided by your ISP.

IP Address Assignment In most environments, you should not change these
Method (IPCP) for settings as most ISPs provide a dynamic IP address for the
secondary ISP setup router when it connects to the ISP. If your ISP provides a

fixed IP address, check Yes and enter the IP address in the
field of Fixed IP Address.
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5.11.5 Call Control

Some applications require that the router be remotely activated, or be able to dial up to the
ISP via the ISDN interface. Vigor routers provide this feature by allowing user to make a
phone call to the router and then ask it to dial up to the ISP. Accordingly, a teleworker can
access the remote network to retrieve resources. Of course, a fixed IP address is required for
WAN connection and some internal network resource has to be exposed for remote users,

such as FTP, and WWW.

ISDN >> Call Control

Call Control Setup
Dial Retry

Dial Delay Interval

PPP/MP Dial-Out Setup
Basic Setup

Link Type

PFP Authentication

TCP Header Compression

Idle Timeout

Call Control Setup

Basic Setup

VigorIPPBX 2820 Series User's Guide

times Remote Activation

second{s)

Bandwidth On Demand {BOD) Setup

Dialup BOD w High Water Mark 7000 cps

PAP ar CHAP High Water Time 30 secand(s)

Mone M Low Water Mark E000 cps
second(s) | Low Water Time 30 second(s)

Dial Retry - It specifies the dial retry counts per triggered
packet. A triggered packet is the packet whose destination
is outside the local network. The default setting is no dial
retry. If set to 5, for each triggered packet, the router will
dial 5 times until it is connected to the ISP or remote
access router.

Dial Delay Interval - It specifies the interval between
dialup retries. By default, the interval is 0 second.

Remote Activation — It can help users who would like to
access the server which is off the Internet in the head
office. To remotely make the server to be available on the
Internet, i.e. make the router in the head office activating
its Internet access either by dialing-up or starting
broadband connection, users can make a regular phone
call (the number is set in the Remote Activation field) to
the router as signaling it for activation. The phone call
will be soon disconnected once the router is on line.

Note that Dialing to a Single ISP should be
pre-configured properly.

Link Type - Because ISDN has two B channels
(64Kbps/per channel), you can specify whether you would
like to have single B channel, two B channels or BOD
(Bandwidth on Demand). Four options are available: Link
Disable, Dialup 64Kbps, Dialup 128Kbps, Dialup BOD.
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Link Type Dialup BOD b
Link Disable
Dialup B4kbps
Dialup 128Kbps

PPP Authentication - It specifies the PPP authentication
method for PPP/MP connections. Normally you can set it
to PAP/CHAP for better compatibility.

TCP Header Compression - VJ Compression: It is used
for TCP/IP protocol header compression. Normally it is
set to Yes to improve bandwidth utilization.

Idle Timeout - Because our IDSN link type is Dial On
Demand, the connection will be initiated only when

needed.
Bandwidth-On-Demand Bandwidth-On-Demand is for Multiple-Link PPP
(BOD) Setup \(ML-PPP or MP). The parameters are only applied when

you set the Link Type to Dialup BOD. The ISDN usually
use one B channel to access the Internet or remote
network when you choose the Dialup BOD link type. The
router will use the parameters here to decide on when you
activate/drop the additional B channel. Note that cps
(characters-per-second) measures the total link utilization.

High Water Mark and High Water Time - These
parameters specify the situation in which the second
channel will be activated. With the first connected
channel, if its utilization exceeds the High Water Mark
and such a channel is being used over the High Water
Time, the additional channel will be activated. Thus, the
total link speed will be 128kbps (two B channels).

Low Water Mark and Low Water Time - These
parameters specify the situation in which the second
channel will be dropped. In terms of the two B channels,
if their utilization is under the Low Water Mark and these
two channels are being used over the High Water Time,
the additional channel will be dropped. As a result, the
total link speed will be 64kbps (one B channel).

5.12 IP PBX

IP PBX (IP -Private Branch eXchange ) is a private telephone network used within an
enterprise. Users of the PBX can share a certain number of outside lines for making
telephone calls external to the PBX.

IP PBX integrates the benefits of VolP and transfers the message from IP phone into the data
that can be accepted by traditional PBX through IP network. It is a new platform that
enterprises can use data network to deliver voice. Additionally, to move the IP phone set(s),
users just need to plug into another network connector. Such thing simplifies the procedure
of moving, increasing, changing and deleting phone settings; also it can join with other
system such as CALL center to be a multi-functional communication platform. Moreover, it
can save large cost in communication for the enterprise.
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This menu can assist users to configure most of settings in IP PBX.

Below shows menu items for IP PBX;

HP=PBX
E-Extension
ELine-Seling

E-BialPlan
EPHX-System
EPHX-Siatus

5.12.1 Extension

The system allows you to set 50 extension numbers for ISDN/SIP/Phone call. Please open IP
PBX>>Extension to get the following page.

IP PBX >> Extension

Internal Phone Extension

Index Ext. Name Email Address Outgoing Call Status
1. == = H
2. == = H
3. == = H
4. == = H
3. == = H
6. == = H
i == = H
8. == = H
9. == = H
10. == = H

<< 110 | 1120 | 2130 | 3140 | 4150 == Next ==

There are 50 extension profiles that you can configure. Please click any number under Index
to set detailed configuration.
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IP PBX >> Extension Profile

Internal Phone Extension Index 1

Internal Phone Extension Active (U Enable @ Disable

allow Registration from

Type

Extenszion Number
Display Mame
Authentication

Owan  [wPH
sIp v

[0 Use Display Mame as authentication ID

Password

[] Enable PPTP PN Dial-In for this Number/Password

E-rnail Address

Yoice mail Password

MW

Send a test e-mail

O Matify User who Subscribed ® Force Motify User

Cutgoing Call Use

Osir1 Osipe Csira Osip4 Osips Csira [isoMe-TECIPSTH

Answer Mode

No answer after
Busy then

Kot on-line

Internal Phone
Extension Active

Allow Registration
from

Type

Extension Number

DrayTek

B0 sec then |Keep Ring v
Do Mothing v

Do Mothing w

[ Ok l [ Cancel l [ Clear ]

Click Enable to invoke such profile.

If Disable registration from WAN in IP PBX >> PBX
System >> SIP Proxy Setting page is unchecked, there are
two options offered here (WAN / VPN) for extension
registration.

For getting the highest network security, please check VPN
only.

In addition, refer to section 3.14 How to enhance the
security for extensions' registration for detailed
information.

Determine the type for such extension profile.

SIP hd

SIP
ISDM1-50

SIP — Choose this type to make such extension profile
available for general IP phone.

ISDN — Choose this type to make such extension profile
available for ISDN phone call.

Type the number of extension for such index.
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Display Name Type a name as a display for this extension profile.

Authentication Check this box to make the IP PBX executing authentication
while the number is dialed.

Use Display Name as authentication 1D — Check this box to
use the Display Name as the authentication ID for such
extension profile.

Password Type a number for the IP PBX to execute authentication.
When an IP phone connects to network, IP PBX will use such
password for authentication.

Enable PPTP VPN Dial-In for this Number /Password -
Check this box to enable remote user can use this account
setting as PPTP remote dial-in authentication account.

E-mail Address Type an e-mail address to receive media (voice) file sent by
incoming calls.

Send a test e-mail: Click this button to send a test e-mail to
the mail box you typed here.

Voice Mail Password Type a password here. When the user want to listen the voice
mail, he/she muse use such password to open it.

MWI (Message Waiting  There are two types of MWI for users to choose. Please click
Indicator) the one according to the real application.

Notify User who Subscribed - The user needs to send out
SUBSCRIBE message first. When IPPBX detects new voice
message from some extension number or the condition of the
voice message is changed, it will transfer “NOTIFY”
message to the users within the valid time subscribed.

Force Notify User- The user does not send out SUBSCRIBE
message automatically. The IPPBX will deliver “NOTIFY™”
message to the users if there is a new message or the user
registers on IPPBX again.

Outgoing Call Use There are six outside lines (SIP accounts) and two ISDN lines
(available based on the Phone Setting configuration) and one
PSTN for you to specify for such extension. Please check the
one(s) you want.

Answer Mode Specify the way to process incoming phone calls.

No answer after ..... — When the incoming phone call is not
picked up, it will be processed by keeping ringing, leaving
voice mail, forwarding to certain extension or group, or
forwarding a PSTN or mobile via SIP Trunk. Please specify
the waiting time and determine the way you want to process.

Keep FHing w
oo
Yoice Mail
Foreward To Extension
Forward To Group

Foreard To SIP Trunk

Busy then — When this extension number is busy, the
incoming phone call will be processed by leaving voice mail,
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forwarding to certain extension or group, or forwarding to
SIP Trunk. Please determine the way you want to process.

‘v’
Foreard To Extension
Fonward To Group

Foreard To SIP Trunk

Not on-line — When this extension number is not online, the
incoming phone call will be processed by leaving voice mail,
forwarding to certain extension or group, or forwarding to
SIP Trunk. Please determine the way you want to process.

Do Mothing e
Do Mothine E

“oice Mail

Foreard To Extension
Fonward To Group
Foreard To SIP Trunk

Forward To SIP Trunk If you choose Forward To SIP Trunk as the Answer Mode
setting, you have to specify one of the SIP Trunk numbers
(from 001 to 006) and type an external number in the field of
dial to. Later, the internal phone calls will be transferred to
such specified external number if they match the conditions
of such profile.

Busy then Do Mothing e
Mot on-line Forward To SIP Trunk »
Forward To SIP Trunk 1-001 % and dial to
1-001
2- 002
3-003 | OK [«
4 - 004
5-005
|5 - O0B
Note: The fiftieth extension profile is dedicated to Phone type.
SIP1 SIP2 SIP3
49. 203 ISDN Phonel SIP4 SIP5S SIPG v
ISDN2-TE
SIP1 5IP2 SIP3
50. 201 Phone SIP4 SIPS SIPG v
ISDN2-TE
<< 110 | 1120 | 2130 | 3140 | 41.50 == << Back

In such page, you can configure settings to fit real requirement except for display name, type,
authentication, password and not on-line.
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IP PBX >> Extension Profile

Internal Phone Extension Index 50

Internal Phone Extension Active ®Enable O Disable
sllow Registration from Clwar  CwrPM
Type

Extension Mumber am

Display Mame

authentication
Use Display Mame as authentication ID

Password

[] Enable PPTP ¥PM Dial-In for this Mumber/Password

E-mail &ddress Send a test e-mail
Yoice mail Password sse

Pl T

O Maotify User who Subscribed ® Farce Matify User

Outgoing Call Use
Osiepr Osirz Osipz Osipe Osies Osipe Cl1soNz-TECIPSTH

Answer Mode

Mo answer after G0 cec then |Keep Ring v
Busy then Da Mathing b
Not on-line

Ok ] [ Cancel ] [ Clear
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5.12.2 Line Setting

There are six SIP outside lines and one ISDN line provided by this IP PBX device. Users can
set them respectively from SIP Trunk and ISDN Trunk.

IP PBX >> Line Setting

Line Setting

SIP Trunk
ISDN Trunk
PSTH Trunk

DID (Direct Inward Dialing) is a service provided by SIP providers. It allows one main SIP
account (SIP Trunk) attached with several sub-accounts (defined in Alias List under SIP
Trunk). When the main accounts have been registered on VigorIPPBX 2820, it means the
router owns these sub-accounts at the same time. That is, people can dial main SIP accounts
or sub-accounts via VigorIPPBX 2820.

5.12.2.1 SIP Trunk

This page allows you to set profiles for 6 SIP outside lines (main account) at one time with

50 alias names (sub account).

IP PBX >> SIP Trunk List

SIP Trunk List

Index Profile Name Domain/Realm Proxy

Tl 1= |~ [ (=

Alias List

Profile Name

Domain/Realm

Proxy

Account Number/Name
Trunk Number
Status

Alias List

Refresh Seconds: |5 % | Refresh |

Account

Number/Name Trunk Number Status

001
ooz
003
004
005
006

R:Success registered on SIP server
-:Fail to register on SIP server

Display the name for such main account.

Display domain name or IP address of the SIP Registrar
server.

Display the domain name or IP address of SIP proxy
server.

Display the account name of SIP Address.
Display the short number for such account.

Display current status for the account (successful
registration or failed registration).

Allows you to set sub accounts for the main accounts in
SIP Trunk.

Please click any number under Index to set detailed configuration.

DrayTek
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IP PBX >> SIP Trunk List

SIP Trunk Index 1
Profile Mame

Register via

SIP Local Port
Domain/Reallm

Praxy

Prowy Port

Display Mame
Account Mumber/Mame
O asuthentication ID
Password

Expiry Time

Trunk number

Out-going call CLI

Office hours answer mode

Mon-Cffice hours answer mode

{11 char max.)
Auto v Call without Registration
5070

{63 char max.)

{63 char max.}

5060
{23 char max.)
(63 char max.)
{63 char max)
(63 char max.)
1 hour % =1
01 {3 char max.)

@ Main number
O alias number

Auto Attendant hd
Auto Attendant A

Note: SIP Local Port can not be equal to PBX Proxy Port.

Profile Name

Register via

SIP Port

Domain/Realm

Proxy

Proxy Port
Display Name

VigorIPPBX 2820 Series User's Guide

[ Ok ] [ Cancel ]

Assign a name for this profile for identifying. You can
type similar name with the domain. For example, if the
domain name is draytel.org, then you might set draytel-1
in this field.

If you want to make VolP call without register personal
information, please choose None and check the box to
achieve the goal. Some SIP server allows user to use VolP
function without registering. Choosing Auto is
recommended. The system will select a proper way for
your VolP call.

Mone

Set the port number for sending/receiving SIP message for
building a session. The default value is 6060. Your peer
must set the same value in his/her Registrar.

Set the domain name or IP address of the SIP Registrar
server.

Set domain name or IP address of SIP proxy server. By
the time you can type :port number after the domain
name to specify that port as the destination of data
transmission (e.g., nat.draytel.org:5065)

Set port number for the proxy server.

The caller-ID that you want to be displayed on your
friend’s screen.
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Account Number/Name Enter your account name of SIP Address, e.g. every text
before @..

Authentication ID Check the box to invoke this function and enter the name
or number used for SIP Authorization with SIP Registrar.
If this setting value is the same as Account Name, it is not
necessary for you to check the box and set any value in

this field.

Password The password provided to you when you registered with a
SIP service.

Expiry Time It is the time duration that your SIP Registrar server keeps

your registration record. Before the time expires, the
router will send another register request to SIP Registrar
again.

Trunk Number There are two ways to dial outside lines for an extension
number. First, dial a short number and wait for a while.
When dial tone appears, please dial the real outside line
number. Second, dial a short number and then the real
outside line number without waiting for dial tone. The
short number is defined here as Trunk Number.

Out-going call CLI Determine which phone number will be shown to the
remote end.

Main number — Choose this item to display the SIP trunk
number.

Alias number — Choose this item to display the alias
phone number, that is, the sub account.

Office hours answer mode  Set the answering mode for such outside line in office
time. You can specify it with Auto Attendant (AA), or
forward it to any Extension or Group directly.

Auto Attendant A

Y R
Foward To Extension
Foward To Group

Non-office hours answer Set the answering mode for such outside line in non-office
mode time. You can specify it with Auto Attendant (AA), or
forward it to any Extension or Group directly.

Auto Attendant A

Y R
Foward To Extension
Foward To Group
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Alias List

Click the Alias List link to access into the configuration page as shown below.

IP PBX >> Alias
Alias List
Index Profile Name Number Office Hours Non Office Hours Active Trunk
1. Auto Attendant Auto Attendant MNo
2. Auto Attendant Auto Attendant No
3. Auto Attendant Auto Attendant No
4., Auto Attendant Auto Attendant MNo
5 Auto Attendant Auto Attendant No
b. Auto Attendant Auto Attendant MNo
i. Auto Attendant Auto Attendant No
8. Auto Attendant Auto Attendant No
9. Auto Attendant Auto Attendant No
10. Auto Attendant Auto Attendant No
<< 140 | 1120 | 21.30 | 3140 | 41.50 Next -
Profile Name Display the alias name for such sub account.
Number Display the phone number of such account.
Office Hours Display the selected answer mode for office hours.
Non Office Hours Display the selected answer mode for non office hours.
Active Display current activation status for such account, enabled
or disabled.
Trunk Display the SIP Trunk for such sub account attached.

You can set 50 profiles as alias for SIP Trunk list. Click the number under Index to set
detailed configuration.

IP PBX >> Alias

Alias 1.

Active (O Enable @ Disahle

Alias Mame

Alias Number
Alias of SIP Trunk 1-7277 %

& Main number

O alias number

Cut-going call CLI

Answer Mode

Office hours answer mode Auto Attendant v
Mon-Office hours answer mode Auto Attendant v
[ Ok l [ Clear ] [ Cancel ]
Active Click Enable to activate this entry. Or, click Disable to
inactive this entry.
Alias Type a name for such account.
VigorlPPBX 2820 Series User's Guide 277 Dray Tek



Alias Number
Alias of SIP Trunk

Out-going call CLI

Office hours answer mode

Non-office hours answer
mode

5.12.2.2 ISDN Trunk

Type a number for such account.

Choose one of the items listed in SIP Trunk List for this
alias profile.

Determine which phone number will be shown to the
remote end.

Main number — Choose this item to display the SIP trunk
number.

Alias number — Choose this item to display the alias phone
number, that is, the sub account.

Set the answering mode for such outside line in office time.
You can specify it with Auto Attendant (AA), or forward it
to any Extension or Group directly.

Auto A

Fnard |:| }{tensiun
Foward To Group

Set the answering mode for such outside line in non-office
time. You can specify it with Auto Attendant (AA), or
forward it to any Extension or Group directly.

Auto Attendant -

Ao Afardan
Foward To Extension
Foward To Group

This page allows you to set profile for ISDN outside line.

IP PBX >> ISDN Trunk

ISDN Trunk

ISDN 1 Trunk Number
ISDM 2 Trunk Mumber
Office hours answer mode

Mon-Office hours answer mode

[ 1SDM Trunk Auta Hunt

ISDN 1 Trunk Number

ISDN 2 Trunk Number

DrayTek

an4
Auto Attendant v
Auto Attendant hd
GE6

[ Ok ] [ Cancel l

Set the trunk number for extension to access when
they want to make ISDN calls via this port.

Set the trunk number for extensions to access when
they want to make ISDN calls via this port.

Note: When this field grayed out and can not set the
number, it means the port is set as ISDN-SO0 type.
Therefore, it can not be used as ISDN Trunk port. If you
want to use this port as ISDN Trunk, please go to
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Office hours answer mode

Non-office hours answer
mode

ISDN Trunk Auto Hunt

5.12.2.3 PSTN Trunk

IPPBX>PBX System> Phone Setting page to change
the port type.

Set the answering mode for such outside line in office time.
You can specify it with Auto Attendant (AA), or forward it
to any Extension or Group directly.

Auto Attendant A

T
Foward To Extension
Foward To Group

Set the answering mode for such outside line in non-office
time. You can specify it with Auto Attendant, or forward it
to any Extension or Group directly.

Auto Attendant A

T
Foward To Extension
Foward To Group

When both ISDN ports set to TE mode, you can specify an
auto hunt number. When people want to dialing to | SDN
network via this number by using extension, the router will
auto hunt an available line for it.

This page allows you to set profile for PSTN line.

IP PBX >> PSTN Trunk

PSTM Trunk
Trunk Mumber

Office hours answer mode

Mon-0ffice hours answer mode

Off-Met PIM Code:
On-Met PIM Code:

Disconnect PSTH Trunk:

Trunk Number

Office hours answer mode

VigorIPPBX 2820 Series User's Guide

502 {7 digits max.)

Auto Attendant ¥

Auto Attendant L3

(O Enable @ Disable |H000

OEnable @ Disahle |0000
[ Ok ] [ Cancel ]

Type the PSTN Trunk number in this field. When an
extension wants to access the PSTN trunk, it needs to dial
the trunk number, just like you dial 0 to access trunk line in
normal PBX system.

Set the answering mode for such outside line in office time.
You can specify it with Auto Attendant (AA), or forward it
to any Extension or Group directly.

Auto Attendant v

e Atendant
Foward To Extension
Foward To Group
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Non-office hours answer  Set the answering mode for such outside line in non-office
mode time. You can specify it with Auto Attendant, or forward it
to any Extension or Group directly.

Auto Attendant v

Puto Attendant
Foward To Extension
Foward To Group

Off-Net Pin Code If a user needs to do off-net (from VoIP to PSTN) call, he
has to input the PIN code number to do the authentication
for checking if the call is off-net or not. Select Enable and
type the number as a Pin Code.

On-Net PIN Code If a user needs to do on-net (from PSTN to VolIP) call, he
has to input the PIN code number to do the authentication
for checking if the call is on-net or not. Select Enable and
type the number as a Pin Code.

Disconnect PSTN Trunk Press this button to disconnect PSTN trunk when FXO
seize the line and no way to release it.
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5.12.3 Dial Plan
IP PBX >> Dial Plan

Dial Plan Configuration

Digit Map
Phone Book

Call Barring

5.12.3.1 Digit Map

For the convenience of user, this page allows users to edit prefix number for the SIP account
with adding number, stripping number or replacing number. It is used to help user having a
quick and easy way to dial out through VoIP interface.

IP PBX >> DialPlan Setup

Digit Map Setup

# Enable Match Prefix Mode OP Number Min Len Max Route Backup
Len Route

1 fatala] Replace | |86 ] 1] ISDM2-TE + | | Mone b

2 0 0 ISDNZ-TE + || None v

8| (4

N |

5| (4

6 O

7 (ol

18 1

19 ol

20 1

Note: 1. The length for Min Len and Max Len fields should be between 0~25,

T2, Wildcard ' is supported.
Tips for One stage dialing for trunk line:
1. Set the mode to "Strip"
2, Let the OP number and Prefizx number be the same.
3. Set a suitable range for the length fields.
4. Select a specific route for this rule.
For example, set op number and prefix number to 1, and set the route to ¥oiP1, When an extension dial
"12345", PEX will dial "2345" to the route of VoIP1,
5. Backup route will trigger when defalut route not registed or receive fail response.
[ Ok ] [ Cancel ]

Enable Check this box to invoke this setting.

Match Prefix It is used to match with the number you dialed and can be
modified with the OP Number by the mode (add, strip or
replace).

Mode None - No action.

Add - When you choose this mode, the OP number will be
added before the prefix number for calling out through the
specific route.

VigorlPPBX 2820 Series User's Guide 281 Dray Tek



DrayTek

OP Number

Min Len

Max Len

Route

Strip - When you choose this mode, partial or the whole
prefix number will be deleted according to the OP number.
Take the above picture (Prefix Table Setup web page) as an
example, the OP number of 886 will be deleted completely
for the prefix number is set with 886.

Replace - When you choose this mode, the OP number will
be replaced by the prefix number for calling out through the
specific VolP interface. Take the above picture (Prefix
Table Setup web page) as an example, the prefix number of
03 will be replaced by 8863. For example: dial number of
“031111111” will be changed to “88631111111” and sent
to SIP server.

Mode

Replace

The front number you type here is the first part of the
account number that you want to execute special function
(according to the chosen mode) by using the prefix number.

Set the minimal length of the dial number for applying the
prefix number settings. Take the above picture (Prefix
Table Setup web page) as an example, if the dial number is
between 7 and 9, that number can apply the prefix number
settings here.

Set the maximum length of the dial number for applying the
prefix number settings.

Choose the one that you want to enable the match prefix
settings from the saved SIP accounts. Please set up one SIP
account first to make this route available. This item will be
changed according to the port settings configured in IP
PBX>>PBX System>>Phone Settings and IP
PBX>>Line Settings>>SIP Trunk.

IP PBX >>PBX System

Phone List
Index Port Call Codec 1
Feature
1 Phone Cw,CT, G.729A/B Dé
2 [isDN1-so v G.720M/8
3 [ISDN2TE v G.729A/B D..
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Backup Route

5.12.3.2 Phone Book

In this section, you can set your VoIP contacts in the “phonebook”. It can help you to make
calls quickly and easily by using Speed Dial Number. There are total 20 index entries in the
phonebook for you to store all your friends and family members’ phone numbers.

IP PBX >> Phone Book Setup

Phone Book Setup

# Enable

1

2

3

4

5

5]

18

19

20

Enable

] I (] S (]

R

Speed Dial Number
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ish Seconds: |5 ¥ | Refresh |

:E:?}J:atme Trunk Number
001
ooz
00z
004
005

006

Status

It will be triggered when the original route is not registered

or receives failed response.

Backup
Route

Mone b
Maone
ISOMN2-TE
“olP1

“iolP2

“iolP3

“iolP4

YiolPs

“iolPE

Phone Number

[ Ok ] [ Cancel ]

Check the box to enable the entry.
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Speed Dial Number Type the digit number (maximum 6) in this field which can

dial to the client with the phone number specified later.

Phone Number Type the complete phone number (maximum 19) for the

client that you want to dial out.

Choose the interface (from VolP 1 to VVolP 6) for the phone
call to dial out.

Route

5.12.3.3 Call Barring
Call barring is used to block phone calls coming from the one that is not welcomed.

IP PBX >> DialPlan Setup

Call Barring Setup

Index Call Direction

E G

W
W

M

M

-y
—
[—]
—
-y
P
=

Advanced:

Block Anonymous
Block Unknown Domain

| Setto Factory Default |

Barring Type Barring Number/URLFURI  Route Schedule Status

Click any index number to display the dial plan setup page.

IP PBX >> DialPlan Setup

Call Barring Index No. 1
Enable

Call Direction
Apply To

Barring Type
Specific URI/URL

Interface

Index({1-15) in Schedule Setup

Enable

Call Direction

DrayTek

W
All
Specific URIJURL »

b

1-777 v

1l 1l 1l

[ OK ] [ Cancel ]

Click this to enable this entry.

Determine the direction for the phone call, IN — incoming
call, OUT-outgoing call, IN & OUT - both incoming and
outgoing calls.
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ouUT :
IN & OUT

Apply To Call barring can be applied to specific extension number
(set in IP PBX >>Extension) or group (IP PBX>>PBX
System>>Hunt Group) respectively or applied to all of
extensions/groups completely.

Extension KANREES ¥ | Extension

Specific URKURL

Group

¥ 1= v Group

specific URKVURL +

Barring Type Determine the type of the VoIP phone call, URI/URL or
number. It will bring out different setting options.

apecific URIYURL +

Specific URVURL
ospecific Mumber

Specific Number/Specific  This field will be changed based on the type you selected
URI/URL for barring Type. Please type numbers or URI/URL

Interface “All” means all the phone calls (including ISDN1/2 &
SIP) will be blocked with such mechanism. Or you can
specify certain port (set in IP PBX>>L.ine Setting>> SIP
Trunk) to be blocked by choosing from the drop down
list.

Index (1-15) in Schedule Enter the index of schedule profiles to control the call
barring according to the preconfigured schedules. Refer to
section Application >>Schedule for detailed
configuration.

Additionally, you can set advanced settings for call barring such as Block Anonymous or
Block Unknown Domain. Simply click the relational links to open the web page.

For Block Anonymous — this function can block the incoming calls without caller ID on the
interface specified in the following window. Such controlling also can be done based on
preconfigured schedules.

IP PBX >> DialPlan Setup
GCall Barring Block Anonymous

Enable
Index(1-15% in Schedule Setup

Note:Block the incoming calls which do not have the caller ID.

Ok ] [ Cancel
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For Block Unknown Domain — this function can block incoming calls from unrecognized

domain that is not specified in SIP accounts. Such controlling also can be done based on
preconfigured schedules.

IP PBX >> DialPlan Setup

Call Barring Block Unknown Domain

Enahle
Index(1-15) in Schedule Setup , ’ ,

MNote:If the domain of the incoming call is different from the domain found in SIP accounts,the call
should be blocked.

024 ] [ Cancel

5.12.4 PBX System

This page allows you to set relational (advanced) settings for PBX
IP PBX >> PBX System

PBX System

SIP Proxy Setting
Hunt Group
Voice Mail Configuration

Office Hours

Auto Attendant Wizard

Prompt Maintenance
Phone Setting

SIP Trunk and Extension Configuration Backup

5.12.4.1 SIP Proxy Setting

To make the IP phone to be registered in IP PBX device successfully, it is necessary for the
users to configure settings in this page.

IP PBX >> PBX System

SIP Proxy Setting

SIP Local Port 5060
SIP Proxy Realm PB¥.com
Parking Server Number 7iv

Call Pickup Mumber "1

RTP Local Port Start 15050
RTP Local Port End 20000

Disable registration from Wan
Limit SIP Request Wal Request/Sec (Range: 0~64)
Notel: The Call Pickup Mumber used for both specific number pickup and group pickup.

Note?2: If "Disable registration from WaN" option is selected, you can still enable certain extensions to
" register from WAN/YPN on indivisual extension profile page.

[ OK ] [ Cancel ]

SIP Local Port Set a port number as SIP local port. The default setting is
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SIP Proxy Realm

Parking Server Number

Call Pickup Number

RTP Local Port Start/
RTP Local Port End

Disable registration from
WAN

Limit SIP Request WAN

VigorIPPBX 2820 Series User's Guide

5060.

Type SIP service domain name. In full SIP URI, such is the
part after @ symbol.

This number is used to communicate with the parking
server and invoke the parking function. The default setting
number is “777”.

1. When you receive a phone call and need to go to the
remote end to talk with the same caller, you have to holc
the phone call and transfer the call to this number from
VolP phone set.

2. The parking sever will give you another voice number
(e.g., your parking number is XXXX).

Please remember it and hang up the phone set.

3. Next, use another phone set in remote end to
communicate with that caller again by dialing the voice
number (XXXX).

Press the number specified here to pickup a call which is
ringing on another extension. For specific extension pickup,
press ‘pickup number' + ‘extension number' + #; for group
pickup, just press 'pickup number' + #.

For example, pickup number is *1 and 101 ~ 105 are set in
the same hunt group. When an incoming call rings
extension 101; the extension 102~105 can just dial *1# to
pickup the call. However, if the extension 106 wants to
pickup that call, it needs to dial *1101#.

If your VoIP service provider gave you such information,
please type the port number for RTP traffic. Otherwise,
keep the default setting. For one port number used, type the
same port number in RTP Local Port Start and RTP Local
Port End fields. To set a range for port numbers type
different port numbers in RTP Local Port Start and RTP
Local Port End fields.

Check this box to disable the SIP account registration from
WAN side. It can prevent unauthorized users to use your
system.

If this option is selected, you can still enable certain
extensions to register from WAN/VPN on individual
extension profile page.

Choose this item to restrict number of SIP request per second
from WAN side.
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5.12.4.2 Hunt Group

This page allows you to make several extension numbers under certain group. Thus, when a
phone call incomes, all the extension numbers under such group will ring.

IP PBX >> PBX System

Hunt Group
Index Group Name Group Extension Hunt List {Max 20 Extension)
1
2.
3.
4.
5.
6.
1
8.
9.
10.

Index You can set 10 groups for using in different conditions.
Simply click the number under Index to specify detailed
information.

Group Name Display the name of such group.

Group Extension Display the extension number of such group.

Hunt List Display the members inside the group.

Click any index number to display the hunt group setup page.
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IP PBX >> PBX System

Hunt Groups Index 1
Hunt Group Mame
Hunt Group Extension
Hunt Rule

Timeaout

Owerflow Rule

Sirmultaneously

g0 Seconds (MUST greater than 10 seconds)

Terrminate hd

Hunt List {Maximum Of Group Member:20)

Available Chosen
32-- -~
33-
gg : [ Add » |
36 -
37 - [ Add Al |
35 -
ig [ Remove « ]
41 -
42- [ Remave Al |
43 -
ig [ Maove Up ]
46 -
47 - [ Move Down ]
45—
43 - 303
a0 - 901 el

[ Ok ] [ Cancel ]

Hunt Group Name
Hunt Group Extension
Hunt Rule

Timeout

Overflow Rule

VigorIPPBX 2820 Series User's Guide

Type suitable name for such group.
Type extension number for such group.
Use the drop down menu to choose rule for such group.

Simultaneously — Choose such rule can make all the
phones in the groups ring while receiving incoming calls.

Sequentially - Choose such rule can make all the phones
in the groups ring one by one while receiving incoming
calls.

Set the timeout for such group. The default setting is 60
seconds. After timeout, the system will execute overflow
rule selected below.

When the hunt group does not have any response to an
incoming call, the call will be processed with the way
chosen here such as being terminated, keeping ringing,
forwarding to certain group, forwarding to certain
extension or leaving voice mail and so one. If you choose
Forward to Group or Forward to Extension, a drop down
box will appear for you to choose the extension / group to
transfer to.
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Terminate v

Terminate

Keep Ringing
Forward to Group
Forward To Extension

“oice Mail

Add>> Click this button to move the selected item in Available
area to Chosen area.

Add All Click this button to move all of the items in Available area
to Chosen area.

Remove<< Click this button to move the selected item in Chosen area
to Available area.

Remove All Click this button to clear all of the selections in Chosen
area.

Move Up Click this button to move the selected item to the upper
place.

Move Down Click this button to move the selected item to the lower
place.
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5.12.4.3 Voice Mail Configuration

This page allows users to set actions for voices mails.

IP PBX >> PBX System

Yoice Mail Configuration

Extension for checking messages i ta] {20 ~ BEE3E)
[ send voice Message by Email

Delete Yoice Message after Sending Mail
Day for keeping voice mail 3 (177
Maximum messages time 30 Sec #
Mail Yoice-Mail Setup
SMTP Server
SMTP Port 25
O authentication
User Mame
Passwoard

[ (0]24 ] [ Cancel l

Extension for checking
messages

Send Voice Message by
Email

Days for keeping voice
mail

Maximum message time

SMTP Server

SMTP Port

Authentication

User Name

Password

VigorIPPBX 2820 Series User's Guide

The number specified here is used for the user to listen
personal voice mail from IP PBX device.

IP PBX can send the voice mail to the specified e-mail
address for the incoming call if you check this box.

Delete VVoice Message after Sending Mail - IP PBX can
send the voice mail to the specified e-mail address for the
incoming call directly and delete the temporary file in IP
PBX if you check this box.

Type the days for keeping each voice mail.

Type the recording length for each voice mail.

Type IP address or domain name for the server specified
for receiving voice messages.

Type the port number for the server. The default value is
25.

Check this box to authenticate the mail server.

Type a name for IP PBX to authenticate the mail server
automatically while connecting.

Type a password for IP PBX to authenticate the mail
server automatically while connecting.
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5.12.4.4 Office Hours
You can set ten groups of office hours including starting point, ending point on duty day(s).

IP PBX >> PBX System

Office Hours

Office Hour Office Hour
Index Enable Start (HHMM)  End (HHMM) weekdays

1 02 |25 + 04 | |25 v M sun Cmon O Tue Hwed C Thu CFri [ sat

=

2 Sun  Mon  Tue Wed Thu Fri  Sat
Sun  [Mon  Tue Wed (Thu Fri  Sat
Sun  (Mon  Tue Wed Thu Fri  Sat
Sun  [Mon  Tue Wed (Thu Fri  Sat
Sun . Mon  Tue Wed Thu (Fri  Sat
Sun | Mon  Tue Wed Thu| [Fri  Sat
8 Sun . Mon  Tue Wed Thu (Fri  Sat

9 Sun | Mon  Tue Wed Thu! [Fri  Sat

] (o N (o O (o [

10 Sun Mon  Tue Wed Thu |Fri  Sat

Holiday Setting

Month Date

1

2

3

4

5

5]

7

=

Q

10

11

12

ok ] [cear ) [Ccancel
Office Hour Start Use the drop down menu to choose the time as the starting
point.
Office Hour End Use the drop down menu to choose the time as the ending
point.

Weekdays Check the day(s) to apply the office hour for that index.
Date Specify date(s) for applying the office hour settings in

holiday, for example, type 2,4 6 & 7 in the field of Date for
Month 1. It means January 2,4,6 & 7 will apply the office
hour settings configured in this page.
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5.12.4.5 Auto Attendant Wizard
The first page is configured for phone calls in office hours.
IP PBX >> PBX System

Auto Attendant Wizard - Office Hours

Key Action
0 ||Ring Extension | [1-101 *
1 ||Ring Extension | [1-101 *
2 ||Ring Extension »| [1-101  +
E00) CISHSIAIEE 3 ||Ring Extension »| [1-101 +
answers the
Caller calls call,plays office 4 || Rini Extansion 1101
Auto hiours greeting - g
Attendant {prompt 5),and 5 || Ring Extension 1-101
waits for caller
input 6 ||Ring Extension 1-101
7 ||Ring Extension | [1-101  »
8 ||Ring Extension | [1-101 |+
9 || Ring Extension | [1-101  »

Click Next. The second page is configured for phone calls in non-office hours.
IP PBX >> PBX System

Auto Attendant Wizard - Non-Office Hours

Key Action
0 || Ring Extension v | |1-101 &
1 | Ring Extension % |1-101 |+
2 ||Ring Extension % | |1-101
Auto Attendant
answers the 3 ||Ring Extension »| |1-101 v
Caller calls =k 4 |[Ring Extension %] [1-101 »
Autn - office h_Durs - 9
Attendant greeting Ring E i | [1-101 v
(prompt 6%,and 5 ing Extension -
EIES for caller 6 || Ring Extension % | |1-101
input
7 ||Ring Extension »| |1-101
8 ||Ring Extension % | |1-101 &
9 |Ring Extension % | |[1-101 &
[ < Back ] [ Mext = ] [ Cancel ]
Key 0-9 Key 0 is fixed with Ring Extension.
Key 1 —9 can be set with different actions.
Action Drop down menu 1 contains Ring Extension /Plays

Prompt/Ring Hunt Group/Not Used.
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DrayTek

|EIS rmp
Ring Hunt Group
Mot Used

Ring Extension

Ring Extension - Only the extension number selected
here will ring.

Plays Prompt - Audio file will be played automatically.

Ring Hunt Group - Only the extension number within
the Hunt Group will ring.

Not Used — Nothing will be done for the key.

Drop down menu 2 contains extension hame (ex. Tom,
Mike)] or prompt [Prompt 1~ Prompt 10, audio files] or
Hunt Group Name [(ex. Sales, RD2)]. It will be changed
according to drop down menu 1.

Ring Extension
Plays Prompt  +

Ring Hunt Group

1-— v
Prompt 1 %
1-797 &

Mot Used »

Finally, the following window will appear.

IP PBX >> PBX System

Auto Attendant Wizard - Record Prompts

Please enter **** and {1151#~1160#:Record user ivr data; 1251#~1260#:Play user ivr data.) to

access IVR and auto-attendant message menu.

To record user prompts:

Step 1: Connect an analog phone to the phone port,

Step 2! Enter®****to access the IVRE menu.
Step 3! Enter 11¥x# to record a prompt.

[Here "«x" can be from 51 to 60 for recording user prompt 1 to user prompt 10 respectively.]

Y¥ou can record the office hours and non-office hour greetings or other prompts.

Prompt 5 is used as office hours greeting.

Prompt 6 is used as non-office hours greeting.

< Back l [

Ok ] [ Cancel
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5.12.4.6 Prompt Maintenance

The IP PBX system provides several audio files for users to choose for playing. Moreover,
users can upload other audio files from USB storage or hard disk or others to make the IP
PBX system playing. Users can record audio files and upload to router or download to PC.
However, the file format of the audio file must follow the rule stated on the web page. Users
can record the audio files through a phone set connected to the router or use audio record
program on PC.

IP PBX >> PBX System

Prompt Maintenance

Download
Prompt G711 01 || Back Up
Upload

[ Browse.. H Restore

Mote: The file name follows a pre-defined rule:
User Prompt File: v2820pbx_g711_userpromptxx.wav; =X 01~11;
If G711 Prompt File is upload, we will generate related G729 Prompt File automatically. But
we can not generate G711 Prompt file based on G729 Prompt file;
User prompt 11 is used for music on hold function,

Warning: Do Not access phone which connected on FxS port during you upload prompt file, it will
cause router malfunction.

Supported wav file format, the length of time is 75 sec at most.

Codec Channels Sample rate Bits
gk, 11.028k, 12k,
Linear PCM Sterea, Mono 16k, 22,08k, 24k, 16

32k, 44.1k, 48k

2k, 11.028k, 12k,
A-law g711 Stereo, Mono 16k, 22.058k, 24k, g
32k, 44.1k, 48k

gk, 11.025k, 12k,
u-law g711 Stereo, Mono 16k, 22,08k, 24k, o]
32k, 44,1k, 48k

Download The audio file can be saved with IVR file format or WAV
file format. In general, it will be saved in the router’s
memory after you record it. To back up the audio file(s)
(saved in FLASH of the router) to your computer, please
choose the one you want from the drop-down menu and
click Back Up.

VigorlPPBX 2820 Series User's Guide 295 Dray Tek



Download

Prompt G711 01 v/ |
Prompt G711 01

Prompt G711 02

Prompt G711 03

Prompt G711 04

Prompt G711 05

Prompt G711 06

|Prompt G711 07 s
Prompt G711 03 il
Prompt G711 09

Prompt G711 10 e
Prompt G729 01 r:
Prompt G729 02
JPrompt G729 03
1Prompt G729 04 :
Prompt G729 05

Prompt G729 06

Prompt G729 07

Prompt G729 03

Prompt G729 09

Prompt G729 10

System Prompt G711
System Prompt G729

Prompt 1 to prompt 10 will be used for user-defined audio
files (file format must be .WAYV). System Prompt file is
provided by router firmware.

Upload System Prompt file is provided by router firmware. To use
such audio file, you have to upload it to flash memory of
the router after finishing firmware update.

Click this Browse button to browse and choose other
audio files.

Restore Click this button to save the file to the router. Next time,
the audio file will be played in IP PBX system.
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Record audio file

Below shows a flow chart for using a phone set to record audio file.

[P —»[**_**J

L 1 X2 X3

o 60 J

@ D

@ @ [ IVR Greeting ]

!

>

' 3

§

1151#~1160# 1251#~1260 1351#~1360#
(Record user-defined (Play user-defined (Delete user-defined

prompt file within 20 sec.) prompt file) prompt file)

14#
(Clear all user-defined

prompt files)

<

!

¢

# 1: Confirm
¥ : Cancel

1: Confirm
% : Cancel

<

1:Save

2 :Review
3:Re-record
%:Cancel
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5.12.4.7 Phone Setting

This page allows user to set phone settings.

DrayTek

IP PBX >> PBX System

Phone List Refresh Seconds: |30 ¥
call Gain Extension DTMF
Index Port Feature Codec Tone (Mic/Speaker) Number Relay
User
1 Phone CW,CT, G.7294/B Definad &5 Q01 OutBand
2 |I5DMI-30 » G.7oga/m  USET 5/5 003 outBand
= ’ Defined
3 [ISDMZTE v G.7egam oo 5/5 904 outBand
= ' Defined
User
4 FxO G.7294/B Definad 545 Q02 OutBand
RTP
O symmetric RTP
Dynamic RTP Part Start 10050
Dynarnic RTP Port End 15000
RTP TOS |P precedence 5 hd
YolIP Collection Timer 4 sec
YolP Collection Timer Length 4
Phone List Port — There are four phone ports provided here for you

to configure. Index 1 and Index 4 are fixed and two (Index
2 & 3) are configurable. Phone port allows you to set
general settings for analog phones. FXO port allows you
to configure settings for PBX line. ISDN port allows you
to set common settings for ISDN network connection.
ISDN1 and ISDN2 port are configurable. Please use the
drop down list to choose ISDN1/2-TE for Internet
connection or choose ISDN1/2-S0 (ISDN intern) for
ISDN phone. In addition, you can connect six phones to
this router in certain case. Please refer to Section 1-4 for
detailed information of ISDN phone/network connection.

Call Feature — A brief description for call feature will be
shown in this field for your reference.

Codec — The default Codec setting for each port will be
shown in this field for your reference. You can click the
number below the Index field to change it for each phone
port.

Tone - Display the tone settings that configured in the
advanced settings page of Phone Index.

Gain - Display the volume gain settings for Mic/Speaker
that configured in the advanced settings page of Phone
Index.

Default SIP Account — “draytel_1" is the default SIP
account. You can click the number below the Index field
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to change SIP account for each phone port.

DTMF Relay — Display DTMF mode that configured in
the advanced settings page of Phone Index.

RTP Symmetric RTP — Check this box to invoke the function.
To make the data transmission going through on both ends
of local router and remote router not misleading due to IP
lost (for example, sending data from the public IP of
remote router to the private IP of local router), you can
check this box to solve this problem.

Dynamic RTP Port Start - Specifies the start port for
RTP stream. The default value is 10050.

Dynamic RTP Port End - Specifies the end port for RTP
stream. The default value is 15000.

RTP TOS - It decides the level of VoIP package. Use the
drop down list to choose any one of them.

IP precedence 1

IP precedence 2

IP precedence 3

IP precedence 4

IP precedence &

IP precedence B

IP precedence 7

AF Class1 (Low Drop)

AF Class1 (Mediurm Drop)
AF Class1 (High Drop)
AF Class2 (Low Drop)

AF Class2 (Medium Drop)
AF Class2 (High Drop)
AF Class3 (Low Drop)

AF Class3 (Medium Drop)
AF Class3 (High Drop)
AF Classd (Low Drop)

AF Classd (Medium Drop)
AF Class4 (High Drop)
EF Class

RTP TOS Manual b

VolP Collection Timer — Not available.

VolIP Collection Timer Length - Not available.
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Detailed Settings for Phone Port

Click the number link of Phone port, you can access into the following page for configuring
Phone settings. Below is the sample page for Phone port.

IP PBX >> PBX System

Phone
Call Feature
] Hotline

[] session Timer 90

O pND(Do Not Disturb) Mode
Index(1-15) in Schedule Setup:

Codecs

Prefer Codec G.729A/B (8Kbps) *

sec [ single Codec
Packet Size 20ms v
Voice Active Detector Off »

Note: Action and Idle Timeout settings will

be ignored.
O CLIR (hide caller 1D)
Call Waiting
Call Transfer

Hotline

Session Timer

DND (Do Not Disturb)
Mode

CLIR (hide caller ID)

Call Waiting

Call Transfer

Codecs

DrayTek

[

QK ] [ Cancel ] [Advanced]

Check the box to enable it. Type in the SIP URL in the
field for dialing automatically when you pick up the
phone set.

Check the box to enable the function. In the limited time
that you set in this field, if there is no response, the
connecting call will be closed automatically.

Set a period of peace time without disturbing by VoIP
phone call. During the period, the one who dial in will
listen busy tone, yet the local user will not listen any ring
tone.

Index (1-15) in Schedule - Enter the index of schedule
profiles to control the DND mode according to the
preconfigured schedules. Refer to section Applications>>
Schedule for detailed configuration.

Check this box to hide the caller ID on the display panel
of the phone set.

Check this box to invoke this function. A notice sound
will appear to tell the user new phone call is waiting for
your response. Click hook flash to pick up the waiting
phone call.

Check this box to invoke this function. Click hook flash to
initiate another phone call. When the phone call
connection succeeds, hang up the phone. The other two
sides can communicate, then.

Prefer Codec - Select one of five codecs as the default for
your VolP calls. The codec used for each call will be
negotiated with the peer party before each session, and so
may not be your default choice. The default codec is
G.729A/B; it occupies little bandwidth while maintaining
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good voice quality.

If the upstream speed is only 64Kbps, do not use G.711
codec. It is better for you to have at least 256Kbps
upstream if you would like to use G.711.

Prefer Codec G.711A Bdkbps)

G.711MU (54Kb
5.711A (B4Kbps)
G.7294/8 (BKbps)
G.723 (5.4kbps)

G.726_32 (32kbps)

S

Single Codec - If the box is checked, only the selected
Codec will be applied.

Packet Size - The amount of data contained in a single
packet. The default value is 20 ms, which means the data
packet will contain 20 ms voice information.

Packet Size 20ms v

20ms

Voice Active Detector - This function can detect if the
voice on both sides is active or not. If not, the router will
do something to save the bandwidth for other using. Click
On to invoke this function; click off to close the function.

Yoice Active Detector Off »

In addition, you can press the Advanced button to configure tone settings, volume gain,
MISC and DTMF mode. Advanced setting is provided for fitting the telecommunication
custom for the local area of the router installed. Wrong tone settings might cause
inconvenience for users. To set the sound pattern of the phone set, simply choose a proper
region to let the system find out the preset tone settings and caller ID type automatically. Or
you can adjust tone settings manually if you choose User Defined. TOn1, TOff1, TOn2 and
TOff2 mean the cadence of the tone pattern. TOn1 and TON2 represent sound-on; TOff1 and
TOff2 represent the sound-off.
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DrayTek

IP PBX >> Phone Settings

Advance Settings >> Phone
Tone Settings

Region | User Defined +
Low Freq
(Hz)
Dial tone 350
Ringing tone 400
Busy tone 400

Congestion tone |0

Yolume Gain

Mic Gain{1-10)

Speaker Gain{1-107

MISC

Dial Tone Power Level (1 - 50)
Ring Frequency (10 - 5E0HZ)

Region

Volume Gain

e
25

Caller ID Type |FSk_ETSI w
High Freq Ton1l Toff1 Ton2 T off 2
(Hz) {msec) (msec) {msec) {msec)
440 0 0 ] 0
450 400 200 400 2000
0 375 375 0 0
0 0 0 0 0
DTMF
DTMF Mode OutBand ( RFC2833) v
Payload Type (RFC2833) 101
(96 - 127)
l Ok ] [ Cancel ]

Select the proper region which you are located. The
common settings of Caller ID Type, Dial tone, Ringing
tone, Busy tone and Congestion tone will be shown
automatically on the page. If you cannot find out a
suitable one, please choose User Defined and fill out the
corresponding values for dial tone, ringing tone, busy
tone, congestion tone by yourself for VolP phone.

Fegion

User Defined

Dia
Ringi
Bus
Congey

Yolume
Mic Gaing

Speaker

HMISC

[

t Defined

LIS
Denrmark
[taly
Germany
Metherlands
Fortugal
Sweden
Australia
Slovenia
Czech
Slovakia
Hungary
Switzerland
France

Dial Tone

FUOTMET TETETT

M|l m

Also, you can specify each field for your necessity. It is
recommended for you to use the default settings for VolP
communication.

Mic Gain (1-10)/Speaker Gain (1-10) - Adjust the
volume of microphone and speaker by entering number
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from 1- 10. The larger of the number, the louder the
volume is.

MISC Dial Tone Power Level - This setting is used to adjust the
loudness of the dial tone. The smaller the number is, the
louder the dial tone is. It is recommended for you to use
the default setting.

Ring Frequency - This setting is used to drive the
frequency of the ring tone. It is recommended for you to
use the default setting.

DTMF DTMF Mode — There are four DTMF modes for you to
choose.

InBand - Choose this one then the Vigor will send the
DTMEF tone as audio directly when you press the keypad
on the phone

OutBand - Choose this one then the Vigor will capture the
keypad number you pressed and transform it to digital
form then send to the other side; the receiver will generate
the tone according to the digital form it receive. This
function is very useful when the network traffic
congestion occurs and it still can remain the accuracy of
DTMF tone.

SIP INFO- Choose this one then the Vigor will capture
the DTMF tone and transfer it into SIP form. Then it will
be sent to the remote end with SIP message.

DTMF rmode InBand -
InBand |

DutBand [ RFC2E33)
SIP INFO (cisco format)
SIP INFO {nortel format)

Payload Type (rfc2833) - Choose a number from 96 to
127, the default value was 101. This setting is available
for the OutBand (RFC2833) mode.
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Detailed Settings for ISDN1/2-S0 Port

Click the number link of Index 2 or Index 3 (ISDN1-S0 or ISDN2-S0), you can access into
the following page for configuring Phone settings.

DrayTek

IP PBX => PBX System

ISDN1-50
Call Feature
] Hotline

[] session Timer 90

0 DND(Do Not Disturb) Mode
Index(1-15) in Schedule Setup:

Codecs

Prefer Codec G.729A/B (8Kbps) +

sec [ single Codec
Packet Size 20ms
Voice Active Detector Off »

v v

Note: Action and Idle Timeout settings will

be ignored.
O CLIR (hide caller 1D)
[ call waiting
[ call Transfer

Hotline

Session Timer

DND (Do Not Disturb)
mode

CLIR (hide caller ID)

Call Waiting

Call Transfer

Codecs

[

0K ] [ Cancel ] [Advanced]

Check the box to enable it. Type in the SIP URL in the
field for dialing automatically when you pick up the
phone set.

Check the box to enable the function. In the limited time
that you set in this field, if there is no response, the
connecting call will be closed automatically.

Set a period of peace time without disturbing by VolP
phone call. During the period, the one who dial in will
listen busy tone, yet the local user will not listen any ring
tone.

Index (1-15) in Schedule - Enter the index of schedule
profiles to control the DND mode according to the
preconfigured schedules. Refer to section Applications>>
Schedule for detailed configuration.

Check this box to hide the caller ID on the display panel
of the phone set.

Check this box to invoke this function. A notice sound
will appear to tell the user new phone call is waiting for
your response. Click hook flash to pick up the waiting
phone call.

Check this box to invoke this function. Click hook flash to
initiate another phone call. When the phone call
connection succeeds, hang up the phone. The other two
sides can communicate, then.

Prefer Codec - Select one of five codecs as the default for
your VolP calls. The codec used for each call will be
negotiated with the peer party before each session, and so
may not be your default choice. The default codec is
G.729A/B; it occupies little bandwidth while maintaining
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good voice quality.

If your upstream speed is only 64Kbps, do not use G.711
codec. It is better for you to have at least 256Kbps
upstream if you would like to use G.711.

Prefer Codec G.711A Bdkbps)

G.711MU (54Kb
5.711A (B4Kbps)
G.7294/8 (BKbps)
G.723 (5.4kbps)

G.726_32 (32kbps)

S

Single Codec - If the box is checked, only the selected
Codec will be applied.

Packet Size - The amount of data contained in a single
packet. The default value is 20 ms, which means the data
packet will contain 20 ms voice information.

Packet Size 20ms v

20ms

Voice Active Detector - This function can detect if the
voice on both sides is active or not. If not, the router will
do something to save the bandwidth for other using. Click
On to invoke this function; click off to close the function.

Yoice Active Detector Off »

In addition, you can press the Advanced button to configure tone settings, volume gain,
MISC, DTMF mode and MSN number. Advanced setting is provided for fitting the
telecommunication custom for the local area of the router installed. Wrong tone settings
might cause inconvenience for users. To set the sound pattern of the phone set, simply
choose a proper region to let the system find out the preset tone settings and caller ID type
automatically. Or you can adjust tone settings manually if you choose User Defined. TOn1,
TOff1, TONn2 and TOff2 mean the cadence of the tone pattern. TOnl and TON2 represent
sound-on; TOff1 and TOff2 represent the sound-off.
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IP PEX >> Phone Settings

Advance Settings > > ISDN1-50
Tone Settings

Region User Defined +
Low Freq
(Hz)
Dial tone 350
Ringing tone 400
Busy tone 400

Congestion tone |0

volume Gain

Mic Gaing1-10%

Speaker Gain{1-10)

MISC

Dial Tone Power Level {1 - 50)
Ring Fregquency {10 - 50HZ)

Region

DrayTek

e
25

High Freq Ton 1 Toff1 Ton?2 T off 2
(Hz) {msec) {msec) {msec) (msec)
440 0 0 0 0
450 400 200 400 2000
0 375 375 0 0
1] 0 0 0 0
DTMF
DTMF Mode CutBand ( RFC2833)  +
Payload Type (RFC2833) 101
(96 - 127}
[ Ok ] [ Cancel ]

Select the proper region which you are located. The
common settings of Caller ID Type, Dial tone, Ringing
tone, Busy tone and Congestion tone will be shown
automatically on the page. If you cannot find out a
suitable one, please choose User Defined and fill out the
corresponding values for dial tone, ringing tone, busy
tone, congestion tone by yourself for VoIP phone.

Tone Settings

Region Uszer Defined »
ol Denmark 5
Ringilltaly 0
Sermany
Bus|petherlands 0
JPartugal
GungE'Sweden
volume (Australia
. _|Slovenia
Mic Gaini Crach
Speaker Slovakia
Hungary
MISC Switzerland
Dial Tone BEEEEA -
Ring Freg|“hina Lo
Taiwan

Also, you can specify each field for your necessity. It is
recommended for you to use the default settings for VolP
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communication.

Volume Gain Mic Gain (1-10)/Speaker Gain (1-10) - Adjust the
volume of microphone and speaker by entering number
from 1- 10. The larger of the number, the louder the
volume is.

MISC Dial Tone Power Level - This setting is used to adjust the
loudness of the dial tone. The smaller the number is, the
louder the dial tone is. It is recommended for you to use
the default setting.

Ring Frequency - This setting is used to drive the
frequency of the ring tone. It is recommended for you to
use the default setting.

DTMF DTMF Mode - There are four DTMF modes for you to
choose.

InBand - Choose this one then the Vigor will send the
DTMEF tone as audio directly when you press the keypad
on the phone

OutBand - Choose this one then the Vigor will capture the
keypad number you pressed and transform it to digital
form then send to the other side; the receiver will generate
the tone according to the digital form it receive. This
function is very useful when the network traffic
congestion occurs and it still can remain the accuracy of
DTMF tone.

SIP INFO- Choose this one then the Vigor will capture
the DTMF tone and transfer it into SIP form. Then it will
be sent to the remote end with SIP message.

DTMF rmode InBand -
InBand |

DutBand [ RFC2E33)
SIP INFO (cisco format)
SIP INFO {nortel format)

Payload Type (rfc2833) - Choose a number from 96 to
127, the default value was 101. This setting is available
for the OutBand (RFC2833) mode.

Detailed Settings for ISDN1/2-TE Port

The vigor router allows users to switch the function of ISDN1/ISDN2 port between TE or SO
mode. Please use the drop down list to choose the one you want.

2 |ISDN1-TE v 3 [IsDM2TE
ISDM1-TE SDNDTE
3 ISDM1-50 s

ISDM2-50

RTP

Choose ISDN-TE and click the number link for that port, you will see the following page.
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IP PEX >> PBX System

ISDN2-TE

Call Feature

[ session Timer 90
[J oMD{Do Mot Disturb) Maode

Index{1-15% in Schedule Setup:

Codecs
Prefer Codec G.72945/8 [Bkbps) v
O single codec
20ms ¥

Off | »

Sec

Packet Size

Yoice Active Detector

Note: Action and Idle Timeout settings will

be ignored.
O cLIR (hide caller IDY

[

Ok ] [ Cancel l [Advanced]

Session Timer

DND (Do Not Disturb)
mode

CLIR (hide caller ID)

Codecs

DrayTek

Check the box to enable the function. In the limited time
that you set in this field, if there is no response, the
connecting call will be closed automatically.

Set a period of peace time without disturbing by VolP
phone call. During the period, the one who dial in will
listen busy tone, yet the local user will not listen any ring
tone.

Index (1-15) in Schedule - Enter the index of schedule
profiles to control the DND mode according to the
preconfigured schedules. Refer to section Applications>>
Schedule for detailed configuration.

Check this box to hide the caller ID on the display panel
of the phone set.

Prefer Codec - Select one of five codecs as the default for
your VolP calls. The codec used for each call will be
negotiated with the peer party before each session, and so
may not be your default choice. The default codec is
G.729A/B; it occupies little bandwidth while maintaining
good voice quality.

If your upstream speed is only 64Kbps, do not use G.711
codec. It is better for you to have at least 256Kbps
upstream if you would like to use G.711.

Prefer Codec GA11A Bdkbps)

G.711MU (B4KDb
G.7114 BdKbps)
G.729A/B (Bkbps)
G.723 (5.4kbps)

G.726 32 (32kbps)

S

Single Codec - If the box is checked, only the selected
Codec will be applied.

Packet Size-The amount of data contained in a single
packet. The default value is 20 ms, which means the data
packet will contain 20 ms voice information.
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20ms v

20ms

Packet Size

Voice Active Detector - This function can detect if the
voice on both sides is active or not. If not, the router will
do something to save the bandwidth for other using. Click
On to invoke this function; click off to close the function.

Yoice Active Detector Off »

In addition, you can press the Advanced button to configure tone settings, volume gain,
MISC and DTMF mode. Advanced setting is provided for fitting the telecommunication
custom for the local area of the router installed. Wrong tone settings might cause
inconvenience for users. To set the sound pattern of the phone set, simply choose a proper
region to let the system find out the preset tone settings and caller ID type automatically. Or
you can adjust tone settings manually if you choose User Defined. TOn1, TOff1, TOn2 and
TOff2 mean the cadence of the tone pattern. TOn1 and TON2 represent sound-on; TOff1 and

TOff2 represent the sound-off.

IP PBX >> Phone Settings

Advance Settings > ISDN2-TE
Tone Settings

Region |User Defined »

Low Freq

(Hz)
350

400
400

Dial tone
Ringing tone
Busy tone
Congestion tone |0
Yolume Gain
Mic Gaing1-107)
Speaker Gaing1-10%
Authentication PIN Code
[ Check for ISDN ta voIP Calls
[ Check for vaIP to ISDM Calls

Region

VigorIPPBX 2820 Series User's Guide

High Freq Ton 1 Toff 1 Ton 2 T off 2
(Hz) {msec) {msec) {msec) (msec)
440 0 0 0 0
450 400 200 400 2000
0 375 375 0 0
0 0 0 0 0
DTMF
DTMF Mode CutBand { RFC2833)  +
Payload Type (RFC2833) 101
(36 - 127)
00aa
00aa
[ Ok ] [ Cancel ]

Select the proper region which you are located. The
common settings of Caller ID Type, Dial tone, Ringing
tone, Busy tone and Congestion tone will be shown
automatically on the page. If you cannot find out a
suitable one, please choose User Defined and fill out the
corresponding values for dial tone, ringing tone, busy
tone, and congestion tone by yourself for VolP phone.
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DrayTek

Volume Gain

Authentication PIN Code

DTMP

Tone Settings

Region User Defined +

DA 0k
Ringi| taly 0
Germany
Bus|tethatlands 0
Fartugal
oweden
volume (Australia

. .| Slovenia
Mic Gainllroaeh

Speaker (=lovakia
Hungary

MISC owitzetland
) France

Dial Tone UK_CCA -
Ring Freg|China H=
Taiwan

Congey

Also, you can specify each field for your necessity. It is
recommended for you to use the default settings for VoIP
communication.

Mic Gain (1-10)/Speaker Gain (1-10) - Adjust the
volume of microphone and speaker by entering number
from 1- 10. The larger of the number, the louder the
volume is.

Check for ISDN to VolP Calls — Set a pin code for the
router to authenticate which one is allowed to dial ISDN
to VVolIP call. The figure that you can type in this field is
limited from three to eight with digits from zero to nine.

Check for VolP to ISDN Calls - Set a pin code for the
router to authenticate which one is allowed to dial VoIP to
ISDN call. The figure that you can type in this field is
limited from three to eight with digits from zero to nine.

DTMF mode — There are four selections provided here:

InBand: Choose this one then the Vigor will send the
DTMF tone as audio directly when you press the keypad
on the phone

OutBand: Choose this one then the Vigor will capture the
keypad number you pressed and transform it to digital
form then send to the other side; the receiver will generate
the tone according to the digital form it receive. This
function is very useful when the network traffic
congestion occurs and it still can remain the accuracy of
DTMF tone.

SIP INFO: Choose this one then the Vigor will capture
the DTMF tone and transfer it into SIP form. Then it will
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be sent to the remote end with SIP message.

DTMF rmode InBand w
InBand |

DutBand { RFC2833)
=IF INFO (cisco format)
=IP INFO (nortel format)

Payload Type (rfc2833) - Choose a number from 96 to
127, the default value was 101. This setting is available
for the OutBand (RFC2833) mode.

Detailed Settings for FXO Port

Click the number link of FXO port, you can access into the following page for configuring
Phone settings. Below is the sample page for FXO port.

IP PBX >> PBX System

FXO
Call Feature Codecs
O session Timer an sec Prefer Codec 3.729A/8 [BKbps) ~
[J DND{Do Mat Disturb) Maode O] single Codec

Index{1-15) in Schedule Setup: Packet Size 20ms »

Yoice Active Detector Off »
Mote: action and Idle Timeout settings will
be ignored.
[ CLIR ¢hide caller ID}
[ QK l [ Cancel ] [ Advanced ]

Session Timer Check the box to enable the function. In the limited time

that you set in this field, if there is no response, the
connecting call will be closed automatically.

DND (Do Not Disturb) Set a period of peace time without disturbing by VolP

mode phone call. During the period, the one who dial in will
listen busy tone, yet the local user will not listen any ring
tone.

Index (1-15) in Schedule - Enter the index of schedule
profiles to control the DND mode according to the
preconfigured schedules. Refer to section Applications>>
Schedule for detailed configuration.

CLIR (hide caller ID) Check this box to hide the caller ID on the display panel
of the phone set.

Codecs Prefer Codec - Select one of five codecs as the default for
your VolIP calls. The codec used for each call will be
negotiated with the peer party before each session, and so
may not be your default choice. The default codec is
G.729A/B; it occupies little bandwidth while maintaining
good voice quality.

If your upstream speed is only 64Kbps, do not use G.711
codec. It is better for you to have at least 256Kbps
upstream if you would like to use G.711.

VigorlPPBX 2820 Series User's Guide 311 Dray Tek



Prefer Codec GA1TA BAKDbps)  #

G.711MU (B4Kbps:
7114 Bdkbps)
G.729A/B (BKbps)
G.723 (5.4kbps)

G.726 32 (32kbps)

Single Codec - If the box is checked, only the selected
Codec will be applied.

Packet Size-The amount of data contained in a single
packet. The default value is 20 ms, which means the data
packet will contain 20 ms voice information.

Packet Size 20ms v

20ms

Voice Active Detector - This function can detect if the
voice on both sides is active or not. If not, the router will
do something to save the bandwidth for other using. Click
On to invoke this function; click off to close the function.

Yoice Active Detector Off »

In addition, you can press the Advanced button to configure tone settings, volume gain,
MISC and DTMF mode. Advanced setting is provided for fitting the telecommunication
custom for the local area of the router installed. Wrong tone settings might cause
inconvenience for users. To set the sound pattern of the phone set, simply choose a proper
region to let the system find out the preset tone settings and caller ID type automatically. Or
you can adjust tone settings manually if you choose User Defined. TOn1, TOff1, TOn2 and
TOff2 mean the cadence of the tone pattern. TOn1 and TOnN2 represent sound-on; TOff1 and
TOff2 represent the sound-off.
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IP PBX >> Phone Settings

Advance Settings >> FXO
Tone Settings

Region User Defined ¥

Low Freq High Freq Ton1l Toff 1 Ton?2 T off 2
(Hz) (Hz) {msec) {msec) (msec) (msec)
Dial tone 425 1] 0 0 0 0
Ringing tone 425 0 1000 4000 0 0
Busy tone 425 0 a00 a00 0 0
Congestion tone |0 0 0 0 0 0
volume Gain DTMF
Mic Gain{1-107 5 DTMF Mode OutBand ( RFC2833)  +
Speaker Gain{1-10) 5 (psg"?aldzl)‘f'pe (RFC2833) [
MISC
Dial Tone Power Level {1 - 503 |27
[ Ok ] [ Cancel ]
Region Select the proper region which you are located. The

common settings of Caller 1D Type, Dial tone, Ringing
tone, Busy tone and Congestion tone will be shown
automatically on the page. If you cannot find out a
suitable one, please choose User Defined and fill out the
corresponding values for dial tone, ringing tone, busy
tone, and congestion tone by yourself for VolP phone.

Tone Settings

Region User Defined +

Dia

Denrmark

Ringi| taly |
Germany
Bus|ijatherlands
Fartugal
=weden
volume {Australia

. .| Slovenia
Mic Gainllroaeh

Speaker (=lovakia
Hungary

MISC owitzetland
) France
Dial Tone UK_CCA
China
Taiwan

Congey

Also, you can specify each field for your necessity. It is
recommended for you to use the default settings for VolP
communication.
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Volume Gain Mic Gain (1-10)/Speaker Gain (1-10) - Adjust the
volume of microphone and speaker by entering number
from 1- 10. The larger of the number, the louder the
volume is.

MISC Dial Tone Power Level - This setting is used to adjust the
loudness of the dial tone. The smaller the number is, the
louder the dial tone is. It is recommended for you to use
the default setting.

DTMF DTMF mode — There are four selections provided here:

InBand: Choose this one then the Vigor will send the
DTMF tone as audio directly when you press the keypad
on the phone

OutBand: Choose this one then the Vigor will capture the
keypad number you pressed and transform it to digital
form then send to the other side; the receiver will generate
the tone according to the digital form it receive. This
function is very useful when the network traffic
congestion occurs and it still can remain the accuracy of
DTMF tone.

SIP INFO: Choose this one then the Vigor will capture
the DTMF tone and transfer it into SIP form. Then it will
be sent to the remote end with SIP message.

ODTMF mode InBand w
InBand |

DutBand { RFCZ833)
alP INFO (cisco farmat)
=lP INFO (hortel format)

Payload Type (rfc2833) - Choose a number from 96 to
127, the default value was 101. This setting is available
for the OutBand (RFC2833) mode.
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Four ISDN Channels Application

There are two ISDN physical connectors for connecting to ISDN phones. However, if these
two ISDN connectors are configured with ISDN-TE port from the web page, LAN users can
connect to four ISDN phones at one time through ISDN PBX system.

.-"-‘-F -\-H-H"'
-~ s
-
-
- \\
f/' IP PBX == PBX System %,
/ A
In"/ Phone List Y
\
call , |
| Inidex Port Feoture Cod |
|| 1 Phone owW,.CT, L s ||
II II||
\ 2 | ISDNITE = G.72
‘ /
3 ISONATE » &.72 /

1 Ly

ISDN Phone
Ext:602 Qﬁ/
ISDN Phone ISDN Phone
Ext:601

Follow the steps below to configure the phone ports with features of ISDN-TE.
1.  Open IP PBX>>PBX System.
2.  Click Phone Settings to open the configuration page.

IP PBX >> PBX System

Phone List Refresh Seci

Index Port Fe(:::re Codec Tone (Mic/%?:i:aker) Er:
1 CW,CT, G.7204/B D;’;ﬁ;d 5/5
G.7294/B D;flrf;d 5/5
G.7294/B D;fls;d 5/5
G.7204/8 D;’;E;d 5/5

3. Choose ISDN1-TE as the Port setting in index 2 and ISDN2-TE as the Port setting in
index 3.

4. Click OK to save the change.

Next, click index 2 link / index 3 link to configure detailed settings for each port
respectively.
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When you finished the configuration, four ISDN lines are ready for the user to communicate
with others.

5.12.4.8 SIP Trunk and Extension Configuration Backup

This page allows you to backup or restore SIP Trunk and Extension Configuration to the host
and restore them to the router if required.

IP PBX >> SIP Trunk and Extension Configuration Backup

SIP Trunk Setting Backup / Restoration

Restoration
Select a SIPTrunk_Setting.bak file.

Click Restore to upload the file.

Backup
Click Backup to download current running sip trunk settings as a file.

[ Backup l [ Cancel

Extension Setting Backup / Restoration

Restoration
Select a Ext_Setting.bak file.

Click Restore to upload the file.

Backup
Click Backup to download current running extension settings as a file

Backup ] [ Cancel

Backup the Configuration for SIP Trunk or Extension Settings
Follow the steps below to backup your configuration.

1.  Click Backup button. A dialog appears for you to confirm the settings backup. Click
Save button to open another dialog for saving configuration as a file.

2. In Save As dialog, the default filename is v2820pbx_SIPTrunk_Setting_2010XXXX
(for SIP Trunk) or v2820pbx_Ext_Setting_2010XXX (for extension settings). You
could give it another name by yourself.

3. Click Save button, the configuration will download automatically to your computer as a
file named v2820pbx_SIPTrunk_Setting_2010XXXX (for SIP Trunk) or
v2820pbx_Ext_Setting_2010XXX (for extension settings).

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will display different windows, but the backup function is still available.
Restore Configuration

1.  Click Browse button in the field of Restoration to choose the correct configuration file
for uploading to the router.

2.  Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.
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5.12.5 PBX Status
IP PBX >> PBX Status

PBX Status

Call Detail Records
Extension Monitor

5.12.5.1 Call Detail Records

This page displays call records of IP PBX such as failed call, successful call, no-answer call,
date of the call and the duration of each call, and so on.

IP PBX >> PBX Status

CDR Export

Click Export to download COR recard as a file{.cswv),

call Detail Records Refresh Seconds: [10 % | Refresh |

=
=1
=
[

Index
1

From To Result Duration

2
3
4
5

47
48
49
50

<< 150 | 51-100 | 101-150 | 151-200 | 201250 | 251300 | 301-350 | 351400 | 401450 | 451.500
| 501550 | 551600 | 601650 | 651700 | 701750 | 751800 | 801850 | 851.900 | 901-950 | 951-1000 ==

Such records can be exported as a file (with file format .csv) and stored in the host. Simply
click Export.

IP PBX >> PBX Status

CDR Export
Click Export to download CDR record as a filed.csw).
Call Detail Records refresh Seconds: |10 | Refresh |
Index Date From To Result Duration

1 2010/10/15 05:29:22 102 101 Success 00:00: 10
2 2010/10/14 10:40: 26 903 001/8333111 Success 0o0:00: 28
3 2010/10/14 10:38:31 903 001/8333111 Success 000035
4 2010/10/14 10:37:10 902 001/8333111 Success 00:03: 10
5 2010/10/14 10:36:04 902 001/8333111 Success 00:00: 20
o] 2010/10/14 10:33:00 901 001/8333111 Success 00:04:15
7 2010/10/14 01:58:34 102 101 Success 0o0:00:07
g 2010/10/14 01:57: 45 102 101 Success 00:00:11
9 2010/10/13 13:03:38 102 101 Success 00;00:03
10 2010/10/13 13:02: 34 102 388 Success 00:00: 21
11 2010/10/13 12:59:21 102 101 Success 00:00:13
12 2010/10/13 12:58:04 102 101 Success 00:00: 13
i3 2010/10/13 12:56:25 102 101 Success 00:00: 14
14 2010/10/13 11:41: 49 101 1001 Fail 00;00; 00
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5.12.5.2 Extension Monitor
This page displays owner’s name, IP address, status and peer ID for each extension number.

IP PBX => PBX Status

Extension Monitor Refresh Seconds: |10 % | Refresh |

Index Name Extension P Status Peer ID
1 === === Offline
S== S== Offline
=== s== Offline
- === Offline
--- --- Offline
Offline
- === Offline
--- --- Offline
- === Offline
Offline

W@ =] O n B W M
|
1
|
|

=
[w]
1
1
1
1
=
D
28
ey

<= 110 | 11-20 | 2130 | 3140 | 41.50 ==

Refresh Click it to reload the page.

5.13 Wireless LAN

This function is used for “n” models only.

5.13.1 Basic Concepts

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor “n” model, a.k.a. Vigor wireless router, is
designed for maximum flexibility and efficiency of a small office/home. Any authorized
staff can bring a built-in WLAN client PDA or notebook into a meeting room for conference
without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN enables high
mobility so WLAN users can simultaneously access all LAN facilities just like on a wired
LAN as well as Internet access.

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard IEEE 802.11n protocol. To boost its performance further, the Vigor Router is also
loaded with advanced wireless technology to lift up data rate up to 300 Mbps*. Hence, you
can finally smoothly enjoy stream music and video.

Note: * The actual data throughput will vary according to the network conditions and
environmental factors, including volume of network traffic, network overhead and
building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an
Access Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will
share the same Internet connection via Vigor wireless router. The General Settings will set
up the information of this wireless network, including its SSID as identification, located
channel etc.
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Internet

SSID: Draytek

Channel: 6
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192.168.1.2 192.168.1.1

Security Overview

Real-time Hardware Encryption: Vigor Router is equipped with a hardware AES
encryption engine so it can apply the highest protection to your data without influencing user
experience.

Complete Security Standard Selection: To ensure the security and privacy of your wireless
communication, we provide several prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK),
and WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies
AES. The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very
flexible and can support multiple secure connections with both WEP and WPA at the same
time.

Separate the Wireless and the Wired LAN- WLAN Isolation enables you to isolate your
wireless LAN from wired LAN for either quarantine or limit access reasons. To isolate
means neither of the parties can access each other. To elaborate an example for business use,
you may set up a wireless LAN for visitors only so they can connect to Internet without
hassle of the confidential information leakage. For a more flexible deployment, you may add
filters of MAC addresses to isolate users’ access from wired LAN.

Manage Wireless Stations - Station List will display all the station in your wireless
network and the status of their connection.

Below shows the menu items for Wireless LAN.
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Wireless-EAN
FGenemmiESetup
F=Cecaahy
FiccessContral
EWPS

ENES

i dvanced-Seting
A PDiscovery
E=SiatiorEst

5.13.2 General Setup

By clicking the General Settings, a new web page will appear so that you could configure
the SSID and the wireless channel. Please refer to the following figure for more information.

Wireless LAN >> General Setup

General Setting { IEEE 802.11 )

Enable Wireless LaN
Mode Mixed(11b+11g+11n) +

Index(1-15) in Schedule Setup:

i 1 1

Cnly schedule profiles that have the action "Force Down" are applied to the wLaN, all
other actions are ignored.

Enable Hide S51D S5ID Isolate Member Isolate WPM
1 | DrayTek O O
z O
@O
4+ O
Isolate Member:\Wireless clients {stations) with the same SSID cannot access for each
other,

Isolate ¥YPN:isolate wireless with remote dial-in and LAN to LAN VPN,

Channel: | Channel B, 2437MHz  + Long Preamble: [
Long Preamble: necessary for some old 802.11 b devices anly{lower performance)

Packet-OvERDRIVET™

O T« Burst
Note:
The same technology must also be supported in clients to boost WLAN performance.

FEate Control

Enable Upload Download
SSID 1 O khps kbps
SSID 2 [ khps kbps
SSID 3 O kbps kbps
SSID 4 O kbps kbps

MNote: range 100~ 50,000 kbps

’ (0] 24 ] [ Cancel ]
Enable Wireless LAN Check the box to enable wireless function.
Mode At present, the router can connect to 11b Only, 11g Only,

11n Only, Mixed(11b+11g), Mixed(11g+11n) and Mixed
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(11b+11g+11n) stations simultaneously. Simply choose
Mix (11b+11g+11n) mode.

Mixed(11b+11g+11n)

11b Only
11g Only
11n Only
Mixed(11b+11g)
Mized(11g+11n

Index(1-15) Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The
default setting of this filed is blank and the function will
always work.

Hide SSID Check it to prevent from wireless sniffing and make it
harder for unauthorized clients or STAS to join your
wireless LAN. Depending on the wireless utility, the user
may only see the information except SSID or just cannot
see any thing about Vigor wireless router while site
surveying. The system allows you to set four sets of SSID
for different usage. In default, the first set of SSID will be
enabled. You can hide it for your necessity.

SSID Means the identification of the wireless LAN. SSID can
be any text numbers or various special characters. The
default SSID is "default™. We suggest you to change it.

Isolate Member Check this box to make the wireless clients (stations)
with the same SSID not accessing for each other.

Isolate VPN Check this box to isolate wireless with remote dial-in and
LAN to LAN VPN.

Channel Means the channel of frequency of the wireless LAN. The

default channel is 6. You may switch channel if the
selected channel is under serious interference. If you have
no idea of choosing the frequency, please select Auto to
let system determine for you.
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Channel: | Channel &, 2437MHz -

Channel 1, 241 20Hz
Channel 2, 2417 WHz
Channel 3, 24220Hz
Channel 4, 2427 WHz
Channel 5, 24320Hz
Channel &, 2437 WHz
Channel 7, 2442mHz
Channel 8, 2447 WHz
Channel 9, 24520Hz
Channel 10, 2457 WHz
Channel 11, 24620Hz
Channel 12, 2467 WHz
Channel 13, 247 2MHz

Long Preamble This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync filed instead of long preamble
with 128 bit sync field. However, some original 11b
wireless network devices only support long preamble.
Check it to use Long Preamble if needed to communicate
with this kind of devices.

Packet-OVERDRIVE This feature can enhance the performance in data
transmission about 40% for 11g (5% for 11n) by checking
Tx Burst. It is active only when both sides of Access
Point and Station (in wireless client) invoke this function
at the same time. That is, the wireless client must support
this feature and invoke the function, too.

Note: Vigor N61 wireless adapter supports this function.
Therefore, you can use and install it into your PC for
matching with Packet-OVERDRIVE (refer to the
following picture of Vigor N61 wireless utility window,
choose Enable for TXBURST on the tab of Option).

Yigor N6l 802.11n Wireless USB Adapier Wiility K‘

Configuration | Status | ODt0R | About
General Bething Advance Setting

Auto launch when Windows start up [[] Disable Badin
1R emember mind stats position Fragmentation Threshold : 2348
[ vt hide mini statos RTE Threshold : 2347
[] Set mind status alwans on top Frequency : 802110zl - Z4GH v
[1Enable [P Setting and Prosey Setting i Profile id-hoe Chamnel 1 Ev
[] Group Roaming Ad-hoe Power Save Mode Ticahle

T Burst : Disable v

WLAN type to connect

@ Infrastrocturs and Adhoc netwark
(O Infrastructore network only

() ad-hoe network only

[ Avtomatically connect o non-preferred networks

Rate Control It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

DraYTek 322 VigorlPPBX 2820 Series User's Guide



Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

5.13.3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

By clicking the Security Settings, a new web page will appear so that you could configure
the settings of WEP and WPA.

Wireless LAN >> Security Settings

SSID 1 SSID 2 SSID 3 SSID 4

Mode: WRAPESK v

Set up RADIUS Server if 802.1x is enabled.
WPA:
Encryption Mode: TKIP
Pre-Shared Key(PSK):

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs01a2..." or "Ox655abed....".

A

WEP:
Encryption Maode:
Key 1:
Key 2 ¢
Key 3¢
Key 4@

For 64 bit WEP key
Type 5 ASCII character or 10 Hexadecimal digits leading by "0x", for example "4B312" or

"Ox4142333132".

For 128 bit WEP key

Type 13 ASCII character or 26 Hexadecimal digits leading by "0x", for example
"012345678%9abc" or "0x30313233343536373839414243",

[ OK ] [ Cancel ]
Mode There are several modes provided for you to choose.
WWRAP SR b
Disable
WWER

WEP/BOZ 1 Only

WRAMBDZ 1 Only
WRAZBOZ 13 Only
MixedWWPA+HNYPALSEOZL T3 only’
WP ARSI
WRAZIPSK

Mixed WPAHWPAZPSK

Disable - Turn off the encryption mechanism.

WEP-Accepts only WEP clients and the encryption key
should be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS
server with 802.1X protocol.
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WPA

WEP

WPA/802.1x Only- Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS
server with 802.1X protocol.

WPAZ2/802.1x Only- Accepts only WPAZ2 clients and the
encryption key is obtained dynamically from RADIUS
server with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and
WPAZ2 clients simultaneously and the encryption key is
obtained dynamically from RADIUS server with 802.1X
protocol.

WPA/PSK-Accepts only WPA clients and the encryption
key should be entered in PSK.

WPAZ2/PSK-Accepts only WPAZ2 clients and the
encryption key should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2
clients simultaneously and the encryption key should be
entered in PSK.

Note: You should also set RADIUS Server
simultaneously if WEP/802.1x Only, WPA/802.1x
Only, WPA2/802.1x Only or Mixed
(WPA+WPA2/802.1x only) is selected.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated
via 802.1x authentication. Either 8~63 ASCII characters,
such as 012345678(or 64 Hexadecimal digits leading by
0x, such as "0x321253abcde...").

Type - Select from Mixed (WPA+WPA2) or WPA2 only.

Pre-Shared Key (PSK) - Either 8~63 ASCII characters,
such as 012345678..(or 64 Hexadecimal digits leading by
0x, such as "0x321253abcde...").

64-Bit - For 64 bits WEP key, either 5 ASCII characters,
such as 12345 (or 10 hexadecimal digitals leading by 0x,
such as 0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCI|I
characters, such as ABCDEFGHIJKLM (or 26
hexadecimal digits leading by 0x, such as
0x4142434445464748494A4B4C4AD).

Encryption Mode: B4-Bit
Bd-Bit

All wireless devices must support the same WEP
encryption bit size and have the same key. Four keys can
be entered here, but only one key can be selected at a
time. The keys can be entered in ASCII or Hexadecimal.
Check the key you wish to use.
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5.13.4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients
by inserting their MAC addresses into a black list, or only let them be able to connect by
inserting their MAC addresses into a white list. In the Access Control web page, users may
configure the white/black list modes used by each SSID and the MAC addresses applied to
their lists.

Wireless LAN >> Access Control

Access Control
Enable Mac address Filter ssip 1 | White List & ssin 2 | White List v
SsID 2 | White List v SSID 4 | Wvhite List v

MAC Address Filter
Index  Attribute MAC Address Apply SSID

Client's MAC Address . H H
apply SSID: [ ssio1 [ ssipz [0 ssioa [ ssio4
attribute : [] s Isolate the station from LaM
| Add | [ Deete | | Edit | [ Cancel |

[ ok | [ Clearal |

Enable Mac Access Filter  Select the access control filter type to be applied to
wireless LAN identified with SSID 1 to 4 respectively.

MAC Address Filter Display all access control entries that were inserted
before.

Client’s MAC Address Manually enter the MAC address of wireless client.

Apply SSID After entering the client’s MAC address, check the box of

the SSIDs desired to insert this MAC address into their
access control list.

Attribute s: Isolate the station from LAN - select to isolate the
wireless client from the wired LAN network.

Add Add a new access control entry into the list.

Delete Delete the selected access control entry in the list.

Edit Edit the selected access control entry in the list.

Cancel Give up current modified settings.

OK Click it to save the settings in access control list.

Clear All Clean all entries in the MAC address list.
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5.13.5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection
between wireless station and wireless access point (vigor router) with the encryption of

WPA and WPA2.

Internet

11 . ConnectionviaWPs 7

Y

Wireless
Card Installed

/ ,
| AP Router }-------'-"""'Z\ Station j

Set SSID and

Encryption (WPA/WPAZ2) -

PIN Code

Note: Such function is available for the wireless station with WPS supported. |

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press the WPS button on AP and
selects that AP on the utility of wireless station. Then WPS will connect for client and router

automatically.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.

®  On the side of VigorIPPBX 2820 series which served as an AP, press Wireless LAN
ON/OFF/WPS button for 2 seconds to wait for client device making network
connection through WPS or click Start PBC on web configuration interface. On the
side of a station with network card installed, press Start PBC button of network card.

AP Router

Wireless LAN
ON/OFF/WPS

WEB Interface Button on AP Router
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PBC

WEB Interface of
WLAN Card

W ()
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® [f you want to use PIN code, you have to know the PIN code specified in wireless
client. Then provide the PIN code of the wireless client you wish to connect to the

vigor router.
PIN Code

AP Router

WLAN Card

e ) W M (e

PIN Code of Station

WEB Interface

s

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode
in Wireless LAN>>Security, you will see the following message box.

Microsoft Internet Explorer

L4 E WEE only supports in WEA/WPAZ-FEE Mode.
L

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or
WPA2-PSK mode and access WPS again.

Below shows Wireless LAN>>WPS web page.

Wireless LAN >> WP S (Wi-Fi Protected Setup)

Enable WPS

Wi-Fi Protected Setup Information

WPS Status Configured
SSID DrayTek
Authentication Mode Disable

Device Configure

Configure via Push Button

Configure via Client PinCode

Note: WPS can help your wireless client automatically connect to the Access
point.

: WPS is Disabled.
1 WPS is Enabled.
: Waiting for WPS requests from wireless clients.

Enable WPS Check this box to enable WPS setting.

WPS Status Display related system information for WPS.

SSID Display the SSID1 of the router. WPS is supported by
SSID1 only.
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Authentication Mode

Configure via Push
Button

Configure via Client
PinCode

5.13.6 WDS

Display current authentication mode of the router. Only
WPA2/PSK and WPA/PSK support WPS.

Click Start PBC to invoke Push-Button style WPS setup
procedure. The router will wait for WPS requests from
wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will
return to normal condition after two minutes. (You need
to setup WPS within two minutes)

Please input the PIN code specified in wireless client you
wish to connect, and click Start PIN button. The WLAN
LED on the router will blink fast when WPS is in
progress. It will return to normal condition after two
minutes. (You need to setup WPS within two minutes)

WDS means Wireless Distribution System. It is a protocol for connecting two access points
(AP) wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANSs through the air.
®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

DrayTek
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The application for the WDS-Repeater mode is depicted as below:

Host with Host with _ Hostwith
bridge Interface 1 repeater Interface bridge Interface 2

-
-
- -
______
______
-------
------------

The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.

Host with Host with ) Host with
bridge Interface 1 bridge Interface 2 bridge Interface 3

Click WDS from Wireless LAN menu. The following page will be shown.
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Wireless LAN >> WDS Settings

WDS Settings

Mode: Repeatar ¥
Security:

® Disable © wWEP O Pre-shared Key
WEP:

Use the same WEP key set in Security Settings.

Pre-shared Key:
Type:
Key

TKIP

Type 8~63 ASCII characters or 64 hexadecimal
digits leading by "0Ox", for example "cfgs01a2..." or
"Ox655abed...."

| Setto Factory Default |
Bridge

Enable Peer MAC Address

Note: Disable unused links to get better
performance.

Repeater

Enable Peer MAC Addess

O

Ooo

Access Point Function:
& Enahble ) Disable

Status:

Cdsend "Hello" message to pears,

Note: The status is valid only when the peer also
supports this function.

ok ]

[ Cancel ]

Mode

Choose the mode for WDS setting. Disable mode will

not invoke any WDS setting. Bridge mode is designed
to fulfill the first type of application. Repeater mode is
for the second one.

Security

There are three types for security, Disable, WEP and

Pre-shared key. The setting you choose here will make
the following WEP or Pre-shared key field valid or not.
Choose one of the types for the router.

WEP

Check this box to use the same key set in Security

Settings page. If you did not set any key in Security
Settings page, this check box will be dimmed.

Pre-shared Key

Type — Display the type of the PSK used by such device.

Key - Type 8 ~ 63 ASCII characters or 64 hexadecimal
digits leading by “0x”.

Bridge

If you choose Bridge as the connecting mode, please

type in the peer MAC address in these fields. Four peer
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MAC addresses are allowed to be entered in this page at
one time. Yet please disable the unused link to get better
performance. If you want to invoke the peer MAC
address, remember to check Enable box in the front of
the MAC address after typing.

Repeater If you choose Repeater as the connecting mode, please
type in the peer MAC address in these fields. Four peer
MAC addresses are allowed to be entered in this page at
one time. Similarly, if you want to invoke the peer MAC
address, remember to check Enable box in the front of
the MAC address after typing.

Access Point Function Click Enable to make this router serving as an access
point; click Disable to cancel this function.

Status It allows user to send “hello” message to peers. Yet, it is
valid only when the peer also supports this function.

5.13.7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

Wireless LAN >> Advanced Setting

HT Physical Mode

Operation Mode ® Mixed Mode O Green Field

Channel Bandwidth O 20 ® 20/40

Guard Interval O long @ auto

Aggregation MSDUA-MSDLY O Disable ® Enable

Operation Mode Mixed Mode - the router can transmit data with the

ways supported in both 802.11a/b/g and 802.11n
standards. However, the entire wireless transmission
will be slowed down if 802.11g or 802.11b wireless
client is connected.

Green Field — to get the highest throughput, please
choose such mode. Such mode can make the data
transmission happening between 11n systems only. In
addition, it does not have protection mechanism to avoid
the conflict with neighboring devices of 802.11a/b/g.

Channel Bandwidth 20 - the router will use 20Mhz for data transmission and
receiving between the AP and the stations.

20/40 — the router will use 20Mhz or 40Mhz for data
transmission and receiving according to the station
capability. Such channel can increase the performance
for data transit.

Guard Interval It is to assure the safety of propagation delays and
reflections for the sensitive digital data. If you choose
auto as guard interval, the AP router will choose short
guard interval (increasing the wireless performance) or
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long guard interval for data transmit based on the station
capability.

Aggregation MSDU Aggregation MSDU can combine frames with
different sizes. It is used for improving MAC layer’s
performance for some brand’s clients. The default
setting is Enable.

5.13.8 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood.
Based on the scanning result, users will know which channel is clean for usage. Also, it can
be used to facilitate finding an AP for a WDS link. Notice that during the scanning process
(about 5 seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP
which is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN >> Access Point Discovery

Access Point List

BSSID Channel S5I0

Scan

Note: During the scanning process (~5 seconds), no station is allowed to
connect with the router,

See Statistics,

Add to WDS Settings :

AP's MAC address

® Bridge (O Repeater

Scan It is used to discover all the connected AP. The results
will be shown on the box above this button.

Statistics It displays the statistics for the channels used by APs.

Wireless LAN >> Site Survey Statistics

Recommended channels for usage:
12345678910111213

AP number v.s. Channel

123 4|5 6|7 8|9 10|11 12 13|14

Ghannel

Cancel

Add to If you want the found AP applying the WDS settings,
please type in the AP’s MAC address on the bottom of
the page or choose the AP MAC address from the Scan
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result field, and click Bridge or Repeater. Next, click
Add to. Later, the MAC address of the AP will be added
to Bridge or Repeater field of WDS settings page.

5.13.9 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you

can select a WLAN station and click Add to Access Control below.

Wireless LAN >> Station List

Station List
Status MAC Address Associated with
Status Codes :
C: Connected, Mo encryption.
E: Connected, WEP.
P: Connected, WPA.
A: Connected, WPAZ,
B: Blocked by Access Contral,
MN: Connecting.
F: Fail to pass 802.1% or WPA/PSK authentication.
MNote: After a station connects to the router successfully, it may be
turned off without notice. In that case, it will still be on the list until the
connection expires.
Add to Access Control :
Client's MAC address
Add
Refresh Click this button to refresh the status of station list.
Add Click this button to add current selected MAC address
into Access Control.
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5.14 USB Application

USB diskette can be regarded as a server. By way of Vigor router, clients on LAN can access,
write and read data stored in USB diskette. After setting the configuration in USB
Application, you can type the IP address of the Vigor router and username/password created
in USB Application>>USB User Management on the client software. Thus, the client can
use the FTP site (USB diskette) or share the Samba service through Vigor router.

US5E-Application
=SB GenemESeings

=SB Hserlilanagement
F=File-Explorer
U SERisicSias

5.14.1 USB General Settings

This page will determine the number of concurrent FTP connection, default charset for FTP
server and enable Samba service. At present, the Vigor router can support USB storage disk
with formats of FAT16 and FAT32 only. Therefore, before connecting the USB storage disk
into the Vigor router, please make sure the memory format for the USB storage disk is
FAT16 or FAT32. It is recommended for you to use FAT32 for viewing the filename
completely (FAT16 cannot support long filename).

USB Application >> USB General Settings

USB General Settings
General Settings
Simultaneous FTP Connections =] (Mazimum &)
Default Charset Default  +
Samba Service Settings{Network Neighborhood)
®Enahble O Disable
Access Mode
@Lan Only  OLAN And WA
NetBios Name Service
\Warkgroup Mame WORKGROURP

Host Marne “igar

MNote: 1. If Charset is set to "default", only English long file name is supported.
2. Multi-session ftp download will be banned by Router FTP server. If your fip client have multi-
connection mechanism, such as FileZilla, you may limit client connections setting to 1 to get
better performance.
3. & workgroup name must not be the same as the host name. The workgroup name and the host
name can have as many as 15 characters and a host name can hawve as many as 23 characters ,

but both cannot contain any of the following: . ; @ "< = * + = /% | 7.
General Settings Simultaneous FTP Connections - This field is used to specify

the quantity of the FTP sessions. The router allows up to 6 FTP
sessions connecting to USB storage disk at one time.

Default Charset - At present, Vigor router supports three types
of character sets: default, GB2312 and BIG5.

Default |v-

Default
=B2312

=le
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Default Charset is for English based file name. For Simplified
Chinese file/directory names, please choose GB2312; for
Traditional Chinese file/directory names, choose BIG5.

Samba Service Settings  Click Enable to invoke samba service via the router.

Access Mode LAN Only — Users coming from internet cannot connect to the
samba server of the router.

LAN And WAN - Both LAN and WAN users can
access samba server of the router.

NetBios Name Service For the NetBios service of USB storage disk, you have to
specify a workgroup name and a host name. A workgroup name
must not be the same as the host name. The workgroup name
can have as many as 15 characters and the host name can have
as many as 23 characters. Both them cannot contain any of the
following--- ; : " <>*+=\|?2.

Workgroup Name — Type a name for the workgroup.

Host Name — Type the host name for the router.

5.14.2 USB User Management

This page allows you to set profiles for FTP/Samba users. Any user who wants to access into
the USB storage disk must type the same username and password configured in this page.
Before adding or modifying settings in this page, please insert a USB storage disk first.
Otherwise, an error message will appear to warn you.

USB Application >> USB User Management

USB User Management | Setto Factory Default |
Index Username Home Folder Index Username Home Folder
1. 9.
2 10.
3 1.
4 12
3. 13.
6. 14.
T 15.
8 16.

Click index number to access into configuration page.
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USBE Application >> USB User Management

Profile Index: 1
FTP/Samba User (' Enable @ Disable
Usernarne
Passward (Maximurm 11 Characters)

Confirm Password

Home Folder =
Access Rule
File Oread [Owrite [OCelete
Directary Ouist  Ocreate Oremove
Note: The folder name can only contain the following characters: 4-2 3~z 0-9§ % '-_@ ~ "' {3/
and space.
[ Ok ] [ Clear ] [ Cancel ]
FTP/Samba User Enable - Click this button to activate this profile (account) for

FTP service or Samba User service. Later, the user can use the
username specified in this page to login into FTP server.

Disable — Click this button to disable such profile.

Username Type the username for FTP/Samba users for accessing into FTP
server (USB storage disk). Be aware that users cannot access
into USB storage disk in anonymity. Later, you can open FTP
client software and type the username specified here for
accessing into USB storage diskette.

Note: “Admin” could not be typed here as username, for the
word is specified for accessing into web pages of Vigor router
only. Also, it is reserved for FTP firmware upgrade usage.

Note: FTP Passive mode is not supported by Vigor Router.
Please disable the mode on the FTP client.

Password Type the password for FTP/Samba users for accessing FTP
server. Later, you can open FTP client software and type the
password specified here for accessing into USB storage disk.

Confirm Password Type the password again to make confirmation.

Home Folder It determines the folder for the client to access into.
The user can enter a directory name in this field. Then, after
clicking OK, the router will create the specific/new folder in
the USB storage disk. In addition, if the user types “/”" here,
he/she can access into all of the disk folders and files in USB
storage disk.
Note: When write protect status for the USB storage disk is
ON, you cannot type any new folder name in this field. Only
“/” can be used in such case.

You can click = to open the following dialog to add any new
folder which can be specified as the Home Folder.
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3 hitp:#192 1681 SHocifipuserfolier him - Microsoft Internet Explorer

USB User Management

Choose Folder

Folder Mame

Create New Home Folder

Falder Mame:

test

Create

MNote: The folder name can only contain the following characters: A-Z a-z 0-9 % % '-_@ ~ " ! { ) and
space. Only 11 characters are allowed,

Access Rule It determines the authority for such profile. Any user, who uses
such profile for accessing into USB storage disk, must follow

the rule specified here.
File — Check the items (Read, Write and Delete) for such
profile.
Directory —Check the items (List, Create and Remove) for such
profile.
Before you click OK, you have to insert a USB diskette into the USB interface of the Vigor
router. Otherwise, you cannot save the configuration.

5.14.3 File Explorer

To review the content of USB diskette via USB port of the router, please open USB
Application Explorer to browse the files.

USB Application >> File Explorer

File Explorer

4 + =2 Current Path: /

‘ | Marme

Size Delete Rename

4 Upload File

Select a file:
| |[Elrowse..]

Upload

Mote: The folder can not be deleted when it is not ernpty.

Refresh Click this icon to refresh files list.
Ed Back Click this icon to return to the upper directory.
o Create Click this icon to add a new folder.
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Current Path Display current folder.

Upload Click this button to upload the selected file to the USB
diskette. The uploaded file in the USB diskette can be shared
for other user through FTP.

USB Application >> File Explorer

File Explorer

+4 + &2 Current Path: ¢

| Marne Size | Delete | Renarne
1 public % i
#] GBK2Uni.dat 128 KB x m
=) Uni2Big.dat 128 KB * |
&) Uni2GBK.dat 128 KB Y] L
=] MSN_MAIN_0.xml 14 KB x i
MSDOS.SYS 1KB % i
%] NTDETECT.COM 46 KB x wi
=] openssl_% CN.zip 585 KB * ]
=] SmartStartTime.txt 2 KB x L]
%] SmartVPNv350.rar 565 KB ® i
v2820phx_g729_sysprompt.ivr 123 KB » i
] v2820pbx_sysprompt.ivr 978 KB x =i
=] BY.rar 5,039 KB x L]
=] NewCert222.der 1KE b il
=] SyslogRCbc.exe 1,252 KB b =i
=] SyslogRd.exe 1,252 KB » i
#] SyslogRd1.exe 1,252 KB X =i
=] tools_21.6mb.zip 15,223 KB b L}
sadfsafd.ea 5,430 KB x i
#] bootfont.bin 315 KB ® i
] EConfickerRemover.exe 119 KB b i
=] fat32format.exe 48 KB * =i
=] fraggle.exe 15 KB b L}
fraggle2.exe 18 KB » i
GLF1D63.tmp 10 KB x i}
Select a file:
Browse..
Upload
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5.14 .4 Disk Status

This page is to monitor the status for the users who accessing into FTP or Samba server
(USB diskette) via the Vigor router. If you want to remove the diskette from USB port in
router, please click Disconnect USB Disk first. And then, remove the USB diskette later.

USB Application >> USB Disk Status

USB Wass Storage Device Status

Connection Status: Disk Connected Disconnect USE Disk

Write Protect Status: Mo
Disk Capacity: 2009 MB
Free Capacity: 1562 MB  Refresh

FTP & SMB Users Connected | Refresh |

Index Service IP Address{Port) Username

Mote: If the write protect switch of USB disk is turned on, the USE disk is in READ-ONLY mode. No
data can be written to it.

Connection Status If there is no USB diskette connected to Vigor router, “No
Disk Connected” will be shown here.

Write Protect Status Display current status if such USB disk is protected (data not
allowed to be written in) or not.

Disk Capacity It displays the total capacity of the USB diskette.

Free Capacity It displays the free space of the USB diskette. Click Refresh
at any time to get new status for free capacity.

Index It displays the number of the client which connecting to FTP
server.

Service It displays the server (FTP or SMB) that the client wants to
connect.

IP Address (Port) It displays the IP address of the user’s host which connecting
to the FTP server.

Username It displays the username that user uses to login to the FTP
server.

When you insert USB diskette into the Vigor router, the system will start to find out such
device within several seconds.
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5.15 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog, Time setup, Reboot System,
and Firmware Upgrade.

Below shows the menu items for System Maintenance.

System-Mainienance
E=System-Sialos

E=TR-069
ERdminisirato-Password
E=Conhigurabion-Backup
E=SystogMaiEllerd

Efime-and-Dale
EManagement
E-RebooESysiem
EErmware-tpgrade
E=Aciration

5.15.1 System Status

The System Status provides basic network settings of Vigor router. It includes LAN and
WAN interface information. Also, you could get the current running firmware version or
firmware related information from this presentation.

System Status

Model Name : VigorlPPBX 2820
Firmware Yersion :3.5.5.1_RC8
Build Date/Time : Nov 23 2010 15:08:33

ADSL Firmware Version :211011_A Hardware: Annex A

LAMN WAN 1
MaAC Address : 00-50-7F-68-F&-00 Link Status ¢ Disconnected
1=t IP Address 1 192,168.1.1 MaAC Address . 00-50-7YF-68-F2-01
1zt Subnet Mask : 2585,255,255.0 Connection . PPPoE
DHCP Server T Yes IP Address L=
DMS 1 172.16.3.18 Default Gateway it
SIP Trunk/PBX SYSTEM WAN 2
Index Profile Status Link Status  Connected
1. --= -—= MAC Address . 00-50-YF-68-F2-02
2, --- --- Connection . Static IP
3. --= -—= 1P Address ©172.16.3.102
4. --- --= Default Gateway ©172.16.1.1
5. Jp—— JE——
B. - - Wireless LAN
WAN side registration : Disable MaC Address . 00-50-7F-68-F8-00
Frequency Domain . Europe
Firmware Yersion p1.8.1.0
SSID . DrayTek
Model Name Display the model name of the router.
Firmware Version Display the firmware version of the router.
Build Date/Time Display the date and time of the current firmware build.

ADSL Firmware Version  Display the ADSL firmware version.

MAC Address Display the MAC address of the LAN Interface.
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1% IP Address
1% Subnet Mask
DHCP Server

DNS

Link Status
MAC Address
Connection

IP Address
Default Gateway

SIP Trunk-------
Index/Profile/Status
WAN side registration

Wireless LAN-------
MAC Address

Frequency Domain

Firmware Version

SSID

VigorIPPBX 2820 Series User's Guide

Display the IP address of the LAN interface.
Display the subnet mask address of the LAN interface.

Display the current status of DHCP server of the LAN
interface.

Display the assigned IP address of the primary DNS.

Display current connection status.

Display the MAC address of the WAN Interface.
Display the connection type.

Display the IP address of the WAN interface.

Display the assigned IP address of the default gateway.

Display current status for SIP profiles.
Display the status for WAN side registration.

Disable - the SIP device is not allowed to register from
WAN side.

Display the MAC address of the WLAN Interface.

It can be Europe (13 usable channels), USA (11 usable
channels) etc. The available channels supported by the
wireless products in different countries are various.

It indicates information about equipped WLAN miniPCi
card. This also helps to provide availability of some
features that are bound with some WLAN miniPCi.

Display the SSID of the router.
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5.15.2 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

System Maintenance >> TR-069 Setting

ACS and CPE Settings
AGS Server On

ACS Server
URL

Username

Password

CPE Client
) Enable & Disable
URL

Port
Username

Password

Periodic Inform Settings

) Disable
(& Enahle

Interval Time

ACS Server On

ACS Server

CPE Client

Periodic Inform Settings

DrayTek

Internet (v

Q00 second(s)

Choose the interface for the router connecting to ACS
server.

ACS Server On

URL/Username/Password — Such data must be typed
according to the ACS (Auto Configuration Server) you
want to link. Please refer to Auto Configuration Server
user’s manual for detailed information.

It is not necessary for you to type them. Such information
is useful for Auto Configuration Server.

Enable/Disable — Sometimes, port conflict might be

occurred. To solve such problem, you might want to

change port number for CPE. Please click Enable and
change the port number.

The default setting is Enable. Please set interval time or
schedule time for the router to send notification to CPE.
Or click Disable to close the mechanism of notification.
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5.15.3 Administrator Password

This page allows you to set new password.

System Maintenance >> Administrator Password Setup

Administrator Password
Old Password
New Password

Confirm Password

Old Password Type in the old password. The factory default setting for
password is blank.

New Password Type in new password in this filed.

Confirm Password Type in the new password again.

When you click OK, the login window will appear. Please use the new password to access
into the web configurator again.

5.15.4 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration.

4.  Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration
Restoration

Select a configuration file.

Click Restore to upload the file.

Backup
Click Backup to download current running configurations as a file.
[ Backup ] [ Cancel ]

5. Click Backup button to get into the following dialog. Click Save button to open
another dialog for saving configuration as a file.

-.* [X]
‘}r/ You are downloading the File:
_“_-

config.cfg from 192.168.1.1

“whould you like to open the file or 2ave it to your computer?

[ Open ] [ Save ] [ Cancel ] [ kare Info

Alwapz ask before opening this type of file
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6. In Save As dialog, the default filename is config.cfg. You could give it another name
by yourself.

Save in: | @ Desktop PV ¢! & ,

uﬁMy Docurments
-} My Computer
My Recent HMV Mebwark Places
Documents | [ @8IRyS-CoM Lite
T — | |[Chennexa
[y mmm
Deskiap [ MSniap300
|2 TeleDanmark.

6

=

[
o
=]
=
{f=]

wzkz_232_config_L

My Documents | =
% vw2ke_250_config_L

iy Computer
___ File hame: |config hd | [ Save ]
.

My Network. | Save as type: | Configuration file v | [ Cancel ]

7. Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will appear different windows, but the backup function is still available.

Note: Backup for Certification must be done independently. The Configuration Backup
does not include information of Certificate.

Restore Configuration

3.  Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance >> Configuration Backup
Configuration Backup / Restoration

Restoration

Select a configuration file,

| |[Elr0wse..]

Click Restore to upload the file.

Backup
Click Backup to download current running configurations as a file.
’ Backup ] ’ Cancel ]

4.  Click Browse button to choose the correct configuration file for uploading to the
router.

5. Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.
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5.15.5 Syslog/Mail Alert

SysLog function is provided for users to monitor router. There is no bother to directly get
into the Web Configurator of the router or borrow debug equipments.

System Maintenance >> SysLog [ Mail Alert Setup

SysLog / Mail Alert Setup

SyslLog Access Setup Mail Alert Setup
¥ Enahble [JEnable
Syslog Save to: SMTE Server

[¥] Sy=lag Server
sy g Mail To
CJuse Disk

Router Name Return-Path

Server [P Address Authentication

. . User Mame
Destination Port 214

Enable syslog message:
Firewall Log

Password
Enable E-Mail alert:

VPN Log DaS aAttack
User Access Log IM-P2P
Call Log

WaN Log

Router,/DSL information

[ oK | | Clear | [ Refresh |

Enable Check Enable to activate function of syslog.

Syslog Save to Check Syslog Server to save the log to Syslog directly.
Check USB Disk to save the log to the attached USB
diskette.

Router Name Type in the router name provided by ISP.

Server IP Address The IP address of the Syslog server.

Destination Port Assign a port for the Syslog protocol.

Enable syslog message Check the box listed on this web page to send the

corresponding message of firewall, VPN, User Access,
Call, WAN, Router/DSL information to Syslog.

Enable (Alert Setup...) Check Enable to activate function of mail alert.

Send a test e-mail Make a simple test for the e-mail address specified in this
page. Please assign the mail address first and click this
button to execute a test for verify the mail address is
available or not.

SMTP Server The IP address of the SMTP server.

Mail To Assign a mail address for sending mails out.

Return-Path Assign an e-mail address of another mailbox to accept all
returned messages if fatal problems occur at the recipient
mailbox.

The e-mail address typed here also acts as the Sender
address while Vigor sends out the alert e-mails.
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Authentication

User Name
Password
Enable E-mail Alert

Check this box to activate this function while using e-mail
application.

Type the user name for authentication.
Type the password for authentication.

Check the box to send alert message to the e-mail box
while the modem detecting the item(s) you specify here.

DoS Attack
IM-P2P

Click OK to save these settings.

For viewing the Syslog, please do the following:

1.
2.

DrayTek

Just set your monitor PC’s IP address in the field of Server IP Address
Install the Router Tools in the Utility within provided CD. After installation, click on

the Router Tools>>Syslog from program menu.

B Fouter Too

WD About Router Tools

B, Firmware Upgrade Utility
1 Syslog

i5 Uninstsll Router Tools ¥3.5.1
@] Visit DrayTek Web Site

From the Syslog screen, select the router you want to monitor. Be reminded that in

Network Information, select the network adapter used to connect to the router.
Otherwise, you won’t succeed in retrieving information from the router.

Controls

192.168.1.1 w WAN Status

i 3y Gateway IP (Fixed) T Packets T¥ Rate
F Vigor series
= o o
LAN Status
T Packets R Packets WaAN IP (Fixed) R Packets R¥ Rate
[ 1693 | 1470 [ [ 0 | 0

| Firewall Loz | VEN Log | User Access Log | Call Log | WAN Loz | Others | Netwark Information | Wet State |

On Line Routers Host Mame: wivian
IP Address | Mask MAC MIC Description: |i5 900-Based PCI Fast Ethernet Adapter - Packet 5¢ |
192,1658.1.1  255.255.2... 00-50-7F-54-6 .
MIC Information
MAC Address: 00-11-DE-E4-58-CE  [efault Geteway: 192,168.1.1
IP Address: 192,168.1.10 % DHCF Server: 192.168.1.1
Subnet Mask: 255.255.255.0 S Mon Jan 22
Lease Obtained: 01:28:23 2007
< | S 165.95.1.1
= — DS Servers: Lease Expires: Thu Jan 25
01:25:23 2007
Refresh

ADSL Status

346 VigorIPPBX 2820 Series User's Guide



5.15.6 Time and Date
It allows you to specify where the time of the router should be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time 2007 Jun 28 Thu & &3 42

Time Setup
O Use Browser Time

® Use Internet Time Client

Time Protocol NTP (RFC-1308) »
Server IP Address pool.ntp.org
Time Zone (GMT) Greenwich Mean Time : Dublin v
Enable Daylight Saving O
Automatically Update Interval 30 min ¥
[ oK ] [ Cancel ]
Current System Time Click Inquire Time to get the current time.
Use Browser Time Select this option to use the browser time from the remote
administrator PC host as router’s system time.
Use Internet Time Select to inquire time information from Time Server on the
Internet using assigned protocol.
Time Protocol Select a time protocol.
Server IP Address Type the IP address of the time server.
Time Zone Select the time zone where the router is located.
Enable Daylight Saving Check this box to enable daylight saving. Such function is
useful for certain areas.
Automatically Update Select a time interval for updating from the NTP server.
Interval

Click OK to save these settings.
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5.15.7 Management

This page allows you to manage the settings for access control, access list, port setup, and
SMP setup. For example, as to management access control, the port number is used to
send/receive SIP message for building a session. The default value is 5060 and this must
match with the peer Registrar when making VolP calls.

System Maintenance >> Management
Management Setup

Router Mame Management Port Setup
® User Define Parts O Default Parts

Management Access Control Telnet Port 23 {Default; 233
[ &llow management from the Internet HTTE Part an (Default: 80)
FTP Server
HTTPS Port 443 (Default: 443
HTTF Server
FTP Port 21 :
HTTPS Server (befault: 21)
Telnet Server SEH Port 22 (Default: 223
S5H Server
SHNMP Setup

Disable PING from the Internet
[0 Enable SMMP Agent

Access List Get Community public
List Ip Subnet Mask Set Community private
1 w
Manager Host IR
2 hd . :
Trap Community public
3 hd . .
Motification Host IP
Trap Timeout 10 zecands
Router Name Type in the router name provided by ISP.

Allow management from Enable the checkbox to allow system administrators to login

the Internet from the Internet. There are several servers provided by the
system to allow you managing the router from Internet.
Check the box(es) to specify.

Disable PING from the Check the checkbox to reject all PING packets from the Internet.
Internet For security issue, this function is enabled by default.
Access List You could specify that the system administrator can only

login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the
router.

Subnet Mask - Represent a subnet mask allowed to login
to the router.

Default Ports Check to use standard port numbers for the Telnet and
HTTP servers.

User Defined Ports Check to specify user-defined port numbers for the Telnet,
HTTP and FTP servers.

Enable SNMP Agent Check it to enable this function.
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Get Community Set the name for getting community by typing a proper
character. The default setting is public.

Set Community Set community by typing a proper name. The default
setting is private.

Manager Host IP Set one host as the manager to execute SNMP function.
Please type in IP address to specify certain host.

Trap Community Set trap community by typing a proper name. The default
setting is public.

Notification Host 1P Set the IP address of the host that will receive the trap
community.

Trap Timeout The default setting is 10 seconds.

5.15.8 Reboot System

The Web Configurator may be used to restart your router. Click Reboot System from
System Maintenance to open the following page.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router 7

& Using current configuration
) Using factory default configuration

Auto Reboot Time Schedule

Index{1-15% in Schedule Setup:

MNote: Action and Idle Timeout settings will be ignored.

[ 0K l [ Cancel ]

Index (1-15) in Schedule Setup - You can type in four sets of time schedule for performing
system reboot. All the schedules can be set previously in Applications >> Schedule web
page and you can use the number that you have set in that web page.

If you want to reboot the router using the current configuration, check Using current
configuration and click OK. To reset the router settings to default values, check Using
factory default configuration and click OK. The router will take 5 seconds to reboot the
system.

Note: When the system pops up Reboot System web page after you configure web settings,
please click OK to reboot your router for ensuring normal operation and preventing
unexpected errors of the router in the future.
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5.15.9 Firmware Upgrade

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools. The following web page will guide you to upgrade
firmware by using an example. Note that this example is running over Windows OS
(Operating System).

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site
is www.draytek.com (or local DrayTek's web site) and FTP site is ftp.draytek.com.

Click System Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade

Web Firmware Upgrade

Select a firmware file.

Click Upgrade to upload the file. Upgrade

TFTP Firmware Upgrade from LAN

Current Firmware Yersion: 3.5.5.1_RC8
Firmware Upgrade Procedures:

Click "OK" to start the TFTP server.

Open the Firmware Upgrade Utility or other 3-party TFTP client software.
Check that the firmware filename is correct,

Click "Upgrade” on the Firmware Upgrade Utility to start the upgrade.

after the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware ?

S

Click OK. The following screen will appear. Please execute the firmware upgrade utility
first.

System Maintenance >> Firmware Upgrade

ﬁ TFTP server is running. Please execute a Firmware Upgrade Utility
software to upgrade router's firmware, This server will be closed by
itself when the firmware upgrading finished.
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5.15.10 Activation

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

After you have finished the setting profiles for WCF, it is the time to activate the mechanism
for your computer.

Click System Maintenance>>Activation to open the following page for accessing
http://myvigor.draytek.com.

Note: Such service mechanism is powered by Commtouch.

System Maintenance >> Activation Activate via interface : | auto-selected |+

Web-Filter License Activate
[Status: Mot Activated]

authentication Message

Mote: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

[ QK ] [ Cancel ]
Activate via Choose WAN interface used by such device for activating Web
Interface Content Filter.
Activate via interface : VAN b

auto-selected

WWAN 2
Activate The Activate link brings you accessing into www.vigorpro.com to

finish the activation of the account and the router.

Authentication As for authentication information of web filter, the process of
Message authenticating will be displayed on this field for your reference.
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Below shows the successful activation of Web Content Filter:

System Maintenance >> Activation Activate via interface | YWaAN 1 v
Webh-Filter License Activate

[Status:Commtouch] [Start Date:2010-07-27 Expire Date:2010-08-27]

Authentication Message

Aptivated Wiz, Aetiwvated Wizard query license status Successful, Z2010-03-15
07:28:20

MNote: If yvou want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

(oK ) [Cancel ]

Status Display the mechanism (represented with code number, e.g.,
CT-CF) adopted by such router.

Start Date Display the starting date of WCF license activated successfully.

Expire Date Display the ending date of WCF license activated successfully.

Activate Click this link to access into http://myvigor.draytek.com for

activating WCF function.

5.16 Diagnostics

Diagnostic Tools provide a useful way to view or diagnose the status of your Vigor router.
Below shows the menu items for Diagnostics.

Diagnostics
F-DialouETrigger
F-Routing=Fable
E=NRP-Cache-Fable
EDHEP=Table

ENATSessions-able
F-PingDiagnosis
E-Data-Fiow-Monitor
F=TrafficGraph
FIraceRoiie
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5.16.1 Dial-out Trigger

Click Diagnostics and click Dial-out Trigger to open the web page. The internet connection
(e.g., ISDN, PPPoE, PPPOA, etc) is triggered by a package sending from the source IP
address.

Diagnostics >> Dial-out Trigger

Dial-out Triggered Packet Header | Refresh |
HEX Format:
00 50 7F 00 00 00-00 0E a6 24 DS A1-02 00

45 00 00 30 89 C9 40 00-7F 06 80 01 CO AS 01 04
41 36 EF 14 08 44 07 4¥-33 20 94 D1 00 00 00 00
70 02 FF FF B9 45 00 00-02 04 05 B4 01 01 04 02
BE 9 80 C9 9F 4B 80 5B-3D D9 80 19 84 65 00 00
00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 0o

Decoded Format:

192.148.1.10,2212 -= 65.54.239.20,1863
Pr tcp HLen 20 TLen 48 -5 Seq 857773265 Ack O Win 65535

Decoded Format It shows the source IP address (local), destination IP
(remote) address, the protocol and length of the package.
Refresh Click it to reload the page.

5.16.2 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Diagnostics >> View Routing Table

Current Running Routing Table | Refresh |
Key: C - connected, 3 - static, R - RIP, * - default, ~ - priwvate ~
* 0.0.0.0/ 0.0.0.0 wia 172.16.3.4, WANE
C~ 192.168.1.0/ 255.255.255.0 is directly connected, LAN
C 172.16.0.0/ 255.255.0.0 is directly connected, TWANZ
v
Refresh Click it to reload the page.
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5.16.3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

Diagnostics >> View ARP Cache Table

Ethernet ARP Cache Table | Clear | Refresh |
IF Address MAC Address ~
192.188.1.10 O0-0E-AG-ZA-D5-A1
172.16.2.240 00-05-50-04-Dz2-C0
172.16.2.1594 00-50-7F-33-31-E9
172.16.3.237 00-0C-6E-DO-CA-63
172.16.3.222 00-50-7F-14-59-11
172.16.2.209 o0-07-40-82-13-77
172.16.3.181 00-50-7F-1A-55-CF
172.16.2.238 00-50-7F-C0-29-1D
172.16.2.62 00-50-7F-28-6E-21
172.16.3.201 00-50-7F-1C-49-E5
220.130.52.220 00-50-7F-C1-06-4D
172.16.3.115 00-14-92-92-E5-1D
172.16.2.114 00-50-7F-C0-25-ED
172.16.3.134 00-50-7F-33-31-E3
172.16.2.229 00-50-7F-FO-00-5E -

Refresh

Clear

Click it to reload the page.
Click it to clear the whole table.

5.16.4 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.
Diagnostics >> View DHCP Assigned IP Addresses

DHCP IP Assignment Table | Refresh |

DHCF server: Running L

DrayTek

Index IP Address MALC Address Leased Time HOST ID

1 19z.168.1.10 00-0E-A6-2A-D5-A1 0:00:06.520 ok-leegiyiv075u

Index It displays the connection item number.

IP Address It displays the IP address assigned by this router for
specified PC.

MAC Address It displays the MAC address for the specified PC that

Leased Time

HOST ID

Refresh

DHCP assigned IP address for it.
It displays the leased time of the specified PC.
It displays the host ID name of the specified PC.

Click it to reload the page.
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5.16.5 NAT Sessions Table
Click Diagnostics and click NAT Sessions Table to open the setup page.

Diagnostics >> NAT Sessions Table

MAT Active Sessions Table | BRefresh |
_______________________________________________________________________________ M
Priwvate IP :Fort #Pseudo FPort Peer IP :Port Interface

192.168.1.10 2473 52059 Z207.460.106.51 1563 WANZ

192.165.1.10 24706 Sz0gz Z07.46.26.253 7001 WANZ

192.165.1.10 2477 52063 207.46.26.254 7001 WANZ

192.1658.1.10 2477 52063 207.46.26.254 =] A2

192.1658.1.10 2477 Sz063 207.460.20.253 7001 WANZ

192.1658.1.10 2478 Sz064 Z07.68.178.1a0 g0 WANZ

192.165.1.10 2479 S5Z065 207.65.175.146 80 WANZ

W
Private IP:Port It indicates the source IP address and port of local PC.
#Pseudo Port It indicates the temporary port of the router used for NAT.
Peer IP:Port It indicates the destination IP address and port of remote
host.

Interface It displays the representing number for different interface.
Refresh Click it to reload the page.

5.16.6 Ping Diagnosis

Click Diagnostics and click Ping Diagnosis to pen the web page.

Diagnostics >> Ping Diagnosis

Ping Diagnosis
Mote: If you want to ping a LAN PC or you don't want to specify
which WaN to ping through, please select "Unspecified".
Ping through: | Unspecified
Ping to: |Host/IP %) 1p address:
| | Run

Result | Clear |

Ping through Use the drop down list to choose the WAN interface that
you want to ping through or choose Unspecified to be
determined by the router automatically.
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Ping through: (Unspecified &

Unspecified

WAN |
WWAMNZ
Ping to Use the drop down list to choose the destination that you
want to ping.
IP Address Type in the IP address of the Host/IP that you want to
ping.
Run Click this button to start the ping work. The result will be

displayed on the screen.

Clear Click this link to remove the result on the window.

5.16.7 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds. The IP address listed here is configured in Bandwidth
Management. You have to enable IP bandwidth limit and IP session limit before invoke Data
Flow Monitor. If not, a notification dialog box will appear to remind you enabling it.

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP
Address, TX rate, RX rate or Session link for arranging the data display.

Diagnostics >> Data Flow Monitor

[J Enable Data Flow Monitor

Refresh Seconds: |10 ¥| page: |1 ¥ | Refresh |
Index |IP Address TX rate(Kbps) RX rate(Kbps) ~ Sessions Action

Current / Peak f Speed Current / Peak / Speed Current / Peak

WAN1 0/0/ Auto 0/0/ Auto
WAN2 192.168.5.20 1/ 1401 / Auto 1/ 2124/ Auto
Total 1/ 1401 / Auto 1/ 2124/ Auto 9/ 85

Note: 1. Click "Block" to prevent specified PC from surfing Internet for 5 minutes.
2. The IP blocked by the router will be shown in red, and the session column will display the
remaining time that the specified IP will be blocked.
3. (Kbps): shared bandwidth
+ : residual bandwidth used
Current/Peak are average.

Enable Data Flow Check this box to enable this function.
Monitor
Refresh Seconds Use the drop down list to choose the time interval of
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refreshing data flow that will be done by the system
automatically.

Refresh Seconds: |10 ¥

Refresh Click this link to refresh this page manually.
Index Display the number of the data flow.
IP Address Display the IP address of the monitored device.
TX rate (kbps) Display the transmission speed of the monitored device.
RX rate (kbps) Display the receiving speed of the monitored device.
Sessions Display the session number that you specified in Limit
Session web page.
Action Block - can prevent specified PC accessing into Internet
within 5 minutes.
ge: |1 ¥ | BRefresh |
5) Sessions Action
7 Block

Unblock — the device with the IP address will be blocked
in five minutes. The remaining time will be shown on the
session column.

ge: |1 ¥ | Refresh |
Sessions Action
blocked / 298 Unblock
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5.16.8 Traffic Graph

Click Diagnostics and click Traffic Graph to pen the web page. Choose WAN1
Bandwidth/WAN2 Bandwidth, Sessions, daily or weekly for viewing different traffic graph.
Click Refresh to renew the graph at any time.

Diagnostics >> Traffic Graph

Show Chart: | WANZ Bandwidth | | Daily - | Refresh |
21

vdth

5.16.9 Trace Route

Click Diagnostics and click Trace Route to open the web page. This page allows you to
trace the routes from router to the host. Simply type the IP address of the host in the box and
click Run. The result of route trace will be shown on the screen.

Diagnostics >> Trace Route

Trace Route

Trace through: Unspecified
Protocal: ICMWP »
Host 4 IP address: Run
Result | Clear |
Trace through Use the drop down list to choose the WAN interface that

you want to ping through or choose Unspecified to be
determined by the router automatically.
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Unspecified

Protocol Choose a protocol (ICMP or UDP) for such route.
Host/IP Address It indicates the IP address of the host.

Run Click this button to start route tracing work.

Clear Click this link to remove the result on the window.
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This page is left blank.
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Chapter 6: Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
®  Pinging the router from your computer.

® Checking if the ISP settings are OK or not.

®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

6.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check the power line and WLAN/LAN cable connections.
Refer to “1.3 Hardware Installation” for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

ACT VPN Line
Factory - -

Reset CSM WAN2 QoS

ISDN1 ISDN2 Phone

3. If not, it means that there is something wrong with the hardware status. Simply back to
*“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.
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6.2 Checking If the Network Connection Settings on Your

Computer Is

OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.

For W

9

1.

indows

The example is based on Windows XP.

www.draytek.com.

systems, please refer to the similar steps or find support notes in

As to the examples for other operation

Mebwotrk Conneckions

2.

—

3.

- ethO Properties

Disable
i Status
[ 1
- Repair
_ Bridge Connections

Create Shortcut

Rename

General iAuthentication Avanced |

Cottect using:

im ASUSTeK /Broadeom 440¢ 10100 Ir ‘

Thiz connection uzes the following items:
El Clignt for Microsaft Metwarks

.Q File and Printer Sharing for Microsoft Wetwarks
.@QDS Packet Scheduler

L \nternet Frotocol [TCRAR)
Dezcription

Transmission Control Protocol/nternet Protocol. The defalt
wide area network protocol that provides communication
across diverse interconnected networks,

Show icon in notification area when connected
Matify me when thiz connection haz imited or no connectivity

0K

[ J

Cancel ]

Go to Control Panel and then double-click on Network Connections.

Right-click on Local Area Connection and click on Properties.

Select Internet Protocol (TCP/IP) and then click Properties.
)
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4.  Select Obtain an IP address automatically and Obtain DNS server address
automatically.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Y'ou can get IP settings assigned automatically if your network, supports
thiz capability. Otherwize, you need to ask your network administrator for
the appropriate |F zettings.

(%) Obtain an IP address automatically
() Uze the Fallawing IP address:

() Use the fallowing DNS server addresses:
' [ ]

R

[ 0K H Cancel ]

For MacOs

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Network.

3. Onthe Network screen, select Using DHCP from the drop down list of Configure

IPv4.
86N Network =)
ff i [T )
= O =
Show All Di“spla:.'rs Sound Nelv;furk Startup Disk
Location: .Automatic ﬂ
Show: | Built-in Ethernet ﬂ
f TCP/IP | PPPoE = AppleTalk Proxies Ethernet '
Configure IPv4 "Usiﬂg DHCP ﬂ
EAddress 192.168.1.10 | Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains {Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4
( Configure IPv6... ) 7
SerrrrT————— NS
H-Jcl'khlk further ch ( Assi 3 ( Apply Now )
ick the lock to prevent further changes. [ Assistme... | [ Apply Now ]
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6.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might
need to use “ping” command to check the link status of the router. The most important
thing is that the computer will receive a reply from 192.168.1.1. If not, please check the
IP address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section 6.2)

Please follow the steps below to ping the router correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes= time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1. Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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e Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl 5
Welcome to Darwin!

Yigorl®:~ drovtek} ping 192.168.1.1

PING 192.168.1.1 (192,168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seq=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_zeg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeg=2 ttl=2E5 time=A.716 ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=2E5 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 tine=A.72 mz
AC

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8.723/8.7656 ns

Yigori@:~ drovtekd ||

VigorlPPBX 2820 Series User's Guide 365 Dray Tek



6.4 Checking If the ISP Settings are OK or Not

Click WAN>> Internet Access and then check whether the ISP settings are set correctly.
Click WAN1 or WANZ2 link to review the settings that you configured previously.

WAN >> Internet Access

Internet Access

Display Physical X .
Index Name Mode Config Information
Channel: 1, ¥PI:0, %¥CI1: 33, Protocol: PPPOESLLC/SHAR,
el HDEL Modulation: Multimode, Dynamic IP
WAN2 Ethernat IP A&ddress:172.16,.3.229, Subnet Mask:255.255.0.0, Gateway

IP172.16.2.4

6.5 Problems for 3G Network Connection

When you have trouble in using 3G network transmission, please check the following:

Check if USB LED lights on or off

You have to wait about 15 seconds after inserting 3G USB Modem into your Vigor2820.
Later, the USB LED will light on which means the installation of USB Modem is successful.
If the USB LED does not light on, please remove and reinsert the modem again. If it still
fails, restart Vigor2820.

USB LED lights on but the network connection does not work

Check the PIN Code of SIM card is disabled or not. Please use the utility of 3G USB Modem
to disable PIN code and try again. If it still fails, it might be the compliance problem of
system. Please open DrayTek Syslog Tool to capture the connection information (WAN Log)
and send the page (similar to the following graphic) to the service center of DrayTek.

'5’ DrayTek Syslog

Conirols 192.168.1.1 ~| [ WAN Status
5 -égxie : '? Getway IP (Static) TX Packets RX Rate
@. E | » ||| [ OrayTekvigorzazn | | . | T
LAM Status
T¥ Packets RX Packets WaAN IP (Static) R¥ Packets TX Rate
| 6442 | 3807 | | 0 | 0

FireWall Log | VPN Log || User Access Log | Call Log | WAN Log | Network Infomation | Net State

Time Host Message ~
Apr1209:1749 Vigor WANZ PPPoE <= Protocol LCPic021) CondfReq Identifier0x03 ACCM: 0x0 Authe:
Apr1209:17:49 Vigor [3G]Modern status:al 20 00 00 00 00 02 00 03 00
Apr1209:17:49 Vigor WAN2 PPPoE => ProtocolLCP{c021) ConfReq Identifier0x00 MRU: 1500 ACCM
Apr1209:17:49 Vigor WANZ2 PPPoE «==¥:1 T:1 PADS ID:0
Apr1209:17:49 Vigor [3GIModemn response: CONNECT 3600000
Apr 12 09:17:49 Vigor [3G]Modern statosal 20 00 00 00 00 02 00 02 00
Apr 12 09:17:49 Vigor [3G]Modern statos:al 20 00 00 00 00 02 00 02 00
Apr1209:17:49 Vigor [3G]Modern dial A TDT*90#

Apr1209:17:49 Vigor WAN2 PPPoE => ¥:1 T:1 PADR ID:0

Apr1209:17:49 Vigor WANZ PPPoE «<=1¥:1 T:1 PADO ID:0

Apr1209:17:49 Vigor [3GIModem response: OK

Apr1209:17:49 Vigor [3G)Modem initialize 4 TRFEOV1X14&D2&C180=0

Apr1209:17:49 Vizor WAN2 PPPoE =:> ¥V:1 T:1 PADIID:0 h s
< >

ADSL Status
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Transmission Rate is not fast enough

Please connect your Notebook with 3G USB Modem to test the connection speed to verify if
the problem is caused by VigorIPPBX 2820. In addition, please refer to the manual of 3G
USB Modem for LED Status to make sure if the modem connects to Internet via HSDPA
mode. If you want to use the modem indoors, please put it on the place near the window to
obtain better signal receiving.

6.6 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will loose all settings you did
L before. Make sure you have recorded all useful settings before you pressing. The
password of factory default is null.

Software Reset
You can reset the router to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Using factory default configuration and click OK. After few
seconds, the router will return all the settings to the factory settings.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router ?

® Using current configuration
O Using factory default configuration

Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold
for more than 5 seconds. When you see the ACT LED blinks rapidly, please release the
button. Then, the router will restart with the default configuration.

Factory
Reset

InY !
e ek
ACT vm |.
USB DSL p" n n
Factory

Reset CSM WAN2 QQS
ISDN1 ISDN2
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After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.
6.7 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer
for further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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Appendix:. Hardware

Specifications
Temperature Operating : 0°C ~ 45°C
Storage : -25°C ~ 70°C
Humidity 10% ~ 90% ( non-condensing )
Max. Power Consumption 10 Watt
Dimension L241 * W165 * H44 ( mm )
Power DC 12V ~ 15V
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