ARl
# L

3300V

%
2
f
b

11




Vigor3300 Series of Multiservice Security Broadband Router

Table of Contents

PARTI About this User Manual ii
Copyright iii
DrayTek Limited Warranty......cccceeeeieieieiiniiieieinriennscnnscns sosssssssssssssscs oV
Be a Registered Owner iv
Caution iv
Safety INStructions....ccccveeiiieiiiieiiinieieiiiinieiereisteessssnscsssssssscsnscsnnsons A\
European Community Declarations........cccoeveiiieiiinieiniiieicinecinnccnnsens vi

CE Declaration and Conformity.......cccceeeeiiiniiiniiiieiiinrciinieiarcsscsncens vii
L0811 7100 1075 M 111 010 o viii
L0.05022 1 1177213 (1) 1 e ix
PART II  Preface, Installation and Administration Setup 1-1
CHAPTER 1. Preface and Installation 1-1
CHAPTER 2. Administrator Password Setup 2-1
PART IIT Quick Setup 3-1
CHAPTER 3. Quick Setup 3-1
PART IV  Enhance Features 4-1
CHAPTER 4. System Setup 4-1
CHAPTER 5. Network Setup 5-1
CHAPTER 6. Advance Setup 6-1
CHAPTER 7. Firewall Setup 7-1
CHAPTER 8. VPN and Remote Access Setup 8-1
CHAPTER 9. VoIP Setup 9-1
CHAPTER 10. Quality of Service Setup 10-1

PARTV  Appendix A A-1

! DrayTek



Vigor3300 Series of Multiservice Security Broadband Router

About This User’s Manual

This manual is designed to assist in using one of the Vigor 3300 series of multiservice
Internet routers. The information contained in this document is subject to change
without notice. If you have any inquiries, please feel free to contact our support
team via E-mail, Fax or phone. For the latest product information and features,

please visit our website at www.draytek.com.tw.

Copyright

Copyright © 2005 by DrayTek Corporation

All rights reserved. The information of this publication is protected by copyright.
No part of this publication may be reproduced, transmitted, transcribed, stored in a
retrieval system, or translated into any language without written permission from the

copyright holders.

Trademark

DrayTek is a registered trademark of DrayTek Corp. Vigor product series are
trademarks of DrayTek Corp. Other trademarks and registered trademarks of
products mentioned in this manual may be the properties of their respective owners

and are only used for identification purposes.

Target Readers

This guide is intended for those responsible for hardware installation, and

configuration for Vigor 3300 series.
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Vigor3300 Series of Multiservice Security Broadband Router

DrayTek Limited Warranty

We warrant to the original end user (purchaser) that the routers will be free from any
defects in workmanship or materials for a period of two (2) years from the date of
purchase from the dealer. Please keep your purchase receipt in a safe place because

it serves as the proof of purchase date.

During the warranty period, and upon proof of purchase, should the product have
indications of failure due to faulty workmanship and/or materials, we will, at our
discretion, repair or replace the defective products or components, without charge for
either parts or labor, to whatever extent we deem necessary to restore the product to
proper operating condition. Any replacement will consist of a new or remanufactured
functionally equivalent product of equal value, and will be offered solely at our
discretion. This warranty will not apply if the product is modified, misused, tampered

with, damaged by an act of God, or subject to abnormal working conditions.

The warranty does not cover the bundled or licensed software of other vendors.
Defects that do not significantly affect the usability of the product will not be covered
by the warranty.

We reserve the right to revise the manual and online documentation and to make
changes from time to time in the contents hereof without obligation to notify any

person of such revision or changes.

Be a Registered Owner

Online web registration at www.draytek.com.tw is preferred. Alternatively, fill in the

registration card and mail it to the address found on the reverse side of the card.

Registered owners will receive future product and update information.

Caution

There is the risk of explosion if an incorrect type of battery is replaced.

Dispose of used batteries according to local environmental instructions.
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Vigor3300 Series of Multiservice Security Broadband Router

Safety Instructions

Hl Operation Environment

Make sure that the AC power source is in the range of AC 90-240V.
The router should be used in a sheltered area, within a temperature range
from 0 to +50 °C and relative humidity in the range of 10% and 90%.
Do not expose the router to direct sunlight or other heat sources. The
housing and electronic components may be damaged by direct sunlight or
heat sources.

B Installation

Read the quick start guide and installation manual before turning on the
power switch of device.

Locate the emergency power-off switch near the device prior to power
connection.

Fixing the device on chassis to maintain air circulation and stable condition
is recommended.

Do not work alone if the operation environment is dangerous.

Check and avoid the potential hazard for moist environment, and grounding
issue for power cable.

Please turn off the power switch when replace fuse, install or remove
chassis.

Do not place the device in a damp or humid place, e.g. a bathroom-like
environment.

Avoid operating cable connection during lightning period.

When you want to dispose of the router, please follow local regulations on

conservation of the environment.

Il Maintenance

® User can replace fuses by removing the module and replace it when

necessary. Others components should be repaired by authorized and

qualified personnel. Do not try to open or repair the device by yourself.

® The fuse should be identical to the following standard: 250VAC, 1A
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Vigor3300 Series of Multiservice Security Broadband Router

European Community Declarations

DrayTek Corporation declares that the Vigor 3300 series of routers is in compliance
with the essential requirements and other relevant provisions of R&TTE Directive
99/5/EC.
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Vigor3300 Series of Multiservice Security Broadband Router

CE Declarations of Conformity

C€

Declaration of Conformity

We DrayTek Corp. , office at No.26, Fu Shing Road, HuKll)u County, Hsin-Chu Industry
Park, Hsinchu 300, Taiwan , R.0.C,, declare under our sole responsibility that the product:
® Product name : MultiService Security Router

® Model number : Vigor 3300, Vigor 3300B, Vigor3300B+, Vigor 3300V

Produced by:

® Company Name: DrayTek Corp.

® Company Address: No.26, Fu Shing Road, HuKou County, Hsin-Chu Industry Park,
Hsinchu 300, Taiwan , R.O.C.

to which this declaration relates is in conformity with the following standards or other

normative documents:

Item Description Standard Standard age

Conducted & Radiated Emission EN 55022 Class A 1998+A1:2000

Standard

EN 61000-3-2 Class A 2000
EN 61000-3-3 1995+A1:2001
EN 55024 1998+A1:2001

Current Harmonic
Voltage Fluctuation and Flicker
Immunity Standard

ElectroStatic Discharge

EN 61000-4-2

1995+A1;1998+A2:2000

Radiated Susceptibility

EN 61000-4-3

1995+A1;1998+A2:2000

Electrical Fast Transient/Buster  |EN 61000-4-4 1995+A1;2001+A2:2001
Surge EN 61000-4-5 1995+A1:2000
EMC Conducted Susceptibility EN 61000-4-6 1996+A1:2000
Power Frequency Magnetic Field |EN 61000-4-8 1993+A1:2000
Voltage Dips EN 61000-4-11 1994+A1:2002
Safety |[LVD Certificated EN 60950-1 2001

Compliance with the directives of R&TTE 1999/5/EEC

Hsinchu

(place)

25 May, 2005
(date)

raylek

(Legal Signature)
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Vigor3300 Series of Multiservice Security Broadband Router

Customer Support

Please prepare the following information before you contact your customer support.
Bl Product model and serial number,

Warranty information,

Date that you received Vigor 3300,

Product configuration,

Software release version number,

Brief description of your problem,

Steps that you may take to solve it and their associated SysLog messages.

The information of customer support and sales representatives are

support @draytek.com.tw and sales @draytek.com.tw, respectively.
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Vigor3300 Series of Multiservice Security Broadband Router

Organization

This document is separated into the following chapters:

Chapter Title Description Page

1 Preface and Provides an overview product 1-1

Installation installation, LED indication and
hardware installation.
2 Administrator Provides administrator password 2-1
Password Setup setup, update and verification.

3 Quick Setup Provides a quick web setup instruction|3-1
for basic feature of LAN and WAN.

4 System Setup Provides a system setup for status, 4-1
NTP, syslog, access control, reboot,
firmware upgrade diagnostic tools and
review.

5 Network Setup Provides a setup instruction for LAN |5-1
and WAN for load balance, HA and
backup feature.

6 Advance Setup Provides a setup instruction for static |6-1
route, DMZ, Multi-port redirection,
and LAN interface, and RADIUS.

7 Firewall Setup Provides rule-based of how to 7-1
configure firewall rule for packet
filter, DOS, and URL.

8 VPN and Remote Provides the LAN to LAN and remote |8-1

Access Setup dial-in access for VPN connection
setup.

9 VoIP Setup Provides a setup for VoIP feature on |9-1
FXS, FXO module. It covers SIP,

MGCP, speed dial, codec setting, tone
setting, QoS, NAT Traversal,
incoming call barring.
10 Quality of Service  [Provide QoS setup mechanism. 10-1
Setup
Appendix A [PC Web Browser Provides setup of PC to configure A-1
Setup Vigor 3300.
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Preface and Installation

CHAPTER 1
Preface and Installation

1.1 Preface

The Vigor3300 product series integrates a rich suite of functions, including NAT, firewall,
VPN, load balance, bandwidth management, and VolP capability. These products are
very suitable for providing multi-integrated solutions to SME markets. An application
scenario for the Vigor3300 series is depicted in Figure 1-1, which illustrates
interconnections among branch offices through the Internet via the Vigor3300 routers. By
combining with an existing PABX, an Internet phone from a remote branch can also
access any extension number on a local PABX or a traditional phone via PSTN. Also, by
combining load balancing, data security, and Internet phone features, the company can

benefit from reducing operation fees.

IP ar ATM
Backbone

Figure 1-1. An application scenario of the Vigor3300 series

DrayTek
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Preface and Installation

A Virtual Private Network (VPN) is an extension of a private network that encompasses

links across shared or public networks like an Intranet. A VPN enables you to send data

between two computers across a shared public Internet network in a manner that emulates

the properties of a point-to-point private link. The DrayTek Vigor3300 series VPN router

supports Internet-industry standards technology to provide customers with open,

interoperable VPN solutions such as X.509, DHCP over Internet Protocol Security (IPSec)
up to 200 tunnels, and Point-to-Point Tunneling Protocol (PPTP).

Internet Telephony, also known as Voice over Internet Protocol (VoIP), is a technology
that allows you to make telephone calls using a broadband Internet connection instead of
a regular (analog) phone line. Combining a PABX with a V3300V allows you to call
anyone who has an Internet phone or a traditional telephone number — including local,
long distance, mobile, and international numbers. Internet Telephony offers features and
services that are unavailable with a traditional phone at no additional cost. Because
Internet Telephony requires strictly minimal packet delay and jitter (since voice quality is
intolerant of packet loss), the Vigor3300V integrates VoIP feature with QoS and packet
loss concealment mechanisms to effectively transport high priority voice traffic over IP
with low latency. Another feature is T.38 fax relay. By enabling and configuring fax rate
on a dial peer, the originating and the terminating V3300V can enter fax relay transfer
mode. By using the T.38 function, customers can also save on fax expenses. Lastly, by
enabling the load balance feature on multiple WAN ports, lease lines can be replaced to
provide a cost-effective method for network infrastructure.

The rest of this chapter is organized as following:

® Section 1.2: Connections and LED Indicators

® Section 1.3: Hardware Installation

DrayTek



Preface and Installation

1.2 Connections and LED Indicators

The Vigor3300 series has 4 WAN interfaces that support load balancing. This allows the
system to reach peak performance and reduces the cost of maintaining a single
high-speed trunk by sharing the load amongst the multiple WAN interfaces. Each
interface can be connected to an individual Internet Service Provider. The Vigor3300
series also supports a backup function for WAN interfaces— a user can select one WAN
interface to be a backup interface. If the master interface fails, the backup interface will
take over as the master interface immediately. Lastly, the Vigor3300 series has a DMZ
function can be applied to any LAN or WAN interface. Figure 1-2 illustrates the
application of each interface in Vigor3300V.

Power Cable

e e
b -
bk st ]
R e T ] 1
e CARETTANY o

DSLiCabelf
o Fiber Modem

DSLiCabel/
Fiber Modem

DSL/ICabell
Fiber Modem

Figure 1-2. Vigor3300 series network connection
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Preface and Installation

The included auxiliary cables are listed in Table 1-1.

Table 1-1. The Vigor3300 connector specification

Auxiliary Cables Type, Color Connected to Remarks
Power Cord Black AC Outlet 90-264VAC
Serial (Console) RS232, Grey PC RS232 port --

Ethernet (LAN) RJ-45, Blue Ethernet switch or hub --

Ethernet (DMZ) RJ-45, Blue Server

Ethernet (WANT1) RJ-45, Blue DSL/Cable/Fiber Modem |--

Ethernet (WAN?2) RJ-45, Blue DSL/Cable/Fiber Modem

Ethernet (WAN3) RJ-45, Blue DSL/Cable/Fiber Modem

Ethernet (WAN4) RJ-45, Blue DSL/Cable/Fiber Modem

To connect the router to your system:

® |. Connect the power cord in the rear panel of the Vigor3300 to an AC outlet. The
PWR LED should light up.

® 2. After system testing is completed, the ACT LED will begin to blink.

® 3. Connect your local network to any of the 4 LAN ports on the Vigor3300 with a
blue RJ-45 cable, and the LAN LED will blink.

The Vigor3300 provides LEDs for VPN, Firewall, QoS, VoIP, and the 4 WAN ports. All

of these LEDs are depicted in Figure 1-3 and the function of each LED is described in
Table 1-2.

DrayTek




Preface and Installation

(Vigor 3300 Front Panel LED)

— LAN =—— = WANDOME —y
@vey @ 0 ® LK E B 9 @
@Frvatl® @ @ 10 & & ® @

Fastors @PWREACT @0cs @ @ O OO ® & @ @

Reset P1 P2 FI P4 P P11 P Pd

(VolP Module-FXS)
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(VolP Module-FXO)
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Figure 1-3. LED indicators of the Vigor3300
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Preface and Installation

Table 1-2. The Vigor3300V front panel LED and its description

LED Indication Color Description Remarks
PWR Green Power ON
OFF Power OFF
ACT Green/Blinking  |Blinks when system is active
OFF When System is hanging
WAN, Px |LNK Green/Blinking |Green when Ethernet link is established; Blinks|Px: Port x, where x is
during data transit
OFF No Ethemet link established
100M  |Green The speed for Ethernet is 100Mbps
OFF The speed for Ethernet is 10Mbps
FDX Green The Ethernet is in full duplex mode
OFF The Ethernet is in half duplex mode
LAN,Px |LNK Green Ethernet link is established on port Px Px: Port x, where x is
OFF No Ethemet established on port Px
100M  [Green The speed for Ethernet is 100Mbps on port Px
OFF The speed for Ethernet is 10Mbps on port Px
FDX Green The Ethernet is in full duplex mode on port Px
OFF The Ethernet is in half duplex mode on port Px
DMZ As WAN As WAN ports As WAN ports
VPN Green VPN is active Not in V3300B and
OFF VPN is not active V3300B+
Firewall Green Firewall is active
OFF Firewall is not active
QoS Green QoS is active
OFF QoS is not active
FXO, Px Green VolIP call is in use for corresponding port Px Port for FXO
module, x is 1-4
FXS, Px Green VolIP call is in use for corresponding port Px Port for FXS

module, x is 1-4

DrayTek




Preface and Installation

1.3 Hardware Installation

Figure 1-4 shows the interface of the Vigor3300 series. The Vigor3300V supports
console, 4 LAN switch ports, 4 WAN interfaces, and two 4-port extensible VoIP channels.
The Vigor3300 series also provides different color-type cables for each individual
interface. The interface and color types are listed on Table 1-3. Figure 1-4 illustrates the

front panel connectors of the Vigor3300 series.

VolP Channels VolP Channels
== CAAAA  AAAA ]
P = 55158 !5!: Tesw w9

1T 1

Factory ~Console LAN WAN/DMZ
Reset

Figure 1-4. Hardware interface on front panel

Table 1-3. Connector types and color types

Connector |Color |Description Remarks

Type

Console Gray RJ45 and DB9 cable to PC For craft command control

LAN Blue RJ45 to RJ45 cable to WAN For LAN network
connection

WAN Blue RJ45 to RJ45 cable to LAN For WAN network
connection

Phone RJ11 to PABX cable or RJ11 to Phone[Requires an RJ11 phone

cable cable (not included)

DrayTek
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1.3.1 Descriptions of Connectors and Interfaces
1.3.1.1 The RS232 Connector

The RJ45 connection jet is used for CLI commands for system configuration and control
functions in the Vigor3300. The jet is used for initialization of the Vigor3300 during
preliminary installation. The “management cable”, as shown in Figure 1-5, converts the
RJ45 to the RS232 interface. The RJ45 jet connects to a console interface in
theVigor3300, while the RS232 DB9 connects to a console port on the computer. The
default setting of the console port is “baud rate 57600, no parity, and 8 bit with 1 stop
bit.”

DB 9 Connector

8 11—

N
ED@ \

RJ 45 Connector

,—6

le} ;"::;] o)

5— N—29

Figure 1-5. Console management cable
The pin-out for this connector is shown in Table 1-4 as follows:
Table 1-4. The RS232 connector pinout
RJ45 DB9 Signal
CD
TD
RD
DTR
GND
DSR
RTS
CTS
RI

—

| | | | V| W] K

O| oo | O | K~ W N
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1.3.1.2 Standard 10/100 Base-T Ethernet Interface Connector

RJ45 jets provide 10/100 Base-T Ethernet interfaces. The interface supports MDI/MDIX
auto-detection of either straight or crossover RJ45 cables. These cables are used on WAN,

LAN, and DMZ interfaces.

L L

RJ-45 Straight-through Cable Pin-outs RJ-45 Crossover Cable Pin-outs
Signal Pin Pin Signal Signal Pin Pin Signal
Tx+ 1 1 Tx+ Tx+ 1 1 Tx+
Tx- 2 2 Tx- Tx- 2 2 Tx-
Rx+ 3 3 Rx+ Rx+ 3 3 Rx+
4 4 4 4
5 5 5 5
Rx- 6 6 Rx Rx 6 6 Rx-
7 7 7 7
8 8 8 8

DrayTek
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1.3.2 Chassis Connections

1.3.2.1 Rack-Mounting the Chassis

The Vigor3300 series can be mounted on a rack by using standard brackets in a 19-inch
rack or optional larger brackets on 23-inch rack (not included). The bracket for 19- and

23-inch racks are shown in Figure 1-7.

Figure 1-7. Bracket for 19-, 23-inch rack

Attach the brackets to the chassis of a 19- or a 23-inch rack (as shown in the Figures 1-8

and 1-9). Repeat the above procedure for the second bracket, which attaches the other

side of the chassis.

Figure 1-8. Bracket installation for front mounting on a 19- and a 23-inch rack

DrayTek



Preface and Installation

Figure 1-9. Bracket installation for front mounting on a 19- or a 23-inch rack

After the bracket installation, the Vigor3300 chassis can be installed in a rack by using

four screws for each side of the rack.

1.3.2.2 Desktop Type Installation

Rubber pads are included with the Vigor3300. These rubber pads improve the air

circulation and decrease unnecessary rubbing on the desktop.

1.3.2.3 Power, Ground Connections on the Rear Panel

The AC input and ground connections are on the rear panel and shown on Figure 1-10.

You can connect the rack to the ground with screws.

Figure 1-10. The rear panel and AC power input

DrayTek
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Administrator Password Setup

CHAPTER 2

Administrator Password Setup

This chapter explains how to setup a password for an administrator. This allows only the
administrator to change the router configuration.

This chapter is divided into the following sections.

® Section 2.1: Introduction

® Section 2.2: Changing the Administrator Password

2.1 Introduction

In the System group, click the Change Password option. The user can then setup a

password for the administrator. Figure 2-1 illustrates the location of the Change Password

option.
. .
Vi
MultiService Security
Quick Setup | System Network Advanced Firewall Qos VPN VolP 11:00:23 A.M
‘j Status
S
System 1.0
ij Syslog

@ Access Control
Q Change Password

&y Configuration
s | wan stats
‘ Firmware Upgrade

Refresh Opti

Model : ﬁi Reboot 300

Hardware Vel j Diagnostic Tools »

Firrreware Version : 256 RC3

Build Date&Time : Tue Sep 13 17:42:00 CST 2005
Systern Uptime : 1 days 18 hours 39 minutes 7 seconds
CPU Usage : 8 6865%

Mermory Usage T1.9604%

Current Systern Time @ Thu Sep 22 18:54:59 2005

DrayTek Corp. @ 1997 - 2005 All rights reservad. DrayTek provides enterprize network solution.

Figure 2-1.0ption of change password
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Administrator Password Setup

Click the Change Password option to bring up the following page. Figure 2-2 illustrates

the Web page as an example.

==

vl ] J! & ‘ A

ng[&MSQﬂQS_. - ViaBROUE EROANEANS AGEESS
MultiService Security

Quick Setup System  Network  Advanced  Firewall QoS VPN  VoIP 11:09:40 A M

System - Administrator

Apply | Cancel

DrayTek Corp. @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network solution.

Figure 2-2. Administrator of system group

2.2 Changing the Administrator Password

It is recommended that you set a password for the router for security. The default user

name for the Vigor3300 series is “draytek” and password is “1234”. Figure 2-3

illustrates the Web page after changing the settings.

4 . TPV AU
Vigor3300 series , o VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN ValP 11:13:15 A M

Systemn - Administrator

Apply | Cancel

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 2-3. Administrator password settings
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Old Password Assign the current administrator password. If this is your
first time setting a password, please type the default

password “1234”.

New Password Assign a new administrator’s password.
Confirm Password Retype the new password for confirmation.

Please click Apply to apply these settings into the Vigor3300 device.

You will see the login screen after clicking Apply. You should use the new password to

re-enter the system configuration. Figure 2-4 illustrates the login screen after clicking

Apply.

Connect to 172.16.2.225

Login ko Yigar 3300

User name: | € draviek by |

Password; | sens |

[ 1remember my password

[. (5]4 ] [ Cancel

Figure 2-4. Login screen
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CHAPTER 3
Quick Setup

This chapter explains more details about the Quick Setup. The Quick Setup provides an
easy way to configure the Vigor3300.

This chapter is divided into the following sections.

® Section 3.1: WAN Setting
® Section 3.2: LAN Interface Configuration

If your Vigor3300 is used under a high speed NAT environment, these settings can help
you to install and deploy quickly.

3.1 WAN Setting

In the Quick Setup group, you can configure the router to access the Internet with
different modes such as Static, DHCP, PPPoE, or PPTP modes. For most users, Internet
access is the primary application. The router supports the Ethernet WAN interface for
Internet access. The following sections will explain in more detail the various broadband
access configurations. All settings in this section will be applied in the first WANI

interface. Figure 3-1 illustrates the web page as an example.

! DrayTek
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L] " I.f- _"
WQQMSQ[I&S_. o , VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VolIP 11:44:43 A M.

Quick Setup - WAN

MAC Address : @ Default aC O User Defined MAC

00:50:7f 2f cd:ch
Downstream Rate 102400 (kbps)
Upstream Rate 102400 (Kbps)

Troe :
IF Mode @static ODHCP OPPPoE O PPTP

FPPOEPPTR
configuration

IF Address : 172 1.2 775 HostMame : l:l
Subnet Mask : 255 255,256 0 Domain Mame : l:l

Default Gateway 172.16.2.233 {Host Mame and Domain Name are required for some 15Ps.)

Prirnary DNS - 168.95.1.1

Secondany DNS 168.95.182 .1

IP Alias List

1.

Il
|

v | ]

Next >>

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 3-1. The quick setup
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Quick Setup

MAC Address
Router Default Use the default Mac address stored originally in router.
User Definition Use a MAC address defined by the user.

Downstream Rate

Assign the downstream rate for this WAN interface. The
default value is 102400 kbps (100 Megabit). The setting is
very important for Vigor3300 incoming buffer adjustment. If
you use a DSL subscriber service with a 2Mbps downstream,

set the downstream rate setting is 2Mbps.

Upstream Rate

Assign the transmission rate for this WAN interface. The
default value is 102400 kbps (100 Megabit). The setting is
very important for Vigor3300 incoming buffer adjustment. If
you use a DSL subscriber service with a 256Kbps

downstream, set the downstream rate setting is 256Kbps.

Type Select a connection type for this WAN interface.

Physical Mode Select connection speed mode for this WAN interface. There
are auto negotiation, full duplex, and half duplex of either
10M or 100M speed options for the WAN Interface.

IP Mode Select an IP mode for this WAN interface. There are four

available modes for Internet access, Static, DHCP, PPPoE,
and PPTP. On this page you may configure the WAN
interface to use Static (fixed IP), DHCP (dynamic IP
address), PPPoE or PPTP. Most of the cable users will use
the DHCP mode to get a globally reachable IP address from
the cable host system.
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Quick Setup

3.1.1 Static Setup

You can manually assign a static IP address to the WAN interface and complete the
configuration by applying the settings and rebooting your router. Then you will see the

following web page. Figure 3-2 illustrates the web page as an example.

3

v. - Nl R

IQQMSQ[I_QS_. - ViGBRoUS-ERoANLAND ACCESS
MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VolP 11:53:12 A.M

Quick Setup - WAN

MAC Address | @ Defaut mac O User Defined MAC
Downstream Rate (khps)
Upstream Rate : (kbps)
Physical Mode
IP Mode ®static OoHoP OPPPoE O PPTP
| PPPQEFRTR |
Configuration
[P agaress - ' Host Name ]
Subnet Mask: Dormain Mame : l:l
Default Gateway {Host Mame and Domain Mame are reguired for some 15Ps.)
Primary DS :
Secondary DNS ©
IP Alias List
: :
; ;

Next >>

DrayTek Corp, © 1997 - 2005 All rights reserved, DrayTek pravides enterprize network salution,

Figure 3-2. Static configuration
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IP Address Assign a private IP address to the WAN interface.
Subnet Mask Assign a subnet mask value to the WAN interface.
Default Gateway Assign a private IP address to the gateway.

Primary DNS Assign a private IP address to the primary DNS.
Secondary DNS Assign a private IP address to the secondary DNS.

IP Alias List Assign other IP addresses to be bound to this interface.

After setting up the WAN interface, the user can click Next>> to setup the LAN

interface.
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3.1.2 DHCP Client Setup

DHCEP allows a user to obtain an IP address automatically from a DHCP server on the
Internet. If the WAN interface is set as a DHCP client, it will ask for a specific IP address
and network settings from a DHCP server or DSL modem. If a user selects this mode, it
is not necessary for the user to setup any configuration. (Host Name and Domain Name

are required for some ISPs). Figure 3-3 illustrates the web page as an example.

A%

- - r ¥y f ] -
Vigor3300 series e VIGOROUS BROADBAND ACCESS
MultiService Security i
Ouick Setup System  Network  Advanced  Firewall QoS VPN  VolP 12:04:09 A M

Quick Setup - WAN

WMAC Address @ Defauttmac O User Defined MAC
(00:5 2fcdich

Downstream Rate 102400 (khps)
Upstream Rate : 102400 (khps)
Tipe
IP Mode : O static ®DHoP O PPPoe O PPTP

FPPOE/PPTR

Canfiguration
Subnet sk 25 265 2860 B e

Default Gateway © (Host Narme and Domain Mame are required for same ISPs)

Frimary DMS :

Secondary DMNS

IP Alias List

; ;

Next ==

CrayTek Corp, @ 1937 - 2005 All rights reserved, DrayTek provides enterprize network sslution,

Figure 3-3. The DHCP configuration

After setting up the WAN interface, the user can click Next>> to setup the LAN

interface.
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3.1.3 PPPoE with a DSL Modem

This mode is used for most of DSL modem users. All local users can share one PPPoE
connection to access the Internet. The following setup web page is just as an example.
Your service provider should provide the user name, password, and authentication mode

for PPPoOE settings. Figure 3-4 illustrates the web page after clicking the PPPoE option.

Vi i
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VolP 1:19:57 P.M

Quick Setup - WAN

MAC Address | @ Default mac O User Defined MAG

Downstream Rate 102400 (kbps)

Upstrearm Rate : @DD (Kbps)
Physical Mode
IP Mode Ostatic OoHCP ®PPPoe O PPTR
Static/DHCF
Canfiguration |
User Narne :
Password :
Authentication
Setvice Marme
PPTF Local Address l:l
PPTP Subriet Mask - |:|
PFTP Remote Address : |:|

Next >>

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 3-4. The PPPoE configuration

User Name Assign a specific valid user name provided by the ISP.

Password Assign a valid password provided by the ISP.

Authentication Select PAP or CHAP protocol for PPP authentication. The
default value is PAP.

Service Name Assign a service name required from ISP service.
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After setting up the WAN interface, the user can click Next>> to setup the LAN

interface.

3.1.4 PPTP with a DSL Modem setup

This mode is to let user get the IP group information by a DSL modem with PPTP service
from an ISP. The following setup web page is used as an example. Your service provider
should provide the user name, password, and authentication mode for a PPTP setting.

Figure 3-5 illustrates the example web page as an example.

Vi i
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VolP 4:03:00 P.M

Quick Setup - WAN

MAC Address : @ Default MAC O User Defined MAC
Downstream Rate 102400 (Kbps)
Upstream Rate : 102400 (kbps)
Tge
IP Mode Ostatic O0HGP OPPRoE @ PRTP
Static/DHCP
Configuration
User Name: B899EEEEEhinet. net
Authertication -
PFTF Local Address 10.65.99.85
PPTF Subnet Mask : 256,225 2250
PFTF Remate Address 172.66.99.85

Next ==

CrayTek Carp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise netwark solutian.

Figure 3-5. The PPTP configuration

PPTP Local Address Assign a local IP address of PPTP.

PPTP Subnet Mask Assign a net mask value for IP address of PPTP.

PPTP Remote Address |Assign a remote IP address of PPTP server.

3 DrayTek



Quick Setup

After setting up the WAN interface, the user can click Next>> to setup the LAN

interface.

3.2 The LAN Interface Configuration

The LAN interface on the Vigor3300 series has one IP address. There are three options

available to the user:

*IP Configuration
*1* DHCP Server
#2" DHCP Server

3.2.1 IP Configuration

There are some IP address settings for the LAN interface as described below. The IP
address/subnet mask is for private users or NAT users. In general, the LAN IP address is
192.168.1.X. Other local PCs should set the default gateway to be the LAN IP address of
the Vigor3300. When the connection to the ISP is established, each local PC will directly
route to the Internet. Also, you could use the IP address/subnet mask to connect to other
private PCs users. On the following web page, you will see the private IP address defined
in RFC-1918. Usually, we use the 192.168.1.0/24 subnet for the router. To allow public
users, you need to have subscribed to a globally reachable subnet from your ISP. After
clicking the IP Configuration option, you will see the following web page. Figure 3-6

illustrates the web page as an example.
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e - | 3 ': L Y

- - i =y
: A O
Vi VIGOROUS BROADBAND ACCESS
MultiService Security -
Quick Setup System  Network  Advanced Firewal QoS VPN VelP  11:27:30 AM

Network - LAN

15t DHCP Server | 2nd DHCP Server |

For NAT Usage

1stIF Address 192.168.1.1
1t Subnet Mask: 265.255.255.0

For IP Routing Usage
O Enable @ Disable

WM Interface

Apply | Cancel

CrayTek Corp, @ 1337 - 2005 All rights reserved, DrayTek provides enterprize network selution,

Figure 3-6. The LAN interface configuration

NAT Usage

I"' IP Address The first private IP address for connecting to a local private
network. The default value is 192.168.1.1.

1" Subnet Mask The first subnet mask of the local private network. The default

value is 255.255.255.0.

IP Routing Usage

Status Click “Enable” to enable this function.
Click “Disable” to disable this function.

2" IP Address Assign an IP address belongs to the subnet of the WAN
selected in WAN Interface field.

2" Subnet Mask Assign the value of subnet mask.

WAN Interface Select a WAN interface to be applied in IP Routing Usage.
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Click the Finish option, and the user will be prompted to reboot. Reboot the system to

save your settings.

3.2.2 DHCP Server Configuration

DHCP stands for Dynamic Host Configuration Protocol. It can automatically dispatch
related IP settings to any local user configured as a DHCP client. Please refer to the

following figure for DHCP server configuration.

3.2.2.1 The 1 DHCP Server Setting

After clicking the 1¥ DHCP Server option, you will see the following web page. Figure

3-7 illustrates the web page as an example.

" = " v 1 B T \
Vlgﬂ[3_3_0_0_53nﬂs_. e . VIGOROUS B OM ND ACCESS
MultiService Security o
Quick Setup System  Network  Advanced Firewall QoS VPN  VolP ' C 2.46:03P.M

Quick Setup - LAN

IF Configuration | [ 2nd DHCP Server |

Status @ Enable  Obisable O Relay Agent
End IP 192.168.1 254

Frimary DNS [esss11 |
Secondary DMNE

Lease Time (i) :

Gateway IP(Optional) :
Relay Agent
Wi Interface

I

DHCP Server IF Address :

<<Previous Finish

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 3-7. The 1° DHCP server configuration
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Status Click “Enable” to enable this function.
Click “Disable” to disable this function.
Click “Relay Agent” to apply this function.

Start IP Set the starting IP address of the IP address pool.
End IP Set the ending IP address of the IP address pool.
Primary DNS Assign the IP address of the primary DNS.
Secondary DNS Assign the IP address of the secondary DNS.
Lease Time (Min) Assign the lease time of DHCP server to client.

Gateway IP(Optional) |Assign a new gateway IP address to DHCP client.

Relay Agent
WAN Interface Select a WAN interface which the other DHCP server is

from.

DHCP Server IP Address |Assign an IP address of the other DHCP server.

Click the Finish option, and the user will be prompted to reboot. Reboot the system to

save your settings.
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3.2.2.2 The 2"¢ DHCP Server Setting

The Vigor3300 series routers support a second DHCP server. Click the 2" DHCP Server
option to bring up the following web page. Figure 3-8 illustrates the web page as an

example.

Vigor3300 series ,
MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VolP 3:12:25P.M

Quick Setup - LAN

| IP Configuration | 15t DHCF Server I

Start IP Address 192.168.2.10

MAC Address List (MAC Address Format XxIOOeux: XXX}

: :
: ,
<<Previous | Finish |

DrayTek Cotp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 3-8. The 2™ DHCP server configuration

Start IP Address Set the starting IP address of the IP address pool.
IP Pool Size Assign the number how many IP addresses in the pool.
Mac Address List Assign up to 10 MAC addresses to be served. Once a MAC

address is matched in this table, the corresponding IP address

and associated information will be returned.
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Click the Finish option, and the user will be prompted to reboot. Reboot the system to

save your settings. Figure 3-9 illustrates the web page after clicking Finish.

=

vl 0 ! LA . 2

lQQtS}IK_LS&[I&S_. L ViaBROUE EnoANEAND AGEESS
MultiService Security .

Quick Setup System  Network  Advanced  Firewall QoS VPN  VoIP 4:23:24 P.M

System - Reboot

Systemn rebooting will take 70 seconds

[Iresetto factary default

Apply

DrayTek Corp. @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network solution.

Figure 3-9. System reboot

Click the Apply option to reboot the Vigor3300 with the new configurations.
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CHAPTER 4

System Setup

This chapter shows how to configure the System.

This chapter is divided into the following sections.

Section 4.1: Status.

Section 4.2: Time Setup

Section 4.3: Syslog Setup

Section 4.4: Access Control Setup

Section 4.5: Reboot and Firmware Upgrade Setup

Section 4.6: Diagnostic Tools

Section 4.7: Configuration Setup
4.1 Status

The online Status function provides some useful system information on the current status
of the Vigor3300 series. A user can also observe the system status on this Web page. In
the System group, click the Status option. The online Status Web page contains three
parts: Basic Status, LAN Status, and WAN Status. Figure 4-1 shows the location of the
Status option.
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- 2 >
VngﬁMSﬂﬂQs_. ? VIGOROUS BROADEAND AGCESS

MultiService Security
Quick Setup - Network Advanced Firewall Qos VPN VolP 4:14:25 P.M
.J Status
S
System .
_____________ .j Syslog

ﬁ Acocess Contral
Change Password

3% Configuration
‘ Firmware Upgrace

Refresh Opti

Model 3 Reboot a0y

Hardveare Ve Diagnostic Tools 3

Firrmweare Yersion © 256RCE

Build Date&Time : Tue Bep 13 17:42:00 CET 2005
Systern Uptime : 0 days 0 hours 1 minutes 5 seconds
CPU Usage : 71.9650%

Mermary Usage A8 8849%

Current System Time : Fri Sep 23 00:13:08 2005

DrayTek Corp, @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network solution,

Figure 4-1. Status option

Figure 4-2 illustrates the status Web page as an example.

& »

- 1 >
Vigﬂlﬁ_s_m_Sﬂﬂﬁs_. ) VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VoIP 4:15:38 P.M.

System - Status

Refresh Option:

Ho Refresh v

Ho Refresh
— - Every 10 Seconds
Basic Status {Every 20 Seconds
B Every 30 Seconds
Model : Vgor3 200y
Hardware Version 1.0
Firrreware Version : 2.56RC3
Build Date &Time : Tue Sep 13 17:42:00 CST 2005
Systerm Uptime : 0 days 0 hours 1 minutes 5 seconds
CPU Usage : 71.9650%
Memory Usage 58.5848%
Current System Time © Fri Sep 23 00:13:08 2005

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-2. The system status
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Refresh Option You can choose to automatically refresh the Web page
information.

There are four options given as shown below.

® No Refresh: Static information page.

® Every 10 Seconds: Refresh page every 10 seconds.

® Every 20 Seconds: Refresh page every 20 seconds.

® Every 30 Seconds: Refresh page every 30 seconds.

4.1.1 Basic Status

Click the Basic Status option to see the following Web page as shown in Figure 4-3.

i : o AR
Vigor3300 series ., . VIGOROUS BROADBAND ACCESS
MultiService Security y

Quick Setup System Network Advanced Firewall Qos VPN VolP 4:17:46 P M.

System - Status

Refresh Option:

:  LANStatus | waNStatus |
Madel : Wigora3oomy
Hardware Version 10
Firrmware Version : 25ERC3
Build Date&Time : Tue Sep 13 17:42:00 CST 2005
Systern Uptime : 0 days 0 hours 8 minutes 45 seconds
CPU Usage ; 9.2593%
Memory Usage 58.2540%
Current System Time © Fri Sep 23 00:17:47 2005

DrayTek Corp, @ 1997 - 2005 all rights reserved, DrayTek provides enterprise network solution,

Figure 4-3. The basic status
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Model The model name of the router.

Hardware Version The hardware version of the router.

Firmware Version The firmware version of the router.

Build Date&Time The date and time of the current firmware build.
System Uptime The amount of time that the router has been online.
CPU Usage The average percentage of the CPU being used.
Memory Usage The percentage of memory being used.

Current System Time The current local system time.

4.1.2 LAN Status

Click the LAN Status option to bring up the following Web page as shown in Figure 4-4.

Vi
MultiService Security

Quick Setup System Network Advance Firewall Qos VPN VolP 2:59:48 P.M

System - Status

Refresh Option [Every 10 Seconds |
. Basic Status | | WAN Status |
IP Address : 192.168.1.99
MAC fddress 00:60:7F:64:38:05
High Availahle Status Master
RX Packets : 1389088
T Packets 248268

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek pravides enterprize netwark solution,

Figure 4-4. The LAN status
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IP Address IP address of the LAN interface.
MAC Address MAC address of the LAN Interface.
High Available Status |The High Available Status is shown when the function is
enabled. There are two options shown as follows.
® Master: Vigor3300 plays the Master role in high
availability feature.
® Slave: Vigor3300 plays the Slave role in high availability
feature.
RX Packets Number of total number of received packets at the LAN
interface.
TX Packets Number of total transmitted packets at the LAN interface.
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4.1.3 WAN Status

Click the WAN Status option to bring up the following Web page as shown in Figure 4-5.

There is some basic information displayed for all the four WAN interfaces.

0
VIGOROUS BHOA‘EAH;} ACCESS

Vigor3300 series

MultiService Security

VPN VolIP

Up Time
WANS :

IF Address

MAC Address
Prirnary DMES
Secondary DNS ©
Gateway

R¥ Packets

TH Packets
Connection Status

Up Time

0 days 0 hours 11 minutes 44 seconds

O0:50:7R2Rc4c8

Quick Setup System Network Advanced Firewall 4:24:13 P.M
System - Status
Refresh Option: Every 10 Seconds v
Basic Status I LAN Status I 'WAN Status |
WANT : WANZ :
IF Address : 17216.2.225 IF Address:
MAC Address 00:50:71.2fcd:cB MAC Address : 00:50:7f21c 47
Frimary DNE 168.95.1.1 Frimary DNE
Secondary DNS © 168.95.1921 Secondary DS ;
Gateway 17216.2.233 Gateway
R Packets : 13088 R Packets
TH Packets 2165 T+ Packets
Connection Status © connected Gonnection Status

Up Time
WAN4 :

IP Address
MAC Address : 00:50:712fcdcd
Prirnary DS :

Secondary DS ©

Gateway :

R¥ Packets

T Packets

Connection Status

UpTime:

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-5. The WAN status
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IP Address The IP address of the WAN interface.

MAC Address The MAC address of the WAN Interface.

Primary DNS The assigned IP address of the primary DNS.

Secondary DNS The assigned IP address of the secondary DNS.

Gateway The assigned IP address of the default gateway.

RX Packets The number of total received packets for each WAN interface.
TX Packets The number of total transmitted packets for each WAN

interface.

Connection Status

Display the detecting status of the WAN interface
Connected: The WAN port is working.

Up Time

The total system uptime of the interface.

7 DrayTek




System Setup

4.2 Time Setup

As an NTP (Network Time Protocol) client, the router gets standard time from the time
server. Some time-based functions, which are Call Schedule and URL Content filtering,
cannot work properly until system time functions run successfully. Typically, NTP
achieves high accuracy and reliability with multiple redundant servers and diverse

network paths.

The Vigor3300 series supports synchronization with a specific NTP server or the remote
PC host of the administrator. In the System group, click the Time option. Figure 4-6

illustrates the location of the Time option.

= = B e % R ',_it,
R - . e T
Vl o VIGOROUS BROA] AMND ACCESS
MultiService Security
y o
Quick Setup i ystem Network Advanced Firewall Qos VPN VolP 4:28:25 P.M
IJ Status
3 o
System SIS
= Ij Syslog

g Access Cantral
@ Change Password

=4, Configuration —
c WA Stat
‘ Firmware Upgrace [ ZLE

Refresh Opti

Madel : a Rebaot 200y

Hardware Vel ;j Diagnostic Tools »

Firrmware Yersion 256 RC3

Build Diate &Time : Tue Sep 1317:42:00 CST 2005
Systern Uptime : 0 days 0 hours 16 minutes 38 seconds
CPU Usage ; T.8408%

Memory Usage 58.2753%

Current System Time © Fri Sep 2300:28:41 20045

DrayTek Corp, @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network solution.

Figure 4-6. The Time option under the system group
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After clicking Time option, you will see the following Web page as shown in Figure 4-7.

o - e VA
Vigor3300 series ViGoRoUS BB b AcCESS

MultiService Security

Quick Setup System  Network  Advanced Firewall QoS VPN  VolP  43340PM

System - Time

O Use Browser Time
® Use NTP Time

Tirne Zane © [(GHT+08: 00} Taipei v

Daylight Saving Tirme : @ nNotuse OuUse

Update Interval :
Apply | Cancel

DrayTek Corp, @ 1957 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-7. The Time configuration

Use Browser Time Click this option to use the browser time from the remote

administrator PC host as 3300 system time.

Use NTP Time Click this option to use the time from an NTP server as 3300

system time.

NTP Server Assign a public IP address or domain name of the NTP server.

Time Zone Select the time zone where the Vigor3300 is located.

Daylight Savings Time |Select “Use” to activate this function.

Update Interval Select a time interval for updating from the NTP server.

Click Apply to save these settings.
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4.3 Syslog Setup

The Vigor3300 series supports a Syslog function to keep a record of abnormal conditions.

The router will send Syslog packets to a Syslog server on the remote site. The

administrator can observe any abnormal events on the Vigor3300.

In the System group, the click Syslog option. Figure 4-8 illustrates shows the location of

this option.

Vi

MultiService Security

Y

CCESS

1 Ly
i, Vs RN
VIGOROUS BHOA‘:ANO A

Quick Setup

Network

Advanced Firewall Qos VPN VolP 4:38:29 P.M

System -
Refresh Opti

Model :

Hardware Ve

lj Status
iy, Time
.J Syslog
E Access Control
@ Change Password
=, Configuration

‘ Firmware Upgrade

# Renoot

D Disgnostic Tools

Firmware Version :

Build Date&Time :

Systerm Uptime :

CPU Usage :
Memory Usag

1=}

Current System Time ©

3000

WAN Status

»
256RC3

Tue Sep 13 17:42:00 C3T 2005

0 days 0 hours 26 minutes 51 seconds
7.3023%

609.2835%

Fri Sep 23 00:38:54 2005

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize network solution,

Figure 4-8. The Syslog option
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After clicking the Syslog option, you will see the following Web page as shown in Figure
4-9.

i :
MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolP 5:12:42 P.M

System - Syslog

O Disable @ Enable

Syslog Server [P ’_DTD 0
Syslog Server Port: Er
Apply Cancel
Figure 4-9. The Sys/og canf;'gﬁfatioh [
Status Click “Enable” to activate this function.
Syslog Server IP The IP address of the Syslog server. If the user assigns an IP
address of “0.0.0.0”, the Syslog function will be disabled
Vigor3300 will not send Syslog packets to the Syslog server.
Syslog Server Port Assign a port for the Syslog protocol.

Click Apply to save these settings.

4.4 Access Control Setup

Access control protects the user from ICMP attacking from virus-launched routers. You
can disable the ping function from the LAN side when there are worm-type viruses on
your LAN network to prevent the virus from spreading. However, such a configuration is
not suggested under normal circumstances because it will also block normal query

packets.
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In the System group, click the Access Control option to bring up the following Web

page as shown in Figure 4-10.

*

- Yo' 4
WgQﬂMSQﬂQs_. g VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup |S|Stam| Network  Advanced  Firewall QoS VPN  VolP 44424 P
‘j Status

"‘Q Time:
Bl 00 e e e L e S e e e
ﬁ Access Control

ﬁ Change Password

Configurstion =
i I WAN Status

‘ Firmweare Upgrade
hiadel : 5 Feboot 300y
Hardware Ve Diagnostic Tools 4
Firmweare Yersion 256 RC3
Build Date&Time Tue Sep 13 17:42:00 CST 2005
System Uptime 0 days 0 hours 32 minutes 57 secands
CPU Usage 7.BB46%
Mermory Usage © 59.2806%
Current System Time FriSep 23 00:44:23 2005

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-10. The access control option
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After clicking the Access Control option, you will see the following setup Web page as

shown in Figure 4-11.

Vigor3300 series , » N

y VIGOROUS BROA- I!‘ANI.'I AGCESS
MultiService Security p

Quick Setup System Network Advanced Firewall Qos VPN VolP

5:18:08 P.M
System - Access Control
Management Access Control
Allow Management from the WAN
O Disable @Enable sl O Enable User Defined WAN [P
Mlowedter: [
Mowed Pz [
MowedP3: [
Management Port
@ Default Ports (HTTP Port:80 Telnet Port23) O User Defined Ports
HTTP Port: 30
Talnet Port
PING Restriction
[ Disable PIMG from the LAN
[ Disahle PING from the AN
_Apply | cancel

DrayTek Corp, @ 1957 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-11. The access control configuration

The Management Port function allows the user to set a port number or to use the default

port number in the Vigor3300 series. An administrator can allow three dedicated IP

addresses to manage the system via WAN.
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Management Access From WAN

Disable All Disable all management functions from the WAN
interface.

Enable All Enable all management functions from the WAN
interface.

Enable User Defined WAN IP |System can be managed by these three IP addresses via
WAN.

Management Port

Default Ports (Http Port:80 |Use the default ports for HTTP and Telnet
Telnet Port:23)

User Defined Ports User can assign the new port numbers for HTTP and
Telnet.

PING Restriction

Disable PING from the LAN |Choose this function to reject all ICMP packets from
LAN side.

Disable PING from the WAN |Choose this function to reject all ICMP packets from
WAN side.

Click Apply to save these settings.
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4.5 Reboot and Firmware Upgrade Setup

4.5.1 Reboot Setup

The Vigor3300 system can be restarted from a Web browser. In the System group, click
the Reboot option. Figure 4-12 illustrates the location of the Reboot option.

. . A A

VngﬂBMsengs_. " VIGOROUS BROADBAND ACCESS

MultiService Security F
Quick Setup _ Network Advanced Firewall Qos VPN VolIP 5:10:40 P.M
‘J Status
% Time
,,,,,,,,,,,,, & sysiog
ﬁ Access Control

Refresh Optig -
@ Change Password

li" ™ ‘-Q Configuration —Ii
il ‘ Firmmware Upgrade W SR —l

htodel : & Reboot 300

Hardware Vel Diagnostic Tools .

Fitrrieeare Yersion : 256RC3

Build Date&Time : Tue Sep 1317:42:00 5T 2005
Systern Uptime : 0 days 0 hours 59 minutes 42 seconds
CPU Usage 8.6124%

Memaory Usage : A9 2967 %

Current Systermn Time © Fri Sep 23 01:11:09 2005

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize network solution.

Figure 4-12. The reboot option

After clicking the Reboot option, you will see the following Web page as shown in
Figure 4-13. The user should choose to either keep the current configuration settings or

use the default configuration after the Vigor3300 system has been rebooted.

9%

Vigor3300 series , VIGOROUS BROADBAND ACCESS
MultiService Security -3
Quick Setup System Network Advanced Firewall QoS VPN ValP 5:23:46 P.M

System - Reboot

Systern rehooting will take 70 seconds

[ Resetto factary default

Apply

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-13. The reboot configuration
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Click Apply to reboot the whole system. The rebooting procedure usually takes 70 or

more seconds. Figure 4-14 illustrates the reboot screen.

Vi i
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VolP 5:25:12 P.M

System iz rebooting, please wait...

59 seconds left
If your currert interface or managemert port configuration has been changed, please access with the new URL

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-14. Reboot countdown

4.5.2 Firmware Upgrade by TFTP Server

Before upgrading your router firmware, you need to install the router tools on your local
PC, which contains the Firmware Upgrade Utility. The following outlines the methods

for upgrading the firmware on your router.
4.5.2.1 Firmware Upgrade from Web
Vigor3300 supports the function to upgrade firmware through a Web interface. In the

System group, click the Firmware Upgrade option to bring up the following Web page

as shown in Figure 4-15.
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»

- A
Vigor3300 series . - VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup - Netwerk Advanced Firewall Qos VPN VolP 7:52:14 P.M
‘J Status
% Time
SYStem -.j Syslodesesmsmmmnel

@ Access Control
Refresh Optio @ Change Pazsword

% Configuration L
‘ Firmware Upgrade T WAN Status |

Model : a Reboot ooy

Hardware ver@ Diagnostic Tools 3

Firrmare Wersion 2EERC3

Build Date&Tirme : Tue Sep 1317:42:00 CST 2005
Systerm Uptime : 4 days 11 hours 4 minutes 18 seconds
CPU Usage 16.6463%

Memary Usage GO 4072%

Current Bystemn Time : Tue Sep 27 19:52:51 20058

CrayTek Corp, @ 1397 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-15. The firmware upgrade option

After clicking the Firmware Upgrade, you will see the following Web page.

Figure 4-16 illustrates an example of this Web page running on a Windows environment.
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Vi i
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VolP 12:10:53 AM

System - Firmware Upgrade

Caution : ‘You need to reboot device no matter upgrade succeeded or not I
Current Versian Wigora3ooy 2.5.6 RC3

Locatian : @ Local O Remote

Firrmarare : |D4Program Filesty'ak32256_en_F [ Browse..

TFTP Server IP ]

Remate File Marne i K31 .all _‘

Apply | Cancel

DrayTek Corp, @ 1997 - 2005 all rights reserved, DravTek provides enterpris

Figure 4-16. The firmware upgrade configuration

Location Local: Upgrade firmware from a local TFTP server.

Remote: Upgrade firmware from a remote TFTP server.

Firmware If upgrading locally, select the location of the firmware file.

TFTP Server IP If upgrading remotely, enter the IP address of the TFTP server.

To upload new firmware to your router:

1. Download the newest firmware from the DrayTek’s Website (www.draytek.com.tw)

or FTP site (ftp.draytek.com).
2. Click the Browse button to locate the new firmware file and click Apply. The

firmware will be prepared for upgrading and the status will be shown on the progress
bar.
3. Click Apply to start the upgrading procedure. This process takes 3-5 minutes, and the

router will reboot automatically once the upgrade is complete.
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4.5.2.2 Firmware Upgrade from a Console Port

This section outlines how to perform a firmware upgrade from a console port. The

following example was run on a Windows environment.

1. Download the newest firmware from the DrayTek Website (www.draytek.com.tw) or

FTP site (ftp.draytek.com).

2. Use the console management cable to connect the RJ45 connector to a console port on
the Vigor3300 and the DB9 connector to an RS232 port on the PC. The default setting of
the console port is “baud rate 57600, no parity, and 8 bit with 1 stop bit.” Figure 4-17

illustrates an example of the console setup on a PC.

System Propetki ﬂll

General | Network |dentification | Hardware | User Profiles Advancedl

. ving Q0 _Hyoe
COM1 Propetrties

F
[ Port Settings |
i Bitz per second: IS?BDD j
['ata bits: IS j
Parity: INone j
Stop bits: |1 j
Flw oot
Restare Defaults |
— Ok I Cancel | Appl |

Figure 4-17. The console setup
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3. Power on the Vigor3300, then press ENTER on the PC before the system reboots
completely. The Vigor3300 can now accept a TFTP download and will display the

following message:

sfesteste steskesfe sl s sfe sfesfeste steskesfe e sl sfe s sfeste sfeste sk shese sk o

* DrayTek V3300 Bootloader *

sfesfesfe sheslesle stesteste sfe sfe sfe slesfesle stestesie sfe sfe sfe sleseske shestesie

Press [ENTER] key within 5 sec. to download image...2

Current LAN IP is 192.168.1.1

New IP:

Prepare downloading.

4. Type the path name of the firmware image and start the TFTP Client from the PC to

download the image. The corresponding message is shown as follows.
TFTP -i 192.168.1.1 PUT [Vigor3300 image file name]

5. After upgrading is finished, the system will automatically reboot.
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4.6 Diagnostic Tools

In some cases, a user may need to know some information the router, such as some static
or dynamic databases, or other routing information. The Vigor3300 series supports four
functions for the user to review this information.

The Vigor3300 series diagnostic tool has four functions:

* Routing Table

* ARP Cache Table

* DHCP Assignment Table

* NAT Active Sessions Table

We will give more detailed descriptions in following sections.
In the System group, click the Diagnostic Tools option, and then you will see the

following Web page as shown in Figure 4-18.

Vi
MultiService Security
Quick Setup Qgﬁi@ﬂ Network  Advanced  Firewall QoS VPN  VoIP 5:27:51 P.M
’j Status
T
System e
‘j Syslog

@ Access Control
ﬂ Change Password

oy Configuration s
WAN Statl
‘ Firmweare Upgrade [ EIEE

Refresh Opti

hiodel : {r’ Rehaot 200y

Hardware Ve i:| Dimgnostic Tooks » ‘J “ieww Routing Table

Firmware Yersion : 256 ’j ‘“iew ARP Cache Table

Build Date&Time Tue s ‘j ey DHCP Assignment Table
Systemn Uptime © 0 day: ‘J Wieww NAT Active Sessions Table
CPU Usage : 25.8824%

hernany Usage 59.2967%

Current System Time Fri Sep 23 01:24:26 2005

DrayTek Corp, @ 1997 - 2005 all rights reserved, DrayTek provides enterprise network salution,

Figure 4-18. Functions of the diagnostic tools
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4.6.1 The View Routing Table

After clicking the View Routing Table option, you will see the following Web page as

shown in Figure 4-19.

Vi 1
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VolP 5:48:44 P.M

System - Diagnostic Tools - View Routing Table

Destination Gateway Subnet Hask Flags Interface
12251 hs2:0 * 255 255 255.0 T =thi
.1 1.0 * 2585 255.255.0 U vlanll
LSRRG * 285 2585 2550 T ipsscl
127.0.0.0 * 255.0.0.0 T lo

Refresh

DrayTek Corp, @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network solution.

Figure 4-19. The view routing table

In Figure 4-19, “Destination” stands for “destination IP address” and “Gateway” stands
for “default gateway”. The “Flags” field describes the status of the routing entries. An
interface will be denoted by eth0 if it is a LAN interface and ethl if it is a WAN interface.
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4.6.2 View ARP Cache Table

After clicking the View ARP Cache Table option, you will see the following Web page
as shown in Figure 4-20.

£y %

- . 'y 'il' -
Vigor3300 series , s VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VolP 5:51:34 P.M

System - Diagnostic Tools - View ARP Cache Table

IP Address MAC Address Interface
172 .16 .2 145 00:0E:A6:24:D5:BE =thi
172.16.2.249 00:40:F4:6B:57:61  ethl
17FEL6 2 A2 00:11:2F:D5:D0: 2B ethld
172 .16 .2 .88 00:50:7F:28:6E: 1D =thi
172.16.2 .91 00:50:7F:23:48:14 ethl

Refresh

DrayTek Corp, @ 1997 - 2005 all rights reserved, DrayTek provides enterprise network solution,

Figure 4-20. The view ARP cache table option

4.6.3 View DHCP Assignment Table
After clicking the View DHCP Assignment Table option, you will see the following

Web page as shown in Figure 4-21.

. ] N A
WQQMSQ[I_QS_. ' VIGOROUS BROADBAND ACCESS

MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VolP 5:53:44 P.M

System - Diagnostic Tools - View DHCP Assignment Table

Azsigned IFP HAC Addres= Time Left
192168110 00:0E:0C:35:E3:E4 11 seconds

Refresh

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 4-21. The view DHCP assignment table option
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4.6.4 View NAT Active Sessions Table

After clicking the View NAT Active Sessions Table option, you will see the following
Web page as shown in Figure 4-22.

e %

= . i TN
VIng_m_Sﬂﬂﬁs_. . ViaBROUE EnoANEAND AGEESS
MultiService Security -
Quick Setup System  Network  Advanced  Firewall QoS VPN  VoIP 5.38:13 P.M

System - Diagnostic Tools - View NAT Active Sessions Table

Type Expire in State Source IFP De=t IF =Fort dPort Rep Source IF Rep De=st IF =Port dPort
top 591 ESTABLISHED 192.168.1.222 207.46.6.24 3435 1863 207 46.6.24 172.:106.:2.:225 1863 34682
tep 598 ESTABLISHED 192 188.1.222 207 .46.6.153 3476 1863 207 46 .6.153 172 18 .2.225 1883 34723
] | &

Refresh

DrayTek Corp, @ 1997 - 2005 All tights reserved, DrayTek provides enterprise network solution,

Figure 4-22. The view NAT active sessions table option
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4.7 Configuration Setup

Most of the settings can be saved locally as a configuration file, which can be applied to
another router. The Vigor3300 series supports the restore and upload functions of
configuration files. In the System group, click the Configuration Setup option to bring
up the following Web page as shown in Figure 4-23.

£ N
: AL g
VIGOROUS BROADBAND ACCESS

Vi i

MultiService Security
Quick Setup i Network Advanced Firewall Qos VPN VolP 5:56:07 P.M
J Status
S
System 1
e B AT Ij Syslog

a Acocess Cantral
Q Change Password

<, Configuration ——
I c StiPs | wan status
‘ Firmware Upgracde

Refresh Opti

Madel : & Reboot 300y

Hardware Vel El Diagnostic Tools »

Firrmweare Version 2AERC3

Build Date&Time : Tue Sep 13 17:42:00 CST 2005
Systern Uptime : 0 days 1 hours 30 minutes 8 seconds
CPU Usage : 18.3333%

Memory Usage 58.3333%

Current System Time © Fri Sep 23 01:40:58 2005

DrayTek Corp, @ 1997 - 2005 all rights reserved, DrayTek provides enterprise network solution,

Figure 4-23. The configuration setup option
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After clicking the Configuration option, you will see the following setup Web page as

shown in Figure 4-24.

AN

- - 3 L, s - 3

Vi VIGOROUS BROADBAND ACCESS
MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VoIP 5:13:51 P.M

System - Configuration

Restore

Select a configuration file |[ Browse.. | Apply |

Backup

Backup configuration file

Push Backup button Backup

DrayTek Corp, @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network solution,

Figure 4-24. The configuration file function

Upload

Select a Configuration File |The location of the configuration file to be uploaded to the

router.

Download

Download Configuration  |Download the configuration file to a local host. The

File Push Download Button |default file name is “v3300.cfg”.
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CHAPTER 5
Network Setup

This chapter shows how to setup the router to access the Internet in WAN and LAN

interfaces.

This chapter is divided into the following sections.

Section 5.1: WAN and Internet Access Setup

Section 5.2: LAN Setup
Section 5.3: Load Balance Policy

Section 5.4: High Availability Setup

5.1 WAN and Internet Access Setup

The Vigor3300 series supports four WAN interfaces, which share the same setting page.
These WAN interfaces need to be configured for Internet access. In the Network group,

click the WAN option as shown in Figure 5.1.
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*

p o ¥
VIGOROUS BROA%'BANI: ACCESS

Vi -
MultiService Security

Quick Setup System

Advanced Firewall QoS VPN VolP 8:03:23 P.M

<3 wian
iﬁ Load Balance Policy
System - Status 3 L

% High Awailsbility

Refresh Option

LAM Status WYAN Status

Model Wigoraa0me

Hardware Version : 1.0

Firmmare YWersion 2456 RC3

Build Date&Time : Tue Sep 12 17:42:00 CET 2005
System Uptime 4 days 11 hours 4 minutes 18 seconds
CPU Usage : 15.6463%

Mermory Usage 60407 2%

Current Systern Time Tue Sep 27 18:52:51 20045

CrayTek Gorp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 5-1. The WAN option

After clicking the WAN option, you will see the following page as shown in Figure 5-2.
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= T RN R
T o e T U
VIGOROUS BRO BAND ACCESS

Vigor3300 series .
MultiService Security

Quick Setup System  Network  Advance Firewall QoS VPN  VolP -  BT13PM

Network - WAN

Load Balance : Obisable @ Enable (L auto welght
Backup @pisable OEnable
Fait Plode  Active Defaul Route  Load Balance  Weight Backb- packup.Siave Vol
VAN Statie ®
VA2 Static o
VAN PPPoE ]
a4 FPTP O
Apply | Cancel |
S R R
Figure 5-2. WAN interfaces
Load Balance “Enable” or “Disable”” the WAN load balance function. The
Auto Weight option becomes available if “Enable” mode is
selected.
Backup “Enable” or “Disable” backup function for WAN interfaces.
Edit Link to configuration page of this WAN interface.
IP Mode The current mode of this WAN interface.
There are four options:
® Static
® DHCP
® PPPoE
® PPTP
Active Activate/deactivate this WAN interface.
Default Route Set this WAN interface as default route interface.
Load Balance Add this WAN interface to the load balance group.
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Weight Set the weight load (10-90%) for this WAN interface for load
balance.

Backup-Master Set this WAN interface as a master interface.

Backup-Slave Set this WAN interface as a slave interface.

VolIP Set this WAN interface as VoIP default interface.

Note:

If user enables backup function, user has to assign the WANI as Master interface

absolutely.

Most users will use their routers primarily for Internet access. The Vigor3300 series
supports broadband Internet access and provides multiple WAN interfaces. The following

sections will give a detailed illustration to broadband access methods.

Click the “Edit” icon to bring up the WAN configuration page for the corresponding

interface on Figure 5-3.

MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolP

10:18:53 A.M

Network - WAN - WAN1 - Fast Ethernet

MAC Address : ® Default Maz O User Defined MAC
Downstream Rate 102400 (kbps)
Upstreamn Rate : 102400 (kbps)

Troe :

Prysial ode

IP Mode ®static ODHCP OPPPoE O PPTP

Figure 5-3. WAN interface configuration
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MAC Address
Default MAC Select the default Mac address.
User Defined MAC  |Select a MAC address defined by user.

\Downstream Rate

Set downstream rate for this WAN interface. The default
value is 102400 kbps (100 Megabit).

Upstream Rate

Set transmission rate for this WAN interface. The default

value is 102400 kbps (100 Megabit).

Type Set connection type for this WAN interface.

Physical Mode Set connection speed mode. There are five options for Auto
negotiation, full duplex, and half duplex, 10M or 100M.

IP Mode Set IP Mode to Static (fixed IP), DHCP (dynamic IP

address), PPPoE, or PPTP and creates IP group information.
Most cable modem users use DHCP to get a globally

reachable IP address from the cable head-end system.

Before you connect a broadband access device e.g. a DSL/Cable modem to the router,

you need to know what kind of Internet access your ISP provides. The following sections

introduce four widely used broadband access services: Static, PPPoE, PPTP for DSL

and DHCP for Cable modem. In most cases, you will get a DSL or cable modem from

the broadband access service provider. The router is connected behind the broadband

device i.e. DSL/cable modem and works as a NAT or IP router for broadband

connections.

5.1.1 Static IP Setup

The IP group information for each WAN interface can be manually assigned by the user

and shown in Figure 5-4.

5-5 Dr ayTe k




Network Setup

PPPOE/PPTP
Configuration

IP Address : 172.16.2.225 Host Mame :

Subnet Mask 255 955 955.0 Ciamain Kame

DEEUREEEREY 172.16.2.233 {Host Mame and Domain Mame are required for some 13Ps.)

e RRGE 168.96.1.1

Secondary DWE - 168.95.192 1

Connection Detection

Detact Type Send PING he

Detect Interval{zec) 1m

Max Unreply Times: 4

Detect Destination Host

b ot fimie2zm

IP Alias List

1. 1001.1.100 2 10.1.1.104

&, 1011101 4 10111058

8, 10.1.1.102 G 10.1.1.108

7. 1001.1.1032 8 10.1.1.107

Apply | Reset | Cancel
Figure 5-4. Static IP configuration

IP Address Sets the private IP address of WAN interface.
Subnet Mask Sets the subnet mask value of WAN interface.
Default Gateway Sets the private IP address of gateway.
Primary DNS Sets the private IP address of primary DNS.
Secondary DNS Sets the private IP address of secondary DNS.

Connection Detection

Detect Type Select a detecting type for this WAN interface. There are three
ways “ARP”, “PING” and “HTTP” supported in 3300.
Detect Interval(sec) Assign an interval period of time for each detecting.

Max Unreply Times

Assign detecting times to ensure the connection of the WAN.

Detect Destination Host

(IP or Domain Name)

Assign an IP address or Domain name as a destination to be

detected.

IP Alias List

Sets other IP addresses binding in this interface.

5-6
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Click Apply to go back to the WAN Interface Configuration page as shown in Figure 5-3.
To apply all settings, click Apply on the WAN Interface Configuration page and reboot

your router when prompted.

5.1.2 DHCP Client Setup
If the WAN interface is set as a DHCP client, the Vigor3300 will ask for IP network

settings from the DHCP server or DSL modem automatically. It is not necessary for the

user to manually configure the router on Figure 5-5.

PPPoOE/FPTP
Configuration

IF Address Host Mame hinet

Subnet Mask Damain Mame : hinet.net

Default Gateway : (Host Marne and Dornain Marme are reguired for some ISP
Primary DNS

Secondary DNE

Connection Detection

Detect Type : Send PING b

Detect Inferval{sec) : 10

Wax Unreply Times: 4

beevestraon 0 17216273

IP Alias List

1. 3
3. 4
5 3}
7. 8

Apply | Reset | Cancel

Figure 5-5. DHCP configuration
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Click Apply to go back to the WAN Interface Configuration page as shown in Figure 5-3.
To apply all settings, click Apply on the WAN Interface Configuration page and reboot

your router when prompted.
5.1.3 PPPoE with a DSL Modem Setup

Most DSL modem users use this mode. All local users can share one PPPoE connection

to access the Internet as shown in Figure 5-6.

Static/DHCP
Configuration

User Mame GADOEEEE@hinet. net PRTF Bubnet Mask:

Passward : s FPTP Local Address :

Authentication : PAP |» PFTF Remote Address

Service Mame hinat

Connection Detection

Detect Interval : 1m

hiax Lnreply Times: B

Apply | Reset | Cancel
Figure 5-6. PPPoE configuration
User Name Assign a specific valid user name provided from a local ISP.
Password Assign a valid password provided from a local ISP.
Authentication Select PAP or CHAP protocol for widest compatibility. The
default value is PAP.

Service Name Assign a service name required from ISP service.
Connection Detection
Detect Interval Assign an interval time for detecting.
Max Unreply Times Assign detecting times to ensure the connection of WAN.
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Click Apply to go back to the WAN interface configuration page as shown in Figure 5-3.
To apply all settings, click Apply on the WAN interface configuration page and reboot

your router when prompted.
5.1.4 PPTP with a DSL Modem Setup

The following setup page is just an example on Figure 5-7. Your service provider should

provide the exact settings.

8899666 hinet.net

Static/DHCP
Configuration

UserMame PPTP Subnet Mask : 255 225 2250

Fassword ; PPTF Local Address : 10.66.99 .88

PPTF Remote Address

Authentication : PAD |» 172 B5.99.6808
Serdce Mame
Connection Detection
Detect Interval : 10
Max Unreply Times: 2
Apply | Reset | Cancel
Figure 5-7. PPTP configuration
PPTP Local Address Assign a local IP address.
PPTP Subnet Mask Assign a subnet mask value of IP address.

PPTP Remote Address

Assign a remote IP address of PPTP server.

Click Apply to go back to the WAN Interface Configuration page as shown in Figure 5-3.
To apply all settings, click Apply on the WAN Interface Configuration page and reboot

your router when prompted.
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5.2 LAN Setup

In this section, we will explain more details on the LAN interface setup.

In the Network group, click LAN option as shown in Figure 5-8.

Vi i B Y
|9Q|133110_33ﬂ&5_. = + VIGOROUS BROA%BAND ACCESS

Advanced Firewall Qos VPN VolP 7:18:01 P.M

% Load Balance Policy

I . s

- High Availshity

B: | Lamstas | wan stews
Model : Wigoradony

Hardware Yersion 1.0

Firrmweare Yersion : 245E6RC3

Build Date&Time Tue Sep 13 17:42:00 CST 2005
System Uptime : 0 days 3 hours 8 minutes 36 seconds
CPU Usage : 13.6564%

Memory Usaoe 60.3304%

Current System Time : FriSep 23 03:18:01 2005

DrayTek Carp, @ 1997 - 2005 Al rights reserved, DrayTek provides enterprise netwark solutian.

Figure 5-8. The LAN option

After clicking the LAN option, you will see the following page as shown in Figure 5-9.
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*
- E a0
Vngms&ﬂﬂs_. s VIGOROUS BROADBAND AGCESS
MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN VolIP 8:11:29 P.M

Network - LAN

m 15t DHCP Server | 2nd DHCP Server |

For NAT Usage
1gtIF Address : 192.168.1.111
1st Subnet Mask: 2552552550

For IP Routing Usage

O Enable @ Disable

WiAN Interface WANL

Apply | Cancel

CrayTek Corp, @ 1337 - 2005 All rights reserved, DrayTek provides enterprize network solution,

Figure 5-9. LAN configuration

There are three options:
*IP Configuration

*1* DHCP Server
#2" DHCP Server
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5.2.1 IP Configuration

After clicking IP Configuration, you will see the following page as shown in Figure
5-10.
Vi
MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VoalP 4:08:54 P.M

Network - LAN

| 15t DHCP Server | 2nd DHCP Server |

For NAT Usage
1stIP Address ‘@2—1_6_8_1_1
.
15t Subnet Mask 255,255 255.0 \

For IP Routing Usage

O Enable @ Disable

2nd IP Address : \
2nd Sunet Mask:

WAN Interface ©

Apply | Cancel

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 5-10. IP configuration

In the Vigor3300 router, there are some IP address settings for the LAN interface as
shown below. The IP address/subnet mask is for private users or NAT users. To allow
public users, you need to subscribe to a globally reachable subnet from your ISP. The IP
address of the default gateway on other local PCs should be set as the Vigor3300’s server
IP address. When the DSL connection between the DSL and the ISP has been established,
each local PC can directly route to the Internet. The IP address/subnet mask can also be
used to connect to other private users (PCs). On the page you will see the private 1P

address defined in RFC-1918. Usually we use the 192.168.1.0/24 subnet for the route.
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NAT Usage

I'"" IP Address The first private IP address connecting to a local private
network. The default value is 192.168.1.1.

I Subnet Mask The subnet mask value of the first private IP address

connecting to a local private network. The default value is

255.255.255.0.

IP Routing Usage

Status “Enable” IP Routing Usage.
“Disable” IP Routing Usage.

2" IP Address Assign an IP address belongs to the subnet of the WAN
selected in WAN Interface field.

2" Subnet Mask The value of subnet mask.

WAN Interface Select a WAN interface to be applied in IP Routing Usage.

Click Apply to reboot the system and apply the settings.

5.2.2 1°' DHCP Server Configuration

The Vigor3300 series supports two DHCP servers.

DHCEP stands for Dynamic Host Configuration Protocol. It acts as DHCP client and can

automatically dispatch related IP settings from DHCP server. Please refer to the

following picture for DHCP server configuration.

After clicking the 1* DHCP Server option, you will see the following page as shown in

Figure 5-11.

5-13 DrayTek



Network Setup

Vigor3300 series .

MultiService Security

e N
'y » .
VIGOROUS BROADBAND ACCESS

Quick Setup System

Network Advanced Firewall Qos VPN VolP 8:13:26 P.M

Network - LAN

| P corfiguration [EE1 “127| 2nd DHCP Server |

Status

StartIP :

EndIP:

Frirnary DS :
Secondary OME
Lease Time (Min) :
Gateway IP(Optional) :

Relay Agent

WAR Interface

DHCF Server P Address

@Enable  ODisable O Relay Agent

192.168.1.10
192.168.1.254
168.95.1.1
1400

Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 5-11. 1° DHCP server configuration

Status “Enable” the first DHCP server.

“Disable” the first DHCP server.
Start IP Set the starting IP address of the IP address pool.
End IP Set the ending IP address of the IP address pool.
Primary DNS Sets the private IP address of the primary DNS.
Secondary DNS Sets the private IP address of the secondary DNS.

Click Apply to reboot the system and apply the settings.
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Note:

If both the Primary and Secondary DNS fields are left empty, the router will assign its
own IP Address to local users as a DNS proxy server and maintain a DNS cache. If the
IP address of a domain name is already in the DNS cache, the router will resolve the
domain name immediately. Otherwise, the router forwards the DNS query packet to the

external DNS server by establishing a WAN (e.g. DSL/Cable) connection.

5.2.3 2" DHCP Server Configuration

The Vigor3300 supports a second DHCP server function for users. After clicking the 2™
DHCP Server option, you will see the following web page on Figure 5-12. Users can the
2" DHCP feature to assign a specific PC to related IP in the IP address pool.

MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VolP 7:29:52 P.M

Network - LAN

IF Configuration | 15t DHCF Server |

Start IP Address - [lozies110 ]

IP Paol Size o ]

MAC Address List [MAC Address Format XX:XX:XX:XX:XX:XX)

* O00aI000T | 2 W000amonn |
3 [o0o0am00omE ] 4 00:00:0:00:00:04 i
7 [ooooaoooor | B [oo0amooooe
a [ooooatnoooe | 10, [ooo0a0n000a |

Apply | Cancel

DrayTek Carp, @ 1997 - 2005 all rights rezerved. DrayTek provides enterprise network salution.

Figure 5-12. 2™ DHCP server configuration
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Start IP Address Set the starting IP address of the IP address pool.
IP Pool Size Assign the number how many IP addresses in the pool.
Mac Address List Sets 10 Mac addresses to be served. Once the Mac address is

matched in this table, the router can get IP address group

information.

Click Apply to reboot the system and apply your settings.
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5.3 Load Balance Policy

The Vigor3300 supports a load balancing function. This function can assign traffic with
protocol type, IP address for specific host, a subnet of hosts, and port range to be
allocated in WAN interface. User can assign traffic category and force these traffic to go
to dedicate network interface based on the following web page setup. VoIP and VPN
traffic can also be assigned to specific WAN ports.

In the Network group, click the Load Balance Policy option as shown in Figure 5-13.

Sy
ZEN

BAND AGCESS
MultiService Security
VQuick Setup System Vi:; etwo ‘-"'! Advanced Firewall QoS VPN VolP 7:31:40 P.M
< wisn
., Load Balance Policy

System - Status -

=, High &vailability

Refresh Option:

| Lewstaws | wan staws

hiodel : WVigora3omy

Hardware Versian : 1.0

Firmweare Yersion : 256RC3

Build Date&Time Tue Sep 13 17:42:00 CET 2005
Systern Uptime : 0 days 3 hours 23 minutes 33 seconds
CPU Usage : B.3779%

hernany Usage 59.3304%

Current System Time Fri Sep 23 03:31:58 2005

DrayTek Corp, @ 1997 - 2005 all rights reserved, DrayTek provides enterprise network salution,

Figure 5-13. The load balance policy option
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After clicking the Load Balance Policy option, you will see the following web page as

shown in Figure 5-14.

- L o i
Vngt&MSﬂﬂQs_. : VIGOROUS BROADBAND ACCESS

MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolP 1:29:57 P.M

Network - Load Balance Policy

Dest Port

# Protocol Source IP Subnet Mask Dest IP Subnet Mask Start

Dest Port End Network Interface

o202 0C ela o0 @

=1

il

[Edit| Delete | Delete Al

DrayTek Corp, @ 1997 - 2005 All rights reserved. DrayTek provides enterprize network solution,

Figure 5-14. Load balance policy table
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To edit an entry, select it by clicking the radio button. Then click the Edit option to bring
up the following Web page as shown in Figure 5-15.

i 1 49 %
g . TN
Vng[&S_O_O_Sﬂ[IQS_. = VIGOROUS BROA&;HD ACCESS
MultiService Security
Quick Setup System  Network Advanced Firewall QoS VPN  VoIP 8:16:25 P.M

Network - Load Balance Policy - Edit

1

Frotocol ALL b
Source IF f Subnet Mask: [192.168.1.128 | 1|2s5.255.2580 |
Dest P/ Subnet Mask - [202.99.99.1 | f|2s5.255.2550 |

Dest Port Range : | |- |

Metwark Inferface WANL

Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 5-15. Edit load balance policy entry

Protocol Select the desired protocol.

Source IP/Subnet Mask |Assign a source IP address or a subnet.

Dest IP/Subnet Mask  |Assign a destination IP address or a subnet.

Dest Port Range Assign a destination port number range.

Network Interface Select an interface to be forwarded to.

Click Apply to add or modify this entry into the Load Balance Policy table.
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To delete an entry, select by clicking the radio button. Then click the Delete option to
bring up the following Web page as shown in Figure 5-16.

. ', " , Y
VngIﬁMS&[I&S_. VIGOROUS BROADBAND ACCESS
MultiService Security .
Quick Setup System Network Advanced Firewall Qos VPN VolP 11:35:31 AM
Network - Load Balance Policy
Dest Port
o Protocol Source IP Subnet Mask DestIP Subnet Mask Start Dest Port End  Network Interface
1 TCRIUDP 10411 255.255.255.0 % 2000 3000 AN
@ Microsoft Internet Explorer |Z|
2 0
9 T—
e & ) Are you sure of deleting this item
‘0
5 O
8 O
0
8 O
8 0O
m QO
1
Edit| Delete Delete All
DrayTelk Corp. @ 1397 - 2005 All rights rezerued. DrayTek provides enterprize netwark solution.

Figure 5-16. Delete load balance policy entry

Click Delete to delete this entry from the Load Balance Policy table.

Click Delete All in the Load Balance Policy page (Figure 5-14) to delete all 10 entries on
the page.
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5.4 High Availability Setup

The High Availability (HA) feature refers to the availability of resources in the wake of
component failures in the system. The complexity of a high availability solution to
provide constant service is determined by a company’s availability needs and by the
amount of system interruptions that can be tolerated by a business. Any hardware or
software components in the system will fail to have a redundant component to backup.
Systems that can provide nearly full-time availability typically have redundant hardware
and software that makes the system available despite failures. The high availability of the
V3300 series is designed to avoid single points-of-failure. When failures occur, the
failover process moves processing performed by the failed component (the “Master”) to
the backup component (the “Slave”). This process remains system-wide resources,
recovers partial of failed transactions, and restores the system to normal within a matter

of microseconds.

Take the following picture as an example. The left V3300 is Master, the right V3300 is
Slave. When Master V3300 is broken down, the Slave V3300 could replace the Master
role to take over all jobs as soon as possible. However, once the original Master is

working again, the Slave would be changed to original role to stand by.
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WAN/Internet

Vigor3300V

Vigor3300V b Ere E%
W Y

Master Router Configurations:

LANIP: 192.168.1.1
LAN MAC: 00-50-7F-0A-0B-01

High Availability: Enable

SE-00-01-01 |

®

Master and Slave must have the same Group
Number and Virtual IP
*=* Virrual MAC will be generated automatically
by assigned Group Number

o . -
Slave Router Configurations:

LANTIP: 192.168.1.2
LAN MAC: 00-50-7F-0A-0B-02

High Awailability: Enable
Group Number®: 1

Role: Slave

Virtual IP*: 192.168.1.3
| Virtual MAC**: 00

-00-01-01

Host Network Configurations
(obtamed via DHCP client):

IP: 192.168.1.11

Subnet Mask: 2552550
Default Gateway: 192.168.1.3
ARP Table:

192.168.1.3 00-00-5E-01-01-01
If Master Activated

192.168.1.1 00-00-3E-01-01-01
192.168.1.2 00-30-7F-0A-0B-02
If Slave Activated

192.168.1.1 00-30-7F-0A-0B-01
192.168.1.2 00-00-5E-01-01-01

Figure 5-17. High availability application scenario

Host Network Configurations
(obtamned via DHCP client):

IP: 192.168.1.12
Subnet Mask: 255.2 5.
Default Gateway: 192.168.1.3

ARP Table:

192.168.1.3 00-00-3E-01-01-01
If Master Activated

192.168.1.1 00-00-5E-01-01-01
192.168.1.2 00-30-7F-0A-0B-02
If Slave Activated

192.168.1.1 00-30-7F-0A-0B-01
192.168.1.2 00-00-3E-01-01-01
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Please refer to the following web page in Figure 5-18.

- ] "’ by * : b
Vl VIGOROUS BROA’;AHB ACCESS
MultiService Security g
Quick Setup System  Network  Advanced  Firewall QoS VPN  VoIP 6:28:02 P.M
Network - LAN - High Availability
High Awailability: O Disahle @ Enable
Graoup Mumber (Range: 1~255)
Wirtrual 1P 192.168.1.3
Apply | Cancel

DrayTek Corp. @ 1997 - 2005 All rights reserved. DrayTek provides enterprize network solution.

Figure 5-18. High availability configuration

High Availability “Disable” or “Enable” this function.

Group Number Assign a group number, the range is from 1 to 255.
Role Select a role as Master or Slave.

Virtual IP Assigns an IP address as a virtual IP.

Click Apply to reboot the router and apply the settings.
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CHAPTERG
Advanced Setup

This chapter shows how to configure Advanced functions.

This chapter is divided into the following sections:

Section 6.1: Static Route Setup
Section 6.2: NAT Setup

Section 6.3: Port Block Setup

Section 6.4: UPnP Setup

Section 6.5: DDNS Setup

Section 6.6: RADIUS Setup

Section 6.7: Call Schedule Setup
Section 6.8: WAN Port Mirroring Setup
Section 6.9: LAN Port Mirroring Setup
Section 6.10: LAN VLAN Setup
Section 6.11: SNMP

6.1 Static Route Setup

The Static Route function allows users to assign static routing information. In the

Advanced group, click the Static Route option as shown in Figure 6-1.
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vi -
MultiService Security

Quick Setup System Network

o VIGOROUS BRO . BAND ACCESS

Firewall Qos VPN 7:48:39 P.M

E% Static Route
System - Status Her i
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, “ RADIUS
=4, Part Block
S URrR
=, DONS
paliie i Call Zchedule
M1gord ‘-’% WUAN Port Mirroring
Hardware Version : 1.0 4, LN Port Mirroring
Firmware Wersian : 256R Sl LR VLAN
Build Date&Time : Tue Sepio] suwp »
Systern Uptime : 0 days 3 hours 40 minutes 25 seconds
CPU Usage 8.3333%
fMemory Usage : 59 3608%
Current Systemn Time © Fri Sep 23 03:48:14 2005

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize network solution,

Figure 6-1. The static route option

After clicking the Static Route option, you will see the following web page as shown in

Figure 6-2.

Vigor3300 series .,

MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VolP 4:58:48 P.M.

»

-
VIGOROUS BROADBAND ACCESS

Advanced - Static Route

# Metwork Interface Destination IP Gateway IP Mask

o000 0|0 0 |@

1

Edit| Delete Delete All

DrayTek Corp. @ 1997 - 2005 All rights reservad. DrayTek provides enterprize network solution.

Figure 6-2. Static route table
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6.1.1 Edit Option

Click Edit to add or edit an entry in the static route table as shown in Figure 6-3.

9 N

- - . i L
Vngm_O_O_SQﬂQS_. = VIGOROUS anon‘é‘nno ACCESS
MultiService Security '
Ouick Setup System  Network  Advanced  Firewall QoS VPN  VolP 9:40:37 AM

Advanced - Static Route - Edit

il

Netwark Interface :

Gataway |F
Destination 1P :
Subnet Mask:

Apply | Cancel

CrayTek Corp, @ 1337 - 2005 All rights reserved, DrayTek provides enterprise network selution,

Figure 6-3. Edit option

Network Interface Select a network interface as a destination to be sent. It includes

LAN, WAN1~WAN4.

Gateway IP Assign an IP address of the gateway within the interface selected
in Network Interface field.

Destination IP Assign the destination IP address to be checked.

Mask Assign a value of subnet mask for destination IP address.

Click Apply to finish settings.
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6.1.2 Delete option

Click Delete button to remove an entry in the static route table then the following

window will be popped-up as shown in Figure 6-4.

N
. . N
Vigor3300 series , ViGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Metwork Advanced Firewall QoS VPN VolP 11:39:42 AM

Advanced - Static Route

i Network Interface Destination IP Gateway [P Mask
1 @& Lan 10.1.1.60 1921681100 124
2 0 Microsoft Internet Explorer: Fg|

i 0O ? Are you sure of deleting this item?

a4 O \VJ

.

8 O

o

8 O

8§ 0

1m O

1

Edit | Delete Delete All

DrayTek Corp, @ 1997 - 2005 all rights recerved. DrayTek provides enterprize network salution,

Figure 6-4. Delete option

Click OK to delete the entry in static route table.

Before execute the Edit or Delete options, the user has to click the radio box belonging to

each index number.

User can click Delete All to remove all entries in static route table.
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6.2 NAT Setup

NAT (Network Address Translation) is a method of mapping one or more IP addresses
and/or service ports into different specified services. It allows the internal IP addresses of
many computers on a LAN to be translated to one public address to save on costs and
resources of multiple public IP addresses. It also plays a security role by obscuring the
true IP addresses of important machines from potential hackers on the Internet. The Vigor
3300 is NAT-enabled by default and gets one globally routable IP addresses from the ISP
by Static, PPPoE, or DHCP mechanism. The Vigor3300 series assigns private network IP
addresses according to RFC-1918 protocol and will translate the private network
addresses to a globally routable IP address so that local hosts can communicate with the

router and access the Internet.

In the Advanced group, click the NAT option to bring up the following setup page as

shown in Figure 6-5.
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Vi i
MultiService Security
Quick Setup System Network hﬁvmc;& Firewall QoS VPN VolP 5:05:35 P.M
., Static Route
’ =] AT b4, Port Redirecti
Advanced - Static Route D \'{* ot e
SR e e e b I R ATIS y Address Mapping
% Network Interface ook | v st > Mask
“ UPrP 8 ielknown Ports List
e 4, DONS
20 L, Call Schecule
30 Sy LAN Port Mirroring
S| LAN VLAN
4 O >
5 O
8 O
T O
8 O
i 0
10 O
1
Edit| Delete | Delete All

DrayTek Corp, © 1997 - 2005 All rights reserved, DrayTek pravides enterprize network sslution,

Figure 6-5. NAT functions

6.2.1 Port Redirection Table Setup

The Port Redirection Table may be used to expose internal servers to the public domain
or open a specific port to internal hosts. Internet hosts can use the WAN IP address to
access internal network services, such as FTP, WWW, etc. The following example shows
how an internal FTP server is exposed to the public domain. The internal FTP server is
running on the local host addressed as 192.168.1.2. A user can also translate the port to
another port by configuration. The packet is forwarded to a specific local host if the port

number matches that defined in the table.

Click Port Redirection option, and then you will see the following setup page. Figure

6-6 illustrates the web page as an example.

DrayTek
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- v ..’
VnglﬁiﬂKlsen&s_. ' VIGOROUS BROADBAND ACCESS

MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolP 5:14:54 P.M

Advanced - NAT - Port Redirection

# Comment Protocol PPIEPOT b e PortEnd Private IP Private Port  Private Port——y,c 1p slias~ WANInterface P Allas
stant start End

oaeo o000 0@

1
Edit| Delete Delete All

Figure 6-6. NAT-Port redirection information page
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Click Edit to add a new rule entry or modify an existed rule entry. Figure 6-7 illustrates

the web page as an example.

i i e v AR
Vigor3300 series ., . VIGOROUS BROADBAND ACCESS
MultiService Security y

Quick Setup System Network Advanced Firewall Qos VPN VolP 8:14:42P.M

Advanced - NAT - Port Redirection - Edit

1

Pratacol : TCP v

Public Port Range: }QDD ‘ |BDD ‘
Private IP - ozieszam |

Privats Part Range 200 |50 |
Use IP Alias @ Disanle O Enable

AN Interface ;

IP Alias : 10.1.1.1

Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reservad, DrayTek provides enterprise netwark solutian,

Figure 6-7. Edit a new entry

Comment Assign a name of this entry.
Protocol Assign the transport layer protocol with TCP or UDP.
Public Port Range Assign a port range from starting to end public port number.
Private IP Assign a local IP address to be transferred into.
Private Port Range Assign a port range from starting to end private port number.
Use IP Alias “Disable” option uses IP address of WAN interface,
“Enable” option uses IP alias addresses.
WAN Interface It is a pull-down window; user can select one specific WAN
interface.
IP Alias It is a pull-down window; user can select one specific IP

address assigned in IP Alias group of WAN interfaces.

Click Apply to finish this setting.
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Note:

The port forwarding function could redirect the Internet traffic, which has the
destination port within the public port range and has the same IP address as “WAN
Interface” or “IP Alias” you set. Please redirect only the ports you know you have to

Jorward rather than forward all ports. Otherwise, the intrinsic firewall type security of
NAT facility will be affected.

By the way, user can click Delete to remove one current existed NAT entry and click

Delete All to remove all entries.
6.2.2 Address Mapping Setup

If you have a group of static IP addresses, then you can use the address-mapping feature
to multiple open ports hosts in the Vigor3300 series of broadband security routers. The

following session will show you how to setup address-mapping feature.

In the Advance group, click NAT option. Then you will see the following setup page.
Figure 6-8 illustrates the location of Address Mapping option.
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Vigor3300 series ,

MultiService Security

»

- ;
VIGOROUS BROADBAND ACCESS

Quick Setup System Network Firewall QoS VPN VolP 8:06:37 P.M

, Static Route

System _ Status MAT biﬁ Part Redll’el:tlﬂlj!

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, i, RADIS S, Address Mapping L ccsorrsarrasrrasmrasmasrs s e s s s srr s e s g
&, Fort Block 4, DMZ Host

SUAIEE I 4 UPnF £ wiell-Known Forts List

- ., DONS
A S S ~, Call Scheduls

Madel : SHoic % WA Port Mirroring

Hardware Version : 1.0 Ty —

Firmware Yersion : 256 R % LAN YLAN

Build Date &Time : Tue Sep|[iZ] sMwp »

0 days 3 hours 58 minutes 54 seconds
B8.9147%

59.3821%

Fri Sep 23 04:06:43 2005

System Uptime :
CPU Usage :
Mernory Usage

Current Systermn Time ;

DrayTek Corp, @ 1927 - 2005 All rights reserved, DrayTek provides enterprise network solution

Figure 6-8. NAT-Address mapping option

Click Address Mapping option, then you will see the following web page. Figure 6-9
illustrates the web page as an example.

Vigor3300 series .

MultiService Security

Quick Setup System

F3 "

VIGOROUS BROADBAND AGCESS

g tE e DR Rl A

Network Advanced Firewall QoS

VPN

VolP 5:22:35 P.M.

Advanced - NAT - Address Mapping

Protocol Public IP Private IP

a0 0|0 0G0 o0

=}

1l

Edit| Delete Delete All

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 6-9. NAT-Address mapping information page
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Click Edit to add a new rule entry or modify an existed rule entry. Figure 6-10 illustrates

the web page as an example.

N

] - ; 3 % t }
Vi VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VolIP B8:09:12P.M

Advanced - NAT - Address Mapping - Edit

1

Protocol
Public IP -
Frivats IF
Subnet Mask
Apply | Cancel
DrayTek Corp. @ 1997 - 2005 All rights rezerued. DrayTek provides enterprize natwark solution.
Figure 6-10. Edit a new entry in address mapping
Protocol Select the transport layer protocol. It could be TCP, UDP, or All for
selection.
Public IP Select an IP address from IP Alias in WAN interface. Local host can
use this IP to connect to the Internet.
Private IP Assign an IP address or a subnet to be compared with the source IP
address for incoming packets.
Subnet Mask Select a value of subnet mask for private IP address.

Click Apply to finish this setting.

By the way, user can click Delete to remove a current existed NAT entry and click Delete

All to remove all entries.
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6.2.3 DMZ Host

In computer networks, a DMZ (De-Militarized Zone) is a computer host or small network
inserted as a neutral zone between a company’s private network and the outside public
network. It prevents outside users from getting direct access to company network. A
DMZ is an optional and more secure approach to a firewall and effectively acts as a
proxy server as well. In a typical DMZ configuration for a small company, a separate
computer (or host in network terms) receives requests from users within the private
network for access to Web sites or other companies accessible on the public network. The
DMZ host then initializes sessions for these requests on the public networks. However,
the DMZ host is not able to initiate a session back into the private network. It can only
forward packets that have already been requested. Users of the public network outside the
company can access only the DMZ host. The DMZ may typically also have the
company’s Web pages so these could be served to the outside world. If an outside user
penetrated the DMZ host’s security, only the Web pages might be corrupted but other

company information would not be exposed.

In the Advanced group, click NAT option. Then you will see the following page. Figure
6-11 illustrates the location of DMZ Host option.
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y M ¢

VIGOROUS BROADBAND ACCESS

oot e B RS RSRLn S A

vi -
MultiService Security

Quick Setup System Network Firewall Qos VPN VolP 8:11:26 P.M
Sl Static Route
System - Status hAT ¥ 4y Port Redirection
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, % RADILS ‘3% Address Mapping B e P e e 1)
b Fort Block 4, DMZ Host
i E: &, UPrP £ wiell-known Ports List
Sl DN
CAN G 4y Call Schecule
fodels MIBOMINCL s Port Mirroring
Hardhware Version 10 L LN Fort Mirroring
Firmware Version : 25BROS Lap vian
Build Date&Time : Tue Sep|io] smp »
Systerm Uptime : 0 days 4 hours 4 minutes 9 seconds
CPU Usage : 51.35913%
Memory Usage 58.3750%

Current System Time ©

Fri Sep 23 04:11.68 2005

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize network solution,

Figure 6-11. DMZ host option

Click DMZ Host, and then you will see the following page. Figure 6-12 illustrates the
web page as an example.

Vigor3300 series .,

MultiService Security

Quick Setup System

-

VIGOROUS BROA EAND ACCESS

e SRR Rl TV AR A R T R v

Network Advanced Firewall Qos VPN VolP 11:21:38 A.M.

Advanced - NAT - DMZ Host

i WAN Interface Private IP Use IP Alias IP Alias

AN 192168110 Dizahle

@0 00300 8 5@

=

[Edit| Delete | Delete Al

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek pravides enterprise network solution,

Figure 6-12. DMZ host table
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Click Edit to add a new entry in DMZ Host table. Figure 6-13 illustrates the web page as

an example.

_ —
. - k _ R e
Vngﬂ}Msean_. VIGOROUS S ACCESS

MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolIP 8:18: 41 P.M

Advanced - NAT - DMZ Host - Edit

1

YA Interace ;
Private 1P
Use P Alias: ® Disable O Enable
IF Alias : 10.1.1.100
Apply | Cancel
DrayTek Carp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network salution.
Figure 6-13. DMZ host — edit
WAN Interface Select a WAN interface
Private IP Assign an I[P address of DMZ server to be permitted for access

from outside.

Use IP Alias “Disable” option uses WAN interface,
“Enable” option uses IP Alias addresses.

IP Alias Select an IP address within the list of IP Alias configured in
'WAN interface.

Click Apply to finish this setting.
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Click Delete to remove an existed entry in DMZ Host table. Figure 6-14 illustrates the

web page as an example.

- y v A
Vigﬂﬁms&ﬂﬁs_. 4 . VIGOROUS BROADBAND ACCESS

MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VeoIP 11:43:31 AM

Advanced - NAT - DMZ Host

# WAN Iimerface Private IP Use IP Alias IP Alias
1 @ WaNT 182168110 Cisahle

) Microsoft Internet Explorer FX|
i 0O \‘5) Are vou sure of deleting this item?
4O

5 o Lo

8 O

E )

8 O

8 O

m O

1

[Edit| Delete | Delete Al

DrayTek Corp. @ 1997 - 2005 All rights raserved. DrayTek provides enterprize network solution.

Figure 6-14. DMZ host — delete

Click Apply to finish this setting.

User can click Delete All to remove all entries in the table.
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6.3 Port Block Setup

The Port Block function provides a user to set lots of proprietary port numbers. Packets
will be dropped if destination ports (Both TCP and UCP) of packets with these assigned
port numbers both on WAN and LAN. The advantage of this feature is to filter some
unnecessary packets or attacking packets on Internet environment or LAN network. The

Vigor3300 series supports ten port numbers' to be blocked.

In the Advanced group, click Port Block option. Figure 6-15 illustrates the location of

the Port Block option.
Vigor3300 series A Y
p—— BAND ACCESS
MultiService Security =
Quick Setup System  Network . &'Hviﬁc;ﬂ{ Firewall QoS VPN  VolP 11:32:32 A M
i, Static Route
[i=]| NaT 3
Syst;-m 5 .Statu.s . | raows
=y Port Black
Refresh Option: S UPnP
~, DONE
I LAN SES 0 ca sohedule
Madel : VIGOr33002L ywan Port Miroring
Hardware Wersion : 120 =y LAM Port Mirroring
Firrmware Yersion 266 RCE S, LANYLAN
Build Date&Time - Tue Sep 122 P »
Systern Uptime : 0 days 0 hours 0 minutes 58 seconds
CPU Usage 100.0000%
Memary Usage A6.9049%
Current System Time : VWed Sep 28 10:01:58 2005

CrayTek Corp, @ 1397 - 2005 All rights reserved, DrayTek provides enterprise network solution.

Figure 6-15. Port block option

Click the Port Block option, and then you will see the following web page.

! Vigor3300V model does not support default values.
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Figure 6-16 illustrates the web page as an example.

. B B e\ AAs
Vng[S_s_O_O_Sﬂnﬂs_. - VIGOROUS BROADBAND AGCESS
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VoIP 8:50:15 P.M.
Advanced - Port Block
Index Status Port Number
1 ® Disable O Enable l:l
2 @ Disable O Enable l:l
3 ® Disaple O Enatle l:l
4 @ Digable O Enahle |:|
g ® Disable O Enakle l:l
fi @ Digable O Enahle |:|
T ® Disable O Enakle l:l
a @ Disable O Enanle l:l
4 @ Disable O Enakle l:l
10 @ Disable O Enanle l:l
Apply | Cancel
DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,
Figure 6-16. Port block configuration
Index The number of each entry.
Status User can “Disable” or “Enable” this port to be blocked
Port Number Assign a port number to be blocked in system.

Click Apply to finish this setting. The default port setting for V3300B, 3300B+ is 135,
137,138, 139, and 445.
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6.4 UPnP Setup

The UPnP (Universal Plug and Play) protocol aims at the plug and play of network

devices. Such a feature is already available for directly connected PC peripherals in

Windows 'Plug and Play' system. For NAT routers, the major feature of UPnP on the

Vigor3300 router is “NAT Traversal”, which means that applications inside firewall could

open ports to penetrate router automatically. Such a mechanism is more feasible than

relying on the router to allocate open ports by itself. Further, the user does not have to

manually setup port mappings or a DMZ.

In the Advanced group, click UPnP option. Figure 6-17 illustrates the location of UPnP

option.
. -
MultiService Security
Quick Setup System Network | Advanced Firewall Qos VPN VoIP 8:28: 13 P.M

, Static Routs

(=] mat ¥
System - Status =
B e ke i, RADILS
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Refresh Option: : U
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i DDNE
| LAN Status b

= Call Schedule
ot BES Sy WA Part Mirroring
Hardware Version : 1.0 L, Lan Port Mirraring
Firrmware Wersion : 256R S LANVLAN
Build Date&Time : Tue SeplT] shme »

Systern Uptime ©
CPU Usage
fMemory Usage ©

Current Systern Time

0 days 4 hours 21 minutes 17 seconds

B.6390%
59.3821%
Fri Sep 23 04:28:30 2005

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 6-17. UPnP option

With the UPnP feature employed, the Vigor3300 series provide voice, video and

messaging communication of MSN Messenger for user on Windows XP.
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Click UPnP option, and then you will see the following web page. Figure 6-18 illustrates

the web page as an example.

. . N
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MultiService Security
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Advance - UPnP
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Netwark Interface :
Apply | Cancel
DrayTek Corp, @ 1997 - 2004 &ll rights reserved, DravTek provides enterprise network salution,
Figure 6-18. UPnP configuration
Enable/Disable Click the round box to Disable or Enable UPnP function.

Network Interfaces Select a specific WAN interface for UPnP.

Click Apply to finish this setting.

Click the IP Broadband Connection on DrayTek Router on Windows XP/Network
Connections, as shown as Figure 6-19. The connection status and control status will be

able to be activated.
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Figure 6-19. Windows network connection

The NAT Traversal feature of UPnP enables multimedia feature of your applications.
Without UPnP, you will have to set up port mappings or do some similarly configurations

manually.

Figure 6-20, 6-21 illustrate the web page as an example.

IP Broadband Cennection on DrayvtekRout...
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Figure 6-20. Connection status
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Figure 6-21. UPnP configuration

The Vigor3300 UPnP facility triggers UPnP-sensitive applications inside NAT such as

MSN Messenger to discover the external IP address and configure port mappings on

router. As a result, router with UPnP facility will redirect packets from the external ports

to the internal ports according to application’s requirement.

6.5 DDNS Setup

The Dynamic DNS function allows the router to update its online WAN IP address, which

assigned by ISP or other DHCP server to the specified Dynamic DNS server. Once the

router is online, you will be able to use the registered domain name to access the router or

internal virtual servers from the Internet. DDNS is more popular on dynamic IP users,

who typically receive dynamic, frequently-changing IP addresses from their service

provider.

6-21

DrayTek



Advance Setup

Before you set up the Dynamic DNS function, you have to subscribe free domain names
from the Dynamic DNS service providers. The router provides up to ten accounts for the

function and supports the following providers: www.dynsns.org, www.no-ip.com,

www.dtdns.com, www.changeip.com, www.ddns.cn. You should visit their websites for

registering your own domain name on the router.

In the Advanced group, click DDNS option. Figure 6-22 illustrates the location of DDNS

option.
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4, DDNS
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iadels MGORIINLL s port Wiroring
Hardvare Version : 1.0 L LN Port Miroring
Fitrrieeare Yersion : 2EB RO Lap vian
Build Date&Time - Tue Sep(iT] shmp »
Systern Uptime : 0 days 4 hours 23 minutes 25 seconds
CPU Usage 14.7186%
Mermany Usage 493821 %
Current Systemn Time : Fri Sep 23 04:30:38 2005

DrayTek Corp. @ 1997 - 2005 All rights rezerved. DrayTek provides enterprize network solution.

Figure 6-22. DDNS option

Click the DDNS option, and then you will see the following web page. Figure 6-23

illustrates the web page as an example.
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® *

VngﬁMSﬂﬂﬁs_. " VIGOROUS BROADBAND ACCESS
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Domain Name Server Provider Server Type Active Status
it dynidns. org dynarnic disable Mot Connected
2 dyndns.org dynamic digable Mot Connected
3 dyndns.org dynarmic disable Mot Connected
4 dyndns.org dynarmic dizable Mot Connected
S dynidns. org dynarnic disable Mot Connected
g dyndns.org dynamic disable Mot Connected
il dyndns.org dynarmic disable Mot Connected
i dyndns.org dynarmic disable Mot Connected
12k dyndns.org dynamic disable Mot Connected
10 dyndns.org dynarnic disable Mot Gonnected

Refresh

DrayTek Corp. @ L1997 - 2005 All rights reserued. DrayTek provides enterprise network solution.

Figure 6-23. DDNS table
Click Refresh to re-display the whole page information. Click #number into edit mode

to modify an entry in DDNS table. Figure 6-24 illustrates the web page as an example.
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Advanced - DDNS Setting
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Interface :
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Figure 6-24. DDNS configuration
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Status Click “Disable” to disable this function.
Click “Enable” to activate this function.
Interface Select a specific interface for registering on DDNS server.
The Interface should be any WAN port on V3300 series.
Server Provider Assign a provider name to support DDNS server. The
Vigor3300 supports 4 domain server providers as default.
Server Type Select Static, Dynamic or Custom type.

Domain Name

Assign a private domain name to be accessed.

Login Name

Assign a name to login into DDNS server.

Login Password

Assign a password to login into DDNS server.

Wild Card If you want anything-here.yourhost.dyndns.org to work
(EX. To make things like www.yourhost.dyndns.org work),
click “Enable” to active this function.

Backup MX’ MX stands for Mail Exchanger. Mail Exchangers are used
for directing mail to specific servers other than the one a
hostname points at.

Mail Extender Assign an email address.

Click Apply to finish this setting. Figure 6-25 illustrates the web page as an example.

> The Wildcard and Backup MX features are not supported for all Dynamic DNS

providers. You could get more detailed information from their websites.

? Backup MX provides a secondary mail server to hold your e-mail if your main email

server go offline for any reason. Once you go back online, your email will be delivered to

you.
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Vi i
MultiService Security

Quick Setup System Network Advance Firewall VPN VolP

Advance - DDNS

# Domain Name Server Provider Server Type Active
i abe.dyndns.org dyndns.org dynarmic enahble
2 dyndns.org dynamic disahle
3 dyndns.org dynamic disable
4 dyndns.org dynamic disahle
i dyndns.org dynamic disahle
B dyndns.org dynarmic disable
£ dyndns.org dynamic disahle
i dyndns.org dynamic disahle
a dyndns.org dynarmic disable
10 dyndns.org dynamic disahle

Corp, @ 1997 - 2004 All rights res

Figure 6-25. DDNS table

6.6 RADIUS Setup

A RADIUS (Remote Authentication Dial-In User Service) is a security authentication
client/server protocol widely used by Internet service providers on other remote access
service. A RADIUS is the most common means of authenticating and authorizing dial-up
and tunneled network users. The built-in RADIUS client function allows you to extend
the remote dial-in user accounts to the RADIUS server. Your user accounts will not be
limited by built-in accounts. It also lets you centralize remote access authentication for
network management. Radius is a server for remote user authentication and accounting.
Its primary use is for Internet Service Providers, though it may as well be used on any
network that needs a centralized authentication and/or accounting service. A Radius
supports a wide variety of authentication schemes. A user supplies his authentication data
to the server either directly by answering the terminal server’s login/password prompts,
or using PAP of CHAP protocols. The server obtains the user’s personal data from one of

the following places.
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The Vigor 3300 series of routers support Radius client function. A user can configure
some authentication information to do an authentication with Radius server. In the Vigor

3300, it is only used in VPN->PPTP function.

In the Advanced group, click the Radius option. Figure 6-26 illustrates the location of

the Radius option.
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Figure 6-26. Radius option

Click Radius option, and then you will see the following web page. Figure 6-27

illustrates the web page as an example.
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Vi i
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VolP 8:40:57 P.M
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Figure 6-27. Radius configuration
Enable/Disable Click “Disable” to disable this function.
Click “Enable” to activate this function.

Server IP Address Assign an IP address of a Radius server.
Destination Port Assign a destination port number used for Radius function.
Shared Secret Assign a code for authentication to server.
Confirm Shared Secret Confirm the code assigned in Shared Secret field.
WAN Interface Select one specific WAN interface to be used.

Click Apply to finish this setting.
6.7 Call Schedule Setup

These call schedule profiles will control the up or down time of the router’s dialer or
connection manager. In order to do the proper call schedule function, a user must have to
setup time function and arrange schedules for specified Internet access profile or
LAN-to-LAN profile. The Vigor 3300 series of routers support lots of profiles for call

schedule usage.
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In the Advanced group, click the Call Schedule option. Figure 6-28 illustrates the
location of the Call Schedule option.
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Figure 6-28. Call schedule option
Click the Call Schedule option, and then you will see the following web page. Figure

6-29 illustrates the web page as an example.
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Figure 6-29. Call schedule configuration
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6.7.1 Edit Option

Click Edit to add or edit one entry in call schedule table. Figure 6-30 illustrates the web
page as an example.

- . = = A - Ao
Vigor3300 series . i 1GOROUS B ACCESS
MultiService Security g

Quick Setup System Network Advance Firewall Qos VPN VolP

Advance - Call Schedule - Edit

O Disahle & Enahble
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Start Time _(Huur. hfinute 3
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How often : @ once O Weekdays

Monday Tuesday Wednesday Thursday Friday Saturday Sunday

Network Interface
Apply | cance |
Figure 6-30. Edit call schedule table

Enable/Disable Click “Disable” to disable this function.

Click “Enable” to activate this function.
Start Date Assign a date for starting this profile.
Start Time Assign a time for starting this profile.
Action “Force down” means to inactivate the Network Interface.

“Force up” means to activate the Network Interface.

How often “Once” means only for one time.

“Weekdays” means that user can select some weekdays to apply.
Network Interface Select one specific WAN interface to be applied.
Click Apply to finish this setting.
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6.7.2 Delete Option

Click Delete to remove a profile entry in call schedule table. Figure 6-31 illustrates the

web page as an example.
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DrayTek Corp. © 1937 - 2005 All rights reserved. DrayTek provides enterprise network solution,

Figure 6-31. Call schedule - delete
Click Apply to finish this setting.

User can click Delete All to remove all entries in the table.
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6.8 WAN Port Mirroring Setup

3300V supports port mirroring function in four WAN interfaces. Generally speaking, this
function copies traffic from one or more specific ports to a target port. This mechanism
helps user track the network errors or abnormal packets transmission without interrupting
the flow of data access the network. By the way, user can apply this function to monitor

all traffics which user needs to check.

There are some advantages supported in this feature. Firstly, it is more economical
without other detecting equipments to be set up. Secondly, it may be able to view traffic
on one or more ports within a VLAN at the same time. Thirdly, it can transfer all data
traffics to be mirrored to one analyzer connect to the mirroring port. Last, it is more

convenient and easy to configure in user interface.

Vi i
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VolP Fapl il

Advanced - WAN Port Mirroring

O Disanle @ Enable

Mirraring Port |'H17_:j

Mirrored Port(s) : Part 1
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Apply | Cancel
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Figure 6-32. WAN port mirroring configuration

Click Apply to finish this setting.
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Enable/Disable

Click “Disable” to disable this function.

Click “Enable” to activate this function.

Mirroring Port

Select a port to view traffic sent from mirrored ports.

Mirrored Port(s)

Click which ports are necessary to be mirrored.
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6.9 LAN Port Mirroring Setup

We still support the port mirroring function in LAN site not only in WAN site. It has the

same mechanism like WAN port mirroring.

In the Advanced group, click the LAN Port Mirroring option as shown in Figure 6-33.

- u Il o ' "‘-::I‘:.‘ r :'Ié” ‘
Vigor3300 series ., VIGOROUS BROADBAND ACCESS
MultiService Security .
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Apply | Cancel
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Figure 6-33. LAN port mirroring configuration

Click Apply to finish this setting.

Enable/Disable Click “Disable” to disable this function.

Click “Enable” to activate this function.
Mirroring Port Select a port to view traffic sent from mirrored ports.
Mirrored Port(s) Click which ports are necessary to be mirrored.
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6.10 LAN VLAN Setup

3300 supports VLAN function in only in LAN site. Basically, it is only implemented by
port-based. User can select some ports to add into a VLAN group. In one VLAN group,

the port number can be single one or more.

The purpose of VLAN is to isolate traffic between different users and it can provide

better security application.

In the Advanced group, click the LAN VL AN option as shown in Figure 6-34.

VIQQMSQ[IQS_. VIGOROUS BROADBAND ACCESS
MultiService Security _

Quick Setup System  Network  Advanced Firewall QoS VPN  VolP 7:31:28 P.M.
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Figure 6-34. LAN VLAN configuration

Click Apply to finish this setting.
Click Reset to reset the VLAN setting as default.
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Figure 6-35. LAN VLAN configuration-Reset
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6.11 SNMP Configuration

The Simple Network Management Protocol (SNMP) is an application layer protocol that
facilitates the exchange of management information between network devices. There is a
set of protocols for managing complex networks. SNMP works by sending messages,
called protocol data units (PDUs), to different parts of a network. SNMP enables network
administrators to manage network performance, find and solve network problems, and

plan for network growth.

A SNMP-managed network consists of three key components, managed devices, agents,

and network-management systems (NMSs).

A managed device is a network node that contains an SNMP agent and that resides on a
managed network. Managed devices collect and store management information and make
this information available to NMSs using SNMP. Managed devices, sometimes called
network elements, can be routers and access servers, switches and bridges, computers

hosts, or printers.

An agent is a network-management software module that resides in a managed device.
An agent has local knowledge of management information and translates that information

into a form compatible with SNMP.

A NMS executes applications that monitor and control managed devices. NMSs provide
the bulk of the processing and memory resources required for network management. One

or more NMSs must exist on any managed network.
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In the Advanced group, click the SNMP option as shown in Figure 6-36.
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Figure 6-36. The location of SNMP
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6.11.1 SNMP Community

This function is to define a community string name. Generally speaking, NMSs which is
within the community are said to exist within the same administrative domain.
Community names serve as a weak form of authentication because devices that do not

know the proper community name are precluded from SNMP operations.

Click SNMP Community option, the page is shown as Figure 6-37.

H 3 > 2 ."'.-. ; ""-.':I‘:i -P. .'J:i1 b
Vigor3300 series ., . VIGOROUS BROADBAND ACCESS
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1
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Figure 6-37. SNMP community configuration

Click Edit button, the page is shown in Figure 6-38.
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Figure 6-38. SNMP community-edit

Community Click “Public” as the community string in SNMP protocol.
Click “Private” as the community string in SNMP protocol.

Host/mask Assign a value of subnet mask for host IP address.

Max Access Select the authority as “Read only” or “Read/Write”.

Read only means user only can monitor managed devices.
Read/Write means user can control managed devices including

change the values of variable stored within managed devices.

Click Apply to finish this setting.
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Click Delete to remove this entry. The page is shown as Figure 6-39.
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Figure 6-39. SNMP community-delete
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Click Delete All to remove all entries in the table. The page is shown as Figure 6-40.
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Figure 6-40. SNMP community-delete all
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6.11.2 SNMP Traps

In managed network by SNMP protocol, agent will send a specific packet as an attention
for administrator; it is called “Trap”. Trap is the only PDU sent by an agent on its own
initiative. It is used to notify the management station of an unusual event that may

demand further attention (like a link down).

Click SNMP Traps option, the page is shown as Figure 6-41.
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Figure 6-41. SNMP traps configuration
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Click Edit button, the page is shown as Figure 6-42.
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Figure 6-42. SNMP Traps-Edit

Trap server Assign an IP address of trap server.
Trap community Assign a community string for Trap packet using.
Trap server port Assign a port number for Trap server using.

Click Delete option to remove this entry.

Click Delete All option to remove all the entries in the table.

DrayTek
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CHAPTER 7
Firewall Setup

This chapter shows how to configure your router’s firewall feature. The firewall controls

which packets to allow or deny into or out of the router.

This chapter is divided into the following sections.

Section 7.1: Introduction

Section 7.2: An Overview of the Firewall Setup
Section 7.3: IP Filter Setup

Section 7.4: Denial of Service Attacks Setup
Section 7.5: URL Filter Setup

7.1 Introduction

The Firewall Setup in the Vigor 3300 mainly consists of packet filtering, Denial of
Service (DoS) and URL (Universal Resource Locator) content filtering facilities. These
firewall filters help to protect your local network against attack from outsiders. A firewall
also provides a way of restricting users on the local network from accessing inappropriate
Internet content and can filter out specific packets, which may trigger an unexpected

outgoing connection such as a Trojan.
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There is group, filter definition on the firewall Web page as follows. A group contains
filter rules, and a filter is a member of a particular group. Before IP filter rules are set, a
group should be created to arrange and maintain filer rules. One group should be selected

as the starting group to enable the firewall function.

In the next group setting, the order of groups can be arranged. A filter rule can also link to

another group for advanced properties. An example is shown in Figure 7-1.

Group 1 Group 3
1. Choose the Filter Rule 1-1 Filter Rule 3-1
Group 1 as Filter Rule 12 | | > Filter Rule 3-2
Startup Group Filter Rule 1-3 2. If the packet Filter Rule 3-3
matches Rule 1-2
then branch to

ﬁ Group 2 Group 3

3. Group 2 is the | Filter Rule 2-1

next group of Filter Rule 2-2
Group 1 Filter Rule 2-3

Figure 7-1. Concept of filter rules group
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7.2 An Overview of the Firewall Setup

The following sections will explain how to configure the Firewall. User can select the
Firewall option in the menu to find the General Setup, IP Filter, DoS and URL Filter

options.

The DoS facility can detect and mitigate the DoS attacks. The URL Filter can block

inappropriate websites for SME. The setting is shown in Figure 7-2.

- - - = 5 ,,::“‘.‘ i .",'-? %
Vigor3300 series . . VIGOROUS BROADBAND ACCESS

MultiService Security
Quick Setup System Network Advanced "% Qos VPN VeolP 9:22:58 A.M
IP Fittey M, General Setup
=& DoS S, Group Table
System - Status %“ o
= i, URL Fitter
Refresh Option: Ho Refresh w
' | awsans | wansmws |
hiadel : Wigora3ooy
Hardware Version : 1.0
Firmweare Yersion : 25E6RC3
Build Date&Time : Tue Sep 1317:42:00 5T 2005
Systern Uptime : 0 days 17 hours 27 minutes 0 seconds
CPU Usage 12.3037%
fMemory Usage : 59 4960%
Current Systemn Time Fri Sep 23 17:18:34 20045

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 7-2. The firewall option
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7.3 IP Filter Setup

First, you should create at least one Group in the IP Filter > Group Table. Then you can
enable the Data Filter and select a Start Filter Group in General Setup. The following

sections explain IP Filter functions with details.
7.3.1 General Setup

Click the General Setup option to bring up the following Web page as shown in Figure
7-3.

T v N R e
e R . o, WP
VIGOROUS BROADBAND ACCESS
MultiService Security

Quick Setup System Network Advance Firewall Qos VPN VolP 9:58:47 A M

Firewall - General Setup

Data Filter O Disable & Enable
Start Filter Group
Apply Cancel
DrayTek Corp, @ 1397 - 2005 All rights reserved. DrayTek provides enterprise network solution.
Figure 7-3. General configuration
Data Filter “Disable” or “Enable” the firewall function. This firewall

can only be enabled if at least one filter group exists. The

default is Disable

Start Filter Group Select the first filter group to begin filtering mechanism. The

group in this list must exist and had been pre-configured.
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7.3.2 Group Table Setup

Click the Group Table option to bring up the following Web page and shown in Figure
7-4.

N

VIGOROUS BROADBAND ACCESS

MultiService Security

Quick Setup System  Metwork Advance Firewall QoS VPN  VolP - 14226 AM

Firewall - IP Filter - Group Table

IP Filter Group Table

Index Group Name Next Group comment
(O] ik Gl none groupd
Add | Edit| Delete

CrayTek Corp, @ 1937 - 2005 Al rights reserved, DrayTek provides enterprize network solution,

Figure 7-4. Group table configuration

Click Delete' to remove a group from the IP Filter table configuration.

Click Add to add a new Group. The Web page is shown in Figure 7-5.

I If this entry is assigned as the started filter group already, it cannot be deleted unless
the Data Filter function is disabled in General Setup page in Figure 7-7.
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- - - L \-. %
Vlgnm—o—o—s—en-e—s—i ool VIGOROUS BROA&“HD ACCESS
MultiService Security

Quick Setup System  Network  Advance  Firewall QoS VPN  VoIP

Firewall - IP Filter Table

Mext Group Narme :
cornent : |ﬁrst graup

Apply | Cancel

CrayTek Gorp, @ 1397 - 2004 All rights reserved, DrayTek provides enterprise network solution,

Figure 7-5. Add IP filter group

Group Name The name of the group.
Next Group Name The next group to filter packets.
Comment A comment or description for the group.

Fill out the Group Name, Next Group Name and Comment ficlds. Click Apply when
you are finished to apply the settings, or click Cancel to go back without saving the

settings. Users should change any setting on the same screen by clicking Edit® to modify

an IP Filter table configuration as Figure 7-6.

% In Edit mode, the Group Name field cannot be modified.
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. "
VnglﬁﬁﬂQseﬂgs_. s VIGOROUS BROADBAND ACCESS

MultiService Security '

Quick Setup System Network Advance Firewall Qos VPN VolP

11:45:51 A M

Firewall - IP Filter Table

Mext Group Mame :
carmrent ‘groum

Apply | Cancel

CrayTek Corp, @ 1397 - 2005 All rights reserved, DrayTek provides enterprize network solution,

Figure 7-6. Edit IP filter table entry

Click Apply to apply the settings.

S & | 4
. =
P o
VnglﬁMSﬂ[!& " VIGOROUS BROADBAND AGCESS

MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VolP

1:33:53 P.M.

Firewall - IP Filter - Group Table

IP Filter Group Table
Index Group Name MNext Group Comment
(O] 1 el Microsoft Internet Explorer ‘£| e first group

¥ ? J Are you sure of delsting this group? Add| Edit| Delete

2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 7-7. Delete IP filter table
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7.3.3 Add Filter Rule

Click Add Rule icon under Firewall->IP Filter Table to add a new rule as following
Web page in Figure 7-8.

. . W SN AR
Vlgﬂm_o_o_Sﬂ[l_QS_. VIGOROUS BROADBAND ACCESS
MultiService Security e
Quick Setup System  Network  Advanced  Firewall QoS VPN  VoIP 7:20:47 P.M

Firewall - IP Filter - Add Filter Rule

Filter Condition

Bctive

Source : IP 192.168.1.77
Subnet Mask :|255 255 255 0
Port [betveen |[100 - |200

Destination P 101177
Subnet Mask:|255 265 2550
Fort between w100 - (200

Group Mame

Pratacol : TCE ~

Direction : In v

Fragrment :

Action

Block or Pass [Block immedistely v
Mext Group Narme :

Apply Cancel

Figure 7-8. IP filter configuration

3 Don't forget to click the Active checkbox to activate this rule.
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Source IP It is the source IP address. Placing the symbol “!” before a
particular IP address will prevent this rule from being
applied to that IP address. It is equal to the logical NOT
operator.

Subnet Mask It is the subnet mask for the source IP.

Source Port

It is the port for the source IP

Destination IP It is the destination IP address for this filter rule. Placing the
symbol “!” before a particular IP address will prevent this
rule from being applied to that IP address. It is equal to the
logical NOT operator.

Destination Mask It is the subnet mask for the destination IP.

Destination Port It is the port for the destination IP.

Group Name It is the filter group for the current rule.

Direction The direction of packet flow IN is for incoming packets.
OUT is for outgoing packets, and Any is for both
directions.

Protocol It is the protocol(s) for this filter rule.

Fragments It is the response to fragmented packets. There are three

options as below.
® Do not care: Specifies no fragment options.
® Unfragment: Applies the rule to unfragment packets.

® Fragmented: Applies the rule to fragmented packets.

79 DrayTek




Firewall Setup

Block or Pass

The action to be taken when packets match the rule. There

are four options:

Block immediately: Block the packet immediately.
Pass immediately: Pass the packet immediately.

Block if no further match: means to locks the packet
if no further rules are matched.

Pass if no further match: means to passes the packet

if no further rules are matched.

Next Group Name

It indicates the next filter group. If the option Block if no

further match or Pass if no further match of Block or

Pass parameter is selected, the unmatched packets will be

compared with rules in Next Group. The option None must

be chosen while Block or Pass is selected as Block or Pass.

(Operator)

The operator column specifies the port number settings. If the Start Port column is

empty, the Start Port and the End Port column will be ignored. The filter rule will

filter out any port number.

=: If the End Port column is empty, the filter rule will set the port number to be the

value of the Start Port column. Otherwise, the port number ranges from the Start

Port to the End Port including the Start Port and the End Port.

I=: If the End Port column is empty, the port number is not equal to the value of

the Start Port column. Otherwise, this port number is not between the Start Port

and the End Port including the Start Port and End Port.

>: Specifies the port number is larger than or equal to the Start Port.

<: Specifies the port number is less than or equal to the Start Port.
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7.4 Denial of Service Attacks Setup

The DoS function helps to detect and mitigates DoS attacks. These include flooding-type
attacks and vulnerability attacks. Flooding-type attacks attempt to use up all your
system's resources while vulnerability attacks try to paralyze the system by offending the

vulnerabilities of the protocol or operation system. Click the DoS option under the

Firewall menu in Figure 7-8 and to set up the DoS function in Figure 7-9.

=3

- e SENTLE
Vigor3300 series ., . VIGOROUS BROADBAND ACCESS
MultiService Security /
Quick Setup System  Network  Advanced | Firewall QoS VPN  VoIP 9:54:14 A M
[75] 1P Fiter »

System - Status \'{‘ — :
Bl R St DA LR e cop e sesp senon cenmoenr oo e SN LI Filfe
Refresh Option:

:  LANStatus | wANStes |
Madel : Wigora3ooy
Hardware Yersion 1.0
Firrmweare Yersion : 245E6RC3
Build Date&Time Tue Sep 13 17:42:00 CST 2005
System Uptime : 0 days 18 hours 3 minutes 22 seconds
CPU Usage : 11.0745%
Memory Usaoe 60.5458%
Current System Time : FriSep 23 17:54:20 2005

DrayTek Carp, @ 1997 - 2005 Al rights reserved, DrayTek provides enterprise netwark solutian.

Figure 7-8. The DoS option
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Vi i
MultiService Security

Quick Setup System  Network  Advance  Firewall QoS VPN  VoIP

Firewall - DoS

Dos Defense : O Disable & Enable

Enahle SYM flood defense Threshald: Packetsisec Timeout sec
Enahle UDF flood defense Threshald: Facketsizet Tirmeout Sec
Enahle ICMP flood defense: Threshald: Packetsisec Timeout sec
Enahle Port Scan detection Threshald: Facketsiset

[Celock P options [CBlock TCF flag scan

ClBlack Land CBlock Tear Drop

O Block Srurt [ Block Ping of Death

Oelackirace route O elack ICMP fragment

ClBlack S7H fragrment CIBlack Unknown Protocal

[IBlock Fraggle Attack

Apply Cancel

CrayTek Corp, @ 1397 - 2004 All rights reserved, DrayTek provides enterprise netwark solution.

Figure 7-9. DoS configuration

The DoS Defense Engine inspects each incoming packet against the attack signature
database. Any packet that may paralyze the host in the security zone is blocked. The DoS
Defense Engine also monitors traffic behavior. Any anomalous situation violating the

DoS configuration is reported and the corresponding defense function is executed to

mitigate the attack.
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The following section will explains the DoS Defense Setup in more detail. It is a
sub-functionality of the IP filter. There are 15 kinds of defense functions for the DoS

Defense Setup. A brief description for each function is shown below.

DoS Defense Enables or Disables the DoS Defense function. Default
value is Disable.

Enable SYN Flood Activates the SYN flood defense function. If the amount of
Defense TCP SYN packets from the Internet exceeds the user-defined

threshold value, the router will be forced to randomly discard
the subsequent TCP SYN packets within the user-defined
timeout period. The default setting for threshold and timeout
are 300 packets per second and 10 seconds, respectively.

Enable UDP Flood Activates the UDP flood defense function. If the amount of

Defense UDP packets from the Internet exceeds the user-defined
threshold value, the router will be forced to randomly discard
the subsequent UDP packets within the user-defined timeout
period. The default setting for threshold and timeout are 300
packets per second and 10 seconds, respectively.

Enable ICMP Flood Activates the ICMP flood defense function. If the amount of

Defense ICMP echo requests from the Internet exceeds the
user-defined threshold value, the router will discard the
subsequent echo requests within the user-defined timeout
period. The default setting for threshold and timeout are 300

packets per second and 10 seconds, respectively.
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Enable Port Scan Activates the Port Scan detection function. Port scan sends

Detection packets with different port numbers to find available services,
which respond. The router will identify it and report a
warning message if the port scanning rate in packets per
second exceeds the user-defined threshold value. The default
threshold is 300 pps (packets per second).

Enable Block 1P Activates the Block IP options function. The router will

Options ignore any IP packets with IP option field appearing in the
datagram header.

Enable Block Land Activates the Block Land function. A Land attack occurs
when an attacker sends spoofed SYN packets with
identical source address, destination addresses and port
number as those of the victim.

Enable Block Smurf | Activates the Block Smurf function. The router will reject
any ICMP echo request destined for the broadcast address.

Enable Block Trace Activates the Block trace route function. The router will not

Route forward any trace route packets.

Enable Block SYN Activates the Block SYN fragment function. Any packets

Fragment having the SYN flag and fragmented bit sets will be dropped.

Enable Block Fraggle |Activates the Block fraggle Attack function. Any broadcast

Attack UDP packets received from the Internet are blocked.

Enable TCP Flag Scan | Activates the Block TCP flag scan function. Any TCP packet

with an anomalous flag setting is dropped. These scanning
activities include no flag scan, FIN without ACK scan,

SYN FIN scan, Xmas scan and full Xmas scan.
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Enable Tear Drop

Activates the Block Tear Drop function. This attack involves
the perpetrator sending overlapping packets to the target
hosts so that target host will hang once they re-construct the
packets. The routers will block any packets resembling this

attacking activity.

Enable Ping of Death | Activates the Block Ping of Death function. Many machines
may crash when receiving an ICMP datagram that exceeds
the maximum length. The router will block any fragmented
ICMP packets with a length greater than 1024 octets.

Enable Block ICMP Activates the Block ICMP fragment function. Any ICMP

Fragment packets with fragmented bit sets are dropped.

Enable Block Unknown

Protocol

Activates the Block Unknown Protocol function. The router

will block any packets with unknown protocol types.

Click Apply to apply the settings.
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7.5 URL Filter Setup

7.5.1 Introduction

The Internet contains a wide range of offenses or illegal materials. Unlike traditional
media, the Internet does not have any obvious tools to segregate materials based on URL
strings or content. URL content filtering systems are seen as tools that would provide the
cyberspace equivalent of the physical separations that are used to limit access to
particular materials. By rating a site as objectionable, and refusing to display it on user's
browser, URL content filter can prevent employee on SME from accessing inappropriate

Internet resources.

Instead of traditional firewall inspects packets based on the fields of TCP/IP headers, the
URL content filter checks the URL strings or the payload of TCP/IP packets.

7.5.2 An Overview of URL Content Filtering

't Welcome to DrayTek - Mozilla -
File Edit View Go Bookmaks Tools  Window  Help

B?lk * F;%;rd v R?&d ‘3%1;3%1’3 |\&. http:!a\vww.dr&yhek.cnm.whf j &g_-SeaIch‘ %ﬁ v

4% Home | ﬁ!Ennkmarks 4 The bozilla Organization. g Latest Builds

Figure 7-10. URL filtering example
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The URL content filter in the series of broadband security routers inspects every URL
string in the HTTP request initiated inside against the keyword list. If the entire or part of

the URL string (for instance, http://www.draytek.com, as shown as Figure 7-11) matches

any activated keyword, the first and the following associate HTTP request will be

blocked. The system will discard any request, which tries to retrieve the malicious code.

Notice that you must clear your browser cache first so that the URL content filter

operates properly on a Web page that you visited before.
7.5.3 URL Content Filter Configuration

The following sections describe the Web configuration for setting up the URL content

filter, including specific configuration information and limitations.

The URL content filter consists of the following functions: URL Access Control, Block
Web access by IP address, Restrict Web Feature, Excepting Subnets, and Filter
Schedule. The URL Access Control controls Web site access by inspecting the URL
string against user-defined keywords. The Restrict Web Feature control blocks
malicious codes hidden in Web pages, such as Java Applet, Active X, Cookies, Proxy,
compressed files, and executable files. It is also able to block all downloads of

multimedia files from Web pages in order to control the bandwidth usage.

The Block Web access by IP address function is used to avoid inappropriate Web sites
that can be accessed directly using the IP address in the URL locator. The Excepting
Subnets function allows the administrator to specify a group of hosts that are free from
the URL Access Control. This group of hosts can be defined as a set of IP addresses or
subnets. Finally, the Filter Schedule function controls what times the URL content filter

should be active.
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Click the URL Filter option in the Firewall menu in Figure 7-11 and to configure the
URL Filter in Figure 7-12.

- A o P q.’-
Vng[?ﬁMSﬁ[l&s_. VIGOROUS BROADBAND ACCESS

MultiService Security

Quick Setup System Network Advanced

VPN

10:05:35 A.M

System - Status

Ho Refresh »

LAN Status | wAN SEis |

hiadel : Wigora3ooy

Hardware Version : 1.0

Firmweare Yersion : 25E6RC3

Build Date&Time : Tue Sep 1317:42:00 5T 2005
Systern Uptime : 0 days 18 hours 14 minutes 3 seconds
CPU Usage 13.3603%

fMemory Usage : 59.5530%

Current Systemn Time Fri Sep 23 18:06:00 2005

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize network solution,

Figure 7-11. The URL filter option
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Vigor3300 series

2 W .
o s L = + VIGOROUS BROA
MultiService Security d

Quick Setup System Network Advanced Firewall Qos VPN VolP

11:44:48 A.M

Firewall - URL Filter

Surcontrol Restrict Web

Feature Filter Schedule

Access Control by Keyword

Keyword: Add | Edn | Delete |
Keyword List
Wy . kino . comn

Block Direct IP Web Access

[ Block Direct IP Yyeh Access

Exception List

Enable Exception List

IP Address I:l Subnet Mask Add | Edit | Delete

Exception List:
192.168.1.10 (255 255.255.0)

Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise netwark solution,

Figure 7-12. URL filter on URL access control

Enable/Disable “Disable” or “Enable” URL Filter function.
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7.5.3.1 URL Access Control Setup

Access Control by Keyword

Keyword The keyword(s) used to filter URLs. Keywords can be partial
words or complete URLs. The router will reject any Website
which whole or partial URL matches any keywords.

Keyword List The list of keywords.

Block Direct IP Web Access

Block Direct IP Web Deny any Web surfing activity that directly uses an IP

Access address.

Exception List

Enable Excepting List |Click it to allow specified IP addresses or subnets to be
passed through.

IP Address The allowed IP address.

Subnet Mask The allowed subnet mask of IP address.

Exception List The list of IP addresses where content filter rules are not

applied.
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7.5.3.2 SurfControl Setup

Click the SurfControl page as Figure 7-13 to set up this function.

L \ L f’- -

Vigﬂm_m_Sﬂﬂﬁs_. ; VIGOROUS BROADBAND
MultiService Security ‘

Quick Setup System Network

*

ACCESS

Advanced Firewall Qos VPN VolP 11:51:29 A.M

Firewall - URL Filter

(O Disable & Enable

URL Access Restrict Web :
control Feature Gl thed |
Access Control by Category
CFA Server Opisable @ Enable
. Activate Free Trial and Purchase Subscription e
Selecta Cha Jerer Test a site to verify whether it is categorized | SurfContrel
FPermitted Categories List Forhidden Categories List
others
*Categories are downloaded from the Sener
URL: Optian: v| Add | Edit | Delete
Exception URL List:

Examples of URL:

"ywiw. abc.org" all items under this host and the host itself will be considered

“own. ab ¢ arg/direct all items under this hosts particular directory, excluding the directory itself, will be considered
“wana 3b c. arg/page. htm" only this particular item (page or file) will be considerzd

Applv | Cancel

CrayTek Corp, @ 1937 - 2005 All rights reserved, DrayTek provides enterprise network sslution,

Figure 7-13. URL filter on SurfControl
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Access Control by Category
CPA Server Enable or Disable URL Access Control.

Select a CPA Server The domain name is used to as a CPA server. The name should
be filled when enable CPA Server, otherwise it will impact

performance.

Permitted Categories | The permitted categories are from the selected CPA server.

List

Forbidden Categories | The forbidden categories are from the selected CPA server.

List

Category Exception List

URL The URL domain name.

Option Allow or Deny the selected URL.
Exception URL List The list of filtered URLs.

2
9

Example - If you want to filter any website whose URL string contains ‘“sex
“gun”, or “drug”, you should add these words into the keyword frames. Thus, the system
will automatically deny any Web surfing with the URL string containing any one of the

keywords listed. If the user tries to access www.backdoor.net/images/sex /p_386.html, the router

will deny the connection because this website is prohibited. However, the user is still

able to access the website www.backdoor.net/firewall/forum/d_123.html. Further, the URL

content filtering facility also allows you to specify either a complete URL string (e.g.,

“www.whitehouse.com” and “www.hotmail.com”) or a partial URL string (e.g., “yahoo.com”) in

the blocking keyword list. Accordingly, the router will identify the forbidden URL and

deny the associated connections.
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7.5.3.3 Restrict Web Feature Setup

Malicious code may be embedded in some executable objects, such as ActiveX, Java
Applet, compressed files, executable files, Proxy, and Multimedia. For example, an
ActiveX object with malicious code may gain unlimited access to the system. Click the

Restrict Web Feature tab (Figure 7-14) to set up this function.

2R

] u by LR
VIQQMSQ[IQS_. VIGOROUS EROADBAND ACCESS
MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VoIP 10:41:47 A.M

Firewall - URL Filter

CDisable ® Enable

URL Access
Cantral

D Java
[ activex:

SurfControl ! Filter Schedule

O compressed Files
[ coakies

[ Execution Files

[ Prowy

O Muttirmedia Files

Apply | Cancel

DrayTek Corp. @ 1997 - 2005 All rights reserved. DrayTek provides enterprise network solution.

Figure 7-14. URL filter for restrict web feature
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Java Activates the Block Java object function. The router will discard Java
objects from the Internet.
ActiveX Activates the Block ActiveX object function. The router will discard
ActiveX object from the Internet.
Compressed | Activates the Block Compressed file function to prevent downloading of
Files any compressed file. These following types of compressed files are
blocked by the router.
Zip rar .arj .ace .cab .sit
Execution | Activates the Block Executable file function to prevent downloading of
Files any executable file. The following types of executable files are blocked
by the router.
.exe .com .scr pif .bas .bat Ainf .reg
Cookie Activates the Block Cookie function. Cookies are used by many websites
to create “stateful” sessions for tracking Internet users, which would
violate the users’ privacy. The router will filter out all cookies-related
transmissions.
Proxy Activates the Block Proxy function. The router will filter out all
proxy-related transmissions.
Multimedia |Activates the Block Multimedia function. The router will filter out
Files multimedia from any website.
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7.5.3.4 Filter Schedule Setup

The Filter Schedule specifies what times the URL content filtering facility should be

active in Figure 7-15.

s

Vi VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Metwork Advanced Firewall Qos VPN VolP 10:45:30 AM

Firewall - URL Filter

CDisable & Enable

URL Access . | Restrict wveb 3
Control Shrcanl Feature l : |

O Always Block

) Black only at

B |:bo Jwfe i

Diay of VWeek
Oanoays Ozun Fwen FTue Fwed FToe Frd Osat

Apply | Cancel

DrayTek Corp. © 1997 - 2005 All rights reserved, DrayTek provides enterprize netwark salution,

Figure 7-15. URL filter for filter schedule

Always Block The URL content filtering facility is always active.

Block Only at The URL content filtering facility is active during the
specified times from HI1:M1 to H2:M?2 in one day, where HI
and H2 indicate the hours and M/ and M2 represent the

minutes.

Days of Week The URL content filtering facility is active during the
specified days of the week.
The default value is 8:00 to 18:00 from Monday to Friday.
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7.5.4 Warning Message

When an HTTP request is denied, an alert page will appear in your browser, as shown in

Figure 7-16.
B HTTP 420 CF Blocked - Mozilla B ] 54
File Edit ¥iew (o Bookmarks Tools Window  Help
- = 3 : i = Search| =HF -
oh. Foﬁ\%;ard R%ad é%% | \& hittp e wehitehose comd J & Searc | o
<} Home | gﬁ!Bookmarks l The Mozilla Organization _‘Latest Builds
Sidebar
» Whats Related
» wearch
e o The requested Web page is denied by systemn adininisaator.
4dd... Manage Search... 4 . o . .
— 1 Please contact with the administrrator for fnther informmation.
(2 Personal Toolbar Folder
ﬁMuzﬂla Froject
|’:_|;4'Imporbed IE Favorites 8
» History
e 2 | Done et |

Figure 7-16. Warning message

DrayTek
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CHAPTER 8
VPN (Virtual Private Network) and
Remote Access Setup

This chapter shows how to setup the configuration of VPN and Remote Access to let

users create a virtual private network for security in the Internet.

This chapter is divided into the following sections.

® Section 8.1: Introduction
® Section 8.2: [PSec Group Setup
® Section 8.3: PPTP Group Setup

8.1 Introduction

A Virtual Private Network (VPN) is an extension of a private network that encompasses
links across shared or public networks like the Intranet. A VPN enables you to send data
between two hosts across a shared or public network in a manner that emulates the

properties of a point-to-point private link.

There are two types of VPN connections: remote dial-in access and LAN-to-LAN
connection. The “Remote dial-In Access” facility allows a remote access node, a NAT
router or a single computer to dial into a VPN router through the Internet to access the
network resources of the remote network. The “LLAN-to-LAN Access” facility connects
two independent LANs for mutual sharing of network resources. For example, the head

office network can access the branch office network, and vice versa.
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The VPN technology implemented in the Vigor3300 series of broadband security routers
supports Internet-industry standards to provide customers with interoperable VPN
solutions, such as X.509 and DHCP over Internet Protocol Security (IPSec). This VPN
feature is only supported for Vigor 3300, Vigor3300V routers. IPSec is the security
architecture for IP networks. IPSec provides security services at the IP layer by enabling a
system to select required security protocols. It determines the algorithms to use for the
services, and puts in place any cryptographic keys required to provide the requested
services. IPSec can be used to protect one or more "paths" between a pair of hosts,

between a pair of security gateways, or between a security gateway and a host.

The IPSec services can provide access control, connectionless integrity, data origin
authentication, rejection of replayed packets that is a form of partial sequence integrity,
and confidentiality by encryption. These objectives are met through the use of two traffic
security protocols, the Authentication Header (AH) and the Encapsulating Security
Payload (ESP), and through the use of cryptographic key management procedures and

protocols.

The Vigor3300 series supports ESP Tunnel mode with IKE for key management. Internet
Key Exchange (IKE) Protocol, a key protocol in the IPSec architecture, is a hybrid
protocol using part of Oakley and part of SKEME in conjunction with ISAKMP to obtain
authenticated keying material for use with ISAKMP, and for other security associations

such as AH and ESP for the IPsec DOI.

DrayTek

8-2
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Click the VPN option to configure the VPN Setup in Figure 8-1.
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Figure 8-1. The VPN option
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8.2 IPSec Group Setup

8.2.1 Policy Table Setup

To create a VPN IPSec policy, click the Policy Table option under the IPSec menu in
Figure 8-2 and bring up the Policy Table Setup in Figure 8-3.
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Figure 8-2. The VPN policy table option
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Figure 8-3. VPN policy table setup

There are four options:

Refresh Refresh the page information.
Edit Configure an entry.

Delete Delete a designated entry.
Delete All Delete all entries in the table.
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8.2.2.1 Default Setup

Select an entry and click Edit to create a new IPSec Tunnel in Figure 8-4.
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DrayTek Corp, @ 1957 - 2005 All rights reserved. DrayTek provides enterprize network solution,

Figure 8-4. IPSec tunnel configuration

Basic

Name The name for VPN connection (ex. “VPN1"’). The maximum
length of name is 20 characters including spaces.

Authentication The authentication to be used by PreShared Key or RSA

Signature.
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PreShared Key

Security Protocol

The shared key for peer identification. The maximum length is
40 characters, including spaces.

AH: Specify the IPSec protocol for the Authentication Header
protocol. The data will be authenticated, but not be encrypted.
ESP: Specify the IPSec protocol for the Encapsulating
Security Payload protocol. The data will be encrypted and

authenticated.

Admin Status The administrative status. Enable the policy to wait for a peer
to initiate the IKE negotiation. Disable the policy to deactivate
the VPN connection. The Always-on is recommended and
automatically activates a VPN connection indefinitely.

Local Gateway

WAN Interface The WAN interface to be used.

Local Certificate The local certificate to be used for authentication if the “RSA

Signature” option is selected in the “Authentication” field.

These options are from the user certificate file.

Security Gateway

The IP address of the local gateway's public-network interface.
The keyword “default” can be used to represent the IP Address
of the selected “WAN Interface”.

Network IP / Subnet The subnet behind the local gateway.
Mask
Next Hop The IP address of the next hop. The keyword “default” can be

used to represent the gateway IP address of the selected “WAN

Interface™.

Remote Gateway

Remote ID

The identification number for the remote gateway.

DHCP-over-IPSEC

Turns this function ON or OFF.
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Security Gateway The IP address of the remote client/gateway. This field is
mandatory. The setting for 0.0.0.0 is used for the road-warrior

with a dynamic IP address.

Network IP / Subnet The subnet behind the remote gateway. If the remote gateway|

Mask IP address is 0.0.0.0, this field can be omitted, but you can

specify it as 0.0.0.0/32 for clarity.

8.2.2.2 Advance Setup

Click the Advanced tab to see the Advanced Setup page in Figure 8-5.
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DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution.

Figure 8-5. VPN advanced configuration

DrayTek

8-8



VPN and Remote Access Setup

IKE Phasel Group (Main Mode)

Key Lifetime The rekey-renegotiated period of the IKE Phasel keying
channel of a connection. The acceptable range is from 5 to 480
minutes (8 hours).

Proposal The proposed encryption and/or authentication algorithms for
IKE Phasel negotiation. There are 3 options:

Encryption algorithms - DES/3DES/AES
Authentication algorithms - MD5/SHAI
DH Group - MODP768/MODP1024/MODP1536.

IKE Phase 2(Quick Mode)

Key Lifetime The rekey-renegotiated period of the IKE Phase2 keying
channel. The acceptable range is from 5 to 1440 minutes (24
hours).

Proposal The proposed encryption and/or authentication algorithms for
IKE Phase2 negotiations. There are 2 options.

Encryption algorithms -NULL/DES/3DES/AES.
Authentication algorithms - MD5/SHAI

PFS Enables the PFS (Perfect Forward Secrecy) function. A new
Diffie-Hellman Key Exchange is included every time an
encryption and/or authentication key are computed on PFS.

Dead Peer Detection

Status Enables or Disables the function.

Delay The keep-alive timer. A Hello message will be emitted
periodically when a tunnel is idle. Use the value O to disable
this function. The recommended value is 30 seconds if
enabled.
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Timeout The timeout timer. The peer will be declared dead once no
acknowledge message is received after timeout value. Use the
value O to disable this function. The recommended value is

120 seconds if enabled.

Click Apply to apply the IPSec policy setting and add a new record into the policy table
in Figure 8-6.
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MultiService Security F

Quick Setup System Network Advanced Firewall Qos VPN VolP 2:37:23P.M

VPN - IPSec - Policy Table

# Connection Name Lacal Subnet Remot Remote Subnet Admin Status Operational Status Action
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CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise netwark solution,

Figure 8-6. VPN policy table list
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Significant fields will be summarized in the IPSec Table. Operational Status reflects the
current status of the tunnel. “UP” means the IPSec tunnel has been established. “DOWN”

means no tunnel existing, or termination status of the tunnel.

If user expects the local gateway to act as the IKE initiator, i.e., emit the first IKE main
mode message; user can click the hyperlink Initiate to start the IKE negotiation or set
admin status to be always on to automatically restart IKE negotiation. During the

negotiation, you can press Refresh to show the latest status of all policies.
8.2.2 Log

At any time, you can click VPN > Log to monitor the VPN tunnel status (Figure 8-7).
The log is helpful for solving some setting problems. The system will keep the 100 most

recent messages. Click Clear to clear the log.
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Refresh | Clear

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize network solution,

Figure 8-7. VPN log information
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8.2.3 Trust CA Setup

Click the VPN->IPSec->Trust CA option to set up the CA configuration in Figure 8-8.
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DrayTek Corp, @ 1957 - 2005 All vights reserved, DrayTek provides enterprise network solution,

Figure 8-8. VPN IPSec trust CA configuration

Select an entry, and then click the Upload option (Figure 8-9).
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DrayTek Corp @ 1957 - 2005 All rights reserved, DrayTek provides enterprise network sslution,

Figure 8-9. Upload VPN IPSec trust CA
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8.2.4 User Certificate

Click the User Certificate option to see the User Certificate page in Figure 8-10.
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CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network sslution,

Figure 8-10. VPN IPSec user certificate

There are five options:

Generate Generate a new entry for user certification.

Download Download a certification file generated from router to be stored in
local host.

Import Import a certificated file from server.

Delete Delete an assigned entry.

View Show configuration of the assigned entry.
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8.2.4.1 Generate Setup

Click Generate to bring up the following web page in Figure 8-11.
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Figure 8-11. Generate VPN IPSec user certificate

Generate Certificate Signing Request

Certification Name The name of the certification entry.

ID Type The ID type for this entry.

There are three types:

® Domain Name: Certificated by domain name.
® [P: Certificated by IP address.

® Email: Certificated by email address.

ID Value The ID value for this entry.
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User Certification Information

Organization Unit The unit value of this organization.
Organization The value of this organization.
Locality (City) The local city name of this entry.
State/Province The state name of this entry.
Common Name The common name for this entry.
Country The country name of this entry.
E-mail The email address of this entry.
Key Size The key size for this entry.

There are 3 options:

® 1024 Bits

® 1536 Bits

® 2048 Bits

8.2.4.2 Download Setup

This function exports a certification file generated in the router to a local host. This file

must be removed to a certification server for certification (Figure 8-12).
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Figure 8-12. Download VPN IPSec user certificate
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8.2.4.3 Import Setup

Click Import to bring up the following web page in Figure 8-13. Select a certified file
from a local host and click Apply to import the user certificate.
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Figure 8-13. Import VPN IPSec user certificate

8.2.4.4 Delete Setup

Click Delete to delete a user certificate in Figure 8-14. Any User Certificate can be
deleted from this table.
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Figure 8-14. Delete VPN IPSec user certificate
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8.2.4.5 View

Click View to view the certification information in Figure 8-15.
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DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprize network solution.

Figure 8-15. View VPN IPSec user certificate

8.2.5 Status

The Status page is shown in Figure 8-16.
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Figure. 8-16 VPN connection status
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8.3 PPTP Group Setup
8.3.1 General Setup

The Vigor3300 series supports PPTP configuration through the VPN function in Figure
8-17.
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Figure 8-17. The VPN PPTP option
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8.3.1.1 General Setup

Click VPN -> PPTP->General Setup to bring up the following web page in Figure 8-18.
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DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 8-18. PPTP general setup

Status Sets the function to Active or Inactive.

PPTP Authentication The authentication mode to be used. The default setting is

CHAP.

PPTP Encryption The encryption mode to be used. If PPTP authentication mode
is set to CHAP or PAP, PPTP Encryption mode does not need
to be set.

User Authentication Sets user authentication to Local server or RADIUS server.

Mutual Authentication

Status Enables or Disables this function.
User Name The user name.
Password The password.
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8.3.2.2 Group Setup

The Vigor3300 series provides up to four groups configurations in Figure 8-19.

- i y A X
Vigor3300 series ., VIGOROUS BRO

MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VolP 4:26:36 P.M

VPN - PPTP - Group Table

Group Start IP Subnet Mask Accessed IP Subnet Mask
»
g
c
:
M Cancel

DrayTek Corp. @ 1997 - 2005 All rights rezerved. DrayTek provides enterprize nemwark solution,

Figure 8-19. PPTP group configuration

Start 1P The starting IP address. The default group value is
192.168.1.224/28.

Subnet Mask The value of subnet mask for the Start IP.

Accessed IP The accessed IP address.

Subnet Mask The value of subnet mask for the Accessed IP.

DrayTek

8-21



VPN and Remote Access Setup

8.3.2.3 Authentication Setup

Click the Authentication option to bring up the following web page (Figure 8-20). This
page will display “User Name” and “Group” fields. Select an entry and click Edit to add

a new entry in Figure 8-21.
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DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise netwark solution.

Figure 8-20. PPTP authentication configuration

»

- P W
Vigﬁmm_SﬂnﬂS_. _ VIGOAOUS BROABBAND ACCESS
MultiService Security i
Quick Setup System  Network  Advanced  Firewall QoS VPN  VolP 4:32:07 P.M

VPN - PPTP - Authentication - Edit

User Marme : 3300
Graup

Apply | Cancel
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Figure 8-21. PPTP authentication entry
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User Name The user name for this entry.
User Password The password for this entry.
Group The group for this entry.

Click Apply to apply these settings.
8.3.2.4 Status

Click the Status option to bring up the following web in Figure 8-22. This page displays

some relevant information about PPTP connection. It will refresh automatically every 10

seconds.
. s ) X # ;':."' A
Vlgﬁmm_Sﬂnﬂs_. VIGOROUS BROADBAND AGCESS
MultiService Security
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DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 8-22. PPTP status
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CHAPTER 9
VoIP Setup

This chapter shows how to configure VoIP function.

This chapter is divided into the following sections.

Section 9.1: Introduction

Section 9.2: Protocol Setup

Section 9.3: Port Settings Setup

Section 9.4: Speed Dial Setup

Section 9.5: Advanced Speed Dial Setup
Section 9.6: Miscellaneous Setup
Section 9.7: Tone Settings Setup
Section 9.8: QoS Setup

Section 9.9: NAT Traversal Setup
Section 9.10: Incoming Call Barring Setup
Section 9.11: Call History

Section 9.12: Status

9.1 Introduction

Voice over Internet Protocol (VoIP) is a technology that allows you to make telephone

calls using a broadband Internet connection instead of a regular (or analog) phone line

The Vigor3300 provides cost effective voice solution for SME customers in Figure 9-1.

9-1
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Figure 9-1. Vigor3300 VoIP application scenario
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Click the VoIP option to set up VoIP configuration in Figure 9-2.

- iy ;. 2
Vigor3300 series , » VIGOROUS BROADBAND ACCESS

MultiService Security
Quick Setup System Network Advanced Firewall QoS VPN 4:49:17 P.M.
")‘-h Protocal
% Port Settings
System - Status S seesd v

'ih Advanced Speed Dial
Refresh Option: 4, Miszelaneous
% Tone Settings
_ Lamstatus | wamstaus | > -
odel : Wigord30oy by MAT Traversel
Hardware Yersion 1.0 Incoming Call Barting 3
Firmware Yersion : 286RCE 4, Call History
Build Date&Time : Tue Sep 13 17:42:00 CET 2005 J‘Q Status
Systern Uptime : 0 days & hours 1 minutes 7 seconds
CPU Usage 176647 %
Mernary Usage E0.0085%
Current Systerm Time : SatSep 24 00:49:43 2005

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise netwark solutian,

Figure 9-2. The VolP menu

DrayTek
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9.2 Protocol Setup

Click the Protocol option to bring up the following web page in Figure 9-3. There are
two protocols in VoIP: SIP and MGCP.

Vigor3300 series VIGOROUS BROMQNS AcCEss
MultiService Security ;

Quick Setup System Network Advanced Firewall Qos VPN VolP 5:01:03 P.M

VolIP - Protocol

Select Protocol : ®3P OMGCP

MGCR
Configuration

Figure 9-3. Protocol configuration

Select Protocol The protocol to be used. There are two options: SIP, and

MGCP. The default setting is SIP.

DrayTek
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9.2.1 SIP Configuration

The Vigor 3300V supports three SIP server settings in Figure 9-4.
Vigor3300 series
MultiService Security

Quick Setup System  Network  Advanced Firewall QoS VPN  VolP - C 453.11PM

Iy el e e
Thay & =Y
+ VIGOROUS BROADBAND ACCESS

VolP - Protocol
Select Protocol : @sP OMGCP

WMGCP
St Configuration

SIP Local Port 5060

& Active 0';::;’;;“' :[":l’:: Proxy Address Proxy Port Registrar Addr Regi)sr“mr E:‘s'::;s Domain

i |a | o | o | o o leoe0 |z | o |

2 |b | [o | lsmo | o | feoen | a0 | o |

3. | | o | |0 | o o lsoen | [z | o |

Example iptel iptelarg iptel.org iptel.org
Awply | _Cancel |

DrayTek Corp, @ 1997 - 2005 All rights reservad, DrayTek provides enterprise netwark solution,

Figure 9-4. SIP configurations

SIP Local Port —=The port number for SIP protocol. The default value is 5060.
SIP Proxy Setting

Active' Click this square box to activate this SIP proxy server setting.

Outbound Proxy Enable this function to send SIP protocol packets to an SIP

Proxy server.

L If the “LAN/VPN” option is selected in the VoIP IP Address field, it is

recommended to keep each SIP proxy entry inactive to keep connections of VolIP

applications.

DrayTek
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Proxy Name The name of the SIP proxy server.

Proxy Address The IP address of the SIP proxy server.

Proxy Port The port number of the SIP proxy server.

Registrar Address The IP address or domain name of the SIP registrar server.
Registrar Port The port number of the SIP registrar server.

Expires The timeout value for SIP protocols. The default value is 300.
Domain The IP address or domain name of the SIP Domain/Realm.

Click Apply to apply these settings.

9.2.2 MGCP Configuration

Click MGCP to bring up the following web page in Figure 9-5.

Vigor3300series . Za A )

e ™ A, s, y
VIGOROUS BROADBAND ACCESS

MultiService Security

Quick Setup System Network Advance Firewall VPN VolP

VolP - Protocol

Select Protocal @ OsP @meeP
SIP Configuration |
MGECP Local Part : 2427

MGECP Call Agent Address 192 ARB.100.100
MGCP Call Agent Port: 2727

EndFPaint Name Style . ® aalni#fip_addr] @] mac_addn#@lin_addr] @] aalni#Fgmac_addr

wiild-carded RSIF @ Each endpoint sends its own RSIP. O Send only one wild RSIP

Apply | Cancel

CrayTek Corp, @ 1397 - 2004 All rights reserved, DrayTek provides enterprise network solution,

Figure 9-5. MGCP configuration

DrayTek
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MGCP Local Port The UDP port number in MGCP local terminal.
MGCP Call Agent The IP address of the Call Agent server in MGCP.
Address
MGCP Call Agent Port |The UDP port number for the Call Agent server.
EndPoint Name Style  |There are three options:
aaln/#@Jip addr] ex:aaln/1@[1.1.1.1]
mac addr/#@[ip addr] ex: 000504030201/1@[1.1.1.1]
aaln/#@mac_addr ex: aaln/1@000504030201
Wild-carded RSIP There are two options:

Each endpoint sends its own RSIP
Send only one wild RSIP

DrayTek
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9.3 Port Settings Setup

There are two parts to this feature. They are described in greater details as below.

9.3.1 Phone Number Configuration

Click VoIP -> Port settings to configure basic information for VoIP in Figure 9-6.

N
- ] ’ £ (LM
Vigor3300 series ., e VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VeolP 5:07:33P.M

VolP - Port Settings

I ; umt I Graup

# Edit Type Active Group Username Proxy Codec

1 Fus v 1 1001 a 57794 -BkhpS
2 Fx8 Y 1

3 Fxa " 1

4 FxE v 1

5 Fis v 5 1005 a 0.7294-8khps
5 Fus v 6 1006 57294 -BkIpS
7 Fxs v 7 1007 0.7294-Bkhps
8 Fus v 8 1008 57294 -BkipS

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 9-6. The port settings configuration
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Click Edit to bring up the following web page in Figure 9-7.

Vigor3300 series ,

MultiService Security

R
VIGOROUS BHOA%BﬁND ACCESS

Quick Setup System

Network Advanced Firewall Qos 5:43:07 P.M

VoIP - Port Settin

Port1 (FXS)

© Disable @ Enable
Usernarre:

Passuard

Display Mame:

Froxy Server
YolP IP Address:
Hotline

Huotline Mumber o Internet:

Haotline Murmber to PEX I PETH:

FX0

Manual Disconnection
Codec

Preferred Codec :
Codec Rate

Codec WAD:

CAS

R Gain:

T Gain:

FAX

FAx Mode:

FAx Bypass Codec:
FAX Bypass Codec Rate
DTMF

DTMF Relay:

Call Forwarding

QO Disable

O Call farwarding all calls

O Call forwarding busy

G56123

Discannect

[ 7294 —6kbps v

[20 ¥ms)

@ Disable O Enable

O manse a2
(I P

T. 38 Relay w

G 711U(PCHU) —6d4kbp=

20 % [(ms)

O Disable @ RFC2833 O SIPINFO

@ Call farwarding no answer aﬂer rings (Range:1~10}

SIPURL

Apply | Cancel

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 9-7. Edit phone number configuration
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Port 1 (FXS)

Selective Box

Enable or Disable this port.

User Name The user name (a number) for each phone line.
Password The user password for each phone line.
Display Name The user name to be displayed on another phone terminal.

Proxy Server

The SIP proxy server to be applied on this port.

VoIP IP Address The interface is used to apply VolIP traffics. There are two
options: WAN and LAN/VPN. If LAN/VPN is selected, VoIP
can be applied through a VPN tunnel to create a high security
voice phone.

Hotline

Hotline Number to Internet Pre-set this phone number to make the port dial

out to Internet automatically.

Hotline Number to PBX / PSTN | Pre-set this phone number to make the port dial

out to PBX/PSTN automatically.

FXO

Manual Disconnection |Click “Disconnect” button to disconnect this phone line by
manual.

Codec

Preferred Codec The Codec to be applied on this port. Vigor3300 supports five
Codecs.

Codec Rate The rate value to be applied on this port.

Codec VAD Enable or Disable VAD (Voice Activity Detection).

DrayTek
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CAS

RX Gain

The gain value while receiving voice. The default value is 0.

The range is from -32 to 31.

TX Gain

The gain value while transmitting voice. The default value is

0. The range is from -32 to 31.

FAX

FAX Mode

The FAX function mode. There are three options:
Transparent: FAX will be transmitted via voice channel; no
fax relay and no Codec change will be involved.

T.38 Relay: Using T.38 Fax Relay. This is the default value.
Bypass: Once FAX is detected, the Codec will automatically
switch to a high bit rate type (G.711a/u or G.726) to make
sure FAX can transmit successfully.

If this option is selected, the Vigor3300 will apply these two
following settings (FAX Bypass Codec and FAX Bypass
Codec Rate).

FAX Bypass Codec

Select one option to be applied if FAX mode is configured as
Bypass mode.

FAX Bypass Codec
Rate

Select one option to be applied if FAX mode is configured as
Bypass mode.

DrayTek
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DTMF
DTMF Relay The DTMF Relay function. There are three options to be

supported as below:
Disable

RF(C2833

SIP INFO

Call Forwarding Click “Disable” to disable forwarding function.

Click “Call forwarding all calls” to forward all callings.
Click “Call forwarding busy” to forward callings when this
line is busy.

Click “Call forwarding no answer after (Range: 1~10) rings”

to forward callings after ringing 1~10 times.

SIP URL Assign a SIP URL site to be confirmed by call forwarding

function.

Click Apply to apply these settings.

Note

1. The default internal phone numbers are “01”, “02”, “03”...”°08” for each port.
These numbers can be dialed for internal phone line usage.

2. If the FAX function needs to be used, it is advisable to configure the same FAX
mode settings between the two VolP routers.

The FAX mode option will be varied depends on which Codec has been selected (see
table).

DrayTek
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Codec

Allowed FAX Modes

G711U
G711A
G726

Transparent, T.38, Bypass

G.729A
G723.1

T.38, Bypass

9.3.2 Group Configuration

It is very important to provide a Group function for voice service within a company.
Customers can simultaneously call the same phone number. When the Vigor3300 gets a
phone call, which is configured in the first port of a group from Internet, it will ring all
available ports belonging to this group to provide voice service at the same time. It is
easier for the customer to remember just one phone number corresponding to the

company. By enabling this function, the 4 or 8 port VoIP will use the first enabled port

phone setting on the table as their phone number.

Up to 8 groups can be configured and assigned a specific phone line. Each phone line

must be unique and cannot be overlapped in Figure 9-8%

2 Each group has a default leading port. If this group has more than one port, the

settings for all ports have to follow the setting of the leading port.

9-13
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= g .'r
Vngli&ﬁKlsen&s_. o VIGOROUS BROADBAND ACCESS

MultiService Security

g RS N2 SR SR ORE Ak

Quick Setup System Network Advanced Firewall Qos VPN VolP 5:33:57 P.M.

VolP - Port Settings

Group O Disable @ Enable
Group Port
1 2 3 4 il [ % 8
1 ® ® ® ® O O ® (0]
2 @) @) (0] O @) @) @) (0]
3 ® O © O © ® O ©
4 o} O 9] O O O O 9]
5 O @) 0] O @ O @) 0]
B O O (0] O @) ® O (0]
7 O (©) 0] @] @) O @® 0]
8 O (@) (5] @] O O (@) @®
Incomming Call Rings
& Rings all ports in the group O Rings the first available port

Defautt Group | Apply | Cancel

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution.

Figure 9-8. The group configuration

DrayTek
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9.4 Speed Dial Setup

This feature provides a simple way to dial a specific number. Up to 150 numbers can be

stored in Vigor3300V.

Click VoIP -> Speed Dial to set up dialing entries in Figure 9-9.

N

- - "y * -
VI VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VolP 5:49:37 P.M

VolP - Speed Dial

# Speed Dial Phone Number Speed Dial Destination Memao
1 1001 | [1o01@iptel.or | |Dialt |
2 1002 | [1002@iptel.org | |Dialz |
3 1003 | [1003@iptel.org | |Dial3 |
4 [1004 | [1004@iptel.ory | |Dial |
5 1005 | [1005@iptel or | |Dials |
Exarnple 101 101 @iptel.org
12345675510 =
Apply | Cancel Clear This Page
DrayTek Corp, @ 1997 - 2005 all rights reserved, DrayTek provides enterprise network solution,
Figure 9-9. The speed dial configuration
Speed Dial Phone The phone number to be dialed.
Number

Speed Dial Destination |The dialing destination address.

Memo A description for each number.

Click Apply to apply these settings.

DrayTek
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9.5 Advanced Speed Dial

Click VoIP ->Advanced Speed Dial to configure the setting as shown in Figure 9-10.

£y %

. e R
Vigor3300 series , VIGOROUS BROADBAND ACCESS
MultiService Security 4
Quick Setup System Network Advanced Firewall QoS VPN VolP 5:56:31P.M

VolP - Advanced Speed Dial

# Prefix Strip Length Append Destination Memo
1

o

1

2

o o000 a| O

1

Edit| Delete | Delete Al

| DrayTek Carp, @ 1927 - 2005 All tights reserved, DrayTek provides enterprise network solution

Figure 9-10. The advanced speed dial configuration

DrayTek
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Click Edit to configure one entry and the following web page as shown in Figure 9-11.

Vigor3300 series ., VIGOROUS BROM;H; ACCESS
MultiService Security ;

Quick Setup System Network Advanced Firewall Qos VPN VolP 6:12:37 P.M

VoIP - Advanced Speed Dial - Edit

1

Praf:

Append : fatas]

Destination

Mermo : ‘Memcﬂ

Apply Cancel
DrayTek Corp. @ 1997 - 2005 All rights reserved. DrayTek provides enterprize network solution.
Figure 9-11. Advanced speed dial edit page

Prefix Assign a prefix of phone number to be checked.
Strip Length Assign the length of digit to be removed.
Append Assign the number to be added before a phone number.
Destination Assign a destination address to be sent.
Memo A description for this entry.

DrayTek
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9.6 Miscellaneous Setup

Miscellaneous Setup includes RTP and T.38 Starting Port, T.38 Redundancy Number
and VoIP ToS settings. Click VoIP ->Miscellaneous to configure Miscellaneous Setup in
Figure 9-12.

MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VolP 3:28:28 P.M

VolP - Miscellaneous

RTF Starting Port 13456 |
T.38 Starting Port g7n ]
T.38 Redungancy number [ JRange: 0-)
ValP TOS e
Fx0 auto disconnection if no packetis received in !3—| minutes.(Range:1 ~60, 0:no auto disconnection)
Apply | Cancel
Figure 9-12. Miscellaneous ébhfiéuratit;h o o
RTP Starting Port The starting port number for RTP protocol packet.
The default setting is 13456.
T.38 Starting Port The starting port number for T.38 protocol packet.
The default setting is 49170.
T.38 Redundancy The redundancy number (how many payloads to attach to the
Number tail of the packet) for T.38 protocol. The default value is 1.
VoIP ToS The ToS value in VoIP protocol packet.
The default setting is Oxa0.

Click Apply to apply these settings.

DrayTek
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9.7 Tone Settings Setup

Click VoIP->Tone Settings to configure the Tone Settings in Figure 9-13.

Vi

MultiService Security

Quick Setup System

Network Advanced Firewall QoS VPN  VoIP - 3.32:01P.M

VoIP - Tone Settings

Region:[UK v CallerID Type | ET5

Tone Classfication Low Frequency(Hz) High Frequency(Hz) TOn1(10msec) TOfF(10msec) TOn2(10msec) TOM2(10msec)
Jligle ] o] [ | b | [ |
T o A = R
] = T ) o i )
. 1 1 E 1 E_

CrayTek Carp, @ 1997 - 2005 Al rights reserved, DrayTek provides enterprise netwark solutian.

Figure 9-13. The tone setting configuration

Region The country area for using VoIP feature. Select User Defined
for proprietary settings.
Caller ID Type If User Defined is selected in the Region field, users can

select one of the supported values. If a country is selected, this

field will display ID type value automatically.

There are four kinds of tones provided: Dial tone, Ringing tone, Busy tone and

Congestion tone).

Dial tone — A tone means the phone line is ready to make a call.

Ringing tone —A tone means the call is ringing.

Busy tone — A tone means the phone line is busy.

Congestion tone — A tone means the network is busy.

DrayTek
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Low Frequency (Hz) The low frequency number in Hertz.

High Frequency (Hz) |The high frequency number in Hertz.

Tonl (10msec) The duration of the first ring.

TOff1 (10msec) The silence duration after the first ring.

Ton2 (10msec) The duration of the next continuous ring.

Toff2 (10msec) The silence duration after the next continuous ring.

9.8 VoIP QoS® Setup

Click VoIP->QoS to bring up the following web page as Figure 9-14.

MultiService Security
Quick Setup System Metwork Advanced Firewall QoS VPN VoIP 5:22:26 P.M

VolP - QoS

O Disahle { non-guaranteed voice guality, higher data throughput

@ Enable { quaranteed voice quality, normal data throughput )

Apply | Cancel
k Corp, © 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,
Figure 9-14. VoIP QoS configuration
Status Enable or Disable QoS function

Click Apply to apply these settings.

3 This Quality of Service (QoS) function is only for the VoIP feature. When this
Jfunction is enabled, the Vigor 3300 will set rate limitation for incoming and outgoing

transmissions to ensure the best quality of service in VoIP.

DrayTek
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9.9 NAT Traversal Setup

NAT traversal is a challenge that all Service Providers looking to deliver public IP-based
voice and multimedia services must solve. The goal is to provide secure connection to
subscribers behind NAT (Network Address Translation) devices and Firewalls.
Overcoming this traversal problem will lead to widespread deployment of profitable

voice and multimedia over IP services to any subscriber with broadband connection.

The Vigor3300 series supports this feature to keep voice application behind any NAT

routers as it is in Figure 9-15.

». =

Jp\

B % - LR
Vi VIGOROUS BROADBAND AGCCESS
MultiService Security -
Quick Setup System Network Advanced Firewall QoS VPN ValP 6:25:09 P.M

VoIP - NAT Traversal
NAT Traversal

® Disanle

O Manually Input AT IP Address

NAT IP Address

O muta Discover MAT IP Address
Semi-auto, need to config MAT Full-auta, no need fo config WAT

STUN Local Port: [pas ]

STUN Server Address -

STUN Server Port - [pas ]
Symmetric Media
@ Disahle symmetric RTP and 7.38 (O Enable symmetric RTP and T.38

NAT Status
AT Type: Mg, Local [P Address: 172.16.2.225, WAN IP Address: 17216.2.225

Apply | Cancel

DrayTek Corp. @ 1957 - 2005 All rights reserved. DrayTek provides enterprise network solution.

Figure 9-15. NAT traversal configuration

DrayTek
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There are three parts supported as below.

Disable Disable this function. The feature is used if 3300V has a
public WAN IP address and not behind a NAT router.

Manually Input NAT IP Address

NAT IP Address The IP address to be used as the NAT IP address. The feature

is used if 3300V is behind a NAT router, and the NAT router
uses static WAN IP address. This value is the same as the

WAN IP of the front NAT router.

\Auto Discovery NAT IP Address

Semi-auto Click this function; User needs to configure NAT information.
Full-auto Click this function; User does not configure NAT information.
STUN Local Port The port number of the STUN server.

STUN Server Address |The IP address of the STUN server.

STUN Server Port The server port number of the STUN server.

Symmetric Media

Disable RTP and T.38 are not symmetrical.
Enable RTP and T.38 are symmetrical.
Note

“Auto Discovery NAT IP Address” option is used when the Vigor3300 is behind a NAT
router, and the NAT router uses a dynamic WAN IP address such as a DHCP or PPPoE

client. The Vigor3300 requires a STUN server for this option.

Note

The “STUN” (Simple Traversal of UDP through NATs) server is an implementation of
the STUN protocol that enables STUN functionality in SIP-based systems. STUN is an

application-layer protocol that can determine the public IP and nature of a NAT device

that sits between the STUN client and STUN server.

DrayTek
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9.10 Incoming Call Barring Setup

This feature is used to bar incoming VoIP calls from the Intemet. Barring classes can be
specified to allow or deny incoming calls. There are five barring classes on the device.

The default setting is “Allow all incoming calls.”

9.10.1 Set

Click the Set option to bring up the following web page as Figure 9-16.

o "
[ - - e, o

Vi VIGOROUS BROADBAND ACCESS
MultiService Security =
Quick Setup System Network Advance Firewall QoS VPN VolP 8:08:02 P.M

VoIP - Incoming Call Barring - Set

Barring Class

Match Method

Mame ® Disable OEnable  [Fonin |

IPiDamain © @ Disable O Enable  [Renin |

Speed Dial Entries

Frarm To:@
Apply | Cancel

CrayTek Gorp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise netwark solution,

Figure 9-16. Set incoming call barring configuration

Barring Class There are five options as below.

® Allow all incoming calls.

Allow only calls from allow list.

Allow only calls from speed dial entries

Deny only calls from deny list.

Deny all incoming calls.

DrayTek

9-23



VoIP Setup

Match Method

Name Enable or Disable this function to take value of Speed Dial
Phone Number to be checked.

I1P/Domain Enable or Disable this function to take the value of Speed

Dial Destination to be checked.

Speed Dial Entries The range to be checked. The default value is from 1 to 150.

9.10.2 Allow List*

Click the Allow List option to bring up the following web page as Figure 9-17.

N e
. g SRR e Y
VI VIGOROUS BROADBAND ACCESS
MultiService Security
Quick Setup System Network Advance Firewall Qos VPN VolP 8:41:05 P.M

VoIP - Incoming Call Barring - Allow List

# Name IP.Domain
1 Tom [192.188.1.88 |
2 Jirm |iptel arg |
3 ] | |
; I | |
s [ ] [ |
Example Free Text 182 1681 1iiptel.org
123458
Apply | Cancel

CrrayTek Corp, @ 1597 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 9-17. Allow list configuration

* The Vigor3300 series supports up to 30 entries in the AllowLlist table.

DrayTek
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Name The name or number in the allow list.

IP/Domain The IP address or domain name to be allowed. If the peer is
registered in SIP proxy server, use the domain name of the SIP
proxy server. Otherwise, use the static IP address or DDNS

domain name.

9.10.3 Deny List®

Click Deny List to bring up the following web page as Figure 9-18.

‘ y , SNOE

Vigor3300 series , o Feiao0E £ oo DactEss
MultiService Security '

Quick Setup System Network Advance Firewall QoS VPN VolP 8:45:20 P.M

# Name IP.Domain

: fir2 162111 |

: frtoLcom |

3 [ 1 | |

: I | |

5 L 1 | |

Example Frae Text 182.168.1.11ptel.ory

1234358
Apply | Cancel

CrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 9-18. Deny list configuration

> Note

Vigor3300 series of router support up to 30 entries in deny list table.

DrayTek
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Name The name or number in the deny list.

IP/Domain The IP address or domain name to be denied.
If the peer is registered in SIP proxy server, use the domain
name of the SIP proxy server. Otherwise, use the static IP

address or DDNS domain name.

9.11 Call History

Click VoIP->Call History to bring up the connection history status page in Figure 9-19.
Click “Refresh” to get the latest status information for these VoIP phones. The page

refreshes automatically every 10 seconds.

MultiService Security

i} = { B \
V. - ny 0»{ J 5 3 |f.'.‘.’ 1

| o + VIGOROUS Bnonmm ACCESS
Quick Setup System Network Advanced Firewall QoS VPN VolP 3:02:20 P.M.

VolIP - Call History

Remote
Port Caller  Callee ) ) ) Release  Remote RTP RTP Codec Packet DTME
# humber “MTWE yumber nymper STAMTIMe  EndTime - Duration - pooco; Address TP Staustic Tye  Period Relay
Pg=275,
08=5500,
FriSep 23 FriSep 23 0 days FR=143, 57794
1 s Incoming B8EE4E BEEE4s 170NE1 1rozo0 O NomaiDrep 61230213414 13866 OR=2850, o0 0% 20ms  on  RFCI833
ps
2004 2005 PL=D,
Ji=0,
La=0

P5=143,
0B=2860,
Fri Sep 23 Fri Sep 23 M FR=144, 57794
2 5 Outgoing 388346 288345 17.01:47 17:02:00 UUhEd § Marmal Drop 61.230.213.114 13464 OR=2880, 20ms Of RFC2833
mi13s akips
2005 2005 FL=0,
Ji=0,
LA=0

*PS: Packets Sent, 05 Octets Sent, PR: Packets Received, OR: Octets Received, PL. Packets Lost,  JI Interarrival Jitter Estimateims), LA Avg TX Delay{ms)

Refresh

DrayTek Corp, @ 1957 - 2005 All rights reserved, DrayTek provides enterprise nemvork solution,

Figure 9-19. VoIP call history log
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Port Number The port number of VolIP.

Call Type The dialing direction for this call (Incoming/Outgoing).
Caller Number The phone number of the caller.

Callee Number The phone number of the receiver.

Start Time The starting time of the call.

End Time The ending time of the call.

Duration The duration of the call.

Release Reason

The reason for the call termination.

Remote RTP Address The IP address of remote voice site.

Remote RTP Port The used port number of remote voice site.
RTP Statistic The statistic of RTP.

Codec Type The Codec mode used for this phone calling.
Packet Period The period of time for sampling on voice signal.
VAD The status of VAD.

DTMF Relay The status of DTMF.

DrayTek

9-27




VoIP Setup

9.12 Status

Click Status to bring up the connection status page as Figure 9-20.

. . Ao . M =N
VIGOROUS BROADBAND ACCESS
MultiService Security -
Quick Setup System Network Advanced Firewall Qos VPN VolIP 2:57:33P.M
VoIP - Status
Register Call = Remote RTP Remote s Codec Packet DTMF
=2
status | CAll Status e Caller Number  Callee Number  Start Time e RIPport TP Statistic T Tierad ey
1 Ok ldle
2 Ok ldle
3 Ok ldle
4 Ok ldle
a Ok ldle
B Ok ldle
7 Ok ldle
g Ok ldle
*PS: Packets Sent, 0S5 Octets Sent, PR Packets Received, OR: Octets Received, PL: Packets Lost, JI Interarival Jitter Estimate(ms), LA Avg T Delay(ms)
Refresh

DrayTek Corp. @ 1997 - 2005 All rights reserved, DrayTek provides entarprize nemark solution,

Figure 9-20. VoIP status

Register Status The status of registering in proxy server.

Call Status The calling status.

Call Type The dialing direction for this call (Incoming/Outgoing).
Caller Number The phone number of the caller.

Callee Number The phone number of the receiver.

Start Time The starting time of the call.

Remote RTP Address The IP address of the remote voice site.

Remote RTP Port The used port number of the remote voice site.
Codec Type The Codec mode used for this phone call.
Packet Period The period of time for sampling on voice signal.
VAD The status of VAD.

DTMF Relay The status of DTMF.

DrayTek
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Click “Refresh” to get new status information for these VoIP phones. The page refreshes

automatically every 10 seconds.
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CHAPTER 10

Quality of Service Setup

This chapter shows how to configure the capabilities of the QoS facility and uses the

following setup link on the Main Menu to configure the QoS control function.

This chapter is divided into the following sections.

®  Section 10.1: Introduction
® Section 10.2: Incoming/outgoing Class Setup
®  Section 10.3: Incoming/outgoing Class Filter Setup

10.1 Introduction

The QoS (Quality of Service) guaranteed technology in the Vigor 3300 series allows the
network administrator to monitor, analyze, and allocate bandwidth for various types of
network traffic in real-time and/or for business-critical traffic. Thus, timing-sensitive
applications will not be impacted by web surfing traffic or other non-critical applications,
such as file transfer. Without QoS-guaranteed control, there would be virtually no way to
prioritize users/services or guarantee allocation of finite bandwidth resources to network
or servers for supporting timing-sensitive and mission-critical network applications, such
as VoIP (Voice over IP) and online gaming applications. Differentiated quality of service

is therefore one of the most important issues over the Internet infrastructure. In the Vigor
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3300 series DSCP (Differentiated Service Code Point) support is also taken into
consideration in the design of theQoS-guaranteed control module.

In the QoS group, Figure 10-1 illustrates the functions of QoS option.

The QoS function handles incoming and outgoing classes independently. Users can

configure incoming or outgoing separately without any impact on the other.

Click the QoS option to bring up the QoS Setup menu as Figure 10-1

3 N
: . ¥ RSN
VIGOROUS BROADBAND ACCESS

Vi i
MultiService Security

Quick Setup System Network Advanced Firewall

VPN VolP 6:51:14 P.M
4 Incoming Class Setup
. Incoming Class Filter

il L Outgoing Class Setup

System - Status

t{; outgoing Class Fiter

Refresh Option:

| Basic s | Lewstaws | wanstews |
Maodel : Wigoraaooy
Hardware Yersion 1.0
Firrmweare Yersion : 24E6RC3
Build Date&Time Tue Sep 13 17:42:00 CST 2005
Systemn Uptime : 0 days 8 hours 4 minutes 48 seconds
CPU Usage © 8.6420%
Memory Usaoe B0.0370%
Current System Time : SatSep 24 02:450:59 2005

DrayTek Carp, @ 1997 - 2005 Al rights reserved, DrayTek provides enterprise netwark solutian,

Figure 10-1. The QoS menu
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10.2 Incoming/Outgoing Class Setup

This section describes how to configure incoming/outgoing classes.

Click Incoming Class Setup to see the following setup page as Figure10-2.

- - \
Vigor3300 series , — VIGOROUS BROA

MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolP 9:55:30 A M

QoS - Incoming Class Setup

O Disable & Enable

Index Class Name Bandwidth
: E—
; o
5 [ ] [
5 L ] I
£ [ ] [
5. others [ s

Apply | Cancel Clear All

DrayTek Corp. @ 1997 - 2005 All rights reserved. DrayTek provides enterprize network solution.

Figure 10-2 The QoS class configuration

Status Enable or Disable this function.
Index The number for each queue.

Class Name The name for each queue.
Bandwidth The usage percentage for each queue.
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There are eight queues that can be configured. The total sum of bandwidth has to be 100
percent for all configured queues. Any leftover bandwidth is assigned to eight queues to

meet 100 percent totally.

Click Apply to apply these settings.

10.3 Incoming/Outgoing Class Filter Setup

This section describes how to configure each queue as below.

Click Incoming Class Filter to see the following setup page as Figurel0-3.

MultiService Security

Quick Setup System Network Advanced Firewall QoS VPN VolP 2:59:18 A.M

QoS - Incoming Class Filter

Priarity Source IP Destination IP Senvice Type Status DiffServ CodePoint Status Class
1 (O]
2 0]
3 (@)
4 @]
5 (@)
8 @]
T (4]
8 @]
8 O
10 O
1
[Edit| | Delete | Delete All

DrayTek Corp, @ 1997 - 2005 All rights reserved, DrayTek provides enterprise network solution,

Figure 10-3. Class Filter configuration

Click Edit to bring up the following page and edit filter conditions to be applied on the

specific queue in Figure 10-4.
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Vi i

MultiService Security

Advanced Firewall Qos VPN VolP

e 1 I_—fp \

_— P AR
o VIGOROUS BROADBAND ACCESS

Quick Setup System Network 6:54:02 P.M
QoS - Incoming Class Filter - Edit
Source IP: 10.1.1.1 ’/24—\"
Destination IF 10.1.21 [24 %]
Senice Type Status: @ pasic O advanced O MNone
Senice Type [AUTH(TCP:113) v
Pratocal: P
DiffSery CodePoint Status: @ Basic O Advanced O Mone
Diffger CodePoint Type [BE v
DiffSer CodePaint: o e
Apply | Cancel
DrayTek Corp, @ 1937 - 2005 All rights reserved, DrayTek provides enterprise network solution,
Figure 10-4. Edit Incoming Class Filter
Source IP The source IP address with subnet mask value to be applied.
Destination IP The destination IP address with subnet mask value to be

applied.

Service Type Status

There are three options:
Basic — The Service Type field can be configured.
Advanced — The Protocol and Port fields can be configured.

None — No fields need to be configured.

Service Type

The service type to be used. There are thirty-five service types

supported.
Protocol There are three options: TCP, UDP, and TCP/UDP.
Port The port number to be applied.
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DiffServ CodePoint There are three options:

Status Basic — The DiffServ CodePoint Type field can be
configured.

Advanced — The DiffServ CodePoint field can be configured.

None — No fields need to be configured.

DiffServ CodePoint There are twenty-one types supported (Figure 10-5).

Type
DiffServ CodePoint The number (by hex mode) to be applied.

Class The filtering conditions to be applied.

-
i

f*\

{1 )

- - Y 3 P ¢ v
: . o e
VI o VIGOROUS BROADBAND ACCESS

MultiService Security

Quick Setup System Network Advanced Firewall Qos VPN VolP 6:56:48 P M.

[EE=EE s

QoS - Incoming Class Filter - EdIE precendence
precendence

IF precendence
IP precendence
Source IP: TP precendence
IF precendence

EER- R PR

22 IFP precendence
Drestination IP: AF CLASS 1(Low Drop)
AF CLASS 1{Medium Drop)
Sernice Type Status: AF CLASS 1({High Drop)
AF CLASS 2({Low Drop)
Senice Type: AF CLASS 2({Medium Drop) :Eﬂ
AF CLASS 2({High Drop)
Protozal: AF CLASS 3({Low Drop)
) AF CLASS 3({Medium Drop)
; AF CLASS 3(High Drop)
Port: AF CLaSS 4({Low Drop)
AF CLASS 4({Medium Drop)
DiffSery CodePoint Status AF CLASS 4(High Drop)
EF CLASS

DiffSery CodePoint Type: EE -

DiffSery CodePaint: DD(HEH)
lass:

Apply | Cancel

DrayTek Corp, @ 1997 - 2005 all rights reserved, DrayTek provides enterprise network solution,

Figure 10-5. DiffServ CodePoint type list

Click Apply to apply these settings.
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APPENDIX A
PC Web Browser Setup

The chapter describes the setup of PC to configure Vigor 3300. The setup items are

including PC IP setting to communicate with Vigor 3300, Microsoft Web Browser

version.

Part1-PCs/LAN communicating with Vigor 3300

1.

Your PC should be connected to the router via an Ethernet (RJ45) cable. Then, the
appropriate Ethernet switch LED (1/2/3/4) will light up (green = 100Mbps, off =
10Mbps). The Vigor3300’s Ethernet ports are auto-sensing to speed and cable
configuration. It can automatically adjust crossover/straight or uplink/normal

connections.

. Every device on your network must have a unique IP address. The router’s DHCP

server facility will automatically allocate these to your client PCs, assuming that they
are set to obtain their details automatically. The default IP address of Vigor 3300 is
192.168.1.1 and all local PCs must have an IP address within the same ‘subnet’, e.g. IP
address should be 192.168.1.10 or 192.168.1.254 for local PCs.

. Check that the PC is actually getting the IP details from Vigor 3300. You can check this

from the winipcfg utility. To run this, press the Windows Start button, select ‘Run’,

type winipcfg and press OK.
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IP Configuration

— Ethernet Adapter Information

Eealtiek RTL2023 Ethemet

| |
i |
|

g Adaptsr Adchess | 0020182FF13F I
5 IP Adchess | 192.1681.2 ' I
| r {
| Subnet Mask | 255.255.255.0 |

; Default Gatevsay l 13216811 | |
; |
| e e Herey |
| ok | DEEEE S| |
! Releaze Al ] Renew All i More Info =2 l |

In the above example, the PC has been given an IP address of 192.168.1.2 and has been
told that the default gateway (router) is at 192.168.1.1. Ensure that your network card is
selected in the top pulldown box (not ‘PPP Adaptor’). If you click ‘Release’, the details
should be cleared ‘Renew’ should get them back.

If you do not have the winipcfg utility, you can try ipconfig.exe from the MS-DOS

command prompt.

Y2 MS-D0S Prompt

VripoconTig

windows IP Configuration

0 Ethernet adapter :

Winipcfg is not supplied as standard with Windows 2000.

4. In Windows XP, you can check your PC’s current IP address by opening Network
Connections; if you select the LAN connection, the settings will appear on the left of

the screen—like the example below. Here we can see that the Network connection is
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enabled and that the PC has obtained an IP address of 192.168.1.10.

File  Edit ¥iew Faworites  Tools = Advanced - Help

\mg%ck I\iﬂ-} ; Ilﬁ pSEarchl 'H___' Folders |_J$. 'ﬁ X n . [

Dial-up
Network Tasks
g
Other Places
- Dizlup 15F

Details

LAN or High-Speed Internet
Local Area Connection B

LAM or High-Speed Internet .
Enabled ] :

Fast Ethernet Adapter

IP Address: 192.168.1.10
Subnet Mask: 255.255.255.0
| Assigned by DHZP

Local Area

Cornmaction

You can obtain the same information by right clicking on the Network Connection’s icon

in the system tray and selecting ‘Status’.

4 Local Area Connection Status

General | Support l

Intemet Protocol (TCPAR)

Address Type: Assigned by DHCP
IP Address: 192.162.1.10
Subnet Mask: 255255 25510
Default Gateway: 152.168.1.1
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5. If your PC is not getting an IP address (as described in previous sections), you need to
check that your PC’s TCP/IP settings are correct. As mentioned earlier, we recommend
that you make use of the router’s DHCP facility, which is enabled by default. From
Windows98/Me Control Panel/Network, check your TCP/IP Properties are like this:

Configuration | | denification | Access Contiol |

The following network components are installed:

25 Dial- U p &dapter
B Realtek RTLA0Z3(A5] PCI Ethermet NIC

& TCPAP -» Dialllp asdapter
Y TCPAP -» ME2000 E themet Card

File and prirter zhanng for Microsoft Metword:

R ermwe _| Froperties |

TCP/IP Properties =1

Bindnge | Advamced | MeiDs |
DMS Configuration I Gateway | WAMS Configuration P Addiess

% Obtzir an P addres: autormatically

—1 Specify an 1P addrezs:

IFeddiess: | ! | ! |

ChErer e | 5 ; ; |

Cancel
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TCRPAIP Properhexs

TCPAFP Properties

6. For Windows XP, the LAN/Network card setup is very similar to Windows98/Me, but
the screens look a little different. Once your network card (Ethernet 10/100BaseT) is
installed, it may be automatically set up correctly be default. You can check the settings

from your PC’s ‘Network Connections’ menu.
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Favorites

Doouments 5
Cortral Panel

Rename

Netwairl: Connections ﬁ Metwork Setup {
§ e
printers and Faxes [El mew connecnon ,
Sert by Name

Tastbar and Start Manu 22 Local Area Conr

Log Off

Windows XP

Tum Off Cemputer...

Select the TCP/IP protocol as shown below and click on ‘properties’ and then check
that.

Obtain IP address & DNS Automatically are both selected:

-+ Local Area Conneclion 2 Properties |E|r’)__(|

| General | Auhentication | Advarced
| Conrect using: |
|m ASTIE TeK Brmadcom 4403 10/100 Integrated Controller ‘ ‘

This cornection wses the following temrs: |

| 18] Cliert for Microsoft Networks |
W BEle and Frnter Shaingfor Microsoft Netwodks

v

" |

QcS Packet Scheduler
) ] |

frdemed Frotocal (TEPAP)
Descnintion

Tranemiasion Contral Pretecol/Intemeat Protocd . The default
wide area netwark protocal that provides communication

across diverse interconnected networks.

Show icon in notification area when connected

Lok J[ Cance ]
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Internet Protocol (TCP/IP) Properties

You can get |F settinge aseigned autematicaly i your network supporte
this capabilty. Othervise, vou need to ask your networc administrator for
the eppropnate IF settings.

te{brain an [P address atomaicahy:
7 Use the following P address:

(#)Obtain DHS server address astomaticaly
) Use the following DNS server acdresses:

ed DHE server |

{ ok ][ Cancel ]

7. For Apple MacOS, to select and enable the DHCP client facility on your computer, the
TCP/IP control panel should be set like this for MacOS 8/9 and X respectively.
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[ =———TrP/IF(Default (DHCP)) ="——=—FH
Connect via: [Ethprnpt il
— Setup
Configure : [ Using BHCF Server =

CHCP Client 0 : | |

IP Address: 4 will be supplied by zerver
Subnetrnask: < will be supplied by server *

Router address: < will be zupplied by server »
Search domains :

Mane server adde 0 < will be supplied by server >
I heworh, b
c: RAD o
Sheeve A Dvsplogs Sowmel KWetanrk SEoctup Do

Lacasion

Shoe Built-in Ethernet

ToeF | #epeE | apaleTalk Proxics
Configure:  Using DMaCP [}
_:9_|1|.__-|.1 Mame Se reers fOptianal

IFAddress 192,158.1,10
IPiCidded By BHOP Serer)

swibnet Mask 255.255% 25510

Qouter 192.158.1.1 Search Dhamaing oOptenah
CHEP Cliank 10
iDptieaall
rwile appkesoi ke
Fthernet Addrece: D R0-ES RA-0H- 4c
@ Chick she ok topravant furar chancs ik

Once IP addresses are assigned by Vigor 3300, then they will appear on the above screen.

8. If you are not using DHCP (i.e. ‘Obtain IP Address Automatically’ as shown above)
then you must manually give your PCs an IP address, This address must be within the
same subnet as the router’s own LAN IP address. This means that if the router is
192.168.1.1, then the other PCs must be numbered 192.168.1.nnn where ‘nnn’ is a
number from 2 to 254. Additionally, each PC must have the ‘Default Gateway’ and
“DNS Server Address” set to the router’s IP address (192.168.1.1 unless you changed
it.) None of this is necessary if you are using DHCP, hence it’s recommended to rely on

DHCP whenever possible.
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9. To confirm the connectivity between your PC and the router, you can use the Windows
‘ping’ utility. This sends a small packet to the router, which the router sends back, to
confirm the connectivity. From an MS-DOS prompt, enter ‘ping 19.168.1.1° and you

should get replies with a time in milliseconds (e.g. 12ms).

Y& M5-D0S Prompt

ol
o
e
=
i

I

Part2-Setup and Check your Web Browser Version

10. The above checks will confirm that your PC and network are connected to the Vigor
3300 correctly, so you should be able to access the Vigor 3300’s Web Configuration
interface. This is the main method for setting up, controlling and monitoring the
router. Load your updated standard web browser (e.g. IE 6.0 or Netscape 7.1 is

preferred.). You can go to www.microsoft.com ands then on resources field to choose

downloads item. Search for a Download on Product/ Technology field to find
Internet Explore software. You can choose newest update Internet Explore version

e.g. Internet Explore 6.
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11. Press bar and simply enter http://192.168.1.1 (that is the default IP of Vigor 3300).
Enter login by user name and password. The factory default for username is
“Draytek™, and password is “1234”, then click OK. The login message is shown as

below.

Enter Network Password e |

Please type your uzer name and pazsward,

Site: 192.168.1.1

Realm

Uzer Mame Idraytek

Password I"’1

[~ Save this pagsword in vour password list

ar. I Cancel

Then, the main menu should appear as shown below.

Vigor3300 series . VIGOROUS BRO;&;AHD ACCESS
MultiService Security #

Quick Setup System Netwerk Advance Firewall VPN VolP

System - Status

PO Lewstas | wen Stats

Model : Wigor33oow

Firrmware Wersion Zlddrs]

Hardware Yersion il

Build Date&Time Thu Aug 12 16:50:22 CST 2004
Systern Uptime : 72309

CPU Usage T11594%

Mermary Usage : 31.9441%

CrayTek Gorp, @ 1997 - 2004 All rights reserved, DrayTek provides enterprise netwark solution,
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