NO:AP1101-2 V.1

Release Note for Vigor2960

Firmware Version: 1.5.1.3

Release Type: Normal

Applied Models: Vigor2960 Series

New Features

e None.

Improvement

Improved: Web GUI Security.
Improved: Support to display the Xauth dial-in user name in Syslog to identify who has
connected/logged into the company network.
e Improved: Update DNSMASQ for improving CERT/CC and CISA Report in DNSMASQ
(VU#434904 / ICSA-21-019-01)
Corrected: An issue of unusual Syslog entries for root password.
Corrected: A display error issue after performing the Auto Firmware Upgrade.
Corrected: An issue that disabled SNMP was re-enabled after router's system reboot.
Corrected: An issue of "Let's Encrypt certificate™ not being responded to by the router.
Corrected: An issue of 2FA via mail through WAN not working if WAN port was
configured as Static.

For VPN,

e Corrected: An issue of importing remote certificate for VPN.

e Corrected: An issue of IKEv2 EAP not working after let's encrypt renew.

e Corrected: An issue that Xauth could not be connected for dial-out IKEv2_EAP tunnel.

e Corrected: An issue that IPsec VPN could not reconnect after VPN Peer's WAN IP was
changed.

e Corrected: An issue that Pluto system troubled when IKEv2 EAP client connecting with
32 digits password.

Known Issue

e None.



Note

e Due to the firmware size limitation, for devices using firmware version 1.0.5 or earlier, it
is suggested to upgrade to firmware version 1.0.7.1 first before upgrading to version 1.0.9
or later.
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